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			Welcome to the new issue of Soldier Modernisation, this issue is packed with information from across the globe looking at what is happening in the global dismounted soldier market. The programmes section has been completely updated, so much so in fact that we have a smaller version in the Journal and the complete version can be viewed online at www.soldiermod.com.

			On the main editorial pieces we look at refining call-in targeting with the Australian Army, the US Space Force article assesses what has been achieved over the 5 years they have been in service.

			Dstl talks about how wargaming is strengthening defence while the US Marines article discusses their new combat technology. 

			DARPA announces its new Human-AI Communications for Deontic Reasoning Devops program and we look at the US Army's new systems deployed by the 10th Mountain Division.

			Technology is full of new innovative solutions, Excelitas Qioptiq discuss the TALON fused weapon sight and we have a piece on seamless integration and network interpretation from Ultra. There's also the digital revolution of combat optics, hybrid connector solutions, innovative light transportation, wearable energy solutions and counter UAS.

			As with all issues view our diary page for events that we are supporting globally, please send any comments, good or bad, to me as this is how we improve our information to you. 

			Wishing you all a great 2025.

			Best,

			Robbie

			Editor, Soldier Modernisation 

			robert.alcock@intercomms.net 
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			Enhancing Battlefield Communications through Network Integration 

		

		
			The ability to sense and observe activity on the battlefield in real time has never been greater with surveillance drones at work in the sky above, equipped with video and infrared capabilities, as well as intelligence gathered from the adversary’s use of the electromagnetic spectrum. The diverse range of sensors are matched by an almost equal number of different communication links including wideband and narrowband waveforms, military and civilian. Much of the data gathered needs to be transmitted in its entirety from the sensor to a specialist to extract the important information and feed the commanders who will decide on the course and sequencing of any action so that all activities remain coordinated and in line with the wider intent.

			Force elements demand robust and resilient communications that deliver the necessary services at the right level. There is a growing requirement for enhanced survivability, including minimising electronic signatures and operating at greater range to enable greater agility, tempo and dispersal.

			The diagram below is only one example of the variation of communications links that are typically seen in the modern battlespace. 

			The growing peer engagement threats means battlefield communications will be subject to enemy action so need to be resilient. This requires renewed emphasis on low probability of detection (LPD) and low probability of interception (LPI) for critical data communications and all voice communications to maximise protection of the force. The peer engagement threat does not immediately exclude the use of commercial off-the-shelf solutions (COTs) as their low cost and high availability could compensate for reduced effectiveness. However, COTs system deployment needs to be managed to minimise damage if the system is detected and targeted. 

			Battlefield Data Processing and Dissemination

			Timely and accurate decision-making information is vital for battlefield success. Importantly, information needs to be routed to the correct command level to be reviewed, a plan of action developed and orders issues. This is the typical observe, orientate, decide and act (OODA) loop. Data flows are different at each sequence of the OODA loop. The ‘observe’ activity typically requires higher bandwidth services delivered to HQ staff whereas the ‘act’ activity typically consists of lower rate data flows (target locations, description) and voice to enact tactical manoeuvres as illustrated below.

			In the battlefield example above, information for decision making is focused at the HQ level. Here, the video source from the strategic surveillance assets will alert the staff to the incoming enemy threat. At the HQ, the surveillance sources can be observed by trained individuals on larger screens with easier recourse to other assets and specialists that may be necessary as part of the ‘orientate’ stage. In this HQ environment, a fuller assessment can be made of the threat, together with any other concurrent enemy activity and if there is a wider coordinated activity.

			From this, an appropriate response can be decided and orders issued to forward units at the Edge to ‘act’ on. In general, the orders can be communicated on narrowband links as they are smaller pieces of information such as target locations, map overlays and/or voice. Conveniently, these lower data rates services at the Edge of the battlespace can be transmitted over narrowband links and narrowband transmissions lend themselves to LPD/LPI techniques. Voice, blue force tracking (BFT), target locations, orders etc. can all be delivered in frequency hopping LPD, narrowband waveforms. 

			Ultimately, voice at the Edge remains the most important service – plans rarely survive beyond first enemy contact and the immediacy and emphasis of a voice command cannot be replaced with data exchange. In these tense periods there is little time to engage with end user devices and not all dismounted soldiers carry digital input/output devices, so voice is the only option.

			Hybrid Network Solution for Dismounted Soldiers

			Careful consideration of multiple trade off decisions need to be made when selecting, planning and implementing a tactical communications network to ensure appropriate networks are designed to support the various services in the operating environment. Flexibility to adapt the network for the mission or evolve as technologies and threats develop has also become an important aspect when architecting and procuring an enduring solution. 

			Traditional V/UHF military radio networks deliver resilient communications at range and allow direct exchange of voice and data between mounted and dismounted users. 

			Wideband ‘flat network’ architectures deliver high throughput and enable the dissemination of data rich services. However, this come at a cost in terms of soldier burden, detectability, shorter range, and more spectrum required. 

			Both traditional V/UHF military radios and wideband ‘flat network’ radio networks approaches have their specific benefits and these can be assessed against national operational requirements. Both types of radios have common drawbacks as they can be more bulky and heavy than ideally needed. Both radio types also carry a significant price tag, so it is often simply not affordable to provide every soldier with either type of radio. It is also clear that the majority of dismounted users only require a subset of these radios' capabilities, namely secure voice and location reporting.

			The key question is: can different radio types be combined seamlessly in a hybrid network to take advantage of different capabilities where they are needed, while maintaining information exchange to support operations? 

			Thales has recently worked with two customers to show how voice and data can be seamlessly shared between two different networks to support dismounted soldier operations. One customer solution used SquadNet, integrated with a longer-range V/UHF handheld radio, and the second customer also used SquadNet, integrated with a wideband network. 

			Example Customer Configurations:

			In both cases the customers wanted to explore the benefits of a two radio solution, utilising the SquadNet soldier radio for section/team members, benefiting from its lower SWaP, lower probability of detection and being significantly more affordable. Customer A prioritised range, low detectability and platform interoperability, so wanted integration with a V/UHF military radio. The data requirements included blue force tracking and target information. Customer B was looking for higher rate data services. This customer had a much larger army so had a suitable number of troops deployed to support the node density needed to ensure reliable range from the wideband radio.  Both approaches provide an all-informed network with command segregated voice nets with blue force tracking and target data shared with all users. 

			The table below shows services on each of the separate network and which services are shared between the networks.

			In both cases, Thales achieved an integrated system without the use of bespoke solutions by using standards products and interfaces that were available in the market and minimised the additional burden. Both solutions were demonstrated using very similar configurations which are detailed below for voice and data network bridging. In both cases, the section leader and Second-in-command carried a SquadNet radio and a V/UHF or wideband radio, and used an Android end user device for C2 and data bridging. 

			Voice Bridging

			For both customer demonstrations, the voice bridging across the different networks was achieved using the Invisio V60 V2 PTT. 

			This solution requires no additional hardware as the voice bridging is now a feature of the Invisio V60 V2 PTT unit. 

			Decrypted audio is passed from one net to the second net in analogue, where it is digitised and encrypted onto the rebroadcasting net. Encryption remains within the individual radios. It is also possible to configure the system to only allow re-transmission in one direction if there are different security domains. 

			Data Bridging

			For both solutions a smartphone was used to manage the transfer of data between the two networks. 

			For customer A with the V/UHF military backbone radio network, Thales employed the TMS2 application to manage the data flows including BFT, targets, text messages etc. All of the data flows from the SquadNet network were rebroadcast on the V/UHF network to handheld and vehicle units.

			For customer B with the wideband MANET radio, the data integration was undertaken using the CIVTAK application. Similarly, all data flows from the SquadNet network were reported onto the CIVTAK application where it was rebroadcast on the wideband backbone network.

			Benefits of the Hybrid Network Approach

			V/UHF and wideband radio approaches have their operational merits but both solutions have drawbacks in terms of size weight and power (SWaP), costs and operational limitations. The mixed or hybrid solutions have significant benefits over a single radio solution they enable approximately 60% of the dismounted troops to carry the SquadNet radio with its lower weight, lower power consumption, lower radio frequency signature and lower cost. 

			In both the hybrid options (SquadNet and V/UHF, or SquadNet and Wideband MANET) there are significant SWaP and cost benefits. Compared to a network of all V/UHF or wideband MANET radios, the hybrid approach was estimated to be at least 40% cheaper than either single radio approach. It is also estimated that the hybrid solution would require 50% less batteries. Overall, the hybrid solution is estimated to be approximately 50% less in overall weight and use 50% less power consumption. With SquadNet employed at the lower level, there is no impact to capability as these users typically don’t carry end user devices to manage data nor do they have a need to engage with platforms.

		

		
			In Summary

			The modern battlefield has a plethora of electronic systems gathering and disseminating data over a diverse set of communications links to provide the information needed to plan and act effectively. The diversity of communications links cannot be achieved within a single ubiquitous ‘battlefield waveform’ as the trade-offs required would make it unfit for many roles. Going forwards, we need to ensure that architectures, system designs and interfaces are more flexible to enable the various different communications systems employed to manage and exchange information. There are many benefits in adopting multiple and diverse communication networks in the battlespace:

			1.	Optimised communications for each system to provide specific services, meet range requirements, deal with operational challenges such as jamming or detection and provide appropriate SWaP for the use.

			2.	There are very significant savings to be made in cost, weight and power consumption by optimising communications for specific users. For example, the hybrid network approach for dismounted soldiers explained above offers the potential to cut cost, power consumption and weight approximately in half compared to a single waveform approach.

			3.	The diversity in communication systems offers more flexibility to align appropriate bearer networks with specific operations (the ‘Golf-bag’ approach).

			4.	It is easier to evolve and adapt an individual network to meet new operational or threat scenarios, or swap in a new communications network, as each network is standalone.

			5.	Multiple networks and waveforms are inherently more robust as there are different waveforms, frequencies and synchronisation mechanisms all making it more difficult for an adversary to degrade communications. 

			The work Thales is undertaking with various customers demonstrates how different communications networks in the battlefield can be readily integrated to achieve seamless information exchange. Much of the work undertaken has involved dismounted soldiers, making it critical to minimise the physical and cognitive burden of any solution. n

			For further information on integrating communications on the battlefield, especially integration on the dismounted soldier, please contact Thales.
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			Industry-Military partnerships next step in the digital revolution of combat optics

		

		
			SoldierMod talks to Raytheon ELCAN’s BD & Strategy Manager for Rifle Sights, Chris Reimer

		

		
			Q: Tell me about your role at Raytheon ELCAN and your credentials.

			A: I joined the company in 2009, as part of the Optical Design team, and am now part of the Business Development team here at Raytheon ELCAN. My various roles in engineering and business development have focused on R&D and product development, now focusing on ELCAN Specter® sights. I hold a bachelor of engineering degree in aerospace and a master of engineering degree in electronics. Previously I worked in the telecom industry.

			Q: What are the trends that you’re seeing and how are these driving product development?

			A: We’re seeing interest in incorporating digital technologies, such as networked sights, fused (IR & visible) capability, ballistic computers, target tracking, etc. into rifle sights. There is a lack of coherency in the capabilities desired across the market place with these digital technologies. This is driving new players with some of these new capabilities into the market, and will drive established rifle sight makers into partnerships/acquisitions for some of these new capabilities.  It is driving us to engage more with the warfighters and with complementary technology experts to define the future warfighter sight.

			Our design team incorporates user input into our product development. For Gen III (the latest publicly disclosed iteration), the package is smaller and lighter making it easier to operate without taking your hand off your weapon. The ballistic kernel has full environmental compensation for temperature, pressure and humidity as well as weapon canting (pitch and roll) up to 90 degrees. 

			As technology develops, we will continue to include more capability in a smaller package while still delivering reliable sights that make soldiers more effective on the battlefield.

			Q: How do ELCAN sights help soldiers handle modern threats on the battlefield?

			A: ELCAN sights provide exceptional clarity, robustness and ease of use. ELCAN sights are trusted by more than fifty allied forces and security services around the world to be effective and reliable in the most extreme environments and conditions. ELCAN’s direct view optical sights keep soldiers safer and make them more effective by providing better situational understanding, reliable performance and advanced capabilities.

			Q: Anything else you think our readers should know?

			A: ELCAN focuses on providing new capabilities to the warfighter, while ensuring the fundamentals of the rifle sight remain in place. For example, our digital sight (ELCAN Specter DFCS digital fire control sight) continues to function as a regular etched reticle sight if the electronics are damaged or batteries are expended.

			The industry-military partnerships are key to developing the right product for the right mission and being able to deliver it at the right time. This has been the key ingredient in the development of ELCAN Specter sights since the development of the C79 in the late 1990’s. ELCAN remains committed to providing the best sights for the warfighters of today and tomorrow. n

			SmartPhones made communication faster and easier — putting unprecedented capability into users’ hands. This portable hyper-connectivity provides instant access to information and has limitless potential.

			The ELCAN Specter® digital fire control sight, or DFCS, was the first step in the revolution toward intelligent optics that disrupt optical weapon sights like SmartPhones disrupted global communications. The Specter DFCS, now at Gen III, is ready now and being used in operational environments with several allied militaries around the world.

			The ELCAN Specter DFCS continues to evolve, as technology does, based on user feedback. This feedback loop is the critical enabler to delivering the capability required to push the battlefield out further, giving allied forces reliable overmatch advantage out to 1000m without adding cognitive or physical burden to soldiers.

			Smart optics are keeping soldiers safer and making them more effective while reducing cognitive and physical strain.
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			Refining call-in of targeted attacks

		

		
			By Max Bree, Warrant Officer Class 2

		

		
			A pair of F/A-18F Super Hornets roar overhead as a
 joint terminal attack controller (JTAC) on the 
  ground radios through instructions for a strike.

			He dictates target coordinates, the type of munition to drop and the aircraft’s approach direction. “Canon 1, this is Dagger 112. Cleared hot,” he says. The jet gets closer before its weapons systems officer comes over the radio. “Canon 1, one away. 20 seconds. 10 seconds. Laser on,” he says. A joint fires observer operating a laser designator radios through. “Golf 11, lasing 1511,” he says. An explosion from a 1000-pound, laser-guided bomb rocks a hillside several kilometres away. “Golf 11, target is destroyed. One good impact,” the JFO says.

			It was one of many such attacks called in during Exercise Nigrum Pugio, held at Townsville Field Training Area from October 16-23, a biannual event for 1 (Australian) Division and Forces Command JTACs.

			JTACs must call in at least one live munition every six months as part of their recurring qualification controls, normally facilitated by Hawks dropping 25-pound training munitions.

			But during Exercise Nigrum Pugio they controlled pairs of Super Hornets, each having a weapons load of 400 rounds of 20mm ammo, two GPS-guided 500-pounders, one laser-guided 500-pounder and a 1,000-pound laser-guided munition.

			JTACs coordinated engagements using methods including laser marking, GPS coordinates and video down link – where a controller sees a feed from the aircraft’s sensors.

			Low-flying Hornets also unleashed streams of 20mm rounds bellowing a signature “BURRRRRRR” sound as they repeatedly strafed a nearby hill covered in mock vehicles.

			One of those assessing the JTACs’ performance was Bombadier Matt Freegard, an evaluator from School of Artillery’s JTAC Troop.

			“To have 1 Squadron here for three days, with full combat load out, is something that we don’t really do a lot. It just enables you to get better,” he said.

			Most JTACs had what looked like a smartphone attached to their body armour, but these couldn’t be used to FaceTime mum.

			They were part of a next gen digital terminal control system called APASS that sends target data to aircraft. 

			This reduces the amount of radio emissions, making it harder for enemies to locate a JTAC’s position.

			The device plots enemies, friendlies and does real-time tracking of call signs on the same net.

			“Instead of using optics or your eyes to find a target, on there you have satellite imagery and different tools to measure distances. You might be able to more accurately plot a location,” Bombadier Freegard said.

			Although APASS has the ability to provide a digital clearance, current doctrine requires JTACs to still clear using voice commands. 

			APASS already works for surface-to-surface fires. They are now refining procedures to use it for close air support.

			1 (Australian) Division and Forces Command JTACs hold a qualification in addition to their role as artillery forward observers and Bombadier Freegard hoped to see more exercises like Nigrum Pugio to help sharpen skills.

			“We can be such a great asset to Army and Air Force. We have the potential to train more JTACs and JFOs to a higher standard. We just need the ability to do these type of exercises more,” he said.

			Bombadier Freegard’s proudest moment as a JTAC was calling in a simultaneous engagement of Hellfire missiles from Apaches and Tigers, but said controllers also provided an ISR function and enable air-land integration.

			“Yes, an aircraft does have bombs but it also has sensors and we can use them to provide battlefield commentary, look at targetable areas of interest and then attack,” he said. n
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			Optimized hybrid solutions for military applications

		

		
			Efficient connection and power supply for military optronics

		

		
			The operability and functionality of electronic equipment is a critical aspect in the military environment. In an emergency, they can make the difference between life and death.

			The pressure to develop technical designs that are characterized not only by reliability but also by user centricity and simplicity are a must. Military equipment and its operators experience extreme stressful situations and need to be as well prepared as possible. But what options do engineers have to enable user-friendly handling, while RoHS directives, environmental requirements, and the desired function predefine the form?

			Requirements for the connection of electronic devices

			Electronic devices require a power supply, data integrity from the sensors and the optical systems are critical. Most devices, both soldier worn and installed in the ground combat stations or vehicles, have a wired transmission, as this is less susceptible to manipulation. For portable systems, power can be supplied via an integrated battery, but connecting an external battery offers many advantages:

				Extended service life due to increased battery capacity

				Better ergonomics thanks to freely selectable weight distribution

				Easy replacement of the battery

			Imaging in military optronics is based on data from infrared, UV, or X-ray sensors in addition to conventional video capture. As an alternative to fiber optic technology, coaxial cables in particular offer the necessary prerequisites and in addition to a high bandwidth capacity, ensure good shielding against external electromagnetic interference. In direct comparison to fiber optic contacts, they also perform with significantly lower maintenance costs.

			Advantages of supply via hybrid interfaces

			The combination of power and data transmission in a hybrid cable requires connectors and cables that are adapted to the requirements and still offer highly reliable performance. Integration enables a more compact installation space and can lead to overall cost savings. The advantages for the operating forces are:

					Increased mobility and convenience thanks to a reduced number of cables and interfaces.

					Increased reliability, as fewer interfaces reduce the risk of cable breaks and connection errors due to damage.

					Faster operational readiness thanks to less effort when putting on and taking off equipment.

					Simplified maintenance and repair. A lower number of potential sources of error simplifies troubleshooting and repair. This reduces maintenance costs and increases the lifetime of the equipment.

					Improved safety as reduced cable quantities minimize the risk of soldiers becoming entangled in their equipment or surroundings.

			The integration of hybrid cables in portable systems is possible, for example, using a hybrid connector such as the ODU AMC® High-Density (HD). The connection solution, specially optimized for military applications, enables the combination of power and data transmission with an outer diameter of just 12.8 mm. 

			The combination with polyurethane (PUR) sheathed hybrid cables is a good way to make optimal use of the connector's potential. The thermoplastic elastomer (TPE) is characterized by its high tear, notch, and abrasion resistance, as well as its particular resistance to liquids such as oils, petrol, and solvents. The German manufacturer has a wide range of standard products and supplies complete, tested ready-made assemblies. 

			Solutions for larger systems

			The optronic systems are often permanently installed in vehicles, command posts, or mobile surveillance units. The interaction of several sensors provides a detailed overall picture of the surroundings. The required power and the large amounts of data cannot usually be transmitted via miniaturized connection solutions such as the AMC HD. The AMC portfolio of the manufacturer ODU also offers specifically developed solutions for these requirements.

			Connections with 50-ohm coaxial contacts are available in both the High-Density and in the ODU AMC® Classic series. For the secure transmission of uncompressed HD video signals, 75 Ohm coax contacts in the classic AMC connector are ideal.

			Conclusion

			The use of highly developed optronics places special demands on device manufacturers. The supply of power and connection of military equipment to existing systems can be solved by specialized connections, whereby different dimensions and technologies are used. Hybrid solutions such as the ODU AMC® HD connector with matching PUR cables offer considerable added value for integrators and end users by reducing the number of interfaces. n

			More information: 
www.odu-connectors.com/industries/military
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			From concept to command: Celebrating 5 years of the US Space Force

		

		
			By Keefer Patterson, Space Base Delta 1 Public Affairs

		

		
			The U.S. Space Force officially turns five years old on December 20th.

			The sixth branch of the U.S. armed forces was established on Dec. 20, 2019, when President Donald J. Trump signed the National Defense Authorization Act for Fiscal Year 2020. Under this act, Air Force Space Command, headquartered at then-Peterson Air Force Base, ceased space operations, was inactivated and the USSF assumed operational control of the space units previously commanded by AFSPC. From there, the Space Force moved forward with building and defining the new service while simultaneously maintaining legacy missions and infrastructure.

			In the intervening years since its creation, the USSF has built a space-focused cadre, pulling together ideas and expertise from sister services and promoting the transfer of enlisted and officers experienced in space operations, cyber, intelligence, acquisition and engineering.

			But what have these years looked like from an installation perspective?

			Looking Back Through Space and Time

			On July 24, 2020, the USSF inactivated the 21st Space Wing at Peterson AFB and the 50th Space Wing at Schriever AFB. On that same day, consolidating the installations under one command, Peterson-Schriever Garrison was activated with former 50th Space Wing commander, then-Col. James E. Smith, taking charge of the garrison.

			P-S GAR expanded its command responsibilities of real property at six installations to include Peterson AFB; Schriever AFB; Cheyenne Mountain Air Force Station; Thule Air Base, Greenland; New Boston AFS, New Hampshire; and Ka’ena Point AFS, Hawaii.

			“Many command staff functions transferred to the Peterson-Schriever Garrison staff at Peterson AFB,” said Brad Helton, Space Base Delta 1 historian. “However, the support functions such as contracting, security forces, civil engineering, logistics and force support remained under the 21st and 50th Mission Support Groups, which remained active.”

			To provide better mission oversight, the USSF activated Space Operations Command at Peterson AFB, Oct. 21, 2020, becoming the first field command for the service and the higher headquarters for space operations units at to P-S GAR. On July 14, 2021, Air Force Material Command and Air Force Research Laboratory transferred control and support of the Maui Space Surveillance Complex, Hawaii, from Kirtland AFB, New Mexico, to Peterson AFB – making P-S GAR responsible for a total of seven installations.

			In recognition of the critical role Peterson AFB and Schriever AFB play in supporting various space-focused missions, the Department of the Air Force redesignated both bases as Space Force Bases on July 28, 2021.

			However, a new change to the command name was on the horizon.

			Space Base Delta 1

			On May 23, 2022, Space Operations Command redesignated P-S GAR as Space Base Delta 1.

			“The new name brings our Colorado Front Range installations into greater alignment with the U.S. Space Force’s operational Space Deltas and Space Launch Deltas,” according to a quote by then-Col. Shay Warakomski in an article published on May 24, 2022.

			However, the newly established SBD 1 was not just a name change but a further fine-tuning of the command’s structure.

			“On that day, the 21st and 50th Mission Support Groups inactivated at Peterson and Schriever SFBs and all squadrons transferred under SBD 1,” Helton said. “Looking at geographically separated units such as the 821st Air Base Group at Thule Air Base, Greenland, they were redesignated as the 821st Space Base Group. Eventually, that installation would be renamed on April 6, 2023, from Thule AB to Pituffik Space Base — the traditional Greenlandic name of the region where the base is located.

			“Change is the only constant … SBD 1 has constantly been making adjustments ever since to optimize its performance under the new organizational concept within the newly established service.”

			Today, SBD 1 enables U.S. Space Force operations for 10 of the service’s Space Deltas that are headquartered in Colorado Springs and more than 111 other mission partners across 23 world-wide operating locations by providing integrated Base Operating Support (e.g., directly assisting, maintaining, supplying and distributing support of forces at the operating locations), Combat Service Support (e.g., the essential capabilities, functions, activities and tasks necessary to sustain all elements of all operating forces at the operating locations) and Delta Staff Agency services (e.g., providing legal, financial and other administrative services to Guardians and Airmen).

			Looking Ahead

			Taking command of SBD 1 on July 11, Col. Kenneth Klock, Space Base Delta 1 commander, now oversees the delta and its day-to-day operations.

			“To describe Space Base Delta 1 in the simplest terms, think of us as a platform from which the space mission deltas project power,” Klock said. “Water, power, facilities, HVAC, communications, security, etc., all the critical infrastructure and resources necessary to sustain the basic functions our warfighters need to carry out the mission are provided by us.

			“But it’s not just about the infrastructure, it’s also about the people. Many of our Guardians, Airmen and civilians are parents. Think of all the effort required to ensure that installation Child Development Centers are adequately equipped to take care of the children. Think of other mission support functions such as issuing ID cards and getting paid on time. SBD 1 delivers resilient and readily available support for space superiority.”

			In plotting a course for the command, Klock is looking into the years ahead and seeing how the command needs to adapt to meet future needs and challenges head on.

			“The space domain is ever-changing, and, by extension, so is the Space Force,” Klock said. “Turning five years old this year, we still have a lot to figure out and define, but we are moving forward in a way that ensures we can fight today, if called upon. We are also still innovating and growing to be even more ready for the fight tomorrow. It’s a challenging and exciting time, but we are making all the critical moves that matter.”

			“Supporting our missions, growing our people, engaging with our civic community leaders and modernizing our systems and infrastructures — all of that will need to continue. We always have to be prepared for the worst and ensure our capabilities are survivable, flexible and responsive to meet tomorrow’s demands. We are doing that now and we will continue to do that into the future.” n
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			Providing effective transportation in inaccessible and harsh terrain

		

		
			Soldier Modernisation talks to Trikke about their innovative solutions used by over 200 military and law enforcement agencies

		

		
			The problem of carriage has plagued troops since warfare started, be that the use of mules to carry equipment in mountainous areas or the use of electric bikes for modern warfare.

			Both come with major problems and weight carriage issues. So where can we find a solution that can tow up to 500 lbs, is easily transported, assembled and used? 

			We spoke to TRIKKE's David Beerman (Senior Account Exec for sales & training) on a proven product that may surprise our readers.

			Q: The development of new soldier systems and increased levels of materiel needed by front line troops has advanced the need for an effective multi-terrain mobility/utility vehicle; could we look at the Trikke and its capabilities?

			A: TRIKKE builds a stealthy land vehicle that can individually transport dismounted troops more than 30 miles, onroad/offroad, at over 40mph. It is configured in a 100 lb package that occupies less than 20 cubic feet. TRIKKE vehicles provide a real force-multiplier for operators to patrol farther and faster than when dismounted.

			Q: What are the innovative and unique features of Trikke? 

			A: Quick-recharge swappable lithium-ion battery, 3 sealed high-torque hub motors, hydraulic disc brakes, full suspension, precision steering and thumb-grip throttle control, and small turning radius. LCD control panel with adjustable torque and speed settings, and available RFID key fob and card key. Quiet emission-free day/night operation and a low-fatigue upright ergonomic stance for the rider, which provides enhanced manoeuvrability and visibility. The cambering frame design keeps all 3 wheels securely in contact with the ground through high-speed turns, and the independently pivoting trailing arms allow for smooth riding over uneven terrain. For law enforcement applications we can provide a package with up to 7 emergency lights (with 15 flasher modes) and a 3-tone air siren.

			Q: Another area that is critical for dismounted troops is the ease of forward deployment into the battle space – using land, air or seaborne vehicles. Is simplicity of construction a key feature for Trikke?

			A: The main frame consists of 6061 aircraft-grade aluminum. It can be easily folded into a compact footprint by releasing the locking lever on each of the two trailing arms and folding down the steering column. Easy one-man load/unload into a host vehicle for forward deployment. Additional utility is provided by available options like a quick-release hitch and hard-shell cargo boxes or EMS kits. The vehicle can tow a trailer with up to 500 lbs of extra munitions, supplies, tools, SATCOM gear, casualties, etc.

			Q: Could we talk about who is using the products and a short history of the company?

			A: TRIKKES are currently in use by more than 200 law enforcement, security, military and commercial agencies around the US and internationally – for emergency response, perimeter surveillance, also traffic control, special events and materiel mobility. They are operating at airports in Dallas-Ft. Worth, Detroit, Orlando, Sacramento, Phoenix, San Juan (Puerto Rico) and also for harbour and airport patrol in San Diego.

			TRIKKE Tech, Inc. was founded in 2000, originally producing recreational 3-wheel cambering vehicles, sized for kids and adults. Manual propulsion of the TRIKKE provided a fun full-body workout. A battery and front-wheel electric motor was added in 2009 for extra range and easier hill-climbing. Then the product lines were streamlined and dedicated to the professional market with the front-wheel-drive Patroller in 2014, and the all-wheel-drive DEFENDER in 2016.

			Q: Where do you see the family of vehicles by Trikke going in the next few years, and are you able to support orders worldwide and associated maintenance?

			A: The basic design of frame and components has become mature and stable with the DEFENDER and POSITRON vehicles. We can provide custom solutions like cargo box mounts, firearm mounts, push-to-talk comms, and wheel/tyre/tread options for more diverse operating environments. We want to expand our sales to more military and government clients.

			TRIKKE maintains a ready supply of spares at its headquarters in Buellton, CA. Basic maintenance can be completed with a set of allen wrenches. Primary wear items are tyres, inner tubes and brake pads, which can all be easily replaced when necessary. n

			trikkemobility.com
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			Idaho National Guard trains with US and Indian Special Forces

		

		
			By Mike Freeman, Idaho Army National Guard

		

		
			The U.S. Army’s 1st Special Forces Group (Airborne), along with partners from the Indian Army’s Special Operations Forces and the Idaho National Guard’s 124th Air Support Operations Squadron, participated in Exercise Vajra Prahar in November.

			The exercise on Orchard Combat Training Center ranges and facilities enhanced relationships between the elite units, focusing on realistic training scenarios that challenge participants in complex environments.

			The 124th ASOS provided the Indian soldiers with joint terminal attack controller and close air support instruction to enhance interoperability between Indian and U.S. special operations forces.

			“We helped build stronger relationships with the partner force by demonstrating the tactical air control party’s commitment to their success and providing them with valuable training and resources,” said Master Sgt. Douglas K. Brock, a JTAC with 124th ASOS. “In the end, the 124th ASOS showcased their ability to work with anyone, anywhere, at any time to achieve mission success by maintaining a high level of readiness while also building a foundation for future training and development opportunities.”

			Vajra Prahar is an annual exercise, now in its 15th year, and changes locations annually between U.S. and Indian training facilities to improve the special operators’ ability to work together in a variety of terrain and climate conditions. It was the first time the exercise was in Idaho.

			“The airspace and training facilities have been awesome at the OCTC,” said a member of 1st SFG(A). “They’ve given us the ability to run CH-47 Chinook missions, live talk on JTAC training, conduct sniper training and make direct-action assaults on multiple urban objectives.”

			The realistic training environment and integration of skills from participating units fostered tactical improvements and stronger relationships among the partner-nation forces, according to the 1sgt SFG(A) soldier.

			“By engaging in this rigorous training, participants develop their skills, improve communication and foster a spirit of collaboration that is essential for successful operations in real-world situations,” he said. “Working alongside our partners across the Indo-Pacific region increases security capacity and interoperability among our forces.”

			The OCTC is a 173,000-acre joint combined arms training site 18 miles south of Boise. It provides world-class training facilities for warfighters from all U.S. armed forces and partner nations. n
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			Crossbanding: the key to interoperability

		

		
			Adaptability, flexibility and interoperability are increasingly important for the modern warfighter, especially when it comes to communication. Soldiers in any scenario not only need to communicate with one another, but often with other fighting forces. But with different radio systems in use, as well as legacy systems and next-generation radios, that isn’t always easy. Until now, thanks to INVISIO’s addition of crossbanding to ensure interoperability and add to the flexibility offered by its systems. 

			Crossbanding enables the relay of audio between separate nets – meaning a signal received can be pushed from one net onto another through an audio bridge. The feature, enabled by INVISIO’s body worn control units, is activated and deactivated through a simple key combination on the control unit. Radio signals can be crossbanded on a uni-directional basis as well as on a bi-directional basis, all at the touch of a button.

			The feature was developed by INVISIO’s R&D team to address comms challenges including the need for interoperability between new and legacy radios and comms systems, as well as between different types of radios, waveforms or frequencies. It also addresses the need for flexibility to adapt comms to different mission scenarios on-the go, as well as the need to reduce the overall cost of comms systems – allowing more flexibility than ever between different systems.

			Intercommunication between long-range radios and short-range squad radios previously required a separate piece of equipment – with all the accompanying weight, cost and space issues. The addition of crossbanding removes this issue – providing a simple set up with fewer components and less overall cost. Using INVISIO’s existing body worn system, the feature is simply enabled by connecting a crossbanding cable using INVISIO’s IntelliCable® technology to add the capability to the system. 

			As well as facilitating radio-to-radio comms, crossbanding also allows the interface of any audio system, with INVISIO’s groundbreaking feature providing the potential to crossband software-based communication applications and interface to radio, providing even more flexibility to communications scenarios in the field and potential added value in the future.  

			Colin Argue, Director of Global Business Development at INVISIO, told Soldier Modernisation: “With technology moving forward so quickly, it isn’t unusual for some forces or organisations to have more advanced comms systems than others. This adds another obstacle to effective communication, with users either having to carry extra equipment – a burden physically and mentally – or struggling to communicate effectively full stop due to having incompatible systems. The addition of a crossbanding feature to our systems makes it easier than ever for different units, organisations or fighting forces to communicate with each other, regardless of whether they have the same systems or not. It provides more flexibility than ever and ensures unrivalled communications during missions where different groups are cooperating.”

			Crossbanding adds value in a range of user scenarios. Most obviously, it allows organisations that may have different radio systems but often need to cooperate on missions – such as military, police, public safety or other first responders, to communicate easily. In addition, the use of crossbanding reduces the potential for user error and allows faster deployment of teams, as well as the ability to communicate dynamically as and when needed mid-mission or incident.

			For fighting forces looking to expand their comms footprint, crossbanding is key in allowing the expansion of operational capacity through the addition of newer radios to legacy systems. Rather than having to replace an entire system, a new radio or radio waveform can be introduced while older inventory is phased out. Not only does this bring increased flexibility, but also addresses the issue of cost effectiveness.

			Colin Argue added: “As with all of our features and systems additions, INVISIO’s crossbanding feature has been created in response to known challenges when it comes to communications. This feature not only helps individual users communicate more effectively than ever before, but provides far-reaching benefits in terms of increasing comms footprints, ensuring cost-effectiveness and allowing interoperability more easily than ever before, bringing clear benefits in the field for all involved.” n

			For more information, please visit invisio.com
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			Enhancing Combat Health Support in Modern Warfare

		

		
			Soldier Modernisation talks to Dr Abe Chandra, Founder of Sabrn Tech, about the progress of SABRN E-LifePods and PC-LifePods, innovative medical pod system

		

		
			Over the past year, the SABRN E-LifePods and PC-LifePods have made significant strides in both design and operational capability, positioning them as significant innovations in combat health support for remote, austere and hostile environments. Driven by the urgency to enhance casualty evacuation and patient survivability, these LifePods are evolving from concept to functional prototypes. The upcoming "Arctic Challenge" Technical Experiment in Norway, hosted by USSOCOM and NORSOCOM in January 2025, will outline some of SABRN’s life-saving innovations in subzero temperatures. The event will underscore the unique advantages of the PC-LifePods in supporting casualty evacuation and medical interventions in extreme Arctic conditions, addressing the significant demands of operating in environments where conventional medical support is limited or inaccessible.

			1. PC-LifePods and E-LifePods: Critical Innovations in Evacuation and Combat Health Support

			The SABRN PC-LifePods and E-LifePods have been designed to offer additional capabilities in casualty stabilisation and rapid evacuation. These LifePods are equipped to ensure that injured personnel receive critical care early, reducing the time and risk involved in reaching higher-level medical facilities. They are also interoperable across different types of vehicles and domains, which allows for seamless integration with both crewed and uncrewed platforms. The modular design of the LifePods enables customisation based on mission requirements, providing essential functionality to stabilise and protect critically injured personnel, including from environmental factors such as the Arctic cold.

			1.1 Upcoming "Arctic Challenge" Technical Experiment

			The “Arctic Challenge” Technical Experiment in Norway will focus on the subzero-PC-LifePods' capacity to perform in extreme temperatures and rugged terrains. The experiment will assess how the subzero-PC-LifePods can increase patient survivability in cold weather environments by protecting casualties from the risks associated with hypothermia and other environmental exposures. This engagement will highlight the LifePods’ insulation properties, energy-efficient heating systems and the capability to support onboard monitoring and basic life-support functions during transport in conditions typical of Arctic (and Himalayan or Antarctic) regions. Additionally, the experiment aims to demonstrate how the subzero-LifePods’ adaptability for use on various transport platforms can be an asset in multi-domain operations.

			1.2 Role of Canopy-PC-LifePods for Military Casualty Evacuation Using Civilian Vehicles

			Recent advancements have included the development of a Canopy-PC-LifePod configuration (two casualty evacuation), which can be incorporated onto civilian single-cab utes and flatbed trailers, expanding the versatility of casualty evacuation in both military and civilian applications. This innovation addresses the need for scalable and deployable medical care in diverse operational settings, making it possible to utilise commercially available vehicles for rapid casualty evacuation. This approach also has significant implications for natural disaster response, humanitarian missions and rural health services, where dedicated medical vehicles are often scarce and time-to-care is critical.

			2. Mobile Surgical ‘Bunkers’ and Decentralised Healthcare

			SABRN’s E-LifePods also offer the potential to redefine traditional field hospital models by establishing organised but decentralised medical 'bunkers' with advanced surgical capabilities closer to the frontline. Configured as mobile intensive care units, the E-LifePods provide modular, domain-agnostic health support based around a 'SABRN Cube' design that allows for a flexible and resilient response to complex casualty evacuation challenges. This setup offers a vehicle-agnostic approach, where PC-LifePods are capable of transporting patients between E-LifePods using a range of crewed or uncrewed platforms. Both the E-LifePods and PC-LifePods are designed to be adaptable across various combat and operational environments. By deploying E-LifePods as mobile surgical facilities within close proximity to the frontline, military medical teams can perform critical interventions rapidly, preventing casualties from deteriorating during prolonged transportation.

			This paradigm shift moves away from the reliance on centralised, conventional deployable field hospitals by decentralising critical care capabilities in an organised manner. SABRN’s 'system-of-systems' approach, with interchangeable and scalable LifePods, supports a continuum of care that enables decentralised healthcare, lessening the demand for extensive field hospital setups while enhancing responsiveness and patient outcomes.

			3. Implications for NATO Combat Health Doctrine and Future Combat Health Support

			The SABRN LifePods represent a scalable 'system-of-systems' approach to combat health support that could redefine NATO doctrine by introducing a modular, adaptable Role 2 or Role 3 capability within a few kilometres of the frontline. Traditional doctrines place Role 2 facilities further back from the point of injury due to the logistical and safety concerns associated with more extensive medical setups. However, SABRN’s E-LifePods, with their compact, secure and adaptable structure, create opportunities for positioning advanced care closer to the battlefield, enhancing patient survivability and reducing the logistical footprint.

			By implementing the SABRN LifePods within NATO and Allied Forces, this approach could facilitate organised but decentralised healthcare delivery, allowing medical support systems to be more flexible and responsive to the fluid nature of modern combat zones. The LifePods offer an unprecedented level of adaptability, with the potential to be integrated into a wide range of operations and military branches, including support across air, land, maritime and littoral domains.

			4. Future Pathways and Strategic Vision

			Looking ahead, SABRN aims to further refine the LifePods based on feedback from the "Arctic Challenge" Technical Experiment and other field trials. These insights will guide the integration of the LifePods into defence systems, enabling SABRN to contribute significantly to next-generation combat health support. Through ongoing development and collaboration with international defence organisations, the LifePods could become a cornerstone of agile, scalable combat medical infrastructure, potentially setting new standards in military healthcare support.

			By providing a flexible solution to combat casualty care, SABRN’s E-LifePods and PC-LifePods present a future where combat health support is no longer constrained by conventional deployment models. These innovations offer a pathway toward a new NATO doctrine that prioritises decentralisation, flexibility and proximity, enhancing the survivability of those injured on the front n

			For more information: sabrntech.com
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			Wearable energy solutions, the tactical edge for the warfighter

		

		
			At Bren-Tronics, we strive to keep up with 
 industry trends to best power the equipment 
  that our nation’s warfighters rely on. New technology almost always requires greater power needs and increased energy demand, as well as more compact power solutions. One of the recent demands has been for wearable battery technology, powerful solutions in relatively lightweight and compact packages that soldiers can safely carry and wear. 

			In order to modernize our nation’s warfighters, Bren-Tronics has developed several batteries and kits that are wearable and reliable. The three products highlighted in this article are two different types of soldier worn batteries that allow our warfighters to maintain a tactical advantage. In addition, we have also created dedicated charging solutions for each of these batteries, as well as other useful accessories.

			Wearable Power

			As warfighters continue to add wearable computers, sensors and communication devices to their basic kit, the need for a wearable, centralized battery solution continues to grow. The following are solutions that are being adopted around the globe by U.S. and partner nations’ fighting forces. Gone are the days of each device having its own battery. 

			Bren-Tronics designs and manufactures a variety of batteries that fit this need as well as a line of charging solutions and other accessories to support these batteries.

			Conformal Wearable Battery (CWB)

			The CWB is designed to be a thin, lightweight and flexible battery that moulds to the shape of ballistic plates. Bren-Tronics’ CWB (BT-70910CZ) is the commercial equivalent of the BB-2525/U and is designed to meet the military standards specified in MIL-PRF-32383. It is manufactured to the quality and reliability that our warfighters require with a capacity of 148 Wh. It has a digital display and a tactile push-button switch for easy use, making it not only wearable but also user-friendly. 

			NETT+ Battery

			The NETT+ Battery (BT-70909) is a modular, scalable battery for military applications. This wearable and rechargeable Li-ion battery is comparable to the size of a magazine and compliant with SMBUS. It has a variety of accessories including docking stations, chassis, and simple connectors for easy integration and interoperability The NETT+ battery (in 14.4 V) has applications throughout military use and equipment, from Soldier Modernization Programs to robotics to radio communications and more. 

			SMP Battery Series

			Our SMP Battery series (BT-70838) is part of a larger effort to modernize our warfighters, allowing them to maintain the tactical advantage. These products offer a powerful, small package that is lightweight and easy to carry or wear. The series features three sizes (in 10.8V), all of which offer the same features–a state of charge indicator, compliance with SMBus v1.1 and SBData v1.1, and easy interchangeability if a different size is needed. The SMP Battery is excellent for powering light weight robotics, UAV ground stations, radio communications, and many other types of military equipment. 

			This battery is used within European forces to power smart vests in IDZ and VOSS program for example, and in the US Land Warrior.

			Both Nett+ and SMP batteries can be plugged into a docking station in order to distribute power. This interoperable solution enables to use integrated soldier multiport datahub and power distribution systems with all military grade qualified connectors such as the Nett Warrior® connector.

			LUC (Light Universal Charger) 

			The Light Universal Charger LUC® is Bren-Tronics new generation charger that can charge any portable military battery using any energy source available in the field (vehicle, solar and battery) as well as AC standard input. The LUC® is a level 3 Smart Charging device using smart data communication protocols like SMBus, DQBus, single wire, to maximize charging efficiency while guaranteeing safety.

			Thanks to its very light weight, the charger can be carried out in a soldier backpack and can simultaneously charge 2 batteries. The charger uses NATO approved connectors for input and output, allowing full interoperability with existing cables and battery adapters. Thanks to its universal architecture to charge various battery types, LUC® provides ease of use and convenient logistic planning. The charger can be connected to PC/Tablet to monitor and store any battery health, SOC and information. Concurrently, the LUC® offers OLED display with a friendly user interface to show all available information from the battery. Like the majority of Bren-Tronics products, the LUC® underwent a rigorous military qualification and is rated IP67. It comes either in green or sand colour.

			At Bren-Tronics, we’ve got you powered. n

			For more information: www.bren-tronics.com
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			Strengthening defence through wargaming

		

		
			In response, the Defence Science and Technology Laboratory (Dstl) established the Defence Wargaming Centre (DWC) at Portsdown West (PDW), significantly increasing its analytical wargaming capability and capacity. In concert with this, Strategic Command further enhanced MoD wargaming capability and capacity, a central part was the establishment of the Defence Experimentation and Wargaming Hub (DEWH) at MoD Southwick Park (SWP).

			The two organisations already work closely together and, this October, they formalised their relationship with the signing of a partnership charter. The charter sets out principles to ensure that the two centres operate coherently, consistently and efficiently in pursuit of a common set of goals.

			Against the backdrop of Southwick Park’s historic D-Day Map room, Rear Admiral Andrew Betton, Director Integrated Warfare Centre, Strategic Command completed the signing of the partnership principles already signed by Dr Tim Sheldon, Dstl Chief Delivery Officer (represented in the Map Room by Linda Knutsen, Dstl Head of Exploration).

			Rear Admiral Andrew Betton, Director Integrated Warfare Centre (Dir IWC), Strategic Command said: "In the spirit of ‘One Defence’, we are building a sustainable and effective Defence-wide wargaming enterprise that fosters innovation and supports the development of UK wargaming capability."

			Dir IWC, expanded with: "This partnership between the Defence Wargaming Centre and the Defence Experimentation and Wargaming Hub has laid the critical foundation for a coherent, consistent, and efficient wargaming operation in support of MoD goals."

			This partnership is critical to the MoD’s goal of enhancing its overall wargaming capability and capacity across UK Defence. Together Strategic Command and Dstl are leading innovative ways to integrate wargaming as a key tool for decision support, experimentation, training and education, and strategic foresight.

			This collaboration sets out the shared vision of creating a unified, MoD-wide wargaming enterprise focused on delivering an efficient, effective, and sustainable wargaming structure across the MoD. Establishing a co-leadership model that ensures decisions impacting both the DEWH and DWC are made together, priorities are aligned, and demand for wargaming services are managed effectively.

			Linda Knutsen, Head of Exploration, Dstl said: "Defence must be agile to respond to the pace of technological change and ever evolving threats. Through wargaming, we help Defence leaders understand opportunities, threats and priorities – helping the UK and our allies maintain operational advantage."

			Rear Admiral Betton also recognised the efforts the wider team have played in the success of the wargaming partnership, stating that: "On behalf of Strategic Command, I would especially like to thank everyone who has been involved in this progressive journey of developing the Defence Experimentation and Wargaming Hub at Southwick Park and fostering the strong partnership with Dstl’s Defence Wargaming Centre. Especially, the sterling efforts by Mike Larner, Head of the Defence Wargaming Centre for his nurturing leadership in facilitating this partnership."

			Mike Larner, Dstl’s Head of Defence Wargaming Centre said: "This partnership is an exciting new chapter in the development of MoD’s wargaming capability. Bringing together the energy, expertise, facilities and networks of the DWC and DEWH will significantly enhance the already world-class UK wargaming capability."

			Captain Eugene Morgan (RN), Assistant Head Wargaming, Strategic Command said: “Wargaming provides a strong opportunity for collaboration across industries, government, and allies. It drives innovation and helps to build a stronger, more resilient defence capability benefiting both the MoD and the broader security community. This partnership between the Defence Wargaming Hub and Dstl will strengthen MoD’s capability and deepen the capacity to deliver robust evidence-based solutions.”

			The partnership between Strategic Command and Dstl represents a powerful commitment to strengthening the MoD’s wargaming capabilities. By working together, these two organisations ensure that wargaming becomes a core component of UK Defence strategy, helping shape preparedness and strategic foresight, ensuring resilience and readiness in an ever-changing global defence landscape. n

		

		
			In recent years, there has been a resurgence in using wargaming to support decision making across the MoD and, to some extent, wider government
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			Enhancing the Dismounted Soldier's Capabilities in the Age of Drones

		

		
			By Leo McCloskey, Vice President of Marketing at Echodyne

		

		
			The information revolution that transformed enterprise businesses offers intriguing parallels to the technological evolution available to the dismounted soldier. Just as centralized computing on large, expensive, high-maintenance platforms faced bottlenecks that were eventually solved by distributing computing power more widely, the military is experiencing a similar shift. The goal: to enhance situational awareness, performance and safety for soldiers on the ground in an era where drones and electronic warfare have dramatically changed the dynamics of the battlespace. 

			In the business world, the evolution from centralized mainframes to personal computing revolutionized data flows and operational efficiency. The transition saw the "dumb terminal" evolve into powerful computing platforms, eventually placing more computing power in the palm of a hand than was used in the Apollo space missions. This growth aligns with Moore's Law, which predicts the doubling of transistor density every 24 months without an increase in cost. However, the benefits of this transition are equally attributable to Metcalfe's Law, which posits that the value of a network is proportional to the square of its users. 

			The proliferation of computing devices led to the development of the Internet of Things (IoT), where small computing platforms equipped with wireless communications were installed across enterprises. This widespread instrumentation allowed businesses to measure performance meticulously, driving continuous improvement through practices like kaizen. By designing processes, inventories and actions to produce performance data, enterprises could make data-driven decisions that enhanced efficiency and competitiveness.

			The military seeks a similar outcome in the instrumentation of fighting forces: eliminating surprises and elevating performance through metrics, training and disciplined execution. For the dismounted soldier, voice and data communications have become primary instruments for monitoring activity and measuring progress, much like mobile networks unlocked potential in businesses.

			The integration of voice and data into unified networks has led to resilient mesh networks from companies like Silvus Technologies. These networks equip dismounted soldiers with always-available service, ensuring constant connectivity and situational awareness. Just as equipping the workforce with laptops and mobile phones enabled global businesses to thrive, providing soldiers with advanced communications gear forms the baseline—the sine qua non—of any data-driven improvement in military operations.

			The Drone Revolution: A Radical Shift

			While enterprises contend with fierce market competition, they have not faced a technological upheaval quite like the introduction of drones as weapons in warfare. Drones have fundamentally altered the dynamics of every engagement, posing a constant threat to the dismounted soldier. Ranging from slow and unpredictable to cruise missile-like speeds with agility, drones have become ubiquitous on the modern battlefield.

			The Russo-Ukrainian conflict demonstrates that situational awareness of both surface and air domains is essential for success and safety. Drones have introduced a level of "transparency" to the battlespace, capable of identifying all dismounted and mechanized movements for targeting by fires and counter-fires. This pervasive surveillance capability means that soldiers are under constant threat from above, necessitating new strategies and technologies for detection and defence.

			As electronic warfare (EW) and electronic intelligence (ELINT) capabilities improve, adversaries are developing drones with enhanced flight autonomy. The best way for drones to avoid EW interference is to eliminate reliance on radio frequency (RF) signals altogether. Developments in Ukraine point to swift adoption of autonomous navigation capabilities, making drones even more challenging to detect and counter.

			These advancements require the military to innovate rapidly to protect and enable the dismounted soldier. New fabrics and practices are being developed to reduce detectable body heat, improving safety from drones equipped with thermal imaging. However, the primary challenge remains detecting, tracking and identifying drones in the airspace to provide timely warnings and effective countermeasures.

			Progress is being made on several fronts to equip the dismounted soldier with simple, easy-to-use technology for drone detection and defines. Performance improvements in multi-spectral optics have focused on increasing range and fidelity. However, these often come with corresponding increases in cost, size, weight and power (C-SWaP). Innovations in optical equipment, particularly the integration of artificial intelligence (AI) for identification and tracking, are generating exciting performance improvements.

			Companies like OpenWorks Engineering are at the forefront of this shift, developing optical systems that leverage AI to maintain visual contact with drones. These systems can autonomously detect and track drones, providing soldiers with crucial information without overburdening them with additional equipment or complexity.

			The conventional approach of using EW capabilities to detect drone-operator RF signals and interfere with communications is also evolving. What was once the domain of large, fixed installations is migrating to small kits that can be easily and safely worn by the dismounted soldier. Companies such as DroneShield, MyDefence and Axon are miniaturizing EW technology, improving ease of use, and making it feasible for soldiers to carry and operate these systems in the field.

			These portable EW solutions can detect drones by identifying their RF signals, allowing soldiers to take proactive measures to avoid detection or engage the threat. By bringing EW capabilities to the individual soldier, the military enhances situational awareness and provides additional layers of defence against drone threats.

			A significant addition to the dismounted soldier's kit is the portable radar system. Echodyne's EchoGuard radar exemplifies this innovation, offering impressive performance against drones and possessing the accuracy required to detect, track, and classify aerial threats. Weighing less than 2 kg, the EchoGuard radar provides precise targeting information to direct soldier attention, train optics and guide effectors.

			The entire kit—including batteries, tripod, computer and cables—fits into a single, man-packable backpack. This portability ensures that soldiers can carry advanced radar capabilities without being encumbered by excessive weight or bulk. The precision and reliability of portable radar systems like EchoGuard significantly enhance the dismounted soldier's ability to detect and respond to drone threats effectively.

			The combination of advanced communications, optics, EW capabilities and portable radar forms a comprehensive defence strategy for the dismounted soldier. By integrating these technologies, soldiers gain a multi-layered defence system that improves situational awareness and response times.

				Communications Networks: Resilient mesh networks ensure constant connectivity, allowing soldiers to share information and coordinate actions seamlessly.

				Optical Systems with AI: Advanced optics equipped with AI enable autonomous detection and tracking of drones, providing real-time visual intelligence.

				Miniaturized EW Equipment: Portable EW solutions detect and disrupt drone communications, reducing the threat level and buying critical response time.

				Portable Radar Systems: Precision radar detects drones at greater distances and in various conditions, offering very early warning and precise targeting data.

			By leveraging these technologies, the military can create an interconnected ecosystem that significantly enhances the dismounted soldier's capabilities and safety.

			Despite these advancements, challenges remain in fully equipping dismounted soldiers with the necessary technology to counter the evolving drone threat. Factors such as cost, training, integration and logistical support must be considered to ensure that new equipment does not overburden soldiers or detract from their primary mission.

			Additionally, the rapid pace of technological change in drone capabilities requires continuous innovation and adaptation. Autonomous drones that do not rely on RF signals present new detection challenges, emphasizing the need for multi-sensor approaches that combine radar, optics and other detection methods.

			The parallels between the information revolution in enterprise businesses and the technological evolution available to the dismounted soldier are striking. Just as businesses have leveraged distributed computing, IoT and data-driven practices to enhance performance and competitiveness, the military must adopt similar strategies to protect and empower soldiers on the ground.

			The introduction of drones as weapons has fundamentally changed the dynamics of warfare, making situational awareness and rapid response capabilities more critical than ever. By embracing technological innovations in communications, optics, EW and radar, the military can provide dismounted soldiers with the tools they need to navigate this new landscape safely and effectively.

			Companies like Silvus Technologies, OpenWorks Engineering, DroneShield, MyDefence, Axon and Echodyne are leading the way in developing and miniaturizing technologies that address these challenges. Their contributions are vital in ensuring that soldiers are equipped with state-of-the-art equipment that enhances their capabilities without imposing undue burdens.

			To fully realize the benefits of these technological advancements, collaboration between the military, industry partners and policymakers is essential. Investment in research and development, procurement processes that prioritize innovation, and training programs that equip soldiers to use new technologies effectively will all play critical roles.

			The military must also remain agile in its approach, ready to adapt to new threats and technological changes swiftly. Continuous evaluation and integration of emerging technologies will ensure that soldiers are not left at a disadvantage on the battlefield.

			Empowering the Dismounted Soldier

			The goal is clear: to empower the dismounted soldier with the tools and capabilities needed to operate safely and effectively in an increasingly complex and dangerous environment. By drawing lessons from the information revolution in enterprise businesses and applying them thoughtfully to military operations, we can enhance performance, reduce surprises and safeguard those who serve.

			In an age where drones and electronic warfare have altered the very nature of conflict, embracing innovation is not just beneficial—it is imperative. The technologies discussed offer a path forward, providing practical solutions that address current challenges while laying the groundwork for future advancements.

			As we look ahead, the commitment to equipping the dismounted soldier with cutting-edge technology must remain unwavering. Through collaboration, investment and a shared vision for innovation, we can ensure that our forces are prepared to meet the demands of modern warfare and emerge successful in their missions. n

			For more information: www.echodyne.com

		

		
			
				[image: ]
			

		

		
			QIOPTIQ: The Future of Soldier Sighting Systems: night vision, thermal imaging, and the rise of fused technologies

		

		
			As modern warfare continues to increase in complexity, the need for advanced soldier 
 sighting systems is more critical than ever. The technologies that soldiers use to detect, recognise, identify, engage and neutralize targets are evolving rapidly, thanks to innovations in night vision, thermal imaging and fused systems. These developments are improving not only the accuracy and effectiveness of soldiers in combat but also enhancing their ability to operate in low-visibility environments such as darkness, smoke and harsh weather. This article provides an overview of the future of soldier sighting systems, their increasing integration with unmanned systems and how Artificial Intelligence (AI) has the potential to support Dismounted Close Combat (DCC) Users and enhance their effectiveness.

			Smart Optics and Augmented Reality: 
Enhancing Precision – Merging Physical & Digital

			For decades, traditional aiming and sighting systems, such as iron sights and conventional fixed power optical scopes, have provided soldiers with the capability to accurately engage targets. However, these systems are rapidly being replaced with variable power optics and systems that leverage the power of digital technology. One of the most promising technology developments is the integration of advanced digital optical weapon sights (DOWS) with integrated Laser Range Finders, ballistic calculators and thermal imaging capabilities, providing a hybrid mix between the “analogue and digital” worlds.

			An example of this would be Qioptiq’s role in the DSTL led Future Integrated Lethality system (FILS) programme which was to work with an Industry team to design, develop and deliver a vision of an integrated lethality system comprising of an advanced DOWS demonstrator connected via a power and data rail to an assault rifle that had power & data architecture designed in from the outset, effectively providing an example of what 24hr digital lethality could entail.

			Qioptiq took the lead on the design, development and integration of the FILS Sight, which resulted in a TRL6 demonstrator delivering “the art of the possible” as to what a DOWS capability could provide a DCC User.

			The FILS sight can automatically adjust for range, wind and elevation, significantly improving shooting accuracy. Continuously gathering data, and factoring in environmental variables like humidity and temperature, which can affect bullet trajectory, the system ensures that the user has an up to date firing solution for the chosen target at any time.

			The integration of Augmented Reality (AR) overlays into the FILS sight provides the user with a dynamic and immersive layer of information that enhances situational awareness, which can be enabled and disabled at any time to suit the users requirements and imme`diate combat priorities.

			The FILS sight demonstrated that DOWS have the potential to become even more advanced with augmented reality (AR) overlays, displaying essential information including ammunition count, system power and other mission data directly into the users view. This drastically reduces the cognitive load on soldiers, allowing them to focus more on the mission and less on manually adjusting equipment settings, or referencing other systems.

			AR systems also have the potential to augment and enhance Soldier Heads Up Displays (HUDS), or smart glasses that can highlight friendly and enemy locations, objects of interest, or even safe pathways through minefields or other areas of risk, therefore improving the soldier’s ability to navigate and engage targets swiftly. This type of real-time intelligence has the potential to greatly improve the effectiveness of soldiers, particularly in urban combat or during night operations.

			Night Vision: 
An established technology that continues to evolve

			Night vision technology has long been a key tool for enabling military operations during the hours of darkness, or in combat areas with low light availability, providing soldiers with the ability to see in the dark and gain a tactical advantage. The next-generation night vision systems are focusing on improving clarity, range and adaptability to different lighting conditions.

			Modern digital night vision devices are now combining optical enhancements with sensor fusion, allowing for clearer images in varying light conditions.

			Future integrated night vision goggles (NVGs) are using wavelength optimization, blending traditional high performance “analogue” image intensification with digital overlays. This means night vision systems are providing more than just visibility – they now offer critical data about the environment, including potential threats, troop positions and terrain features, all without impairing situational awareness.

			The Qioptiq EAGLE family of NVG’s is a very good example of how a legacy technology is being enhanced and augmented as we head towards totally digital solutions in the years to come.

			Thermal Imaging: Detecting the Invisible

			Thermal imaging technology is another essential component of future soldier sighting systems. It allows soldiers to see heat signatures, making it invaluable in environments where visibility is poor – whether it's night, in dense fog, or in smoke-filled areas. Thermal systems are already a crucial part of DCC military operations, enabling soldiers to detect enemy combatants and vehicles by their heat signature, even when they are camouflaged or hiding in darkness.

			The Qioptiq DRAGON family of Uncooled Long Wave Infra-Red (LWIR) multi-role sighting systems are a great example of where technology has developed “at pace” to provide low Size, Weight and Power (SWaP) systems that can are both capable and affordable.

			Equally, the PHOENIX family of Medium Wave Infra-Red (MWIR) In Line Sniper sights provides extended range engagement capabilities for Sharp Shooter and Sniper weapon platforms, along with showing promising utility on squad and heavy support weapons, where 24hr extended range performance is critical to ensuring mission success.

			In the coming years, next-generation thermal sensors will continue to reduce in size, whilst providing increased sensitivity, enabling greater resolution and range. Thermal fusion – combining traditional thermal imaging with other data sources such as visible/NIR sensors and other data sensors will be a game-changer. This technology revolution will improve target identification, as it can use both thermal and optical data to create clearer, more detailed images of targets, therefore supporting emerging Artificial Intelligence (AI) targeting algorithms.

			Fused Systems: Combining the Best of Both Worlds

			The integration of different technologies, particularly fused systems that combine night vision, thermal imaging and optical sights into a single, seamless device is very much a reality. 

			Qioptiq has been leading the pack when it comes to Fused sighting systems. Having the early vision, and working collaboratively with stakeholders across the UK MoD, the TALON fused weapon sight is a prime example of how technology developments can be shaped by the collaborative approach to deliver game changing capability to DCC Users.

			TALON combines the strengths of each technology – thermal imaging’s ability to detect heat, along with night vision’s high resolution low-light capabilities. This fusion allows soldiers to see the full spectrum of the battlefield, enabling more effective targeting and enhanced situational awareness.

			Exploiting the potential for fused systems even further, future systems have the potential to enhance soldiers' ability to quickly detect and engage targets, even in the most challenging environments. With sensor fusion, multiple inputs from thermal cameras, night vision and high-definition optics can be merged into a single, clear image. This reduces the cognitive load on soldiers, providing them with real-time, actionable information to improve decision-making and reduce response time.

			Moreover, augmented reality (AR) is becoming a crucial part of these systems. The integration of AR with fused sighting systems allows for the overlay of critical mission data, including target coordinates, environmental data and navigation paths. This enables soldiers to engage with their environment dynamically, adjusting to changing conditions while receiving data directly within their line of sight.

			Connectivity to Unmanned Systems: 
A New Era of Collaboration

			One of the most exciting developments in future soldier sighting systems is their connectivity to unmanned systems, such as drones, robotic scouts and ground vehicles. These systems have the potential to become integrated with sighting equipment, offering real-time feeds that can be used to enhance the soldier’s situational awareness and target identification capabilities.

			For example, soldiers can receive live footage from UAVs equipped with high-resolution cameras, thermal imaging and geo-locational sensors. This footage can be directly integrated into their sighting systems, giving them a broader view of the battlefield, including areas outside their line of sight. This collaboration with unmanned systems extends the soldier's sensory reach, providing more information to make faster, better decisions.

			Future sighting systems will allow for collaborative targeting, where data from drones, satellites and ground robots can be fused with a soldier's own sighting systems. This integration can lead to more accurate targeting, enhanced coordination among units and greater situational awareness for soldiers operating in complex environments.

			Artificial Intelligence (AI): Enhancing Decision-Making

			AI is another transformative force reshaping soldier sighting systems. By leveraging machine learning and data analytics, AI-powered or supported systems can enhance a soldier’s ability to identify and engage targets with unprecedented speed and accuracy. AI algorithms can process vast amounts of data from imaging sensors (such as thermal imagers), identifying potential threats and prioritizing targets in real-time.

			AI-driven target recognition technology allows sighting systems to automatically lock onto and highlight threats in the soldier’s view, even if the soldier has limited visibility. This is especially useful in environments where threats may be camouflaged or hidden. With the help of AI, sighting systems can even predict the movement of enemy forces based on behavioural patterns, helping soldiers to anticipate and respond more effectively.

			This area has been a key focus for the Qioptiq technology developers, with significant effort being placed on low power “on the edge” processing that can deploy AI capabilities to DCC Users. Bringing together a number of capabilities including Collaborative Target Handoff (CTH), Passive Range Finding (PRF), and AI Motion Estimation (AIME), the GRYPHON AI Hub is a stand alone module, working in conjunction with an App that provides DCC Users with a number of capabilities to exploit. 

			Conclusion: A New Dawn for Soldier Sighting Systems – 24Hr Digital Lethality

			The future of soldier sighting systems is an exciting blend of night vision, thermal imaging, sensor fusion and connectivity to unmanned systems. As these technologies evolve, they will redefine how soldiers interact with their environments, providing them with enhanced precision, better decision-making tools and improved safety in combat situations.

			As these technologies continue to develop, it’s clear that the next generation of sighting systems will not only enhance the accuracy of individual soldiers but also revolutionize how they perceive and respond to threats in real-time, therefore strengthening the “kill web.” The future of warfare is digital, interconnected and deeply integrated, ushering in a new era of combat efficiency and precision.

			Qioptiq are playing a vital role in these developments, pushing the boundaries of optics and photonics to create systems that will serve soldiers in an increasingly digital and interconnected battlefield. The convergence of these cutting-edge technologies will ensure that soldiers of the future are better equipped to meet the challenges of modern warfare. n

			If you would like to hear more about our new and future products, or where our technology roadmaps are leading us, please contact Steve Rickard – Business Development Director steve.rickard@excelitas.com | www.excelitas.com

		

		
			Phoenix MWIR sniper sight. Photo: © UK MOD © Crown copyright 2024.
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			Airborne medics go underground to survive

		

		
			Army MoD Press Office

		

		
			Airborne medics have gone into the “cold, dark, damp, claustrophobic and dirty,” underground 
 as they look to apply lessons from Ukraine to improve their survivability on the battlefield.

			Responding to the challenge of operating under the all-seeing eyes of drones, 16 Medical Regiment (16 Med Regt) has worked on making itself harder to detect. Troops set up medical facilities out of sight in cellars, while medics out on the ground moved by quad bike rather than Land Rovers to present smaller targets.

			Major Iain MacArthur said, “The key military development in recent years has been the emergence of drones, initially as reconnaissance assets but increasingly providing a strike capability. As we’re seeing from fighting in Ukraine, drones make it harder to camouflage, conceal and protect troops and facilities. In this training, we’re thinking about what we can do to reduce our footprint and be harder to detect, so that we are better able to survive on the modern battlefield and continue delivering medical care.”

			A key serial saw troops establish a medical facility in the cellars of houses on the Longmoor training area in Hampshire, with simulated patients carried in through tunnels to receive life-saving treatment in the safety of subterranean cover.

			Staff Sergeant Shaun Newbury, a combat medical technician (CMT), has been on specialist training for firefighters and paramedics rescuing casualties from collapsed buildings and basements.

			“Working underground is cold, dark, damp, claustrophobic and dirty,” he said. “You have to consider ventilation and monitor the levels of a range of gases that build up in confined spaces – for instance, high or low levels of oxygen are dangerous for different reasons. In a tactical scenario, troops have to stay under cover in daylight hours and put power supply in without cabling or generator exhaust that can be spotted by drones. It’s an incredibly challenging and stressful environment to achieve the basic routines of life, let alone delivering battlefield medicine." 

			"Even the simple act of moving a casualty, whether that’s down from a building’s top floor or through a tight tunnel, becomes difficult. We’ve seen our medics really show their problem-solving skills, whether that’s coming from their military experience or people who are cavers or climbers in their personal life."

			"Everyone has been engaged and interested in this training, because the relevance of being able to operate in these conditions is obvious when you see news reports from Ukraine.”

			Frontline medical care is provided by Pre-Hospital Treatment Teams (PHTT), made up of a doctor, a nurse and CMTs working from a tent. The usual practice would see a PHTT travel in a Pinzgauer patrol vehicle and a Land Rover Battlefield Ambulance, but this was scaled down to two quad bikes to be less visible.

			Corporal Kayleigh Dawe, a CMT, said: “On quad bikes, we’re smaller and move faster so we’re a harder target to spot and it’s easier for us to hide amongst trees and buildings. We can also get much closer to a casualty, so we can provide initial treatment and extract them to safety more quickly."

			"There is a trade-off with the amount of equipment we can carry, but we’ve put a lot of thought into it and prioritized our kit to be able to deliver the same level of medical capability.”

			The experimentation took place during Exercise Mirabilis Serpent, which is preparing the regiment’s 19 Medical Squadron to be on very high readiness for operations as part of 16 Air Assault Brigade (16 Air Asslt Bde), the British Army’s global response force.

			16 Med Regt provides the full spectrum of medical support to 16 Air Asslt Bde, from care at the point of wounding to life saving damage control surgery, as well as looking after troops’ general health needs. Its personnel – including consultant orthopaedic surgeons, dentists, biomedical scientists and CMTs – are specially trained and equipped to deploy by parachute, helicopter, or airlanding. n
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			The future of defence: integration and innovation in Counter-UAS

		

		
			Graeme Forsyth, Counter-UAS and COMINT Product Manager at SPX Communication Technologies

		

		
			We live in a more openly contested and volatile world. This year, defence teams worldwide have focused on AI and technological innovation, multi-domain operations and other strategies to build resilience, agility and new forms of deterrence. As we go into 2025 and mounting global conflict and geopolitical unrest continue, these themes will remain important, but we expect a more significant – and crucial – focus on integration. 

			For example, the UK’s Defence Secretary’s 2030 vision aims to make soldiers more agile, integrated and resilient and influence the functionality and design of defence products and technology they greatly rely upon. In the US, Project Convergence 2024 sets out to increase the effectiveness of weapon systems and force protection across multinational forces, specifically integrating sensor data from drones and manned aircraft with missile defence systems. Meanwhile, NATO continues refining its Integrated Air and Missile Defense (IAMD) network of interconnected national and NATO systems comprising sensors, command and control assets, and weapons systems to improve European deterrence and operational readiness.

			Nations are also strengthening ties and integrating their defence capabilities. The emphasis on collaborative programmes and alliances like NATO and AUKUS will drive joint development and procurement initiatives and give muscle across nations. Japan and South Korea’s collaboration – supported by the US – exemplifies the growing trend towards more formalised defence partnerships to integrate intelligence and operational strategies to present a unified front against shared threats.

			Nowhere is integration more important than in Counter Unmanned Aerial Systems (Counter-UAS) and Communications Intelligence (COMINT) capabilities since modern electronic warfare relies upon instant data and managing and understanding the Radio Frequency (RF) spectrum to counter fast-evolving threats. For example, UAS have evolved at speed over the last few years, and countermeasures keep pace. A group of countries, including the Baltic states, Poland, Norway and Finland, are taking a common approach to protecting their borders and agreed to creating a “drone wall” as part of this effort. Meanwhile, the NATO European Sky Shield initiative, which currently includes 21 countries, aims to create an “Iron Dome” defence air system covering its members across Europe. 

			We expect greater integration at even more granular levels in the coming year. For example, vendors more closely collaborating and working with broader industry and defence teams to deliver more advanced capabilities – which would otherwise be impossible for a single manufacturer to achieve at the speed and scale needed to keep up with global unrest and conflict.

			In this context, SPX Communication Technologies is closely collaborating with defence forces and the broader industry to allow access to the most advanced set of technologies and deliver the right capabilities when they are needed the most. No single Counter-UAS provider can own all the tools and technologies to provide a best-in-class capability. Only through collaboration can defence teams access the latest systems needed to address the complexity and speed of the threats they face. Not only in support of present-day operations but also in helping preempt challenges likely to arise in the coming year and beyond.

			Where old systems may fail – for instance, library systems are susceptible to frequent pattern alterations by malicious actors, resulting in compromised systems – collaborative solutions allow real-time data and response to any threat. 

			As a result, we’ve recently developed and launched a fully integrated, scalable and customisable system designed to detect, defeat and track hostile UAS and drones – the BLACKTALON Ecosystem. This offering combines our proven BLACKTALON Counter-UAS technology and decades of expertise in the space with a vendor-agnostic framework. The goal is to ensure the delivery of end solutions that meet every customer’s unique requirements, with defence and security teams gaining from a tailored approach to their specific Concept of Operations, threats, user groups, existing capabilities and budgets.

			The core BLACKTALON solution includes carefully selected active radars, EOIR, passive RFDF, RF jammer and mast configuration. The open architecture of BLACKTALON Ecosystem allows any of these elements to be customised or replaced. This level of flexibility provides customers access to the latest systems and hardware capabilities without unnecessary barriers and in a suitable timeframe. For instance, teams can choose autonomous optical tracking from OpenWorks, cutting-edge 3D radar from US provider Echodyne, RF subsystems from SPX Communication Technologies and mount them on a range of dispersed or centrally located mobile or transportable masts to provide a single scalable BLACKTALON Counter-UAS capability. 

			Furthermore, SPX Communication Technologies integrates its proven capabilities into the BLACKTALON Ecosystem. This includes Blackbird software, which detects, identifies, direction-finds and tracks signals of interest to support, find, fix and strike operations and mitigate electronic warfare threats. It also includes the directional Claw RF inhibitor designed to disrupt and neutralise the threat posed by a UAS engaged in weaponised, hostile surveillance and other malicious acts by jamming signals.

			To date, the Ecosystem is also supported by other leading providers, including radar and modular anti-drone systems manufacturer Advanced Protection Systems (APS); ground-based electronic scanning radar systems supplier for the front line Blighter; surveillance, fire control and large positioning systems supplier Chess Dynamics; automotive manufacturer Iveco Defence Vehicles (IDV); and doppler radar systems provider Weibel Scientific. And we’re continually working on new integrations across the board. 

			The BLACKTALON Ecosystem also goes beyond hardware, representing an industry community and a collaborative approach that delivers the best and most suitable Counter-UAS capabilities on the market. SPX Communication Technologies is able and best placed to spearhead this initiative due to its longstanding relationships within the industry and with leading providers across the globe.

			As interest in Counter-UAS continues to grow in 2025, new companies are expected to introduce themselves in the landscape, while manufacturers like SPX Communication Technologies will continue to reinforce their ongoing support to the industry and defence teams worldwide, backed by proven technologies and over seven years experience in Counter-UAS. n

			For more information on SPX Communication Technologies’ Counter-UAS capabilities, including the BLACKTALON Ecosystem, visit 
www.tcibr.com/blacktalon-ecosystem 
or contact the team at sales@enterprisecontrol.co.uk
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			Hearing innovation for the modern warfighter 

		

		
			Soldier Mod talks to Mark Orton, CEO, FalCom

		

		
			Q: Could we start by introducing GN Group and how they began to work within the military sector with their technology? 

			A: GN Group, a distinguished Danish company with a legacy of over 150 years in audio engineering, has been a pioneer in professional, gaming and medical-grade audio solutions. Our journey into the military sector began through our longstanding relationship with the Department of Veteran Affairs in the United States. Over the years, GN Hearing , the hearing-health division of GN Group, provided large quantities of hearing aids to veterans who had suffered hearing loss due to their service. This deep connection with the military community inspired GN Group to explore how their advanced audio technology could be used not only to restore hearing but also to prevent hearing loss among active military personnel. This led to the inception of a dedicated initiative aimed at developing solutions to protect soldiers from harmful noise while enhancing their situational awareness and communication capabilities.

			Q: Given GNs extensive experience and success in providing large amounts of hearing aids to the U.S. Department of Veteran Affairs, how did the idea of proactively developing advanced communication and hearing protection systems for active military personnel come about, and how does this initiative complement the important work being done by GN Hearing? 

			A: The idea of proactively developing advanced communication and hearing protection systems for active military personnel emerged from GNs deep commitment to supporting those who serve. Over the years, GN Hearing has played a crucial role in restoring hearing for countless veterans through its high-quality hearing aids. This invaluable experience highlighted the significant impact of hearing loss on military personnel and underscored the importance of hearing protection.

			Recognizing the potential to leverage our cutting-edge audio technology to prevent hearing loss before it occurs, GN Group initiated a dedicated strategic project. This initiative aimed to develop solutions that not only protect soldiers from harmful noise but also enhance their situational awareness and communication capabilities in the field. The success of this project led to the formation of FalCom in 2018, an independent company within the GN Group dedicated to addressing the unique needs of defense customers.

			FalCom's mission is to complement the important work being done by GN Hearing by providing proactive solutions that safeguard the hearing of active military personnel. While GN Hearing continues to focus on restoring hearing for those who have already suffered hearing loss, FalCom aims to prevent such loss from occurring in the first place. Together, these initiatives reflect GN Group's holistic approach to hearing health, ensuring that both preventive and restorative solutions are available to those who protect us.

			Q: With the development of this new technology for military use, what led to the decision to establish FalCom as a separate entity?

			A: After extensive research, development, and testing, our strategic project successfully resulted in advanced solutions that met the unique needs of military personnel. Recognizing the potential and importance of these innovations, GN Group decided to establish FalCom in 2018 as an independent company and brand within the GN Group. The formation of FalCom allowed for a dedicated focus on the defense sector, enabling the company to tailor its products and services specifically to the needs of military and law enforcement customers. By leveraging GN Group's legacy of audio engineering excellence and substantial financial and technological resources, FalCom quickly became a leader in providing cutting-edge communication and hearing protection systems designed to empower those who protect us.

			Q: Can you elaborate on FalCom's global reach and the key partnerships that support its mission?

			A: FalCom has rapidly grown into a global leader in its field, serving elite defense and law enforcement units worldwide. FalCom's strategic partnerships with governments and agencies of NATO member states and their allies ensure that our products are used responsibly and in alignment with global security interests. Additionally, FalCom strengthens the European Defense Industrial Base through strategic manufacturing and supply chain choices, partnering with carefully selected partners to ensure quality, security, and compliance with the highest defense standards. This global reach and strategic collaboration highlight FalCom's commitment to providing reliable solutions tailored to diverse operational environments, ensuring that soldiers and law enforcement personnel have the distinct advantage they need to succeed in the field. n

			For more information on FalCom, 
please visit us at: www.FalCom.net or 
email us at: Info@FalCom.net

		

		
			
				[image: ]
			

		

		
			Marine Corps Warfighting Lab pioneers future combat technologies at Keen Sword 2025

		

		
			By Emily Carroll, Marine Corps Warfighting Laboratory

		

		
			The Marine Corps Warfighting Laboratory (MCWL) is at the forefront of shaping future combat capabilities during Keen Sword 2025. Last month this biennial U.S. – Japan exercise provided MCWL a unique opportunity to advance its Campaign of Learning, showcasing cutting-edge technical demonstrations designed to elevate joint readiness, interoperability and adaptability across coalition forces.

			MCWL’s Campaign of Learning is central to its participation in KS25. The lab uses the exercise to implement advanced capabilities to refine operational tactics that align with the Joint Warfighting Concept. By assessing new and emerging technologies in real-world conditions, MCWL aims to optimize warfighting capabilities that will be critical for the U.S. and its allies to address emerging threats.

			"KS25 provides an opportunity for MCWL to conduct technical demonstrations with concepts and technologies supporting force modernization initiatives. Lessons from past exercises like Steel Knight and Valiant Shield 24 inform MCWL’s approach, allowing the lab to iterate and improve based on real-time data and feedback from coalition partners." said Lt. Col. Jason Hibler, MCWL concept development team lead, Experiment Division.

			The primary goal of KS25 was to facilitate seamless joint operations between the U.S. Marine Corps, Japan Self-Defense Forces, and other allied forces. MCWL's technical demonstrations this year place significant emphasis on achieving Combined Joint All-Domain Command and Control – a capability that allows data to flow seamlessly across domains and platforms, providing real-time insights essential for decision-making in complex operational environments.

			“Our ability to innovate, embrace, and operationalize rapid change continues to provide a competitive advantage in today’s complex national security environment,” said Colonel Michael J. Carroll, director, MCWL Experiment Division. “Technical demonstrations during KS25 aimed to create the conditions for follow-on experiments in both Service-level and Joint exercises to accelerate modernization and work toward better interoperability, agility and resilience across the force.”

			Other capabilities evaluated included advanced networking tools that strengthen joint-force connectivity. This technology is essential for maintaining a combat-ready force capable of withstanding and adapting to rapidly changing conditions. The exercise also enabled MCWL to gather data on innovative logistical solutions, which will enhance the sustainment of U.S. forces operating in contested environments.

			MCWL’s technical demonstrations and assessments are integral steps in refining capabilities critical to the Marine Corps’ modernization initiatives. By building upon previous exercise insights, MCWL strengthens the Joint Force’s overall operational reach and resiliency.

			Bi-lateral exercises like KS25 highlight the Marine Corps’ ongoing commitment to deepening operational ties and enhancing security with Japan and other regional allies. By sharing best practices, coordinating field exercises, and synchronizing technological advancements, MCWL ensures that joint forces remain adaptable, synchronized, and prepared for a broad spectrum of scenarios. n
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			Seamless Integration: the Mounted/Dismounted Interface

		

		
			As modern military operations evolve, the integration of digitised vehicles and soldiers has 
 introduced both opportunities and challenges. At the heart of this evolution lies the Mounted/Dismounted Interface – a critical connection point enabling soldiers to interact with vehicle systems. Ultra PCS is at the forefront of advancing this interface, leveraging cutting-edge technology of the UltraLYNX ™ wearable system to redefine dismounted soldier capabilities.

			The Modern Battlefield: A Digitised Ecosystem

			Today’s military vehicles are equipped with advanced digital architectures, guided by standards such as the UK’s Generic Vehicle Architecture (GVA) and NATO GVA. These standards ensure seamless integration of subsystems, including Local Situational Awareness, Communications and Battlefield Management Systems (BMS). Through common displays and shared data, vehicles provide crews with enhanced situational awareness and operational efficiency. Underpinning this is the UK MoD’s Land Data Model, a model-based engineering approach to defining the data exchanges within a platform mission system. The data model is translated into an open middleware called Data Distribution Service (DDS) which provides a near real-time GVA databus that enables open interoperability.

			Middleware for Soldier Electronic Architectures

			It makes sense for a Soldier Electronic Architecture to consider the same data model/middleware approach as that used on vehicles. This is exactly the direction that the UK have taken, with recent updates to its Generic Soldier Architecture standard (Def-Stan 23-012). UltraLYNX™ supports this move by hosting the DDS middleware on the hub itself, allowing the GSA databus to interchange messages in an open way irrespective of the EUD/BMA selected, where it can easily translate DDS messages into formats compatible with other soldier systems, such as ATAK. 

			Connecting the Soldier to the Vehicle; 
the Mounted/Dismounted Interface

			Ultra PCS have developed an Infantry Power & Data Unit (IPDU) to manage the connection of soldiers when they mount into a GVA enabled vehicle. IPDU has two primary functions.

			Firstly, it provides each soldier with vehicle derived power (facilitating hot swap or re-charging of the soldier worn battery.) 

			Secondly, the IPDU provides the necessary network management to connect the vehicle GVA to each soldier’s GSA. In doing so, the DDS messaging between vehicle and soldier allows parameters such as a soldier’s mission status, mission reporting and condition monitoring to be reported. Data the other way from the vehicle includes location, mission updates and even video selection allowing the mounted soldier to access the vehicle cameras to improve their situational awareness.

			Further enhancements of the IPDU include data isolation and access control, cross domain security and interoperability protocols allowing coalition partners to also connect.

			The Future of Collaboration

			Ultra PCS envisions the MDI as more than just a power or data connection—it’s a platform for innovation. As new technologies emerge, the UltraLYNX™ ecosystem is designed to rapidly integrate advancements, enabling greater collaboration between soldiers and vehicle crews. From augmented reality overlays to enhanced command-and-control features, the potential applications are vast. 

			By bridging the gap between mounted and dismounted operations, Ultra PCS is empowering the modern soldier with unmatched operational capability. UltraLYNX™ represents a transformational leap in delivering a truly connected battlefield. n

			To find out more about UltraLYNX™ head to: 
www.ultra-pcs.com/data-processing/ultralynx
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			2024 Defence Review paves way for joint military projects

		

		
			Defence Ministers approved on 19 November 2024 the 2024 Coordinated Annual Review on Defence (CARD) report — the EU’s ‘State of the Union’ on defence. The review identifies actionable collaborative opportunities for Member States to develop critical military capabilities together. For the first time, the adoption of the report is combined with the signature of letters of intent by Member States in four areas: integrated air and missile defence; electronic warfare; loitering munitions; and a combat surface vessel.

			In addition, the European Defence Agency released data showing that Member States’ defence expenditure is set to reach €326 billion, which represents 1.9% of EU GDP in 2024. Compared to 2021, before Russia’s war of aggression against Ukraine, spending this year is up by more than 30%. 

			The 2024 CARD report, produced by the European Defence Agency (EDA) in coordination with the European External Action Service (EEAS) and the EU Military Staff (EUMS), was approved by Ministers of Defence during the EDA Steering Board. 

			»	The report finds that, despite increased defence spending, national efforts alone are insufficient to allow for EU Member States’ armed forces to adequately prepare for high-intensity warfare. Greater cooperation is needed. EU collaboration must accelerate to align national efforts with agreed objectives, converge with NATO and reduce fragmentation, and strengthen Europe’s security.

			»	The report urges Member States to address short-term operational needs and long-term priorities at the same time. Russia’s war of aggression against Ukraine highlights the need for both advanced technologies and cost-effective capabilities in adequate quantities.

			»	The report calls on Member States to invest in land, air and maritime assets in line with the agreed 2023 EU Capability Development Priorities. This includes replenishing stockpiles, modernising ground and air defence systems and enhancing interoperability. Investments in strategic enablers such as secure and resilient cyber defence, command-and-control (C2) systems, cyber and space situational awareness, and satellite communications, are equally crucial.

			»	To strengthen the European Defence Technological and Industrial Base (EDTIB), Member States must reduce reliance on external suppliers, cooperate more closely and develop secure EU defence supply chains.

			Head of the European Defence Agency, High Representative/Vice-President, Josep Borrell said: “The 2024 CARD Report is clear: national efforts, while indispensable, are not enough. The geopolitical landscape makes our cooperation, alongside increased spending, essential to be ready for high-intensity warfare. Member States’ total combined defence expenditure is set to reach 1.9% of EU GDP in 2024.

			Additional funding for defence should be spent as efficiently as possible, and using part of it through collaborative European investments on capability needs would help. We have identified concrete collaborative opportunities — and Member States are taking action, as demonstrated by the four Letter of Intents signed by respective defence ministers to take concrete action together in those specific areas.”

			Four collaborative opportunities

			The CARD process identifies a number of intersections and common ground between Member States’ defence plans, based on which EDA identified collaborative opportunities. For the first time, the adoption of the CARD Report is combined with the signature of political letters of intent by a considerable number of Member States. This new development highlights that Member States are interested to work together on developing these military capabilities. The scope of these letters of intent ranges from short-term joint procurement, through medium-term modernisation and upgrades, to long-term development of future capabilities. These could be implemented through EDA or as Permanent Structured Cooperation (PESCO) projects.

			EDA Chief Executive Jiří Šedivý said: “To become a credible security provider, the EU must develop strategic capabilities, including for high-intensity warfare scenarios. The collaborative opportunities will bring national policymakers, planners and armament experts together to develop relevant military assets. These are in line with NATO priorities. EDA is ready to make these collaborative opportunities a reality.”

			1.	For Integrated Air and Missile Defence (IAMD), at least 18 Member States have declared their intention to collectively fill urgent capability gaps in the short term by procuring counter-unmanned aerial systems (C-UAS), ground-based air defence (GBAD) and ammunition. In the medium term, Member States aim to develop technologies to counter swarms of drones and high-velocity threats. In the long term, they plan to build a robust IAMD architecture.

			2.	On Electronic Warfare, at least 14 Member States have confirmed their willingness to jointly improve their capabilities through shared procurement of equipment, establishment of data-sharing platforms, and the development of common doctrines, training, exercises and facilities. In the long term, they will focus on developing future systems, particularly for jamming and counter-jamming

			3.	Regarding Loitering Munitions, at least 17 Member States share the intention to aggregate their needs in view of procuring these systems together in the short term, and work on their further development over the medium to long term. They will also work on the use of these systems by creating operational concepts and establishing common terminology, as well as conducting joint training, exercises and testing.

			4.	For the European Combat Vessel (ECV), at least 7 Member States declared their intention to develop the next generation of vessels using a systems-to-hull approach. They plan to harmonise requirements, develop a business case and prepare for joint procurement by 2040.

			The collaborative opportunities explained

			Integrated Air and Missile Defence (IAMD) is crucial for protecting Europe’s critical infrastructure, urban areas and military forces from an increasingly complex array of airborne threats, including ballistic missiles, cruise missiles and unmanned aerial systems.

			Electronic Warfare plays a critical role in modern conflicts, enabling the disruption of enemy communications and sensors while protecting friendly forces from detection and interference. This can ensure information dominance and safeguard national security.

			Loitering Munitions are versatile systems that can hover over target areas and engage whenever necessary, combining intelligence-gathering with precision strikes. Recent military operations have all confirmed the disruptive potential of this capability.

			European Combat Vessel (ECV) is the common name to a multipurpose modular surface combat vessel. As it is a large peninsular surrounded almost entirely by sea and with more than 80% of its trade dependent on maritime transport, Europe needs strong capabilities for protecting its waters, while being also able to respond to conflicts abroad.

			European Defence Agency data shows that EU Member States are closing the gap in 2024 towards the NATO 2% guideline, as Member States’ total combined defence expenditure is set to reach 1.9% of EU GDP.

			This is possible thanks to a more than 30% increase in defence spending compared to 2021, with defence spending in 2024 estimated to have reached €326 billion, exceeding earlier projections. In 2024, Member States are also expected to spend more than €100 billion on investment, which goes beyond the agreed target of dedicating 20% of defence, in line with their commitment under the Permanent Structured Cooperation (PESCO).

			Additionally, 10 Member States are projected to allocate more than 30% of their total defence expenditure to investments. Investments in researching, developing and procuring new defence capabilities are expected to rise from around €59 billion in 2021 to €102 billion in 2024. n
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			Forging Secure Communications for Mission Effects in the Battlespace 

		

		
			As a global leader of wireless communication, Domo Tactical Communications (DTC) prides itself on developing leading edge communication technologies for successful operations in demanding environments. Steve Beeching, Senior Vice President and MD, Europe and the Middle East, and Andrew Dobson, Business Unit Director, Military, talk to Soldier Modernisation about how the market is changing and what DTC is doing to stay abreast of the demands and challenges of the global geopolitical situation.For Steve Beeching, the current geopolitical situation means a frenetic fight for information and data advantage. From the speed at which such information is gained to the accuracy of that information. “We’re very engaged in the Information power struggle down to the tactical edge where interference, electronic warfare and various other elements are playing a large role in how we deliver information and data advantage into the hands of users. This is critical to support making the best decisions which are often time sensitive, whether that be kinetic or non-kinetic, or influencing the grey zone,” he tells Soldier Mod. “Threat actors are moving faster than ever before. The pace of change and the ability to deploy into these regions has never been so rapid, demanding abilities to securely communicate across joint friendlies and forces, across continents as well as perform within deployed isolated and contested environments. At DTC and Codan, these user mission demands are driving us to support advantage in power competition, where we focus on information advantage for our users at the speed of relevance.”

			Its focus on a customer-facing approach means DTC not only sees their customer’s challenges but can evolve in line with them, explains Andrew Dobson. In addition, the company’s size and agility makes it well placed to adapt and innovate at pace.” We have a good background in being agile and creating resilient technologies that meet the immediate threat. It’s almost like a game of cat and mouse. We develop something, it gets combated, we do remediation work, so things are changing on a weekly basis.” 

			Examples of that highly-adaptive way of working and being focused on providing mission outcome solutions at pace – include DTC’s development of the smallest ultra-low SWaP UAV 2x5W radio as well as the provision of a communications link from Hawaii to the US West Coast with a single watt. The DTC DNA ensures we’re trying to look at things that matter for users, to develop them at pace and deliver them straight away,” says Beeching. “This iterative business approach is not really about just innovating the best technology, it’s about innovating solutions that deliver the outcomes needed for customers’ missions. Our sustaining experience across many tactical environments along with the closeness in which we work with users (in these environments), is allowing us to focus, invest heavily and to rapidly provide these world-leading solutions ready for deployment.”

			DTC’s operation across its four market verticals, including non-military, allows it to create, an ‘overview of network demands and capabilities’, explains Beeching. “For example, the demands of supporting some of the world’s largest sporting events across the globe provides invaluable expertise that adds to the company’s ability within the battlespace. Furthermore, it ensures that our approach to make rapid incremental changes reflects leading commercial technology into the emerging aspects and pace of change in the battlespace. Beeching continued “one of the most important recent evolutions is our move to a multi -waveform solution. Whilst DTC own’s and develops waveforms, we have growing cooperation between our partners in the sector and an ability to now offer third party waveforms on our solutions solely aimed at creating benefits for the user.”

			While the backdrop against which companies like DTC operate is in constant flux, some things remain constant - including the company’s values, which both Beeching and Dobson attribute to its success and ability to keep up with the changing geopolitical situation. “Every conversation is based around putting the customer at the centre of what we do and being relevant to them; trying to meet their challenges and being as agile as we can in order to do it,” confirms Dobson. “We take each customer individually and develop against their needs into a common platform so others can get the benefit from it.” On top of that, the drive to be mission outcome-focused reduces the potential for over-engineering and delays. “We want to create solutions at the speed of relevance,” clarifies Beeching. “So, whilst there’s more conversation in industry around new ways of working, DTC is already delivering against processes of, ‘how do we do spiral-iteration and deploy prototypes early to users, take feedback that evolves them moving forward whilst maximising sustainability for forward and backward compatibilities. The requirements don’t need to provide the challenges or costs of renewing entire networks each time.” He continued “I believe all these things are at the core of our business, it’s in our DNA, it’s our Be Brilliant behaviours - we collaborate to be ahead of the adversary and our trusted partnerships focus on attaining tactical advantage for customers.”

			The trust and honesty developed in these partnerships encourages our customers to be more receptive to an iterative solutions-driven way of working, as proving true capabilities is key to staying ahead in the current geopolitical situations, says Beeching. “Look at what’s happening in some of the conflicts at the moment. It’s less about traditional air superiority and mass manoeuvres, it’s much more deployed and emergent. Communications need to be integrated, resilient and manoeuvrable, it’s responsiveness and agility to deploy capabilities that effectively realise mission effects and protect lives. The changing face of conflicts means a new paradigm of industrial engagement: it begins with the way in which we support each other, how industry engages with customers and industrial shift to outcome-based deliveries. The process is moving in this direction, albeit slower than desired, it also needs our customers to be more receptive to outcome driven requirements and solution bake-offs rather that detailed specifications and traditional paper tenders. It’s not about specifying solutions but more, ‘Please give me this outcome, on this date, to deliver a capability that achieves this....’. It’s always an interesting conversation with users when we surmise that, ‘I can’t image when Elon was asked to fly astronauts to space, that he was provided a specification for the whole mission from suits to the rocket. Can you image the effort and detail, rather than empowering industry to do it the best way and achieve delivering people to space and back again safely’. The outcome evolution empowers innovation to give the right and best capability much faster. When we all start to work this way, it demands those deep trust relationships, open conversations, and that solutions are in a constant state of change but in a more sustainable manner and not technically over engineered. When we get to this value way of capability delivery, and acceptance of these different process, I’m sure we’ll all look back and ask why it took so long to adapt this new paradigm of working ways.” 

			With a determination to stay one step ahead of the game, DTC is already looking to the future and how the sector might have to develop. For Dobson that means a level of automation in some of its processes. “We want to take the human out the loop within the battlefield - not in every aspect, but certainly within the configuration, deployment and network management. We want to create adaptive networks to threats without a human in the loop and I don’t think we’re far away from it. We’re doing the groundwork now, we’re doing the integration points, and we’re working with partners to understand some of those standards and requirements.”

			For Beeching, the future could potentially hold “deployed network clouds within clouds – think of it as communication abilities that reflect the teams of teams approach within most successful organisations. I see the ability to operate totally isolated within your own deployed cloud, to be able to do all the compute you need, including AI and the machine learning, and then connect to other networks at pace to share, then rapidly disconnect given the environment and threats.” This vision empowers providing the full benefit of data and information - all at pace - in the most useful manner for customers”” he says. “Every part of what we do is always leading to creating that network of networks, the integration, the ease of use-by-user. And that’s our aim, to provide the right solution, as simple as possible to use, but always ahead of adversaries, business challenges and other elements that affect our eco-system.”

			From Soldier Mod’s discussion with Steve Beeching and Andrew Dobson, it’s clear that Domo Tactical Communications (DTC) is not just responding to the evolving demands of the military sector but actively shaping its future. The interview underscored DTC’s deep understanding of the current geopolitical challenges, particularly the race for data and information superiority, and its commitment to enabling users with solutions that are timely, practical, and mission focused.

			DTC’s emphasis on customer collaboration and rapid innovation allows it to adapt seamlessly to ever-changing threats, exemplified by technologies like ultra-low SWaP radios and adaptable communication networks. Their proactive approach, which includes fostering industry partnerships and envisioning the integration of autonomous systems and modular cloud networks, reflects a forward-thinking strategy that prioritizes speed, adaptability, and operational outcomes. What stands out most is their ability to translate complex challenges into actionable, user-centred solutions, ensuring that DTC remains a trusted partner in navigating the complexities of modern warfare. n

			For more information visit: domotactical.com
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			Lasers in modern warfare: evolving threats and countermeasures

		

		
			By Dr Chris Burgess, co-Founder & CEO of Sentinel Photonics

		

		
			Lasers play an increasingly pivotal role in modern warfare. They offer unparalleled precision and 
 effectiveness from guiding weaponry to finding optics, enhancing communication and eavesdropping. 

			But they also present significant risks. 

			In the ongoing Russia-Ukraine war, Ukrainian military commanders estimate that artillery has caused over 80% of casualties on both sides (Reuters1). In particular, Russia has successfully deployed laser-guided artillery driven by drones that allow artillery units to engage targets with exceptional accuracy while staying several kilometres behind the front line.

			Lasers and their proliferation

			At its core, a laser is simply a concentrated beam of light. But its utility lies in allowing incredibly accurate, well-defined, long-range point-to-point applications.

			From precisely identifying a target over long distances to covertly transmitting information to seeing in the dark, lasers provide a richer picture of the battlespace. 

			As the cost of laser diodes has steadily decreased, driven by commercial applications like CDs, DVDs and, more recently, autonomous vehicles, their use in military scenarios has proliferated. This affordability expanded their use in the battlespace, providing richer intelligence. But it has also led to more nefarious, potentially life-threatening uses. 

			While soldiers have adopted lasers in dozens of ways across the battlefield, some uses are less known and incredibly harmful. 

			The cat's eye: Retroreflection 

			Today, anyone in the battlespace using magnified optics is susceptible to being located and engaged via laser systems – even if they are covert operators in full protective wear. 

			Retroreflection, or the "cat's eye effect," occurs when light bounces directly back to its source. This phenomenon can inadvertently reveal the position of snipers, anti-tank teams and other covert operators. 

			Laser devices that exploit retroreflection can detect a range of covert military optical systems – such as rifle optics, night vision goggles, thermal cameras, vehicle periscopes and binoculars – making even the most well-concealed positions vulnerable.

			Laser finding and target designation 

			Laser range finders are integrated into a growing range of battlespace targeting systems, and are used to provide precise targeting information by accurately measuring the range to a target. In some modern rifle optics like the one used on the Next Generation Squad Weapon, the laser automatically ranges the target and instantly adjusts the crosshair to take into account the bullet’s trajectory. 

			Laser target designators are used to illuminate a target to allow a missile or artillery round to home in on the "splash". The munition follows the splash to accurately strike every time, reducing collateral damage and ensuring a first-time hit. A sinister tactic that has emerged from the Russia-Ukraine conflict is the use of laser-guided suicide drones, adapted to allow long range, unjammable and deadly accurate targeting.

			Countering the threat: Sentinel Photonics

			The rise of such nefarious use of lasers has necessitated the development and rapid deployment of advanced technologies to counter laser-based threats.

			Sentinel Photonics, born out of the UK Ministry of Defence (MoD), is a UK-based laser detection and protection specialist. Its team has over two decades of experience in laser systems, optics and threats. It manufactures state-of-the-art laser detectors and filter systems and provides consultancy to mitigate the latest laser threats. 

			To succeed in the modern battlefield – where lasers play such a key role in warfare – defence teams must have a real time understanding of what systems the enemy is using and how these lasers might threaten their optics. With that threat data, which Sentinel calls laser intelligence (LasINT), it's possible to use the enemy's laser signatures and signals against them. 

			Some of Sentinel's key products that facilitate LasINT, include: 

			Protection: FROST

			Developed within the UK MoD by experts with firsthand experience of battlespace laser threats, FROST protective filters affix to the end of optics to mitigate the cat's eye or retroflection risk. They prevent optics from being detected via laser illumination, ensuring the safety of users and their equipment.

			FROST filters prevent adversaries from detecting optics through retroreflection. These filters, which can be retrofitted to a wide range of optics using standard mounting threads, provide laser protection and counter-surveillance capabilities. Tested rigorously by international special forces, FROST ensures operators remain undetectable in the face of advanced laser systems.

			Detection: LASERD 

			Laser signal event recording devices – LASERD® – detect and decode laser threats in real-time, providing actionable intelligence and operational advantage. 

			LASERD Micro is a small laser warning system designed to alert military users to the threat to life from laser radiation associated with designators and range finders. Its low size, weight and power mean it's small enough to wear, carry, attach to webbing, or attach to a light vehicle. 

			If a wearer is splashed or is within a 50-meter radius of a splash, LASERD Micro detects imminent danger – rejecting clutter such as civilian lasers – and immediately warns the wearer. The typical time from when a laser is first placed on a target to impact is 10-30 seconds, allowing enough time for soldiers to take action, significantly increasing their survivability. 

			Identifying data from the laser target designator and therefore the missile can help protect coalition troops. Sentinel can decode the laser’s data, which is vital to countering the current and next generation of laser-guided threats. 

			By harvesting and understanding LasINT, Sentinel can help prevent blue-on-blue incidents, where troops accidentally target friendly forces. If a team unintentionally range-finds or splashes their own troops, the laser operator and the troops will both receive an alert warning them to mitigate the danger. This is possible because LASERD Micro is networkable through existing battlespace C2 application software, like ATAK. By distributing laser warning cues, fratricide can be avoided. 

			Proven and robust 

			Many of the customers Sentinel now supports already had some laser filter countermeasures in the past. However, in almost every case, there were weaknesses in those solutions because not all vendors completely understand the threats and the changing threat landscape. 

			In one instance, a special forces group believed they had a protected optic, and the Sentinel team located it in just 10 seconds using a recent adversary’s laser threat, which used a different type of optic that wasn't expected.

			This is why Sentinel's deep experience in the field and robust testing can put defence teams in the strongest position to thwart laser detection threats. 

			All of its solutions, including LASERD Micro and FROST, have been rigorously tested, including with the UK's MoD and various other international special forces groups around the world. 

			The future of laser warfare

			As lasers continue to proliferate, they offer adversaries significant tactical advantages. Sentinel Photonics is actively developing next-generation solutions to stay ahead in this evolving landscape. The company's emphasis on understanding laser physics, optics and enemy capabilities ensures its products remain at the forefront of LasINT and counter-laser technology.

			The incremental nature of the arms race between laser technology and countermeasures underscores the need for continuous innovation. That's why Sentinel will soon launch the next-generation LASERD® MAX device, an all-in-one laser warning and intelligence-gathering platform. 

			Conclusion

			The rapid adoption of lasers in the battlespace underscores the urgency of addressing their associated threats. Without effective countermeasures, adversaries gain a decisive edge, able to locate and target forces with devastating precision. Companies like Sentinel Photonics are crucial in this fight, providing the tools and expertise necessary to navigate the complexities of laser warfare and ensure operational advantage. n

			For more information or to get in touch to find out how Sentinel Photonics could help your team, contact Sentinel Photonics via email at info@sentinelphotonics.co.uk 

			or visit www.sentinelphotonics.co.uk

			1 https://www.reuters.com/investigates/special-report/ukraine-crisis-artillery/
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			10th Mountain Division soldiers at the helm of new Army system

		

		
			By Staff Sgt. Brittany Washington

		

		
			Developing a new product may require a hefty time commitment, multiple revisions and a lengthy process to get it to the consumer. Army Training Information System, or ATIS, developers are not only trying to circumvent the lengthy process of putting a product in the hands of users, but they are working with the ones it is intended for – soldiers. 

			Soldiers of A Company, 2nd Battalion, 87th Infantry Regiment, 2nd Brigade Combat Team, 10th Mountain Division (LI) are getting a chance to work with a system that is not yet available to the rest of the Army.

			ATIS is tasked with taking 21 legacy systems that the Army and its soldiers are currently using to manage training and data and merging them into one. The goal is to have a new system that will be a one-stop shop for tasks that manage training, resources, data and scheduling.

			Maj. James Oliver, assistant product manager for ATIS, said he believes that the work that they are doing is important and staying soldier-centered is essential.

			“It’s going to save soldiers time,” Oliver said. “A lot of these systems aren’t modernized, so soldiers that are using them, they’re using some old system that haven't been updated.”

			The goal is to produce an intuitive system that does not require multiple systems or training to log on and use it. As part of this project, the ATIS team held sessions with soldiers about their jobs, what they do, and what they would like to see when it came to the system.

			First Sgt. Andrew Acuna, A Company, 2-87 Infantry Regiment, and his soldiers, have been participating in sessions with ATIS since August 2024, and have been able to use the new system and give first-hand feedback to its engineers.

			“It has been great having a direct line to the individuals responsible for designing the user interface here,” Acuna said. “It’s rare that we have the opportunity to directly talk to someone when we’re having difficulty, and it’s a huge plus.”

			The ATIS team not only takes the feedback from the soldiers using the system, but they are interacting with the soldiers by interviewing the soldiers using the system and watching them complete training lanes, which allows the team to see the reasoning behind the recommendations the soldiers are making.

			The program’s engineers are using these moderated systems as a way to pull together a mockup of what they believe soldiers want and use that information to put a working system into the hands of the soldiers who provided the feedback. The information taken from these sessions will be used to continue to revise ATIS so it is ready for the entire Army to use in fiscal year 2026. n
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			Military comms – where digitisation and innovation leads the way

		

		
			In any military setting, communication is vital – regardless of conflict or scenario. The ability to communicate across a battleground, either soldier to soldier or soldier to command, not only contributes to the safety and survival of troops on the ground, but can mean the difference between success or failure in an operation or battle. From flags and Morse code to radios and state-of-the-art headsets, communication has evolved at the same pace weaponry and defence systems have. In the same way every element of the 21st century theatre has embraced technology, communication has moved firmly into this arena, keeping pace with developments to ensure communication is faster, more reliable and more flexible than ever before.

			In order to practically mitigate threats delivered to the soldier on the ground, modern comms involve integrated tactical communication systems providing instant communications across diverse platforms and systems to make real-time strategic decisions on the battlefield. These smart communication solutions provide troops with numerous tactical advantages that would not be possible with analogue systems, as well as ensuring troops on the ground can defend against attacks and threats delivered by an increasingly tech-focused defence sector.

			In the same way the race to develop smarter solutions is in play across the whole sector, so too is the drive to develop new military comms solutions. According to a GlobalData report, the global tactical communication market is estimated to grow at a CAGR of 3.68% to $18.8bn by 2031, with the global electronic warfare market predicted to be worth $11.8bn by the same year. This is unsurprising, given the ongoing work to ensure troops – both dismounted and vehicle-mounted – can communicate effectively with one another, and with bases and headquarters, regardless of location, terrain or environment. Comms systems can both leverage and perform compatibly with other technologies such as LiDAR, radios, satellite systems and data networks to ensure the most effective mission planning and execution. 

			Advances in battlefield comms

			The requirements of the modern-day battlefield mean comms systems have to be better than ever before, with advances ongoing in various areas. More than ever before, cables and connectors are critical in military communications, ensuring efficient transfer of voice, data and video signals. The development of these cables and connectors ensures that the comms systems of today are:

			Interoperable

			Communications systems rarely operate in isolation, and need to be integrated with other systems, as well as interoperable between various fighting forces.

			For example, the integration and connection of communications systems with defence elements such as drones means intelligence and comms can extend further than ever before during operations.

			Similarly, national defence forces are investing in command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) systems, and command and control systems (C2). One example is the investment by the British Army in 2022 in 1,300 Multi-Mode Radios (MMR) for $109m to improve interoperability between the military and its allies.

			Smarter

			As in any sector, artificial intelligence (AI) and machine learning are predicted to be key in transforming military comms. The ability to analyze huge volumes of data at high speeds and predict multiple scenarios within seconds could be invaluable for comms in the battlefield, as well as for mission and scenario planning.

			The possibilities mean armed forces and defence stakeholders across the world are investing in this area, with the US Army’s 2023 announcement of more than $200m investment in AI and machine learning, and over $9.8bn in network modernization.

			Reliable and robust

			Digital systems not only transmit and analyze higher volumes of data than analogue systems, but also offer clearer and more reliable channels, especially as operations continue to be carried out in extreme and hostile environments.

			Systems used on the battlefield must be sufficiently robust to withstand extreme environments, including those that may cause signal interference and reduce communication capacity, maintaining communication links in order to maximize situational awareness and coordination. 

			Such operations require interoperable communication systems that offer swift deployment and easy reconfiguration to adapt to changing operational requirements. In the case of the British Army’s MMRs, the UK Ministry of Defence (MoD) pointed out that as well as substantially boosting communications, the units’ high portability and long battery life protects communication channels during operations in remote locations.

			Such requirements were front and centre in the development of connectors such as Omnetics’ Kilo 360™ Warrior Series Connectors. Designed to Nett Warrior specifications and fully intermatable to the existing Nett Warrior approved connectors, the connectors meet the needs of the modern-day battlefield, from high reliability to being robust enough to withstand extreme environments. 

			The Warrior Series builds on Omnetics’ decades of experience offering micro-miniature and nano-miniature interconnects that deliver high performance in challenging operations environments, including customized solutions that enable fast setup and reconfiguration of communication networks.

			These solutions enable flexibility in extending or modifying communication links, accommodating different equipment configurations, and supporting mission-specific needs. n

			For more information visit: www.omnetics.com
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			Teaching AI what it should and shouldn’t do

		

		
			Fundamental science program seeks to more easily and rapidly encode obligations, permissions and prohibitions into logical languages

		

		
			Thanks to the rapid growth of large language models (LLMs), artificial intelligence (AI) agents have quickly been integrated into many facets of everyday life – from drafting documents to generating artwork to providing research assistance. But verifying the accuracy or appropriateness of an AI’s response is not always easy. For AI systems to be trusted partners with humans in situations where safe and ethical decisions are paramount, further work is needed to efficiently convey knowledge about human intent, laws, policies and norms into logical programming languages, which an AI can understand.

			To achieve this goal, DARPA announced its new Human-AI Communications for Deontic Reasoning Devops program, or CODORD for short. Deontics, a philosophical term, refers to obligations, permissions and prohibitions. Devops refers to the combination of software development and IT operations, including development that continues during operations. CODORD seeks to enable communication of deontic knowledge from humans via natural language (e.g., spoken or written English, French, German, etc.) automatically into a highly expressive logical programming language. If successful, CODORD will vastly reduce the cost and time needed to transfer massive amounts of human-generated knowledge about obligations, permissions and prohibitions into logical languages.

			“The current process for transmitting deontic knowledge stored in someone’s mind or in written documents into a logical language is very expensive and slow, because it requires specially skilled knowledge engineers trained in logic to work with experts in particular application domains,” said Benjamin Grosof, CODORD program manager in DARPA’s Defense Sciences Office. “This major roadblock, known as the ‘knowledge authoring’ or ‘knowledge acquisition’ bottleneck, prevents us from taking full advantage of advances in large language models and logical programming languages we’ve seen in recent years. We need new techniques that allow deontic knowledge to automatically be translated from natural human language into logical language for an AI to reason with. Removing this knowledge-authoring bottleneck is the goal of the CODORD program.”

			CODORD could bring significant benefits to military and civilian applications. It has the potential to enable automated deontic reasoning with high assurance, including about compliance with command orders, regulations, laws, operational policies, ethics, contracts, agreements and strategies and plans. It could allow AI tools to become practical much more widely as part of decision support across a variety of crucial defense and commercial applications, such as: operations planning; autonomous systems; supply chain, contracts and financial; health treatment guidance; confidentiality and transaction authorization; systems integration, modeling, simulation and wargaming; and national intelligence analysis.

			“We’ve already seen the high assurance and business value of AIs that logically reason about deontic knowledge in an example where banking and finance regulations were translated into logical language via current time-consuming and expensive methods,” Grosof said. “A trader or bank compliance officer could ask the AI whether a proposed transaction of a certain dollar amount between two banks would be legally permitted versus prohibited. The AI then provided an answer together with a fully detailed explanation in natural language of how it arrived at that decision. Its explanation would be a logical proof of the answer, with citations from regulatory documents, that a compliance officer – lacking expertise in logic or programming – could easily understand and effectively review. Since regulations, laws and policies often are updated, rescinded, or replaced over time, CODORD aims to enable agile updates simply by speaking new deontic knowledge or uploading revised written documents.”

			This capability could be especially useful in the military when it comes to conveying commander’s intent.

			“I could potentially in the future hand over the orders generation process or the mission analysis and design process to an AI,” said U.S. Marine Corps Operational Liaison and Special Assistant to the DARPA Director Col. Robert Gerbracht. “I need to have the assurance that an artificial intelligence would be able to pass my intent on, in the spirit in which it was given and within the ethical, legal and moral guidelines that I, as a commander, issued that guidance. I have to be able to trust an artificial intelligence if it's assisting me with that cognitive task, that it is going to do it the same way that I would do it, maybe even better if I’m tired, if I’m at a point of friction, or if I have multiple spinning plates at the same time that I have to keep up in the air. I have to make sure that if a technology like this is going to help me with the orders process and commander's intent, that my intent is not only unadulterated, but it is still understandable to the junior warfighter that it is issued to.” n
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