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			Foreword

			Welcome to the new issue of Soldier Modernisation, also available at soldiermod.com. So where are we with 2 major global conflicts at the moment and a lot of western countries stockpiles depleted? There is a major emphasis on restocking which can be seen throughout our programmes section in the middle of the journal. We have updated every Eastern European country with new information which has revealed some major purchases in the pipeline. On a personal note it was great to get an update on what's happening in Ireland in terms of new spend and separation of the Special Forces wing.

			There is also a major push on new technology, we have an update from Rheinmetall on the move towards a digital brigade. Thales updates us on dismounted mobile communications, we also look at this with DTC who explain exactly what are modular comms.

			A very good article from US Army on human machine integration, which leads into DARPA’s look at U.S. Cyber Command. We also have Army Futures Command looking at continuous transformation.

			On technology we have Invisio looking at its new in-ear headsets with leading hearing protection. Omnetics look at navigating the future of electronics and ODU Connectors discuss new standards for data transmission.

			We have articles from The British Army on force readiness, we look inside Australian Special Forces recruitment and with New Zealand we look at their Skytrain exercise.

			With the need for more data we have an interesting article from Echodyne looking at the data needs for the modern war fighter. With Ultra, the smarter way to integrate military technology; which is an on-going problem for us all.

			Timilon showcase their innovative protection systems for biological and chemical spillage, worth looking at, especially the skin wipes, which can be carried by all troops.

			Our sister project, Military Vehicle Systems, is available at militaryvehiclesystems.com, this looks at the integration of the military vehicle as part of a front line troop with the onboard systems that are necessary. 

			Thank you for reading this journal, if you have any comments, good or bad, please feel free to email me.
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			Robbie
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			Next steps towards the Digital Brigade – Rheinmetall to showcase GLADIUS 2.0 developments at Eurosatory

		

		
			As a user-centric soldier system solution, Rheinmetall’s GLADIUS 2.0 already has a proven 
 reputation, using open, modular and scalable architecture to provide unrivalled communications infrastructure in a range of conditions. Further developments – set to be showcased at Eurosatory – will guarantee even more of a decisive advantage. In addition, the latest iteration is another step forward in Rheinmetall’s mission around the digitalization of the battlefield and creation of what it has dubbed a ‘Digital Brigade’ that it predicts is the future of the armed forces globally.

			GLADIUS 2.0 demonstrates Rheinmetall’s mission to create a user-centric system based on individual requirements, providing a modular and scalable architecture that can adapt according to mission profiles. An example of this is the use of different variants – Light, Flex and Multi-role – that allow for customization dependant on scenario, with the option of adding further accessories for specific missions and the possibility of future upgrades. This flexible infrastructure, allowing the system to react to needs of users and customise configurations accordingly, has long been an appeal of the system along with its open architecture that is further improved thanks to the addition of an Android-based version alongside the current Windows-based software infrastructure. In addition, the Tactical Core, a software product developed by blackned, acts as interoperable middleware to increase connectivity. Battle Management Systems (BMS) applications can offer expanded sensor-effector network functions and act as a human-machine interface. Such developments and attributes are key to Rheinmetall’s role as the competence center for the integration of in-house solutions such as Battle Management System TacNet or external solutions such as the Tactical Core or Android Tactical Assault Kit (ATAK) software.

			The latest GLADIUS 2.0 developments will be unveiled at Eurosatory, where potential customers can visit the Rheinmetall stand for live demos and information, as well as an insight into how GLADIUS 2.0 plays a key role in the next steps towards the digitalization and why soldier systems are a critical element on the battlefield of the future. 

			A proven system - made even more flexible

			Rheinmetall has been implementing the networking of soldiers since 2006, with its latest developments to GLADIUS 2.0 designed to allow even more flexibility and situational awareness to the soldier on the ground. “We are able to incorporate and integrate all of the latest components and accessories available in the market into our open architecture. Beside our 15 years of partnership with the German Armed Forces, we are engaged in NATO and EU to push digital soldier systems forward”, says Rico Becker, Sales Manager Land C4I Systems. “The GLADIUS 2.0 system is a combat-proven system using established infrastructure but offers huge upgrade potential, with the capability of integrating additional components and systems, ensuring it is futureproof.” This includes the use of wireless technologies to reduce cabling, and integrating modern communication technologies like 5G with current tactical communication. It also allows the integration of body sensor systems to monitor the (physical) status and performance of the soldier as well as the integration of uncrewed solutions – both in-house and external – such as UAVs for reconnaissance and engagement of targets.

			Creating a Digital Brigade

			GLADIUS 2.0 is not just another system in its own right, but a key element when it comes to the digitalization of the battlefield, an area Rheinmetall is focused on as the future of armed forces across the globe. Its vision is of a digital brigade that interconnects sensors, systems and decision-making with the potential to expand to a fully digital military ecosystem. To achieve that, Rheinmetall has already started creating an interconnected infrastructure incorporating its Tactical Management System and the Tactical Core of blackned, for example, and is keen to work with other companies to integrate their assets into its digital brigade approach. 

			The creation of this digital infrastructure will help address the challenges of the battlefield of today, where information is key, and the faster that information is transmitted can make all the difference, explains Patrick Galler, Head of Digitalisation, Technology Management, Research and Innovation Management at Rheinmetall. He simplifies Rheinmetall’s vision in four key words: sense; connect; automate and dominate. The interlinking of sensors, used to connect each system and each human together thanks to the Tactical Core, then enables the automations of certain elements, whether sensor-to-shooter or human-machine teaming, or through software application. “With this optimization, we can dominate the battlefield,” he tells Soldier Modernisation. In order to bring Rheinmetall’s digital brigade vision to life, the company has identified a series of use cases or scenarios that will be showcased at Eurosatory. “We want to build up a partner network together with other companies to reach our goal and to showcase some kind of digitalized brigades – battlefield entities, vehicles, robotics, soldiers and so on – to show the benefit of the digitalization,” he said. 

			AI based sensor to shooter

			AI-based image recognition and algorithms are used to analyse video streams sent from vehicles to determine type of vehicle and location. This will be forwarded to other connected systems, essentially providing sensor-to-shooter capability, explains Galler. 

			Embedded Simulation

			This enables vehicle integrated simulation and training, explains Galler. “Our customers will use the original system and their original sensors, but they train to fight against synthetic enemies in a mission rehearsal or training environment.” This embedded simulation runs on the Tactical Management System, together with the Tactical Core, and can be supported by any vehicle.

			Unmanned Control Service Application

			Rheinmetall has developed an Unmanned Control Service Application, creating a middleware for controlling UAVs, UGVs, and even underwater robotics. This would allow uncrewed assets to act as loitering ammunition, becoming integrated into a mission in order to create a decisive advantage. This feature could be integrated into any digital system, according to customer requirements.

			Decision Support Module

			The Decision Support Module allows the identification of own and enemy troops and their positions, as well as analysis of the terrain, using AI to automatically select what optimal positions are, where to place vehicles, where to hide, and any other tactical advantages. This application can be integrated into any vehicle and soldier system.

			The key, explains Galler, is that the applications do not work in isolation, but are seamlessly integrated into the overall system, making them invaluable to the dismounted soldier as well as to command hubs of operations. “We’ve seen a lot of applications which are helpful tools and helpful applications, but here we are working on new technologies, new applications, and digitalization, which will be seamlessly harmonised with the existing products and solutions. Within this framework, all platforms which support this are able to handle the attack application, the Unmanned Control Service app, can enable the Embedded Simulation or the Position Selection etc. And this is our approach to the Digital Brigade.” Perhaps most importantly, Rheinmetall recognises that it cannot do this alone, but only by bringing partners on board and working collaboratively will it be able to create the digital ecosystem it envisions. “Partnership is incredibly important. We recognise that not every customer wants to buy everything from a single source, so we have an open architecture to integrate, for example, other UAVs, UGVs, vehicles, sensors within our digital brigade approach. Around that mission of sense, connect, automate and dominate, we focus on use cases from our customer's point of view – scenarios where our open architecture means we can invite every partner or company who would want to join our family here. n

			Find out more at Eurosatory

			With its vision going far beyond developments around GLADIUS 2.0 and into the future digitalization of the armed forces across the globe, Rheinmetall is keen to showcase its developments and mission. Visit the Rheinmetall stand at Eurosatory 2024 for demos and more at stand F115 in the outdoor area.

			For further information, please visit the Rheinmetall homepage: https://www.rheinmetall.com/en/products/c4i/soldier-system-gladius
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			Army uses human-machine integration to boost mass fires

		

		
			By Jamie Southerland

		

		
			In a groundbreaking event on April 24, 2024, the U.S. Army Combat Capabilities Development Command Aviation & Missile Center, in collaboration with the DEVCOM Ground Vehicle Systems Center and the Tennessee National Guard's 1st Battalion, 181st Field Artillery Regiment, showcased the Autonomous Multi-Domain Launcher, or AML, in a live-fire demonstration launching three reduced range practice rockets in a successive ripple fire mission.

			Over the two weeks leading up to the live fire event, the team successfully fired three reduced range practice rockets. In total, including the live fire demonstration, there were six fired at YPG. The team also demonstrated the AML prototype’s mobility modes: teleoperations, waypoint navigation and convoy operations. This exercise showcased the launcher's capability to move independently from a hidden position to a firing point, adjust its direction as instructed, and receive fire control commands from a remote gunner.

			Led by the DEVCOM AvMC team, the event highlighted the seamless collaboration between human operators and autonomous systems. Field artillery Soldiers from the Tennessee National Guard spearheaded all operations during the demonstration. At the same time, subject matter experts from DEVCOM AvMC and GVSC gathered crucial feedback to inform future design iterations.

			"The DEVCOM AvMC/GVSC AML team has succeeded in proving the possibility of using remote, autonomous technologies to deliver long-range precision fires," remarked Lucas Hunter, AML project manager for DEVCOM Aviation & Missile Center. "This opens the possibility of increasing firepower without major force structure adjustments and without risk to our Soldiers."

			The productive event, held at Yuma Proving Ground, was a pivotal moment that validated the successful integration of autonomous technology into a modified High Mobility Artillery Rocket System, or HIMARS, launcher. This achievement marks a significant milestone for the AML, setting the stage for its participation in Valiant Shield '24.

			“Our Soldiers and the Tennessee National Guard are grateful for the opportunity to see the developments of the AML program and provide feedback to shape the future of long-range precision fires,” said Maj. Michael S. Lowry, 1-181st Field Artillery battalion executive officer. “To be able to follow the AML project over the past four years from inception to operating in a tactical environment is a unique experience for a National Guard HIMARS Battalion.

			“Our launcher chiefs present for the operator’s training and live fire quickly envisioned how the AML could augment our current force structure and increase lethality and were eager to provide crew feedback,” Lowry continued. “The accomplishments of the DEVCOM AvMC AML engineers are truly remarkable in such a relatively short amount of time.”

			The AML concept aligns closely with the Army Modernization Strategy setting the stage to deliver the Army of 2030, emphasizing the integration of robotics and autonomy to enhance lethality. The autonomous, unmanned, highly mobile launcher, transportable via C-130 aircraft, promises to amplify firepower with additional launcher platforms and triple the magazine depth, potentially without commensurate increase in personnel.

			"We are skillfully integrating humans and machines into formations that optimize the natural advantages that both bring," stated Brig. Gen. Rory Crooks, director of the Long Range Precision Fires Cross-Functional Team. "Our collective efforts allow humans to determine how to best utilize terrain to accomplish the fire support mission while offloading burdens and risk of executing them to machines."

			With the AML program slated to transition to the LRPF CFT and their ASA (ALT) partners beginning Fiscal Year 2025, the successful live fire demonstration underscores the Army's commitment to advancing warfighter capabilities through innovative technologies and collaborative partnerships with the warfighter and industry. n
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			UK conducts surprise readiness check of Global Response Force

		

		
			Joe Saballa, The Defense Post

		

		
			The British Army has initiated a no-notice readiness check of its Global Response Force amid the escalating tensions in the region.

			Part of Exercise Totemic, the 2nd Battalion Royal Gurkha Rifles (2RGR) of the 16 Air Assault Brigade was alerted for a simulated mission to evacuate British citizens in danger overseas.

			The mission started with the Gurkhas conducting a check of their documents and personal kits, while the 13 Air Assault Support Regiment Royal Logistic Corps assisted in loading up supplies.

			When everything had been set up, the unit moved to the Joint Air Mounting Centre in west London to plan the mission and conduct airworthiness checks.

			The 2RGR then boarded a Royal Air Force A400M transport aircraft and proceeded to Wattisham Flying Station in Suffolk, which represented an overseas airport held by friendly forces.

			The site also became the starting point of the evacuation mission, according to the British Army.

			Exercise Totemic aimed to check if British troops are ready to respond to global crises at a moment’s notice.

			It was conducted amid reports that UK civilians may be called to fight in case Russia’s invasion of Ukraine escalates to NATO.

			According to commanding officer Major Andrew Emerson, being a very high readiness force is not just about tactical skills but also having the admin and logistics processes in place to get to the battlefield.

			“We have to ensure our soldiers have the right documentation, are medically fit and meet all the training requirements, and that our kit and vehicles are ready to fly,” he said.

			2RGR unit member Private Hiren Rai echoed Emerson’s statement, saying it is important for soldiers to always prepare their bags for short notice operations. n
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			Dismounted Soldier Communications Developments

		

		
			Reliable and low burden soldier communications can improve the overall effectiveness of the dismounted force, enhancing team coordination and ultimately mission success. Good quality, secure voice communications are essential in the often dynamic environment of the dismounted soldier. Regular reporting of soldier locations with positions overlaid on a digital map is an accurate and efficient way to understand troop dispersal, rather than passing grid references by voice and plotting these on a map. The coming together of modern soldier radios and soldier Battlefield Management Applications (BMA) can now deliver low latency and reliable Blue Force Tracking (BFT) across all dismounted users. Other data services such as target locations, text messages and pictures or document exchange can also be beneficial to support dismounted commanders to plan and execute their missions. 

			Early soldier radios provided only voice communications but as technology has evolved, other services and capabilities such as encryption and data have become standard features of these products. New waveform methods also now allow for voice, data and location services to be delivered simultaneously so data services are not blocked or delayed by ongoing voice calls. 

			A key consideration for the dismounted soldier communications solution is the need to balance the radio capabilities with size, weight and power (SWAP). No other ‘platform’ feels the burden of a communications solution more than the dismounted soldier, so the radio needs to be reliable, easy to use, of minimal bulk and lightweight, ensuring it does not impede the dismounted soldier’s mobility or add to their cognitive burden. Clearly the SWAP burden not only applies to the radio but all the aspects of the dismounted communications system – cables, hubs, batteries, etc. A radio form factor may appear attractive but if it needs an external battery, hub and cabling to achieve a typical 72hr mission, then it could be adding 1kg to the system weight and several thousand pounds to the cost. 

			Key Features for the Dismounted Soldier Communications 

			The three key services that are expected from a modern soldier radio are:

				Clear Voice Communications – Orders and warnings can be issued and received at range to improve the squad’s collective awareness. High quality audio helps to authenticate the speaker and low latency ensures prompt action.

				Location reporting – Real time tracking of blue forces enables more co-ordinated and safer operations across squad, platoon and company level operations.

				Data transfer – Provision of target information and other points of interest that are collected and shared across squad, platoon and company level helps commanders to co-ordinate operations using a BMA. Data requirements vary between users and specialist users may require higher data capability to view high definition video, for example to identify targets, whereas other users may just need the target location. 

			From a military operational point of view, all these services need to be:

			1.	Secure – In order to prevent spoofing and enemy intelligence gathering, all services should be encrypted. Given the use of these radios forward in the battlespace additional security features should be employed to protect and erase keys.

			2.	Discrete – Often referred to as low probability of detection, transmissions should be minimised (low power, duty cycle and bandwidth) so as not to alert the enemy to your presence or location and keep troops safer.

			3.	Resilient – The waveform synchronisation should not rely on external signalling from a master radio or GNSS signal. The waveform should include features to ensure it is resilient to enemy RF attack such as jamming.

			Ground Communication Challenges 

			Ground to ground communications is inherently challenging due to the terrain, environment and structures. These issues are compounded for the dismounted soldier who is typically moving, often hidden from line of sight, low to the ground and, with the radio worn on the body. The antenna can also be shielded by the soldier’s bulk. 

			Thales has been working with dismounted military users for many years and recognises the particular challenges of the dismounted soldier environment. From this experience, Thales is able to apply the most appropriate technology solutions to provide dismounted soldiers with the right mix of capabilities, performance and packaging. For example, technologies such as MANET networking can provide multiple simultaneous communications routes increasing resilience in difficult RF environments such as on-board ships or in buildings. However, unlike other MANET radios, Thales uses a technique that provides MANET services with a minimal on-air signature and low power consumption. MANET networking solutions are typically wideband transmissions in order to accommodate the multiple slots needed for the relay mechanism within the waveform structure – the more services or relays required, the wider the bandwidth needed to support these services. Bandwidth impacts range, particularly in the ground-to-ground environment – the wider the bandwidth, the less range for a given output power. Thales also recognises that network hops are not a substitute for point to point range in a dynamic dismounted environment as this relies on there being sufficient radios in the right locations to relay the communications to the wider network. Thales employs a waveform technique to provide MANET networking in a narrowband transmission. This narrower band transmission has several advantages. Most importantly, it provides greater point to point range. But, this is achieved with lower output power, which translates to longer mission life, fewer batteries to carry and a further reduction of the on-air signature. 

			Use of 4/5G Infrastructure for Soldier Communications

			Military users see 4/5G technology with its wide bandwidth and low cost as an attractive solution for some military applications, including dismounted soldier communications. 4/5G solutions rely on fixed infrastructure, either commercial or private, which limits their use for all military operations as it is not always possible to pre-empt operations to install appropriate infrastructure or assure the availability and security of existing commercial infrastructure. Commercial waveforms such as 4/5G have limited resilience and are not designed to perform in the presence of directed jamming or other communications denial radio frequency attacks. 

			Exploiting public 4G/5G networks for military use comes with additional risks, in addition to the inherent risks of using any radio system. These additional risks are the exposure of the identities, location, traffic and traffic patterns of the user. These risks are not only associated with hostile forces with radio surveillance capabilities, but also hostile actors within the public network.

			Even in more benign military operations such as peacekeeping or disaster relief, there are often malign actors at play, seeking to disrupt and corrupt other nations’ efforts. 4/5G is not designed to withstand any jamming or detection and there are a number of intercept techniques and solutions available, and proliferating, that will detect, locate and deny 4/5G services.

			Lessons

			Lessons from ongoing conflicts are changing the narrative around tactical communications. Major conflicts are a reminder of the realities of warfighting and where we see conflict involving peer nations, it reinforces the need for dedicated military capabilities. Having not had to deal with a peer conflict for decades, arguably some of the battlefield communication constraints with regard to RF signature management, frequency contention, and waveform hardening were less of a priority. Commercial communications systems and waveforms offer cheaper, high capacity links and have been adopted for military applications more widely in recent years. These systems, however, are vulnerable to detection, intercept, spoofing, disruption and targeting. Despite this, many commercial communications solutions are being used fairly widely in peer engagements when there is an absence of other more resilient and secure communications and no choice but to accept the associated risks. Fixed and commercial infrastructure is fragile and when it is seen to be giving the opposition a benefit, we can expect it will be destroyed.

			Inevitably in any large conflict, technological evolution becomes a key focus. Commercial communications infrastructure that may initially have been useful can be attacked or degraded to the point where its utility is lost. Evolution of commercial communications is not always possible and limited by the fixed commercial standards. Any adaptations within the standard may function for a time until counter measures are developed for all modes within the standard. 

			The possibility of future peer conflict has brought a renewed focus on military waveforms and the unique techniques they employ to specifically minimise detection and increase resilience to deliberate jamming attacks. As always, there will be trade-offs and these techniques are typically less effective for wideband transmissions, so users will need the flexibility to choose communications modes depending on threat level. They will have to accept that some wideband services may be limited in higher threat areas or at times when there is a specific threat. Ongoing conflicts will undoubtedly continue to influence future military communications doctrine, tactics and equipment. 

			Military Waveform Development 

			Thales’ family of military handheld radio products, with dedicated military waveforms, deliver the secure voice and data services required by the dismounted soldier, but also have specialist modes to deal with difficult terrain and minimise the possibility of detection. Modern software defined military radios are capable of supporting additional and new waveforms, offering an ever-greening capability. This means that radio or additional functionality can be injected during the operation life to address any new threats and add new capabilities. Historically, the risk, cost and time required to undertake and field waveform changes was seen as prohibitive. However, new, more flexible hardware and software architecture approaches are making waveform ‘ever-greening’ a reality and Thales is delivering bespoke waveforms to meet their customers’ specific evolving challenges. The flexibility to update radio waveforms and software is becoming increasingly important as adversaries are developing dedicated techniques to detect, deny and disrupt current and existing radio communications. Radios with a flexible architecture can be adapted through life, reducing the need to purchase entirely new radios in order to maintain pace with new technology or threats on the battlefield. Recent waveform and radio software adaptions by Thales include:

				A secure over-the-air command to silence all radios on the network radios. 

				A dedicated data feed to support soldier health and usage monitoring systems. 

				A waveform to provide more resilient communications to counter electronic warfare threats. 

			All these updates were delivered through software changes. Thales is continually developing new waveforms and software functionality for its military radios to provide new or enhanced capabilities that allow their customers to meet their operational requirements in an effective, timely and efficient way.

			Flexible Architecture to Support Integration and Evolution 

			Different users require different capabilities from their communications and there is no one single radio or waveform solution that can provide this flexibility without introducing unacceptable trade-offs, whether that is in terms of range, complexity, cost, endurance, burden, resilience, detectability or cost. It is clear that all users need some basic services such as secure voice and BFT. Dismounted commanders require more data to improve their situational awareness to enable tactical planning. UXV operators require even more bandwidth to view high definition video feeds and other specialist users may require specific waveforms to enable direct interoperability with air platforms for example. 

			Architectural design decisions need to accommodate the necessary use of a variety of different communications capabilities which potentially mix commercial and military solutions and mean that it is not possible to have a ubiquitous battlefield waveform. The communications architecture needs to be flexible to accommodate the different radios and waveforms, payloads, data formats etc. and convert these for onward transmission over different bearer networks as required. As noted above, some services such as voice and BFT will be common to all users while specialist services such as drone control, apply only to a small number of users. The dismounted communications architecture needs to recognise the different user requirements so that necessary information is shared, without overburdening users with equipment and capabilities they do not need for their role, while ensuring logistic support and spectrum demand are minimised. 

			Battlefield Logistics for Communications Systems

			The challenges of battlefield logistics are easily underestimated and the proliferation of drones to observe and attack targets behind the front lines further complicates the logisitical resupply situation. Minimising the support burden is essential and particularly for any widely deployed frontline comms solutions such as soldier radios. Batteries, battery charging and logistics associated with batteries will be by far the largest element of the logistic burden (and through-life cost) for a soldier radio. It is, therefore, important to choose a solution with minimum power consumption and a reduced need for spare batteries. It is also important to have maximum flexibility when it comes to recharging or scavaging power using something like USB standard charging and ideally the ability to use primary batteries where it is simply not possible to recharge or resupply regularly. 

			Conclusions

			Maintaining dismounted soldier communication and staying ahead of the threat requires an architecture and equipment that can evolve as the technology and operational situation changes. Initial fielded capability can anticipate some degree of evolution but we should expect multiple waveform evolutions and integration of other radio bearers to ensure the capability can endure. 

			Capabilities such as low probability of detection and low probability of intercept are no longer confined to peer conflicts. The proliferation and employment of equipment to detect, locate and interfere with military communications has become more widespread and is being employed against military communications across the spectrum of military missions, even on peacekeeping operations. 

			Commercial communications are attractive in terms of cost and bandwidth but their ongoing availability in a conflict cannot be assured. Peer adversaries could gain valuable information from these commercial systems but ultimately, should a commercial communication solution be perceived as giving advantage, it can be more easily targeted, either by an electronic warfare attack as the waveforms are not hardened, or kinetic attack of the fixed site infrastructure. 

			Architecturally, a waveform approach is required that provides every soldier with core voice and BFT services that can be assured in even the most challenging environments. The architecture also needs to enable integration with additional communications and the processing capability necessary for specialist roles.

			Successfully fielding dismounted communications solutions includes wider consideration beyond the equipment capability. Burden is a key issue for the dismounted soldier, which requires reliable, easy to use, non-intrusive solutions so as not to add to the cognitive burden or disrupt mobility. In addition, recent experiences have brought into sharp focus the vulnerability of support services and resupply in the forward area of the battlefield and the impact this has on an army’s ability to conduct operations. Part of the solution has to be to minimise the logistical support required for frontline troops and to provide alternative solutions, particularly for battery recharging and power scavenging for dismounted soldier equipment. n
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			Collaboration the key on Regional Warfighter

		

		
			Story by Captain Cody Tsaousis

		

		
			Jungle conditions and wet weather challenged soldiers from 8th/9th Battalion, the Royal Australian Regiment (8/9RAR) and the French Armed 
     Forces in New Caledonia (FANC) on Exercise Regional Warfighter.

			Members from Combat Team Alpha 8/9RAR and the FANC completed training serials including coordinated strikes, ambushes and non-combatant evacuation operations at the Tully Training Area in March.

			Officer Commanding Combat Team Alpha Major Jake Smith-Wright said conditions were difficult, with significant rainfall blanketing the jungle training area throughout much of the three-week period. “The jungle is a challenging place to operate in, however, we are here to teach the soldiers to thrive in that environment,” he said.

			“It was particularly wet in the first few days, which saw everyone understand the importance of how to set up their kit and equipment, as well as being in the right mindset when they come into this type of terrain.

			“It’s been a very challenging environment but we find that brings the soldiers together.”

			On top of building resilience, the training was valuable to the soldiers ahead of larger exercises later in the year, such as the combined arms training activity.

			Training with the FANC was beneficial to learn how to achieve shared objectives.

			“It’s a unique opportunity to learn in an environment that you’re not used to, while also developing a relationship with another force,” Major Smith-Wright said.

			“It’s a great chance to exchange some knowledge with the French Armed Forces in New Caledonia, and work hand in hand with them to achieve a shared outcome.

			“There’s so much value in conducting exercises with inserts from other forces, especially those who are in close proximity to us.”

			The exercise finished with a physical training challenge, which involved running, completing an obstacle course and an uphill stores carry. n
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			New standards for data transmission – ODU Expanded Beam Performance technology

		

		
			Interview with Alexander Burger on the challenges for data transmission in military environments

		

		
			Operations by military and security forces require a permanent exchange of data for the successful execution of the mission. The exchange of information between forces on land, at sea and in the air is a critical element for the outcome of those operations. 

			The technological leaps in sensors, actuators, effectors combined with rapidly increasing use cases for automated processes are leading to exponentially increasing data streams. This pushes conventional transmission systems to and beyond their physical limits. 

			Fibre optic technology will play a decisive role in mastering these tasks in the future. It impresses with fast and interference-free data transmission and offers the following significant advantages, particularly in a military context:

			›	Transmission range

			›	Protection against eavesdropping and interference

			›	Latency performance 

			›	Weight

			›	Scalability

			›	Packing density

			›	Sustainable and obsolescence-minimizing technology

			In order to utilize the full potential of this technology, all components of the transmission system must be taken into account – the connector, the cable, as well as the connection of these two components. 

			ODU Fibre Optic Connection Solutions

			ODU offers fibre optic connection systems with polymer fibres, physical contact, expanded beam lens technology as single or hybrid solutions. Robust connectors specially developed for usage in military environments protect the interfaces even under extreme conditions. This makes ODU Fibre Optic the ideal solution for military applications – under extreme conditions, in harsh environments or with a high number of mating cycles.

			Expanded Beam Performance – 
disruptive in military data rates

			In particular, with its Expanded Beam Performance technology (EBP), ODU offers a new lens-based solution for fibre optic connections, made for extreme conditions. The contactless transmission of data in the connector enables a connection that is extremely insensitive to contamination. It is therefore not necessary to clean the interfaces at fixed intervals, which minimizes the maintenance effort of the system. Thanks to the AMC® Series T connectors, the special requirements in the military environment pose no problem for the connection system, even under extreme mechanical loads and other environmental influences. 

			The ODU EBP solution offers a unique technological leap forward. With insertion loss and return loss as central measured variables of transmission performance in fibre optic systems, it offers values of unprecedented quality. Due to the high requirements for connecting fibre optic cables to the connector with EBP technology, the ODU EBP portfolio includes fully assembled fibre optic system solutions from a single source.

			Q: What fundamental principles determine the use of data technology in modern warfare & operations management and how does this differ from civilian applications?

			A: Data transmission in military environments is initially subject to very specific requirements depending on the application. In addition to reliability and resilience, it is particularly important to protect the interfaces and transmission links from being compromised by the enemy. Unlike in civilian use, the life and limb of the operators and ultimately the success of the operation depend on the safety of the data rates.

			Cable-guided data rates are mainly used for immobile and semi-mobile command posts and operations centres. Mobile platform-specific networks are also preferably implemented using physical line media. The integrity of the transmission paths is maximized wherever possible by using fixed and shielded cabling.

			Q: Are there special requirements for mobile communication units?

			A: Due to the deployment in contested areas, successful shielding against enemy impact through electronic warfare, ergonomic handling during installation & disassembly, consistent data transmission quality in every situation as well as maximum transmission range without the need for additional amplifiers play a special role.

			Due to the additional maximum packing density and expandable data rates, ODU EBP fibre optic technology is particularly suitable for the following high-value military areas:

			›	Communication links with high data transfer rates, such as command posts or operations centres

			›	Terrestrial connection points for long-range connections between two or more transmission and reception points 

			›	Stationary data connections as port infrastructures, airports and air defence structures

			›	Radio and data distribution points at tactical level, such as forward operating bases (FOB) or static command posts (last mile)

			›	Connection of high-value line replaceable units (LRUs) at command posts or aircraft

			Q: What are the vulnerabilities of conventional fibre optic interfaces in military applications?

			A: The usage of fibre optic connectors is often accompanied by a complex cleaning procedure before each mating process. Common systems are usually limited in transmission range. Real combat scenarios, possibly far away from laboratory infrastructure, are proving to be an additional safety risk when using current fibre optic systems. Physical contact technology is susceptible to mechanical influence such as abrasion. Standard lenses Fibre optic systems are limited in their data transmission quality by suboptimal attenuation behaviour and the size of the installation space.

			Not so with ODU: Expanded Beam Performance technology offers high-end transmission properties with extremely low insertion and return loss levels over many mating cycles. As there is no physical contact between the contact ends, they are insensitive to soiling and can be cleaned with minimal effort. The world's smallest 12-channel lens connector guarantees excellent transmission performance with 360° shielding, five-finger coding and water & dust resistance up to IP6K9K.

			Robust under high loads and extreme temperatures, resistant to dust, water and vibration. The ODU EBP series has been optimized for military applications thanks to its high load capacity and transmission reliability even under the most technically demanding environmental influences. n

			More information: 
www.odu-connectors.com/industries/military
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			Army Futures Command General lays out continuous transformation plan

		

		
			By Christopher Hurd, Army News Service

		

		
			To give soldiers what they need to win the nation’s wars now and in the future, the Army must continuously transform and adapt to advances in technology, said Gen. James E. Rainey, commanding general of Army Futures Command.

			This flexibility is needed, he said, because of how quickly the environment is evolving.

			“The amount of technical disruption in the character of war is unprecedented, and it just continues to go faster and faster,” he said during a keynote presentation at the U.S. Army Global Force Symposium in Huntsville, Alabama. “Whatever you think you know this year, come back in 90 days, and you’ll know something different.”

			To combat this changing landscape, the service is focused on transformation in three different periods: 18-24 months, 2 to 7 years and 7 to 15 years. Work done in each period has a ripple effect on the others.

			The first period is referred to as transformation in contact. This area deals with capabilities delivered to deployed warfighters for testing and analysis. They provide real-world feedback allowing the Army to make necessary adjustments for future use.

			In this area, the Army can adapt to current warfighting conditions. This was used when the service noticed the value of loitering munitions, also known as suicide drones, in the war in Ukraine. Army Futures Command put in a priority-directed requirement and is in the process of buying the capability.

			AFC is also working with industry partners on ground-based rockets, ground-based missiles and counter-unmanned aircraft systems that work on offense to protect light infantry and armored companies.

			“The United States Army, we believe in offense and attacking,” he said. “So, there is a big opportunity to figure out how we are going to provide effective counter-UAS capabilities to units on offense.”

			Human-machine integrated formations is another initiative the service is working on in the 18–24-month period. This program brings robotics and autonomous vehicles into fighting formations. The goal of the project is to keep soldiers out of harm’s way whenever possible.

			The Army tested numerous integrated formations during Project Convergence Capstone 4 in Fort Irwin, California in March.

			“This is one of our major efforts inside the Army,” Rainey said. “It’s going very well and is full of opportunities to go to the next level. We’re never going to replace humans with machines, it’s about optimizing them.”

			The Army will start prototyping the first integrated platoons in the next two years.

			The two-to-seven-year period is known as deliberate transformation. In this time frame, the service is continuing to work on the Future Long Range Assault Aircraft, extending the range of cannon artillery, adding magazine depth and improving indirect fire weapons, engineering capabilities and the network.

			Rainey said the service’s number one priority in deliberate transformation is improving the network. The service is working on a data-centric system to enable commanders to make quicker and more informed decisions.

			The Future Long Range Assault Aircraft is a hot topic issue with the service’s recent aviation rebalance. Rainey assured that the Army is committed to FLRAA and the capability it brings to manoeuvre rifle squads.

			“We don’t do attrition warfare,” he said. “We do manoeuvre warfare. So, FLRAA is an absolute must we have to continue to deliver, and it’s in good shape.”

			Innovating in engineering battalions is another key priority for the Army, he explained.

			“We’re more likely to get stopped by the terrain than by an enemy we fight and that’s not OK,” he said. “We [have got to] get after the engineering transformation and modernization.”

			The Army announced the end of the Extended Range Cannon Artillery platform program last month but the requirement to extend cannon fire remains. The service recently completed a tactical fires study on artillery modernization. The research from the study showed significant success in extending the range by making adjustments to the rounds, Rainey said.

			AFC is taking this knowledge and looking at ways to innovate the rounds and the propulsion systems. They are also looking to increase magazine depth to give Soldiers not just the capability but the capacity they need.

			The last time frame is referred to as concept-driven transformation. This is where the Army is looking to sustain advantages, develop new capabilities and build endurance for future conflicts.

			The service is working on merging offensive and defensive fire systems, adding robotics to contested logistics, bringing survivability and lethality to light infantry divisions, decreasing the weight of armored formations, and increasing its emphasis on war gaming.

			This continuous transformation over all three periods is meant to make the Army more adaptable, flexible and lethal while giving Soldiers the capacity and capabilities to win now and in the future.

			“Whatever we do as we transform, we have to preserve that people advantage we have,” Rainey said. “They are our greatest asset.” n
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			INVISIO’s new in-ear headset achieves market-leading hearing protection levels

		

		
			Tactical communications leaders INVISIO have revealed that their latest in-ear headset, the X7, has achieved a ground-breaking level of hearing protection of 39 dB SNR, providing higher safety levels for users than ever.

			The INVISIO X7, performed even better in tests than its initial results, and has now been certified as delivering industry-first levels of hearing protection, outperforming all other tactical headsets for dismounted usage. The impressive test results are part of an array of improvements that have been made to the X7, ensuring it offers a whole new level of comfort and ease of use as well as hearing protection, thus remaining market-leading within this field.

			The X7’s proven ability to offer unrivalled hearing protection ensures it has ongoing appeal to a range of sectors and not only meets requirements when it comes to safety, but surpasses those, having a huge impact on the times users can operate safely in high-noise environments.

			User impact

			According to INVISIO’s latest test results, which have been independently verified, the X7 offers 39dB of SNR. This compares to the highest, current level of certified hearing protection using an over-the-ear dismounted headset of 29 dB - corresponding to the user being able to withstand three times louder noise levels. It also suggests that the operator can cope with eight times longer exposure to the same noise levels, marking a huge shift when it comes to what these headset users can do and where they can operate. 

			The improvements in hearing protection will provide a profound impact when firing weapons; both in terms of the calibre used and the number of firings users can be exposed to without compromising safety. Similarly, improved hearing protection levels will have a tangible impact on the type of vehicle platforms dismounted soldiers can operate in and how long they can be mounted safely for when exposed to high continuous noise levels. Carsten Aagesen, Senior Vice President, Global Sales & Marketing at INVISIO said: “X7 users will be even better protected and can work in noisier environments for longer periods of time, without risking damage to their hearing”.

			Fully certified

			INVISIO’s milestone achievement in hearing protection has been fully certified by an independent test laboratory and notified body, hence it releasing its results as the latest advantage of the newest in-ear headset in its range.

			The improvements are the result of extensive R&D efforts and vigorous testing of the INVISIO X7 using six different sizes of foam tips and three different sizes of tri-flanged tips. 

			Key INVISIO X7 certified hearing protection results:

				39 dB SNR and 32 dB NRR (using INVISIO’s foam tips)

				31 dB SNR and 25 dB NRR (using INVISIO’s tri-flanged tips)

				43 dB dual layer hearing protection (simultaneous use of INVISIO X7 and T7)

			On top of its own market-leading hearing protection, the X7 can be combined with the INVISIO T7 over-the ear headset to provide dual-layer hearing protection of 43dB SNR when exposed to excessive noise environments. These two intelligent headsets work seamlessly together, allowing users to move dynamically without losing vital communications or situational awareness at any time. “When we launched the X7 we said it would set a new industry benchmark for in-ear headsets in the most demanding environments, and these SNR figures show that we have achieved exactly that”, added Aagesen.

			Feedback-based design

			The INVISIO X7 was developed using extensive feedback from both military and public safety operators to create its range of new features, which include the ergonomic design along with previous attributes of being headwear-agnostic, having an unobtrusive design and hugely robust, being submersible to 2 metres for 2 hours MIL-STD-810G compliant.

			The headset is AI-enhanced, with an integrated Voice Pick-up Sensor (VPU) which picks up vibrations from the inner ear and transforms them into speech without the need for a specific in-ear contact point to transmit the speech. The AI-powered audio enhancements provide unparalleled communication and speech quality excluding unwanted noise with different hear-through modes and digital signalling processing that automatically adjust the received audio volume to the surrounding noise levels.

			“The X7 is the product of our ongoing work to create the best headsets on the market, and headset systems that can work intelligently together with the rest of our state-of-the-art technology to ensure users not only have situational awareness wherever they are, but can operate comfortably and safe in the knowledge that they have the best hearing protection possible,” added Aagesen. n

			For more information, please visit invisio.com, contact info@invisio.com or get in touch with your local INVISIO sales representative.

			Link: https://invisio.com/products/headsets/invisio-x7/
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			Navigating the future of electronics: SWaP-centric custom connectors

		

		
			In the ever-advancing world of electronics, many factors are vital in ensuring systems can keep up with the growing demands placed on them. Nowhere is this more important than in the realms of defence, where electronics are at the heart of operations from communications to weapons systems and more. 

			In an era marked by groundbreaking advancements in electronics, designers grapple with integrating increasingly complex functionalities into systems constrained by size, weight and power (SWaP) requirements. The cornerstone of this evolution lies in the domain of connector manufacturers who are able to modify standard connectors, so that they are specifically tailored to accommodate a blend of power and signal needs within compact, robust frameworks. These connectors, optimized for high performance in extreme conditions, are pivotal in redefining the operational efficiency of military, aerospace and various high-demand applications.

			Omnetics has long been a market leader in innovating and producing world-class miniature connectors, combining expertise in the field with collaboration with stakeholders to ensure these connectors meet the needs required in the field. This includes a focus on SWaP requirements, and thanks to its experience and innovation, Omnetics is at the forefront of the development of SWaP-centric connectors that meet the needs of the specific application and of an array of operations.

			Adapting to the SWaP Imperative

			The contemporary electronics landscape is characterized by a paradox: devices are expected to achieve greater and greater capabilities yet are also required to be smaller, lighter and less power-hungry than ever. The need to conform to these stringent SWaP constraints has led to the emergence of hybrid connectors as a solution. These SWaP-centric hybrid connectors integrate micro contacts for power and nano contacts for signal lines. Such specialized interconnects support complex operations, such as combining USB 3.0 digital circuit speeds with 5-amp power sources, essential for portable military and airborne equipment.

			The shift to such connectors and their game-changing focus on SWaP requirements signifies more than technical prowess and innovation; it represents a paradigm shift in electronic design philosophy and paves the way for a new generation of connector that is vital for the electronic systems of the future.

			The Renaissance of Custom Connectors

			Once deemed a costly and time-consuming venture, custom connector design has been revolutionized. Thanks to advanced design tools, the conceptualization process has been expedited compared to the processes of the past, with intricate blueprints transformed into tangible prototypes within days thanks to developments in software, design and concept-creation.

			This efficiency in developing new connectors based on constantly-changing needs and requirements in the field also extends to modifications of standard connectors, where alternate insulators or CNC-machined prototypes facilitate rapid adaptation to unique application requirements. The streamlined process not only accelerates product development but also significantly reduces associated costs, making customization a practical choice for application-specific connectors.

			Identifying the Right Connector Supplier

			Finding the right connector for the job – one that is at the forefront of the constant evolution in this area – hinges on several critical competencies. Any search for a connector supplier should take into account that supplier’s experience in crafting micro-miniature, ruggedized connectors capable of handling mixed signal-power configurations. Producing connectors that are both small enough, yet simultaneously rugged enough to withstand unprecedented demands in the field, requires extensive experience and a proven track record in meeting the demands of an ever-evolving industry.

			Another key consideration in choosing a connector supplier is to look at their prowess in signal integrity and testing capabilities is equally crucial. These ensure not only the possibility of obtaining market-leading designs and prototypes, but ensuring connectors perform optimally at high digital speeds and under substantial power loads – both key in the field.

			While innovation is appealing and often attention-grabbing, successful suppliers stand out from the crowd thanks to their swift provision of solid models and comprehensive test data, affirming their technical acumen and responsiveness. 

			Key Considerations in Custom Connector Design

			Designing a custom connector is a nuanced process, influenced by an array of electrical and physical considerations. Electrical aspects include the system’s amperage demand, signal nature (analog or digital), speed, impedance requirements, electromagnetic environment and potential signal crosstalk. Physically, considerations extend to the connector’s mechanical design compatibility, installation environment, reliability standards, spatial constraints and resilience to operational stresses like shock, vibration and extreme temperatures. These factors collectively inform the connector’s design, ensuring its efficacy and reliability in its intended application. All must be considered to ensure the creation of a connector that does the job required not only theoretically, but in practice, balancing high performance electronically with ruggedized design and minimal size, weight and power needs, keeping SWaP requirements high on the list of priorities.

			The Advent of Hybrid Connectors

			The innovation of hybrid connectors, exemplified by custom power D-shaped Micro Connectors, epitomizes the advancement in SWaP-focused design. These connectors merge multiple power and signal contacts within a singular, minimalistic interface, enhancing circuit design flexibility while conserving space. Their versatility is further highlighted in their accommodation of various wire gauges and amperage capacities, available in both wired and through-hole PCB mount termination styles.

			This sophistication simplifies the user interface, encapsulating complex capabilities within a user-friendly, single-connector model. Such developments and versatility ensure these connectors are not only SWaP-centric, but also user focused and adaptable to a range of requirements, systems and settings – putting flexibility and dynamic use at the forefront of their possibilities and ensuring future-proofing and the ability to innovate and adapt dynamically amid an ever-changing backdrop when it comes to military operations.

			Conclusion

			The domain of custom connectors has undergone a transformative evolution, driven by the imperative to optimize SWaP parameters without compromising on performance or reliability. The current trajectory of this arena highlights the symbiosis between innovative design tools and the refined art of custom connector manufacturing, producing solutions that meet the exacting demands of contemporary electronic systems.

			As we forge ahead, the electronics industry, particularly sectors like military and aerospace, will continue to rely on these bespoke interconnect solutions, championing efficiency, and resilience in the face of operational challenges. This ongoing revolution underscores the critical role of connectors, no longer peripheral components but central strategists in the quest for electronic excellence. n

			For more information, visit: www.omnetics.com
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			Putting Land Equipment Capability in the hands of Military and Defence Personnel

		

		
			DVD2024 marks more than two-decades of the most significant exhibition for the Defence industry, DE&S Delivery Teams, Army HQ and Defence community users of Land Equipment. Staged at UTAC Millbrook since 2003, DVD is a two-day event, which will take place on 18th and 19th September 2024.

			This year is the second time that Lt Col Martin Hickie has taken the helm as DVD Programme Manager, following his successful delivery of the event in 2022. We met with Martin to find out more.

			Q: Could you give us a very quick summary of your career history?

			A: Commissioned in the Scots Guards in 2000, I joined the 1st Battalion when it was undertaking ceremonial duties in London. Deployed to Northern Ireland, Iraq and Afghanistan on operational tours in various roles, I developed knowledge, skills and experience in capability and acquisition, in both customer and delivery agent roles, and worked in Finance and Military Capability (FMC) infrastructure during the UK Government’s Integrated Review of Security, Defence, Development and Foreign Policy.

			Q: Why is DVD so important to Defence?

			A: It’s difficult to underestimate the importance of bringing our customers, delivery agents, international allies and industry partners together at UTAC Millbrook Proving Ground to discuss the collective challenge Defence has in meeting the threats to UK security. The British Army has plans to become a more modern and lethal Army, while strengthening prosperity, and we can only deliver that vision through collaboration across multiple organisations.

			Setting clear goals and working together, with a common understanding to meet our objectives, is key. DVD provides a critical opportunity in the Defence diary to discuss those goals and objectives; to update our industry partners; and to see, first-hand, the remarkable innovation that industry has to offer; and indeed, to be challenged by alternative viewpoints.

			Importantly, DVD has evolved, and today we bring our international partners and allies along with us, as we face up to global security challenges. DVD is further raising its profile by supporting our international export campaigns to assist with Defence’s contribution to UK prosperity.

			Q: What challenges do you face in delivering DVD, and how are these managed?

			A: For the Land Equipment Operating Centre (LEOC) within Defence Equipment and Support (DE&S), planning and delivering an event on this scale can feel quite daunting. We’re expecting in the region of 6,000 visitors this year, around 200 industry exhibitors and stands from our own operating centre, the Army and other MOD stakeholders. This is all delivered by a relatively small team from DE&S, Army and UTAC – our delivery partner for DVD – and for many of us, this is a secondary responsibility. 

			The task is, however, made simpler by the professionalism and enthusiasm of that small team, who are committed to the task and see the value that their efforts make within UK Defence. This is backed up by strong sponsorship of the event through Director General Land in DE&S and the Deputy Chief of the General Staff, who have made Director Land Equipment, DE&S, and Director Programmes, Army HQ, jointly responsible for the delivery of DVD. This high-profile overview allows us to engage widely across Defence, to unlock challenges, demonstrate collaboration and create a sense of shared ownership. 

			Q: What do you hope people will gain from DVD2024?

			A: What people gain will very much depend on where they are coming from and what they want to get from the event. There is value for everyone who attends. For service personnel, I would want them to have the opportunity to see the impressive kit that the Army and DE&S are bringing into service now, to get ‘hands on’ and experience the ride and drive facility on the off-road area, and to leave with a sense that industry is listening and delivering on everyone’s behalf! 

			For industry, I want them to have an opportunity to connect directly with their customers in Defence, allowing them to have both formal and informal discussions about how we can help one another going forward, as well as providing the opportunity to engage with other industry suppliers at the event. This is particularly important for Small and Medium Enterprises, who have a unique opportunity to get in front of the Army and DE&S at DVD.

			For those of us in capability and acquisition roles, I hope we get to see what’s on offer and catch a glimpse of where industry is driving the innovation that will assist us in the future, as well as getting a chance to engage over the joint programmes we’re delivering today. 

			Q: Which elements of DVD are you most proud of? 

			A: I think it’s knowing that what we’re doing is really important for Defence. The feedback we got from DVD2022 was positive and insightful, and it reinforced just how much business value people get from the event. That value ultimately translates into delivering land equipment capability into the hands of service personnel. Knowing that makes all of the late nights and long hours’ feel worth it! n

			For further information and to register your interest as an exhibitor at DVD2024, visit www.theevent.co.uk
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			Launch of the Defence Experimentation and Wargaming Hub

		

		
			Strategic Command’s Deputy Commander, Lieutenant General Tom Copinger-Symes, has formally opened the Defence Experimentation and Wargaming Hub. The facility, developed in partnership with the Defence Science Technology Laboratory (Dstl), will be the centre for experimentation and wargaming in Defence.

			The hub will help Defence respond to the evolving global threats we face. The need to constantly learn and adapt at pace has never been more important.

			Attended by the Director Joint Warfare, Rear Admiral Andrew Betton, and distinguished guests from across Defence, academia, and industry, the opening ceremony reinforced the collaborative nature of the Defence Experimentation and Wargaming Hub.

			The hub’s wargaming capabilities offer a unique opportunity to bridge the gap between military doctrine, technological innovation, and academic expertise. Through simulated scenarios and tabletop exercises, personnel can explore alternative futures, assess the effectiveness of different courses of action, and anticipate emerging threats – thereby enhancing preparedness and resilience in an increasingly complex security environment.

			In his opening address, Lieutenant General Tom Copinger-Symes emphasised the facility’s roles as a centre for research, experimentation, and strategic thinking.

			He said: "The hub will be the epicentre for strategic brilliance and tactical innovation, and will enable evidence-based decisions to be made at an increased pace."

			By fostering a culture of experimentation, collaboration, and forward thinking, it seeks to ensure that Defence organisations remain agile, adaptive, and responsive to evolving threats and opportunities.

			The establishment of the Defence Experimentation and Wargaming Hub is not just the opening of a physical facility, but the start of a new era in Defence strategy and innovation. With its focus on experimentation, collaboration, and foresight, the facility embodies the culture of innovation essential for safeguarding national security in an uncertain world.

			Speaking about the launch, Lieutenant Colonel Tom Ellen, Chief of Staff Defence Experimentation and Wargaming Hub said: "The launch marks not the culmination, but the commencement of a journey towards shaping the future of Defence and engendering a culture of experimentation, wargaming and development across Defence."

			Strategic Command’s Defence Experimentation and Wargaming Hub is based at Southwick Park in Hampshire, and is helping to grow wargaming capability across wider Defence and industry, while delivering a variety of wargames and seminars. The hub will deliver evidence-based decisions faster.

			As the Defence Experimentation and Wargaming Hub matures, it will progress its offering to include:

			»  at-readiness rapid wargaming service

			»  +500m² reconfigurable wargaming facility

			»  a repository of wargaming data, tools and scenarios

			»  wargaming advice, and design from an experienced team of professionals. n

		

		
			Strategic Command unveils the Defence Experimentation and Wargaming Hub at Southwick Park, Defence’s home for wargaming and decision support
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			Data and the Dismounted Soldier

		

		
			By Leo McCloskey, Vice President of Marketing at Echodyne

		

		
			Information about opposing forces activities, positions and movements is a key objective of and advantage in every engagement. Expeditionary and frontline forces are tasked with extending reach, probing enemy positions and reporting back their findings. This activity exposes dismounted soldiers to a range of risks, especially enemy drones conducting intelligence, surveillance and reconnaissance (ISR) and more lethal missions, and introduces subjective biases into the data that creates a common operating picture (COP). Technology can and must enhance troop safety, help secure mission objectives and enrich data gathering capabilities at low cost and with low additional effort required. 

			The importance of the right data at the right time and place can be the difference between mission success and failure, between safety and harm’s way. This is the basic bargain made by every Command – the information collected is valuable enough to risk lives to obtain it. It is the reason for orders that send troops to austere locations with minimal support – gather data, report back. 

			It is also why so much investment flows towards communications gear and capabilities, and even larger volumes into resilient communications platforms with multiple terrestrial, aerial and orbital paths. The data collected is time sensitive, making latency as important as survivability. This is a subjective chain of information, with training and discipline essential for removing human bias and error. Where possible, replacing humans with sensors offers fundamental advantages that enhance situational awareness:

				Volume. A talented and well-trained human spotter can identify ground targets at hundreds, sometimes several hundreds of metres in range. Air targets are more challenging as the threats become very small drones in large volumes of airspace. Sensors, like radar, search, detect and track all movement across huge volumes of space in both air and ground domains at ranges far beyond human sensory abilities. 

				Accuracy. Sensors generate data with much higher geospatial accuracy at greater range. Radar will generate azimuth, elevation, range, velocity and orientation data with high geospatial fidelity at 10 times per second. 

				Efficiency. Humans using surveillance tools must verbalize this information to a second person, who captures and relays the data, whereas machines generate and communicate without assistance.

				Consistency. Differences in acuity across varieties of humans are well documented whereas machines operate the same way each and every time. 

				Networking. In the time it takes a human operator to identify a location and verbally communicate that location via communications, advanced systems are actively tracking the intruder, identifying vehicle type and capabilities, and providing effector options to operators. 

			Sensors can be categorized or differentiated in many ways. In general, active emitting sensors, such as active radar, generate a level of precision that passive sensors, such as passive radar, cannot match. Active emitters are essential for training optics and effectors on targets with accuracy – no other sensor combination is as consistently precise. The same power that creates long detection ranges on intruders, however, makes active emitters like radar bright targets for drones with radar-targeting modules and munitions. 

			Radar is the baseline sensor that provides required range, high degrees of accuracy and is essential for training optical sensors as well as kinetic effectors, but also has operational risks as an active emitter. For this article, we will focus on using an active sensor, radar, to augment the dismounted soldier in achieving mission objectives and enhancing situational awareness.

			As well-trained as troops are in ISR, there are physical limitations to human perception that only radar can overcome. Humans require favourable lighting and environmental conditions, while radars have no environmental dependencies and offer capabilities that vastly exceed humans in all aspects. No matter the mission parameters, machine sensory capabilities outperform human sensory capabilities. 

			The challenges to fielding higher quantities of radar for the dismounted soldier have been many:

				Cost. For radar, effective performance requires an electronically scanned array (ESA) architecture, and these have largely been heavily customized high-cost units with long lead times. Breaking the high-performance lock to high cost has long been an obstacle.

				Mobility. Size, weight and power (SWaP) obstacles for radar are well-known. ESA radars have resisted reductions in size that do not translate into performance impacts. They can be operationally needy in time for setup and calibration and equipment spares, as well. Every aspect of fielded ESA radar resists mobility. 

				Technology. Conventional radar technology has design limitations that steer resources toward larger radars that operate very well but require its own vehicle for transportation. Moving high performance radar to a portable form factor has proven challenging.

				Targeting. Active emitters broadcast a transmission location to enemy drones that target radar signals. 

				Ease of Use. Conventional ESA radar requires specialized operational training, limiting use to specially trained operators. 

			With the aid of new technologies, equipping the dismounted soldier for enhanced situational awareness that achieves mission objectives and maximizes troop protection is now possible. A novel approach to ESA radar is championed by Echodyne, employing a physics-design approach called metamaterials. The Echodyne metamaterials ESA, or metamaterials electronically scanned array (MESA®), radically changes ESA design architecture with a high-density/high-performance transmit/receive (Tx/Rx) array that matches conventional radar performance while shattering SWaP barriers. 

			Commercial off the shelf (COTS) radars with a one-week order to ship period, Echodyne’s commercial MESA radars are made in the USA and offer critical supply chain security for high performance sensors. Weighing only 1.2 kg and able to operate on a standard 2590 battery for nearly 6 hours, Echodyne’s EchoGuard radar tracks small drones at more than one kilometer, humans at more than two kilometers, and vehicles and vessels at well over three kilometers. It can be physically configured in less than ten minutes and fully operational in less than fifteen minutes and provides a large field of view (120° azimuth x 80° elevation). A fielded radar kit, consisting of a Toughbook computer, all cables, radar, tripod for radar, batteries and solar collector, can fit in one pack weighing less than 15 kg / 34 lbs. 

			The data generated by MESA radar accurately classifies targets and provides high precision geospatial location information at high data rates (≥10 Hz) for targeting systems and effector solutions. Only minimal training is required to set up and configure the radar, with the data quickly communicated to higher order systems via standard field communications equipment. 

			From a counter-radar perspective, there are certain attributes to radar detection and targeting to consider. The equipment that scans for radar signals searches for large emitters with bright signals that project across dozens of kilometers, as nearly all radars do. Use of small form factor radars with signals that do not extend beyond a half-dozen kilometers immediately minimize detectability. 

			The radio signal emitted by radars is actively shaped to a certain size, called beamforming. The smaller the beam, the smaller the signal footprint produced by the radar. MESA radars direct high volumes of small beams in and out of tightly defined volumes of airspace in microseconds that reduces detectability through design. Echodyne radars also operate in an area of spectrum (NATO J- and K-bands) that is typically outside the scan range of most radar detectors, which is typically NATO I-band and below (<10 GHz). There are other capabilities to minimize the electronics footprint that assist the dismounted soldier in remaining undetected. 

			As with any sensor, though, the real value comes from fusing multiple sensors together under a powerful command and control (C2) software layer. Radar detection automatically trains optical sensors on the target with high speed/high accuracy data that locks eyes on the intruder. A system with an acoustic sensor can passively detect incoming drones, flash the radar on to acquire high fidelity geospatial and trajectory data, relay that precision data to targeting and effector platforms, and turn the radar off and go undetectable – all in less time that required to find and target the radar signal. This combination of passive and active sensors, with each sensor performing to its maximum capability, enables a much wider area of detailed situational awareness that enhances troop safety and ensures mission success. 

			In the technology world, the focus is often on Moore’s Law, which posits that technology will rapidly increase in capability while decreasing in cost. However true and important, it tends to overshadow another “law” from the early Internet days – Metcalfe’s Law. This posited that the value of a network is equal to the square of the users. One might argue that the intense focus on mesh networks and resilient communications underscores the importance of the data from each user to the overall network. 

			Imagine that the data across these resilient networks is not spoken codes but machine data, with high fidelity data now generated by every platoon. Not just what each spotter can see but the volumes of objects machines can simultaneously detect and track with extraordinary precision. The value of sensors to detail every geographic shadow and to enhance soldier safety and troop situational awareness with high fidelity data far exceeds the cost of high-performance COTS products. n

			For more information: www.echodyne.com
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			Bespoke 'shoot house' a first for Army

		

		
			Story by Corporal Jacob Joseph

		

		
			For the first time, infantry soldiers will have access to a purpose-made urban operations live-fire range, after operational testing and evaluation of a prototype facility finished in Brisbane recently. 

			About 30 soldiers from 8th/9th Battalion, the Royal Australian Regiment (8/9 RAR) were the first to live-fire in the newly constructed deployable austere shoot house (DASH) on March 22, designed for training with rifle and pistol. 

			DASH is a first for conventional Army and the latest urban live-fire range since the 90s and early 2000s, when special operations counter-terrorism facilities were built in Perth and Sydney. 

			The single-storey complex has 10 rooms and three hallways, configured to test most urban tactics, techniques and procedures. 

			Walls are constructed from Hesco baskets (defensive barriers), wrapped in rubber sheets and filled with 10mm basalt aggregate, so soldiers can fire as close as one metre away. 

			Two revamped urban operations courses were recently run by 8/9RAR to prepare soldiers and range staff to conduct live-fire training. 

			Serials included the use of non-lethal and lethal ammunition in opposed and unopposed scenarios. 

			Course instructor Warrant Officer Class Two Phil Brown, from the 8/9RAR Combat Cell, said opposed scenarios, incorporating non-lethal training ammunition, explosive breaching and sim grenades was considered the “high watermark” for training. 

			“The end state of the course is to prepare for war, not a live-fire range,” Warrant Officer Brown said. 

			He said live-fire was just one of the mediums used to validate individual and collective tactics, techniques and procedures.

			Soldiers preferred non-lethal opposed scenarios as it replicated elements of combat conditions. 

			Sergeant Casey Morrison, another combat cell instructor, said although live-fire was crucial for training progression, soldiers said it was “benign” compared to opposed scenarios, where they learned to control stress and anxiety. 

			Doctrine and procedures were developed over the past three years by Warrant Officer Brown, Sergeant Morrison and Corporals Nigel Tegg and Cameron Cherrett based on their experiences conducting urban live-fire, up to platoon level, with Special Operations Command. 

			Sergeant Morrison said one of the key concepts to emerge was abandoning the perfect solution for a principles-based approach that could be adapted to solve different problems. 

			“If our participants are using these principles in a combat context, not only do they make us more lethal and survivable but they also aid range safety, controlling a live-fire manoeuvre practice.” 

			It represents a new approach to urban training, according to course instructors, who said a lot of work was needed to reshape soldiers’ perceptions from “kicking in doors and rushing in” to being deliberate and methodical. 

			“There’s so much in this space to learn,” Sergeant Morrison said. 

			“Every soldier needs to start this journey from when they reach Singleton or Kapooka. It’s a skill that degrades quickly and takes a lot of practice to maintain – reading building anatomy and other combatants’ body language and manoeuvring as a team in a complex environment effectively.” 

			When testing wraps up, DASH is expected to roll out to combat brigades within the next three years. n
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			SPX Communication Technologies: scalable and customisable RF capabilities for global defence teams 

		

		
			Marc Haysey, Managing Director at SPX Communication Technologies, shares insight into the challenges faced by today's defence teams, how technology is evolving to meet their RF spectrum monitoring and control needs, and the businesses’ next steps in supporting them.

		

		
			Q: Firstly, can you briefly introduce yourself and your role at SPX Communication Technologies?

			A: I’m Managing Director of SPX Communication Technologies UK and the commercial lead for the entire group, covering Wappenham (UK) and Fremont (USA). SPX Communication Technologies is the union of TCI and Enterprise Control Systems (ECS), which brings together decades of expertise in the radio frequency (RF) space.

			In my role, I’m responsible for developing and delivering the UK’s business strategy while overseeing our global sales and customer support teams. By bringing these teams together we can promptly identify and address any gaps between the challenges our customers face on the ground and the development of our solutions to meet those needs.

			Q: What are the key challenges you and your customers are seeing that impact soldiers and defence teams?

			A: Firstly, we’re witnessing an increasing demand for greater real-time intelligence as soldiers and defence teams operate in highly complex threat landscapes. They need to gather and transmit ever larger volumes of data over longer ranges – from the air to the ground as well as between aircrafts. To do this, they need input from a wide range of sensors – beyond video – to enhance airborne ISR and guarantee teams are always connected in the air. 

			In this context, we’ve focused our expertise in advancing our Tactical Data Link solutions. Our Data Links capabilities enable the secure and reliable transfer of large volumes of mission-critical data between enabled aircraft and ground teams, and over long distances.

			Another key challenge is the rapid evolution of hostile unmanned aerial systems (UAS), particularly drones. As these get smaller and more intelligent, we move in line to ensure our counter-UAS solutions are as scalable and flexible as possible to keep pace with the evolving threat.

			Q: What actions is the business taking to help teams stay one step ahead of the next threat?

			A: We value listening to and working alongside defence teams. We prioritise their voices and base our business strategy on their perspectives, particularly when it comes to product development and innovation.

			Our team regularly meets with customers from across the world to learn about their challenges, how their requirements are evolving, and to make sure we understand the problems they’re trying to solve from their point of view. We also closely follow geopolitical trends and consider how they affect our markets. This allows us to anticipate and adapt to changes in the landscape that may impact our operations, supply chain and market opportunities. 

			While there’s no silver bullet for detecting and defeating the vast array of threats present on the battlefield, constant review and assessment of challenges and trends allow us to be ready to adapt and evolve as the world and our end-users require. We’re able to be super responsive in our innovation because our strategy is rooted in listening to the customer. 

			To support customers, we’re also strengthening and expanding our network of global in-country partners. Having local representatives across nations allows us to keep up with local issues, identify specific needs and deliver the right products even faster. This also allows us to have an essential presence in places where we can’t physically reach due to geopolitical and social tensions, or the inevitable complexity associated with modern conflict. 

			A recent example is our extended partnership with Depicon, which grants the Belgium-based business development company exclusive rights to offer our Data Link portfolio to aerospace and defence organisations in the Benelux region. This marks a key milestone since our collaboration began in 2017 with a representative agreement covering multiple regions. 

			Ultimately, by combining our proven technology with local expertise we’re able to address challenges with the appropriate solution. This process is based on listening and working collaboratively within the business, and with those customers and partners that benefit from our capabilities.

			Q: How has this collaborative approach manifested since the union of TCI and ECS?

			A: A clear example is the development of the BLACKTALON counter-UAS system, our first joint offering combining the expertise of both transatlantic teams. BLACKTALON is a fully integrated, scalable and customisable system designed to detect, defeat and track hostile UAS and drones.

			One key aspect of BLACKTALON’s capabilities is its ability to effectively jam every combination of global navigation satellite system (GNSS), command, control, and telemetry signals used by commercial and military drones. This ensures a decisive advantage in countering UAS threats while simultaneously safeguarding friendly RF signals from any unintended inhibition. 

			BLACKTALON’s cutting-edge technology provides defence and security forces with the necessary tools to maintain airspace dominance and protect critical assets from the ever-evolving UAS landscape. What’s more, we’re currently working on taking this capability even further with advanced customisation features. We look forward to announcing more in the coming months.

			Q: What other solutions are assisting operations across land, sea and air?

			A: BLACKTALON is currently being deployed by multiple defence teams across the globe and is proven in active conflict. 

			Other solutions include our recently introduced Evenlode Video and Audio Encoder / Decoder. This allows aircraft to become network-enabled across land, sea and air domains. It delivers improved low-latency, long-range, high-definition video, audio and data transfer for faster and more accurate intelligence-gathering. The result is compressed video and audio files that can be transferred simultaneously over a lower bandwidth pipe – up to four video files at a time. This real-time data capture and delivery capability ensures effective decisions are made, even on the tactical edge, allowing the necessary information to be selected without disrupting an ongoing operation.

			Furthermore, the decoder component mirrors the encoding capabilities, allowing the real-time re-streaming – or transcoding – to multiple destination points such as a command centre or at the tactical edge using mobile devices. This adds flexibility to end-users' video distribution aims in one single solution.

			Another solution is the upgraded 953 COMINT RF Receiver, designed for the identification, direction-finding, and tracking of hostile RF signals to support COMINT and counter-UAS tactical operations. Its reduced size and weight means the device is portable for dismounted operations and can be easily mounted on a vehicle to support mobility operations. For instance, it can be placed at an elevated position in a dismounted role, such as a tactical position only accessible on foot, to ensure the antenna is situated for optimum signal detection and increased range.

			Q: Looking ahead, what‘s next for SPX Communication Technologies in the defence space?

			A: Our ultimate goal is to sustain the delivery of exceptional results to defence teams across the globe while ensuring a smarter, more secure future for all. To achieve this, we’ll continue listening to the voices of those on the ground and maintaining an open dialogue with defence teams and across the business to ensure we’re always one step ahead.

			We’ll also continue to optimise our processes and supply chain by setting up repair and inventory depots across multiple nations. These will enable in-country partners to deliver support and first-line maintenance to the highest standard at the precise moment teams require.

			Finally, from a product innovation perspective, we’re working to implement technologies like big data and artificial intelligence (AI) to further automate processes and provide deeper analytics to mission-critical information. We look forward to announcing new capabilities throughout the year, particularly in the coming months, to support operational teams across land, sea, and air. n

			For more information visit: www.enterprisecontrol.co.uk
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			Special operations exercise showcases Army space

		

		
			By Brooke Nevins, USASMDC

		

		
			Soldiers of the U.S. Army's 1st Space Brigade showcased live space effects in support of tactical ground forces during the U.S. Army Special Operations Command’s capabilities exercise at Fort Liberty, April 5-12, 2024.

			The exercise, a week long exhibition of special operations forces capabilities and technology, allowed guests, including congressional representatives, academics and joint and coalition special operations forces, to both observe and immerse in USASOC operations within the context of a realistic large-scale combat scenario.

			The exercise offered guests a hands-on experience into how special operations forces leverage unique abilities and equipment to support irregular warfare operations across the spectrum of conflict. In the preliminary portion of each day, guests aided SOF Soldiers in tactical combat casualty care during a mass casualty situation and witnessed a demonstration of real-time briefings to senior leaders based on tactical cyber and space operations.

			The brigade’s Soldiers integrated into the scenario by coordinating and planning for joint space effects, including providing spectrum awareness and monitoring to validate the health and status of friendly satellite communication links.

			The team did so using a small form factor system, “highlighting several use-cases for integration with cyber and special forces partners and our pivot toward close space support,” said Lt. Col. Jason McCune, 1st Space Battalion commander.

			The integration of space operations into the exercise demonstrated how the Army space, cyber and special operations forces partnership, known as the “Triad,” supports multi-domain and full-spectrum operations and works simultaneously and harmoniously to enable the successful execution of an operation.

			“1st Space Battalion provided key military and civilian leaders an opportunity to observe an electronic support team in action — assessing the state of critical satellite communications links and providing direct space support to a Special Operations Task Force,” said Capt. Noah Siegel, Triad experimentation team platoon leader, 1st Space Battalion. “Briefers, including Capt. Ben Hinkle, highlighted several scenarios in which space soldiers could leverage the placement and access of SOF partners to more effectively enable multi-domain operations.”

			At CAPEX, that operation culminated in a compound raid by Army Rangers, where soldiers fast-roped from two MH-47 Chinook helicopters, cleared buildings, and engaged with opposing forces on foot, tactical vehicles and with a military working dog.

			Because guests observed the combat scenario from start to finish in one place, the exercise contextualized the unique roles of the partnership’s components in combat, including how Army space capabilities enable warfighters on the ground.

			“I see the response coming from this community right here — from SOF, space and cyber — to provide options for the National Command Authority that are workable and feasible,” said Lt. Gen. Jonathan Braga, commanding general of USASOC, regarding joint and coalition defensive measures from cyber and other attacks by adversaries.

			“What we’re attempting to do is stitch together these different capabilities and how they could work complementary to one another to provide a much larger effect,” Braga said. n
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			The Smarter Way to Integrate Military Technology – UltraLYNX

		

		
			Soldier Modernisation talks to Steve O’Reilly about the advantages of a Smart Hub

		

		
			Q: What are some of the main challenges faced in integrating military equipment?

			A: Integration of military equipment poses several challenges, each requiring innovative solutions to ensure seamless operation and interoperability on the battlefield. One significant hurdle is the presence of legacy kit, comprising older equipment and systems that may not be compatible with newer technology. Integrating these legacy systems with modern devices can be a complex and time-consuming process, often requiring extensive customization and troubleshooting.

			Additionally, the integration of new devices with older ones presents its own set of challenges. With rapid advancements in technology, newer devices may utilize different data formats, connector designs and communication protocols than their predecessors. Bridging the gap between these disparate systems while maintaining compatibility and functionality is essential for ensuring mission success.

			Moreover, the looming threat of obsolescence in End User Devices (EUDs) adds another layer of complexity to integration efforts. As technology evolves, older EUDs may become obsolete, rendering them incompatible with newer equipment and software. Managing this obsolescence and ensuring seamless transition to newer EUDs is critical for maintaining operational readiness and effectiveness.

			Finally, the integration process must also address the need to reduce operator cognitive burden. With an increasing array of devices and systems to manage, operators face the challenge of processing and interpreting vast amounts of data in real-time. Simplifying the integration process and streamlining operations can help alleviate this burden, allowing operators to focus on mission-critical tasks without being overwhelmed by technical complexities.

			 

			Q: How do Miniature Rugged Soldier Worn Hubs address these integration challenges?

			A: Miniature Rugged Soldier Worn Hubs offer a comprehensive solution to the myriad challenges faced in integrating military equipment. At the core of these hubs lies a scalable and flexible open architecture, designed to simplify the integration process and enhance interoperability. This architecture allows for the seamless connection of disparate devices, regardless of their original design or intended use.

			Furthermore, these hubs feature embedded edge computing capability, enabling rapid data processing at the source. This capability is crucial for making split-second decisions on the battlefield, where timing can be critical to mission success. Moreover, these hubs are designed to be independent of EUDs, decoupling system operation and configuration from the connected devices. This independence ensures mitigation of risk from the cost/logistics associated with needing to produce and accredit a new custom Android ROM. Additionally, the built-in web-based user interface allows for centralized monitoring and control of power distribution to connected devices, and configuration of hub functionality, further enhancing reliability and performance.

			Q: How do Miniature Rugged Soldier Worn Hubs empower interoperability?

			A: The software-defined capability of these hubs plays a key role in empowering interoperability by enabling a wide range of functionalities directly on the hub. By offloading tasks such as USB driver management, network routing, middleware deployment and container hosting, these hubs ensure seamless communication between connected devices, regardless of their original design or intended use.

			Furthermore, the open architecture of these hubs allows for the deployment of third-party apps in containers, providing additional flexibility and functionality. This allows developers to create custom solutions tailored to specific mission requirements, further enhancing interoperability and expanding the capabilities of the system.

			Overall, Miniature Rugged Soldier Worn Hubs such as UltraLYNX offer a comprehensive solution to the integration challenges faced in military operations. With their scalable architecture, embedded edge computing capability, software-defined functionality and independence from EUDs, these hubs are poised to revolutionize military technology integration and enhance mission effectiveness on the battlefield.

			Smart Hub Use Cases

			Network Bridging & Routing

			One of the technically simplest uses of a wearable smart hub with embedded computing capability is to bridge IP traffic between two or more dissimilar MANET radio networks at layer 2 to increase range, improve diversity, or interoperate with partners. As the bridging and configuration is carried out entirely by software running on the hub embedded processor, no EUD or additional software is required.

			This setup is effective at allowing multicast traffic to propagate between different network segments, however connectivity problems can arise with unicast traffic where different IP addressing schemes are in use on each network. Further, as all IP traffic will be bridged between these networks, controlling what traffic goes where can become unmanageable; undesirable behaviour will likely occur if high bandwidth ISR streams are present on the network. Problems can also arise if the networks are bridged in multiple locations due to the creation of loops; this consumes bandwidth and can potentially overload the network. Similarly, if one of the bridged bearers cannot provide sufficient bandwidth, that network runs the risk of becoming overloaded when trying to forward all the traffic originating in the other network(s).

			Therefore, a more advanced, configurable and flexible solution is required. Building on the bridged configuration outlined previously, the UltraLYNX hub can instead be configured to operate as an edge router to allow the IP traffic that flows between the different networks to be segregated and managed more effectively.

			As the hub software can recognise and distinguish between each different data bearer that is connected, a set of preconfigured settings can be applied to each interface on the fly without the need for any operator input or action.

			The IP address of the hub on each network can be assigned statically or dynamically (if an external DHCP server is available) and the hub can serve IP addresses to clients via DHCP if required. By default, the networks attached to the hub are segregated; the UltraLYNX hub web-based admin panel allows the following networking options to be configured:

				Control of multicast routing; for instance, it may be desirable to prevent multicast traffic propagating into a particular network.

				Enabling NAT between different networks to allow bidirectional unicast communication between users in different MANET networks.

				Defining static routes to other routers that are present in the network topology.

				Adding arbitrary firewall rules between different networks to allow or deny specific IP addresses or traffic types being routed between networks.

			Owing to the software-defined nature of the UltraLYNX hub, additional networking capabilities including the mitigation of traffic loops (i.e. coordination between hubs), VLAN creation, traffic shaping, and QoS could be realized at the edge to support complex network topologies where multiple data bearers and routes are present.

			Hosting of Third-Party Software

			The core software of the UltraLYNX hub provides a configurable platform that enables many use cases and system configurations to be achieved. Due to the open architecture approach employed, it is possible for third party software applications to be securely deployed onto the unit within containers to provide extended functionality.

			Further, any connected device or network interface can be configured to be accessible from within a given container and the APIs that are provided by the core Ultra functionality can be leveraged by applications running within the container. The provided virtual networking infrastructure also enables containers to communicate with each other if required.

			An example of functionality that could be loaded onto the UltraLYNX hub as a container is a lightweight TAK Server; this container would be networked to one or more of the data bearers attached to the hub and could enable multiple federated TAK Server instances to be deployed at the edge. An additional container could be added alongside to perform tactical data link translation (for example CoT to VMF) between different networks. n

			For more information on UltraLYNX head to: 
www.ultra-pcs.com/data-processing/ultralynx/ 

			To speak to one of our UltraLYNX team contact: 
Stephen.OReilly@ultra-pcs.com
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			Southern skies host Exercise Skytrain

		

		
			Southern landscapes have provided crucial training grounds for the Royal New Zealand Air Force (RNZAF) during a nine-day air drop exercise aimed at honing skills for the real thing

		

		
			A C-130 Hercules from RNZAF No.40 Squadron was a regular sight in Central Otago and Lake Districts skies recently as the New Zealand Defence Force carried out Exercise Skytrain, focusing on tactical low-level flying and delivering and picking up loads in scenarios where areas could be under threat.

			The flying techniques practised are essential in keeping RNZAF aircrews’ flying currency up-to-date, as well as the skills used on deployed operations.

			The Hercules and RNZAF personnel from Bases Auckland, Ohakea and Woodbourne deployed to Wānaka Airport, alongside personnel from the New Zealand Army.

			RNZAF ground trades, including security forces, air movements, aircraft and safety and surface technicians, rescue fire service, aviation fuel, logistics, intelligence and communication and information systems specialists, were all involved.

			“An important part of our training is being able to operate effectively and successfully away from our home base,” said Detachment Commander, Wing Commander Brad Scott.

			“So every year we run a Skytrain exercise in New Zealand to test and build our deployment resilience. 

			“It exercises our entire deployed system, including our support elements, which are critical for airborne operations,” he said.

			The training and experience achieved through this exercise were directly relatable to real-world scenarios, Wing Commander Scott said.

			“This is to support such things as the Cyclone Gabrielle response or deployment on U.S. Air Force-led Operation Christmas Drop out of Guam, where we deliver pallet loads of goods via a C-130 to people living on remote islands and atolls in the Pacific.” 

			Exercise Skytrain encompassed much of Central Otago into the Mackenzie Country, with some flying sorties going as far afield as Hokitika, Timaru and Invercargill.

			Air drop sorties were focused on three drop zones in the Ida Valley and Maniatoto Valley near Ranfurly. Other missions saw the aircraft land and load or unload personnel or equipment with engines running. n
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			FAST & Forward Dry Decontamination

		

		
			Soldier Modernisation talks to Dr. Dieter Rothbacher

		

		
			The threat of chemical attack means military personnel/warfighters need to be able to take immediate decontamination measures.

			The US company Timilon has three innovative products that allow immediate and emergency response to these attacks through the FAST-ACT® 400g cylinder and FAST-ACT® Decontamination gloves and wipes.

			Q: Could we discuss the uses of these products and which situations they can be used in?

			A: The range of physical, chemical and toxicological properties of Toxic Industrial Chemicals (Hazardous Materials) and Chemical Warfare Agents presents a considerable challenge for their destruction and detoxification by decontamination formulations and procedures which may well be effective for Chemical Warfare Agent contamination. For treatment of such military and civilian incidents various products are employed: acid and base neutralizers, all-purpose absorbents, oil only absorbents, hazardous liquid absorbents, spill kits, decontaminating liquids and foams, spill containment and material handling products.

			Only one product can deal with all of these incidents and chemicals: First Applied Sorbent Treatment – Against Chemical Threats FAST-ACT®

			FAST-ACT® is a proprietary formulation of non-toxic high-performance specialty materials effective at decontaminating, neutralizing and destroying (neutralizing) a wide range of Toxic Industrial Chemicals and Chemical Warfare Agents. We call it DECON – DEcontamination, COntainment and Neutralization.

			Q: If we specifically look at the FAST-ACT® 400g cylinder, this is an extremely light weight effective solution; could you explain more and who is using it?

			A: The 400g cylinder is new to our portfolio. It has officially been introduced to the US military market during CBOA 2024, with great success and very positive feedback from the various military teams participating in the event.

			Our pressurized cylinders are designed to treat liquids and vapor hazards, making this technology truly unique and versatile, eliminating the need for ancillary equipment or multiple products. 

			The 400g cylinder can be used to knock down toxic vapors when encountering high concentrations of harmful chemicals in the air, mainly indoors, but also outdoors. It furthermore is used for emergency decontamination of various surfaces, equipment (including sensitive equipment) and responders/military personnel in protective clothing. Field trials have shown that one cylinder is enough to successfully decontaminate up to three people in protective clothing.

			With the 400g cylinder the military user is in possession of a quick and effective tool to perform emergency decontamination fast and forward, without having to rely on other resources like sprayers and water.

			Q: The FAST-ACT® gloves and wipes are extremely beneficial to individuals to decontaminate skin and equipment. The FAST-ACT® gloves and wipes are classed as Medical Class 1 devices in the EU; could you explain the different usage and effectiveness? 

			A: A rigorous toxicity evaluation of FAST-ACT® components has revealed that there are no safety hazards. Extensive toxicity testing (oral, dermal irritation, dermal sensitization, eye irritation and inhalation) has been carried out on FAST-ACT® and its components by USCHPPM (US Army Center for Health Promotion and Preventive Medicine), Aberdeen MD and MPI Research, Mattawan, MI and proven the formulation to be non-toxic. The formulation is non-corrosive. The results of these tests confirmed the safe use on skin.

			The FAST-ACT® Decontamination Mitt and Wipes are designated through CE mark (EU) certification as a Class 1 Non-Sterile Medical Device for an applicational dual-use for the immediate/emergency decontamination of chemical warfare agents and toxic industrial materials on skin and surfaces. The Decontamination Mitt is also TGA (Australia) approved as a Medical Device Class 1 for intact skin. The Decontamination Wipes are furthermore certified for the removal of radioactive particles from surfaces and skin. 

			Q: Who has tested and verified these products and how long has it taken to bring the products to military usage?

			A: Chemical Warfare Agents can only be destroyed if their chemical structure is modified. FAST-ACT® destroys these agents by supporting immediate reactions such as hydrolysis and dehalogenation. Blistering agents are also neutralized by FAST-ACT® through hydrolysis and dehydrohalogenation reactions. 

			FAST-ACT®’s effectiveness against CWAs has been validated by two independent laboratories: Battelle in Columbus, OH–Surface Decontamination and SBCCOM (ECBC) in Edgewood, MD–Chemical Reactivity. 

			FAST-ACT® is proven to remove over 99.6% of VX, GD (soman) and HD (mustard “gas”) from surfaces, thus meeting the applicable NATO standard. 

			The FAST-ACT® mitts were tested under field conditions and challenged with HD and VX, using them on metal plates contaminated with the equivalent of 10g/m2 and 30g/m2.

			The residual contamination density was always below the NATO permissible limit of 10µg/cm2 (HD) and 1 µg/cm2 (VX).

			In addition to the Chemical Warfare Agents, FAST-ACT® was found to destroy simulants of chemical warfare nerve, mustard, blood and choking agents. 

			FAST-ACT® is very effective and fast at absorbing and neutralizing acids with the formation of metal salts. Neutralization of acids upon exposure to FAST-ACT® was determined based on pH measurements after water addition to the treated powder. The formulation has been tested with hydrochloric, nitric, phosphoric and sulfuric acids. Upon treatment with FAST-ACT®, the pH is brought up to a safe range (from 0 to 9-11) within two minutes of contact. n

			For more information visit: https://fast-act.com/ 
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			Combined special forces selection course a first

		

		
			By Major Roger Brennan

		

		
			For the first time, Special Operations Command (SOCOMD) has run a combined selection course, allowing ADF personnel to apply for either special forces (SF) operators or SF integrators – such as medics, signallers or engineers.

			About 250 candidates from across the ADF travelled to Bindoon Training Area in Western Australia for the 2024 Special Forces Common Selection Course, to be assessed for service based on personal and professional attributes.

			They will then be selected for reinforcement training for SOCOMD core capabilities as SF operators or SF integrators.

			Commanding Officer ADF School of Special Operations Lieutenant Colonel A said the significant weight of effort the command has put into orchestrating common selection demonstrated the importance it placed on finding the right people. “We select people for service in SOCOMD using an attribute-based assessment, where the course builds in intensity and applies pressure to ensure the candidate’s true character can be observed,” Lieutenant Colonel A said.

			“The Special Forces Common Selection Course is the main effort for SOCOMD for the month of May, with all SOCOMD units working together for the planning and execution of this key force-generation activity.”

			During the first week, before sunrise, candidates woke to conduct a timed 20km pack march, already feeling the effects of sleep deprivation and fatigue. 

			Senior directing staff from Special Air Service Regiment (SASR) Warrant Officer Class 2 (WO2) J said the fatiguing nature of the program was developed purposely and collaboratively across the command to align with real-world demands of special operations.

			“Fitness levels and cognitive behaviours are observed throughout the course, and the data points we collect enable candidates to have a genuine opportunity to demonstrate leadership and collective or individual skills,” WO2 J said. 

			“This also ensures all of SOCOMD’s candidates go through the same experience during selection no matter the role they apply for.”

			At the end of the course, successful candidates will move into the reinforcement cycle or specialist training. n
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			Bringing Scalable Modular Radio to Existing Systems

		

		
			Soldier Modernisation talks to Nathan Rijckmans of DTC

		

		
			Q: Could we go back over the Sentry 6161 Radio that you showcased last year and its abilities?

			A: The Sentry 6161 is a rugged, lightweight, military-grade radio that incorporates DTC's robust MIMO Mesh IP technology that is designed to meet the requirements of the modern dismounted solider.

			The compact radio features DTC's MeshUltra™ tactical waveform in a frequency range of 1.2 – 1.7GHz, 2W adjustable power output and Ethernet and USB/USB-PD connectivity for plug and play MOTS/COTS peripherals. Weighing only 445 grams, with a low power consumption, the Sentry 6161 is the latest generation 'best in class' MANET Mesh Soldier Radio.

			DTC's unique MeshUltra™ waveform operates in narrow channels within a single, robust and scalable network. This technology is proving effective in real-time environments where interference avoidance is critical for deployment teams who require rebroadcast, high-speed, long-range, reliable video, audio and data communications links.

			Q: Could you define what DTC means by modular radio and how Sentry 6161 fits like a lego block into an existing radio network?

			A: Western militaries are recognizing that Type 1 radios are inefficient in terms of delivery time, often adding at least two years to each procurement project. To address this, we are seeing a move away from old-school army-wide combat net radio programs in the lower echelons of military deployment, and a willingness to work with newer communications technology, and even militarized commercial technology, in order to develop at pace. This need for faster procurement, as well as the concept of connected combattants in which the radio is simply one part of an ecosystem of evolving technology on the soldier, is what has led to the design of the Sentry 6161 as a modular radio. The Sentry 6161 is modular in that it is simply one component of the technology carried by the connected soldier, designed to integrate into the array of diverse and evolving power, optical, sensor, navigational and targeting systems that they are required to carry on the modern battlefield. This also allows them to procure items in phases, first the radio then the peripherals, such as headsets, antennas, batteries, hubs, optics, smartphones and tablets etc. 

			In summary, the Sentry 6161 radio stands out for its modularity and adaptability, providing a flexible, future-proof solution for military communication needs. It embodies the principles of spiral procurement, ensuring that forces can stay ahead of technological and tactical shifts without being bogged down by lengthy, rigid procurement processes or locked in for years to a single radio system that is unable to evolve forwards at pace. This modular radio is set to become a cornerstone in modern military operations, delivering the rapid adaptability and integration required in today's fast-paced defense environment. 

			Q: With advances in technology moving faster than procurement, the days of programs buying a complete radio system from one vendor isn't possible, systems have to grow with technology and be able to integrate best of type when necessary, how does Sentry 6161 allow this?

			A: The Sentry 6161 radio system represents a significant shift in military procurement, aligning with the UK military's move towards spiral, or phased and compartmentalized, procurement allowing acquisition of different equipment year on year. This approach breaks away from the traditional 10-year procurement programs, which often become obsolete due to rapid technological advancements and evolving warfare tactics. The spiral procurement model is designed to provide flexibility and adaptability, enabling the military to keep pace with technological progress and not be locked in for 5-10 years with a single vendor solution.

			The modular design of the Sentry 6161 radio epitomizes this philosophy. Unlike conventional systems that require the deployment of an entire ecosystem—headset, radio, battery, hub, antenna, phone and so on—at once, the Sentry 6161 allows for incremental upgrades. This modular approach ensures that each component can be updated or replaced independently, keeping the overall system current and effective.

			Cases in point can be seen in the CMOSS concept or the Royal Navy’s PODS program, the idea of high-tech equipment conforming to universal physical interoperability and installation standards, allowing inherently fast-moving technology such as a radio to evolve without being held up by the wider system it is installed into. The need to reassess and redefine requirements in the face of rapidly changing technology and even more rapid changes in warfare itself highlighted the inadequacies of long-term procurement strategies. In contrast, the Sentry 6161’s modularity offers a solution: military units can deploy a new radio without overhauling the entire communication system, ensuring continuous compatibility and operational readiness.

			This radio system is designed to integrate seamlessly with existing and future equipment. Whether a unit has just invested in a new battery or spent years selecting the perfect headset, the Sentry 6161 can fit in without requiring additional changes. Almost everything about the radio is software defined, from the internal and even functionality of the physical connectors, allowing it to adapt to whatever configuration the military currently uses but above all, allowing it to evolve to support future requirements, whether that is a new connectivity standard, a new voice codec, or even a new waveform.

			Unlike other radio systems on the market, the Sentry 6161 is not about locking clients into a decade-long commitment. Instead, it offers a single, versatile component that fits into the broader ecosystem, supporting a more agile and responsive procurement strategy. This aligns with the British Army's approach to plan for 10-year radio programs but remain open to yearly updates, acknowledging that future needs and technologies are unpredictable.

			The Sentry 6161 boasts extreme compatibility, positioning itself as a critical asset for modern military forces. It’s designed for rapid deployment and integration, allowing for short-term procurement cycles. This is crucial in a world where military needs can change overnight, and technological advancements occur every 12–18 months.

			Q: We have talked about 'the digital battlefield' for the past few years, the need for a system that can talk not just to the people in your troop but to vehicles, artillery and air support, if that is voice, but more importantly sharing data, how can Sentry 6161 provide that now and into the future?

			A: The integration of the TSM waveform into the DTC product line will offer our customers the unprecedented flexibility to switch seamlessly between two distinct waveforms using a single radio. This capability allows soldiers to rapidly adapt their communication systems to meet diverse mission requirements and operate effectively in various global environments.

			This groundbreaking collaboration empowers military personnel and Five Eyes (FVEY) warfighters to utilize a unified hardware platform, effortlessly selecting between waveforms on DTC's portfolio of software-defined radios. This adaptability ensures precise, reliable communications tailored to specific locations and mission needs, enhancing DTC's presence across military, coalition forces and commercial markets.

			The multi-waveform integration significantly elevates our global product offerings, complementing our existing HF, VHF and interoperable solutions. By combining TSM and DTC waveforms on a single radio, we provide our end customers with superior communication options, enhancing operational effectiveness and mission success in the new ‘digital battlefield’, across all forms of vehicles and ground troops.

			Given that conflicts can start and end within such extended procurement timeframes, this shift underscores the challenges posed by traditional military procurement in a rapidly evolving technological landscape. The need for modular and compatible radio systems, such as the Sentry 6161, is more critical than ever. n

			For more information visit: www.domotactical.com
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			NATO allies, partners call cohesive multi-domain exercise a success

		

		
			By Sgt. Zoe Morris

		

		
			When pursuing total-force readiness in a multinational environment, Army doctrine must survive across all barriers down to a tactical level, allowing for a blending of procedures, technology and cognitive approaches to operations. Military exercises such as Allied Spirit give commanders a practical field in which to test this survivability, hone in on combat preparedness and ready units for the future fight.

			Allied Spirit 24 was a large-scale U.S. Army exercise that strengthened deterrence initiatives by testing interoperability between more than 6,500 participants from NATO Allies and partners. Force-on-force operations ran March 9-17, hosted by the 7th Army Training Command at the Joint Multinational Readiness Center near Hohenfels, Germany as part of the U.S. Department of Defense's Large Scale Global Exercise 2024.

			“Very rarely at a U.S. Army combat training center do we have a training audience that’s 80 percent NATO Allies and 20 percent U.S. Soldiers,” said 7ATC Commanding General Brig. Gen. Steven Carpenter. “The Bundeswehr [German Army] is an exceedingly professional force.”

			Carpenter said that it’s always preferable to work through the complexities of interoperability and teamwork inside a combat environment while at JMRC instead of having the first time be in war, should that occur.

			The units were run through tactical tasks in an intense crucible of a competitive event at the Hohenfels Training Area over 60 square miles of hilly terrain, around a thousand structures, 200 miles of road and numerous cross-country trails.

			Unlike other U.S. Army Europe and Africa exercises, which feature U.S. brigade combat teams in a lead role augmented by allies and partners, Allied Spirit places an allied unit at the forefront. USAREUR-AF directed combat training for the German Army’s 41st Panzergrenadier Brigade, the main training audience for AS24.

			Under command of German Army Brig. Gen. Christian Nawrat, the PzGrenBrig 41 used AS24 as continued training for their role in alliance defense under the leadership of the German Army’s 1st Armored Division or, at times, higher-level NATO commands. From July 2022 to December 2023, the PzGrenBrig 41 was responsible for providing additional protection for Lithuania in the event of “further escalations surrounding the Russian war of aggression” on Ukraine.

			“Such experiences [like Allied Spirit] now obviously help us at all levels — from the command post of my brigade staff to the individual soldier,” said Nawrat.

			German Army Sgt. 1st Class Malte Flint, 325th Field Artillery Battalion, PzGrenBde 41, served as an observer coach/trainer during AS24 — finding the connection between American OC/Ts and his German battalion, testing their interoperability and comparing standard operating procedures.

			Flint, who previously participated in the NATO-led Exercise Trident Junction 18, said that it’s quite interesting how experiencing these exercises help soldiers connect everything together.

			“You see, ‘Where are your gaps?’ Where are their gaps?’ and you compare and find solutions so that we get better,” Flint said. “But it’s in a NATO way, we’re working together in NATO, so that’s interesting.”

			The training objectives and related tasks are built to reveal these gaps in interoperability, giving commanders the opportunity to close those gaps.

			“I think these kinds of exercises are, at the moment, very important,” said German Army Master Sgt. Frank B. “It’s important that we get used to this kind of defense of our countries again … and if you see the world now, it's absolutely necessary to have these exercises.”

			Leaders with the U.S. Army’s 82nd Airborne Division, serving as the AS24 high command and control, also stressed how important understanding partner force capabilities and doctrine is in shaping the fight.

			“At the end of the day, the threat is very real and it's been growing since we’ve been over here,” said 82nd Airborne Chief of Staff Col. Liz Curtis.

			“We understand how important this is to the total Alliance and this commitment of the U.S. and all the NATO Allies,” Curtis said. “We know we will never fight alone, so this is exactly what we need to continue that relationship.”

			The U.S. Army considers improving multinational force interoperability with allies and partners a high priority enhancing the Army’s readiness to fight and win.

			With the recent accession of Sweden, the NATO alliance is 32 nations strong. NATO’s ability to respond to crisis and conflict does not depend on any one nation, but the strength and solidarity of all members.

			“The strategic relationship between the U.S. and NATO forged throughout the past seven decades is built upon a foundation of shared values, experiences and vision,” said Carpenter. “Now, more than ever, this shared resolve is absolutely critical; Allied Spirit is a strong symbol of that ongoing relationship.”

			AS24 participating countries include Croatia, Denmark, Germany, Hungary, Italy, Lithuania, Netherlands, Spain, the U.K. and the U.S.

			U.S. Army units participating include, the 82nd Airborne Division, Fort Liberty, North Carolina; the 3rd Infantry Division, Fort Stewart, Georgia; the 1st Infantry Division, Fort Riley, Kansas; the 4th Security Forces Assistance Brigade, Fort Carson, Colorado; Civil Affairs and Psychological Operations teams, U.S. Army Reserve; the 919th Ground Ambulance Company, U.S. Army Reserve, the 700th Brigade Support Battalion, Oklahoma Army National Guard and the 153rd Public Affairs Detachment, West Virginia Army National Guard. n
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			Hero multi-domain, multi-purpose, man-portable loitering munition system for the modern battlefield

		

		
			Ongoing developments of technological advances in warfare have led to the increased use of Loitering Munitions Systems. The HERO-120 /90 are addressing the trend and are emerging as the Loitering Munitions-of Choice with a unique aerodynamic structure that combines a long loiter time, a high angle of attack with high manoeuvrability in the terminal attack phase as well as maximized lethality against any current and future target. 

			Hero-120

			Developed and enhanced by a partnership between Rheinmetall of Germany and UVision of Israel, the HERO-120 LM has been field-tested to operate in Arctic weather conditions – in heavy snowfall and extreme cold. The harsh-weather operation effectiveness of the HERO-120 addresses both the specific needs of forces operating in the Arctic and Europe.

			HERO-120 is a lightweight system 25 kg (with Canister) with a very low logistics requirement and built for intuitive operation. It carries a High Explosive Dual-Purpose (HEDP) warhead developed by Rheinmetall to maximized effects. Its shaped charge warhead provides focused armour penetration capability while the fragmentation effect is designed for dense effects across a wide area to defeat unprotected targets as well as lightly protected targets. Comprehensive operator training of the entire system is based on the Israeli experience with a conscription army, is very rapid and allows for completion of operators in less than 2 weeks.

			With 60 minutes loitering time and a 60+-kilometre range, HERO-120 strikes time sensitive targets from all angles and directions, including in GNSS denied environments. Mission abort capability allows to automatically return into the loitering mode, re-engagement of the enemy, or return to a recovery area via parachute. The HERO-120’s commonality with the Ground Control Station via combat proven radio datalinks makes it safe, reliable, and simple to operate. The same Ground Control Station without changes is being used for all other current and future HERO-Loitering Munitions, allowing for one-time-training of the operator to be able to transition to operate any current and future smaller or larger HERO Loitering Munition.

			With the loitering HERO-120, front-line forces gain operational independence and do not have to rely on fire support or intelligence gathering from other units. Man-portable and/or mounted on a vehicle, the HERO-120 is carried into combat and launched from a protected, hidden position with very low signature, giving the launch team maximum safety, flexibility and stand-off between the target. The operator locates and tracks targets using a gimbaled Electro-Optic & Infrared Camera. This allows the operator to focus on the target rather than flying the munition while providing full day / night combat capability. A high level of automation leaves the operator to confirm the target to then choose the direction, the angle of attack, the fuze programming such as point impact, proximity, delay or stand-off, the time of the attack and then to initiate the attack. The operator retains full Man-In-The-Loop (MITL) control at all times. The HERO-120 also enables easy transfer of control from the operator to a forward-deployed force that can take control of the munition for its missions.

			 The battle-proven HERO-120 from the HERO family of loitering munitions increases the spectrum array of lethal weapons with a game-changing capability for armed forces. HERO-120’s proven ability to function effectively even in the harshest weather conditions makes it a highly valuable asset in cold climate warfare, critical for current and future combat scenarios in Europe. The synergy of Rheinmetall and UVision heralds further advances in the field for integration into high command and control systems for networked forces as well as the integration into various manned and unmanned vehicle platforms.

			Hero-90

			Hero-90 is a common launch tube compatible, light-weight, multi-purpose loitering munition system, easily carried in a backpack by a single soldier.

			Hero-90 loitering munition system

			Highly agile and man-portable, the Hero-90 brings a versatile anti-tank capability to the battlefield, specifically tailored to meet the evolving needs of infantry and tactical forces.

			It is designed to bring unprecedented lethality to land forces, especially small tactical units operating in challenging environments. The Hero-90 provides agility and counter-armour capabilities at extraordinary ranges and endurance, best performance in its category.

			The Hero-90 stands out with its All-Domain compatibility. It can be equipped on air-vehicles, vessels, land vehicles (from small to large) and infantry units.

			Redefining mid-range lethality

			A potent force against armoured targets, the Hero-90 delivers precision strikes at ranges exceeding 40 kilometres. With versatile warhead configurations, including Anti-Tank, Multi-Purpose, and Anti-Personnel, it is critical for meeting the requirements of the rapidly evolving symmetric and asymmetric warfare arenas. The Hero-90’s small form-factor and portability, combined with a high-yield warhead of over 1.5kg, provides a significant and precise destructive capability to effectively neutralize threats from different types and sizes.

			The operational concept

			❯	The Hero-90 is man carried and launched from its canister, allowing for immediate launch within less than 2 minutes by a single operator

			❯	Once launched the Hero-90 navigates autonomously to a pre-set target area. Real-time mission changes are possible through the Hero-90 Fire Control Unit (FCU)

			❯	The operator controls the Hero-90 via the FCU, ensuring “Man-In-The-Loop” at all times

			❯	The Hero-90 loiters over the target area, providing sufficient time for target identification and allowing the operator sufficient time to optimize the attack. n

			For more information visit: 

			uvisionuav.com | www.rheinmetall.com
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			Busting drones, 1st Cavalry Division trains for the modern-day battlefield in Europe

		

		
			By Staff Sgt. Jasmine McCarthy

		

		
			BOLESLAWIEC, Poland — Picking up the Dronebuster, Spc. Edgar Galvan peers out into the open field waiting for the instructors to fly a practice drone. His eyes are locked onto the horizon and his hand is steady on the trigger. The drone quickly picks up into the sky, and it darts towards Galvan. He points, shoots and the drone stalls.

			The Dronebuster is a handheld, non-kinetic piece of equipment designed to counter small unmanned aerial systems, known as C-sUAS, used against U.S. military forces. It is the first time the 1st Cavalry Division is operating this equipment in the European Theatre.

			Spc. Edgar Galvan, a 20-year-old Houston native with the Main Command Post Operational Detachment, 1st Cavalry Division, Texas Army National Guard, has never used any kind of counter drone equipment like the Dronebuster before. He has been in the Army for two years, serving as a geospatial intelligence imagery analyst, or 35G.

			“This is the first time I’ve heard about UAS, or unmanned aerial systems and the Dronebuster,” said Galvan. “I’ve never had any training for it.”

			Together, Mobile Training Specialist for C-sUAS, Brien Conner, and Chief Warrant Officer 4 Benjamin Richards, an air and missile defense systems integrator from Headquarters and Headquarters Battalion, 1st Cavalry Division, developed a comprehensive program for soldiers on how to operate the Dronebuster in real-time. Brien Conner, a U.S. Army retired first sergeant, provides training for nearly all U.S. forces across region.

			“We’re trying to improve the capabilities and readiness of this unit, in terms of being prepared for the drone threat that’s now prevalent on the battlefield,” said Conner. “The drone threat has completely changed. If the units are not preparing for that, we don’t want them to be caught off-guard.”

			Chief Warrant Officer 4 Benjamin Richards previously organized similar training in Fort Cavazos, Texas, in the past year. He serves as the interface control officer, and he frequently plans hands-on training for soldiers.

			“To get ahead and start training and educating our soldiers on how to operate the Dronebuster or mitigate drone threats, I thought it was a good idea to reach out early-on while we are still getting embedded within this region,” said Richards. “The Army is good at providing lessons and classes, but it’s really important for soldiers to get a piece of equipment in hand and be able to apply it as well as see how it works.”

			The counter drone training spanned across two days and it consisted of classroom lessons in the morning, and hands-on Dronebuster training outdoors in the afternoon with the instructors. Spc. Edgar Galvan along with other Soldiers practiced with the Dronebuster, seeing its capabilities as well as its limitations. After using the equipment, Galvan began to put his experience into perspective.

			“Sitting through the training about the systems that are being used in this environment, it definitely feels like this training is very relevant to us right now because the enemy knows we are close by,” said Galvan. “When I first got hands on the equipment, it felt unreal.”

			After the completion of the two-day training, Galvan realized the gravity of the situation and the importance of having the responsibility of knowing how to counter a drone at any given time.

			“Just like the [rifle] range, everyone is a safety,” said Galvan. “Everyone here in this environment is a drone fighter. While it may not pertain to my job specifically, it is important to know how to use the Dronebuster, because you never know when you find yourself in that situation.” n
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			Next-generation hearing protection and communications system 

		

		
			World-class active hearing protection and communications solution from FalCom

		

		
			FalCom has unveiled its next-generation hearing protection and communications system for the data-enabled soldier. With a sleek and modern design, the FalCom solution boasts built-in audio, data and power capabilities, as well as numerous additional features and capabilities. FalCom is part of the GN Group, a global leader in technology driven hearing, audio, and collaboration solutions. 

			Mark Orton, CEO of FalCom noted that “FalCom Pods Pro is a state-of-the-art active hearing protection and communications headset. It represents a new way of equipping a soldier with a headset communication system designed with the user in mind from the start. We are confident that the new capabilities will greatly benefit the modern soldier and establish FalCom as the preferred solution on the market.” 

			The Pods Pro builds upon FalCom’s legacy of offering world-class hearing protection and sound localization, adding data routing capability from the head to the torso via a single cable. It can be used as a stand-alone hearing protector, or as a part of a full soldier communication system.

			First of its kind 

			FalCom Hub is an advanced multi-com control unit and the first of its kind to be Audio, Data, and Power (ADP) enabled. It provides the most intuitive user experience and is designed to interface with the broad range of devices required by the modern soldier. The Hub offers true left/right separation for optimal ease-of-use and with FalCom’s best-in-class Push-To-Talk and volume buttons, the user can control all connected devices. 

			The next generation system addresses a major pain point in today’s soldier setups and the ever-growing need for wired devices; the system removes the cable mess and allows the user to streamline the cable routing between equipment. n

			For more information on FalCom, 
please visit us at: www.FalCom.net or 
email us at: Info@FalCom.net
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			U.S. Cyber Command, DARPA Advance Partnership with New Agreement

		

		
			Joint activities through the Constellation program formalized in a binding agreement aimed at accelerating maturation of tactical and strategic cyber capabilities

		

		
			Following the creation of the Constellation pilot program launched in 2022 by U.S. Cyber Command and DARPA, the organisations recently signed a new binding agreement establishing the joint governance structure, roles, responsibilities and budgeting goals to enable future planning.

			Under the Constellation program, DARPA and Cyber Command are creating an expedited pathway for delivering cyber technologies from the laboratory to the cyber battlefield. The program encompasses a user-directed, incremental, and iterative pipeline to accelerate the creation, proving, adoption, and delivery of new cyberspace capabilities into the command’s software ecosystem. DARPA research and development projects are chosen by the command and executed via the Orion Consortium, which consists of DARPA performers and Cyber Command developers working collaboratively to deliver capabilities.

			“We’re talking about the rapid expansion of the art of the possible by partnering directly with the people persistently pushing the technological beyond its limits, conversely informing and challenging those advancements through an operational lens to maximize the balance between the art and science of cyber in support of national security,” said Lieutenant General William J. Hartman, deputy commander of Cyber Command, during his keynote address at the 2024 RSA Conference. “Through Constellation, we are taking the most promising technology from across the DARPA portfolio and developing critical capabilities under focused projects to accelerate direct delivery capability to the warfighter.”

			Constellation was established in October 2022 and formally tasked in FY23 NDAA § 1509(f) in December 2022. Since its creation, multiple projects have begun further development and iteration through the Orion Consortium, and two additional projects are pending award.

			Of note, the first pilot project delivered its operational prototype after six months, which featured initial capabilities greatly exceeding its predecessor and starting a groundbreaking pathway for evolutions and integrations planned for the remaining two and half years of the project.

			The Constellation program offers businesses and academics at the forefront of developing cutting-edge cyber-related technologies a unique opportunity to contribute to national security. Such organizations are encouraged to propose solutions via DARPA solicitations, which can be found on DARPA’s Opportunities page. Resources via DARPAConnect are also available to organizations that haven’t worked with the agency through events, educational opportunities, online instructional modules, workshops, mentorship programs, and an online community.

			“Continuous delivery of robust S&T cyber capabilities requires a pipeline model that mitigates research risk and creates necessary connections between end users and research teams,” said Dr. Kathleen Fisher, Information Innovation Office director. “You can be on the cutting edge of technology development by participating in DARPA-funded efforts, many of which ultimately help shape and provide the technologies necessary for national security.” n
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