Welcome to the new issue of Soldier Modernisation, last issue we were looking at the Ukraine war and effects it was having on the views of modern warfare, we now have the conflict in Gaza leading the news, with skirmishes happening in the Gulf and also in the seas of Asia. The needs of countries to up spending on defence has become more crucial; this is reflected in the programmes list with more Asian countries spending, along with more Arabian countries following suit.
We look at the views of modernization with the US Army and the new plans for the modern battlefield with the British Army. We look at the new technology being deployed into the battlefield with PNI Sensor, Echodyne, ZeroAlpha and Microflown AVISA, followed by articles from DARPA and Dstl.
We have information on new plans from the European Defence Agency, plus information updates from the Australian Army.
We look at comms systems with Thales, INVISIO, Domo Tactical Communications (DTC) and Nokia – the expansion of data to the battlefield is becoming extremely critical to proper functioning of the modern warfighter.
We have now launched a sister project, Military Vehicle Systems: militaryvehiclesystems.com, the project is set up to look at how the modern military vehicle systems support troops in the field. This area has made the modern vehicle a forward command centre, we would love your views on this.
As always, please send your comments, good or bad, to me as it’s the only way we improve the information we circulate.
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Empowering today’s modern soldier by exploiting the electromagnetic domain
Matthew Hunt, Head of Sales (Land Communications), Thales in the UK
Ask anyone for the first words that spring to mind at the mention of “cyberspace” and they will
likely say some variety of: computers, networks, information and data. Whole virtual worlds, accessible in an instant.
Ask someone thirty, forty, fifty years ago and the likelihood is the general population will have never heard of the term – yet, “cyberspace” actually first appeared on the page in William Gibson’s 1984 novel Neuromancer – and it did so in terms as nebulous as they are hard to grasp:
“A consensual hallucination experienced daily by billions of legitimate operators, in every nation… A graphic representation of data abstracted from the banks of every computer in the human system. Unthinkable complexity. Lines of light ranged in the non-space of the mind, clusters and constellations of data. Like city lights, receding.”
Gibson couldn’t have known what the world would look like in 2023. He couldn’t have known that his term would become the definition for something so embedded in our everyday lives. With everything – and everyone – now more connected than ever, technological advancement in communications technology has seated his intangible definition in terms we can make better sense of. It’s why, forty years on, the UK MOD’s definition of cyberspace seems much more familiar:
“An operating environment consisting of the interdependent network of digital technology infrastructures (including platforms, the Internet, telecommunications networks, computer systems, as well as embedded processors and controllers), and the data therein spanning the physical, virtual and cognitive domains.”
(Cyber Primer, 2nd Edition).
The pervasiveness of cyberspace – so ingrained in our devices, our relationships, our day-to-day – has implications for the modern military environment. In the Future Character of Conflict, the Development, Concepts and Doctrine Centre (DCDC) described the 2014 joint battlespace as “congested, clustered, contested, connected and constrained”. Nearly ten years on and those 5Cs are more relevant – and challenging – than ever. The frontline is now increasingly digital.
The evolving threat: IEDs to CEMA
From smartphones and Personal Role Radios, through to drones and the controllers with which to operate them, today’s dismounted soldiers and operational units are trialling and deploying more integrated technologies than ever before. However, smartphone messages can be intercepted. Radio signals get detected and tracked. Controllers can be hacked. More connected soldier systems present greater “attack surface” opportunities to expose vulnerabilities and exploit the data therein, with Cyber and Electro Magnetic Activities (CEMA) increasingly supplementing improvised threats to become a mainstay of the modern battlespace.
CEMA is intentional in its objectives, targeted in its approach, and is as dangerous for individual soldiers as it is to whole countries. Attacks are often aimed at a nation’s operational technology and critical infrastructure, with commonplace, ubiquitous connected technologies, such as CCTV systems and Wi-Fi routers, often being targeted.
CEMA has three pillars:
1. Effect: What can I do to impact the enemy?
2. Protect: What can I do to stop the enemy affecting me?
3. Understand: How can I find out what the enemy is intending to do?
The three pillars coalesce to form one overarching objective: operational advantage. CEMA is all about gaining a competitive edge. It’s about disrupting OODA loops so the adversary has to play on your terms. Maybe that’s by making an enemy behave in a way they don’t want to through jamming their network. Or it might be a case of making them believe that your ten radio signatures are actually 100 soldiers defending an outpost – forcing them by deception to where you want them to be. It can be argued as to whether deception is CEMA or good old-fashioned electronic warfare (EW), but it doesn’t really matter, as the boundaries blur and overlap with today’s equipment being capable of delivering more than one effect. At its core, CEMA is about exerting power and influence over someone else via electronic means to come out on top.
CEMA is a testament to how technology has given us the means to relentlessly chase this competitive edge. Where once we used our eyes to survey from a ship, we saw further by climbing up a mast. Then we got a telescope. Then we got radar. In every case, we are trying to stay ahead of our adversaries. What we are trying to do has not changed. Technology has given us the ability to see further and therefore given us the tactical advantage needed.
From technological frontiers to the digital frontline
CEMA is complex and multi-faceted by its very nature. Soldiers must protect themselves and their unit, which depends on the interoperable, interchangeable and harmonised set-up of every system involved to increase mission survivability and streamline operations. They must harden equipment against offensive CEMA from an enemy, and they must do all this while responding with CEMA effects of their own. CEMA is not the preserve of large systems operated at brigade level, but it is also accessible and effective in the hands of the soldier.
How might this be put into practice: an assault team can use on-the-soldier equipment such as Thales’ Storm 2 in a CEMA attack to disrupt Wi-Fi-connected security cameras, rendering them ‘blind’. This would be an electronic attack with a cyber-effect on real-world equipment. Now imagine that same equipment used by a four-man observation post to frequency scan and identify the presence of electronic signatures in a nearby wood. By integrating other technologies, they will be able to understand not only the frequency on which someone is transmitting, but also its power and the specific radio signature. This means they will be able to make better-educated inferences around who precisely is in that wood – conventional forces, reserves, special forces as well as which nationality – and decide on the best next steps. CEMA and EW are, however, two sided. While the observation post may have decided not to hang around once the electronic signatures of 4,000 adversaries have been identified, can they be sure their adversary isn’t using electronic deception to make a small handful of soldiers look like a brigade?
Conducting CEMA effectively – whether to Protect, Effect or Understand – relies upon soldiers having access to the latest, most reliable and most relevant technologies. But a lack of software-defined hardware means capabilities can’t be continuously adapted and updated to meet the pace of the evolving threat while maintaining their own security protection measures. And a lack of interoperability spells bad news for soldiers who need their kit to work as one.
If a soldier can’t use their CEMA systems and radios at the same time, then their situational awareness plummets. If their CEMA systems can’t protect them from things going bang without stopping the exchange of data with the rest of the team, then orders and situational awareness could get lost. And if the squad’s electromagnetic signals can’t coincide amidst a congested spectrum – especially while trying to fend off jamming and interception by an enemy – then the entire operation becomes compromised and the tactical advantage is handed over.
A call to arms for industry, a competitive edge for soldiers
Traditional methods won’t cut it if we are to drive the necessary digital transformation that will allow for more integrated, unified and relevant technologies on the battlefield. It’s why the Army Warfighting Experiment (AWE), conducted yearly, is so valuable in exploring new ways to develop, deliver and deploy new and advanced capabilities. It’s up to industry to explore an answer; to define the problem and design a solution that will give soldiers an enduring advantage on the battlefield. n
Revolutionary fiber optic products for military use
Systems interoperability plays a crucial role in modern defense operations in the military sector. It enables different units and armed forces to work together seamlessly, exchange information latency-free and in real time, and use resources efficiently
Advantages of fiber optic technology
in the military environment
For high demands on data rates and fast, interference-free transmissions, fiber optic technology offers the following advantages, which are of decisive importance in the military environment:
• Transmission range
• Interception security
• Latency
• Weight reduction
• Scalability
• Packing density
Variety in the ODU Fiber Optic Portfolio
The ODU Fiber Optic portfolio includes a variety of different connectors and transmission technologies such as POF, Physical Contact, Expanded Beam and Expanded Beam Performance. ODU has developed fiber optic only and hybrid connection solutions across several connector families, thereby combining fiber optic technology, signal and power contacts with different termination cross-sections for a wide range of transmission possibilities.
Applications in military communication networks
Due to the necessity to fulfill high and numerous requirements, especially in the field of military applications, ODU offers fully assembled fiber optic system solutions ex-factory. As a result, this modern technology can be used in a wide range of applications:
• Communication links with high data transfer rates, such as command posts or operations centers
• Long-range connections between two or more transmission and reception points
• Fixed data links in a military context (nodes in port infrastructures, airfields as well as air defense structures)
• Radio and data distribution points at tactical level, such as forward operating bases (FOBs) or static command posts
Quality and stability for demanding applications
Whether operation in a particularly harsh environment, or a high number of mating cycles or long transmission distances are required: ODU Fiber Optic is the ideal system solution for military applications when speed and reliability are of the essence. The fiber optic solutions are safe, fast and practically not susceptible to interference. ODU delivers quality and stability – for high-performance optical technologies that can serve a wide and demanding range of applications.
Expanded Beam Performance Technology from ODU
The use of fiber optic connectors is often accompanied by a time-consuming cleaning procedure before each mating process. ODU's revolutionary Expanded Beam Performance technology offers high-end transmission characteristics with extremely low attenuation values over many mating cycles. Since there is no direct contact between the contact ends, they are insensitive to dirt and can be cleaned easily. Under operational conditions, the contact transition allows up to 25,000 mating cycles with compressed air cleaning after 5,000 mating cycles. The rugged MIL-STD 38999 qualified enclosures also provide maximum protection in demanding environments.
Compact and lightweight solutions with high
signal integrity
ODU AMC® connectors are already smaller, lighter and ready to transmit a high level of signal integrity. The new Expanded Beam Performance series, for example, is also characterized by its smaller footprint of up to 25% compared to conventional Expanded Beam solutions and contains three times the number of integrated optical fibers. Despite their compactness, they offer impressive performance with an insertion loss of less than 0.15 dB, comparable to physical fiber optic contact.
ODU AMC® Expanded Beam Performance Series T size 9 with an outer diameter of less than 19 mm is the world's smallest 12-channel lens connector, ensuring reliable transmission without any loss in the signal path. The excellent optical performance remains unchanged even after a high number of mating cycles, heavy mechanical stress and other environmental influences.
Application-specific and robust connector systems
ODU connectors for military, security and communication technology offer maximum signal integrity thanks to 360° shielding. Five-finger coding and colour coding provide support in extreme situations and prevent mismating. Different configurations are possible even in the smallest installation space. The robust enclosures are waterproof up to IP6K9K, non-reflective and available with different connection types and locking mechanisms.
Robust under high loads and extreme temperatures, resistant to dust, water and vibration, these connectors are optimised for demanding applications due to high resilience and transmission reliability even in the most technically challenging environments.
Future-proof robust fiber optic connectivity
The new ODU Fiber Optic connectors set a milestone in the industry and enable more efficient and reliable data transmission in demanding environments. They are the ideal solution for applications in the defense, aerospace and medical sectors as well as the general industry. With their combination of compactness, scalability, performance and reliability, they are key to the future of rugged fiber optic connectivity. n
ODU Group: global representation with perfect connections
The ODU Group is one of the world’s leading suppliers of connector systems, employing 2,600 people around the world. In addition to its company headquarters in Muehldorf am Inn (Germany), ODU also has an international distribution network and production sites in Sibiu/Romania, Shanghai/China and Tijuana/Mexico. ODU combines all relevant areas of expertise and key technologies including design and development, machine tooling and special machine construction, injection, stamping, turning, surface technology, assembly and cable assembly. The ODU Group sells its products globally through its sales offices in China, Denmark, France, Germany, Hong Kong, Italy, Japan, Korea, Austria, Sweden, UK and the US, as well as through numerous international sales partners. ODU connectors ensure a reliable transmission of power, signals, data and media for a variety of demanding applications including medical technology, military and security, automotive, industrial electronics, and test and measurement.
More information:
www.odu-connectors.com/industries/military
UK research into mine detecting drones could change land warfare
Drones equipped with cutting-edge sensors to detect ground mines and explosives are being researched by UK scientists and could alter the face of land warfare
Scientists and engineers at the Defence Science and Technology Laboratory (Dstl) are conducting crucial research into the new drone technology, which would see mined areas cleared faster and more safely, ramping up protection for Armed Forces personnel.
Maintaining freedom of movement and mobility at pace for the Armed Forces is vital for safety and mission effectiveness and this is significantly reduced by surface laid mines, explosives or buried munitions.
The Dstl team, with industry partners, participated in trials with NATO allies in Spain and at the Suffield Research Centre in Canada. Advances in uncrewed aerial vehicles (UAVs) and low size, weight and power (SWaP) sensing have led to the development of innovative concepts for explosive threat detection by combining these technologies and systems.
Minister for Defence Procurement, James Cartlidge MP said: “We’ve all seen the threat to safety and military advancement that mines can still pose.
“The UK and our NATO allies are spearheading research into this technology, which has the potential to not only enhance protection for our Service Personnel, but also speed up battlefield progress.”
Defence Science and Technology Laboratory Chief Delivery Officer, Matt Chinn said: “Converging the latest drone and sensing technologies could give us the ability to detect and destroy deadly mines and explosives without putting lives at risk.
“It could also give us the ability to clear mined areas better, quicker and cheaper – allowing military operations or humanitarian missions to proceed.”
Researching technologies such as mine-detecting drones has the potential to change the approach to land warfare, by significantly reducing the threat and effectiveness of ground mines.
Technologies that can be used to detect these threats in advance can be vital in determining the next course of action on the battlefield.
Defence Science and Technology Laboratory Chief Executive, Dr Paul Hollinshead said: “This is Dstl working with UK industry and international partners at its best. Highly innovative, developing new concepts, sharing expertise, and harnessing cutting-edge science and technology to save lives.”
The two-week NATO trials aimed to give international and academic organisations the opportunity to showcase their UAV-mounted sensor concepts and to share ideas, knowledge and solutions. The resulting experiments demonstrated a range of modified, novel and bespoke sensing technologies.
The UK system performed well under the trials, and the intention is to use the results of the assessments to prioritise the next stages of research and development. As part of an overarching research project commissioned by MOD’s Chief Scientific Advisor, it will be developed over the next decade into the front-line command funded equipment programmes, such as the Ground Area Reconnaissance and Assurance (GARA) project. n
How rugged miniature connectors are helping revolutionize the battlefield
In the ever-evolving world of modern warfare, electronic systems are more important than ever. Not only on a wider scale, but for individual soldiers on the ground, leading to a constant demand for devices that are compact and lightweight, yet still capable of high-speed performance and rugged enough to withstand an array of extreme environments. Operational efficiency is key to survival in the field, for both mounted and dismounted soldiers, and so the technology used by them has to be at the forefront of design and innovation. Such innovation when it comes to devices is often well-documented, and comes with much fanfare. But a vital element of the electronic systems used by soldiers in the field is the interconnect technology within those systems – without which, they would not function, at least not effectively. Consequently, ruggedized connectors – including miniature, micro-miniature and nano-miniature – are often overlooked, yet are pivotal in ensuring the integrity and reliability of portable electronic systems on the battlefield, providing soldiers with invaluable real-time data yet doing so with more flexibility and security than ever before.
As a market leader with decades of experience innovating and producing world-class miniature connector design, Omnetics combines engineering expertise and collaboration with military stakeholders to continually advance connector technology to ensure it shapes the efficacy and versatility of those using it. Ruggedized miniature connectors remain a critical component of modern warfare technology and by addressing key challenges, innovating constantly, and proving its technology in real-life settings, Omnetics plans to remain at the forefront of the industry, producing ruggedized miniature connectors that are key to the most advanced electronic systems in the world.
Integration, customization and collaboration
The battlefield is an increasingly digital setting. But electronic systems need to be a careful balance of being portable but high-performing. From power hubs to cabling, and other devices worn in the field, soldiers require systems that are lightweight and miniature, yet capable of high-speed digital performance, while also being rugged enough to stand up to the harsh environments that they are deployed into. All of these requirements apply not only to the devices themselves – but to the units that connect them. Ruggedized connectors need to maintain consistent signal quality in a vast range of extreme environments, handling everything from shock and vibration to extreme temperatures, while also being protected against possible contaminants. Such requirements – all while being as small and easy to use and carry as possible – mean sophisticated engineering, innovation and integration are vital in ensuring these components guarantee unrivalled performance within the challenging environment of field operations. While technological advancements are key, so is practicality.
Such specific and challenging requirements often mean that custom connector designs are necessary. The soldier of 2023 has varying roles, in varying environments, and (sometimes, occasionally or often) needs application specific equipment for those tasks, roles and backdrops. The creation of customized connector solutions is a process that needs to be carefully undertaken, but also efficiently to answer requirements that can emerge at relatively short notice. Such a process is necessarily collaborative, bringing connector designers and system engineers together to ensure interconnects are modified and optimized for specific operational requirements. The creation of custom connectors and systems often involves utilizing tried-and-tested components from certified and military-tested connectors to guarantee reliability, alongside the development of new formats quickly and efficiently with speed and efficiency for field testing. This quick, effective evolution and innovation of electronic soldier systems – and the connectors within them – is only possible thanks to collaboration and synergy between connector manufacturers and military technologists.
Signal integrity, stealth and shielding
The modern battlefield is a busy place – electronically and physically. As technology continues to advance, and more and more electronic elements are involved, maintaining signal integrity in field operations is paramount. While electronic systems are more complex than ever, requiring high-speed data processing for everything from vision systems to biosensors, and more, the challenging conditions of the battlefield remain. This means developing devices and connectors that can cater for large amounts of data, ensuring it is transmitted and received with minimal signal loss. Reliable performance is absolutely vital to battlefield communications and operations, so the development of specialized cable and connector systems – including those capable of Gigabit signal transmission, receipt and processing – and which can match the impedance requirements of sophisticated electronic circuits, are vital to the systems used on the ground. As connectors become smaller and smaller, the risk of crosstalk and electromagnetic interference (EMI) issues are higher, which can prove problematic in extreme environments. Omnetics’ signal integrity engineers not only focus on designing connectors as small as possible, but do so with the need to maintain electrical signal performance in mind – ensuring signal integrity remains market-leading and reliable for those using it in active operations.
The evolution of the battlefield into an increasingly digital space brings its own challenges and threats – with electronic and cyber threats a new enemy for those designing the systems used on the ground. Such threats mean electronic invisibility is a new must-have element for survival. This requires the development of advanced shielding techniques in both cable and connector systems. Such shielding, which include fully-shielded cables, and full-metal back shells to ensure stealth, help safeguard electronic signals from EMI interference and cyber threats. Such measures ensure that electronic systems not only operate efficiently and effectively, but do so undetected in hostile environments, ensuring soldiers can rely on their systems without fear of unwanted detection or enemy interference.
Innovating for unmanned systems
While the focus on miniature ruggedized connectors is often on dismounted soldiers, the technology and innovation behind them is compatible – and often as vital – for autonomous systems. Unmanned aerial vehicles (UAVs) and other autonomous systems have the same requirements for lightweight, rugged connectors that can withstand extreme environments and challenges while also guaranteeing reliable signal and data processing. With such requirements in mind, the developments within connectors for dismounted soldiers also apply – with connector interfaces that can minimize crosstalk and interference, ensuring signal quality is paramount. As UAVs play an increasing role in combat and conflict, the amount of vital data they collect and transmit is increasing exponentially, leading to a demand for high data rates yet smaller, lighter systems – all requirements that can benefit from the advances made in connector technology for dismounted soldiers and the innovation that has addressed similar challenges.
Connector technology remains an often-overlooked element of electronic systems within the theatre of war – both for dismounted soldiers but also for autonomous vehicles. Yet it is a vital element in ensuring information – the keystone of successful military operations – is transmitted reliably and efficiently in the harshest of environments. The developments undertaken to ensure miniature connectors are ahead of the game in data transmission, signal integrity and ability to withstand extreme environments and settings, as well as being capable of operating undetected, shielded from cyber threats and able to withstand potential compromise, are what make them a vital component in the electronic systems of modern warfare. And with innovation key to the long-term plan for Omnetics and its rivals, that role is here to stay. n
For more information, visit: www.omnetics.com
EDA Capability Development Priorities
Early November, at the Steering Board of the European Defence Agency (EDA), the 27 EU Ministers of Defence approved the 2023 EU Capability Development Priorities. The document serves as a baseline for EU-wide defence planning, and all EU defence-related initiatives. The 22 priorities reflect the military realities observed in Ukraine; support EU defence objectives; and are designed to lead to concrete projects.
To be ready
Persistent under-investment and insufficient European cooperation have created substantial defence capability gaps. The twenty-two priorities agreed today address the need for full-spectrum defence capabilities, enabling high-intensity operations. They include fourteen priorities across five military domains, and eight related to strategic enablers and multipliers.
Head of Agency and HR/VP, Josep Borrell said: “The newly adopted military Capability Development Priorities will provide us with an impactful and actionable framework that will guide defence planning and all EU defence initiatives. In line with the objectives of the Strategic Compass, the new priorities will allow our Member States and their armed forces to maintain freedom of action and be better prepared to respond to an ever-changing and increasingly deteriorating security environment. Now is time to translate these priorities into concrete defence cooperation projects to ensure more resilient, agile and robust European armed forces, ready to tackle present and future threats.”
The priorities – developed with an equal focus on short, medium and long-term planning – emphasise harnessing cutting-edge capabilities and strengthening European armed forces. Moreover, they address current operational realities and being ready to face future threats and challenges. These priorities, among others, include:
›› Land Based Precision Engagement: The range, precision and mobility of land-based precision strike capabilities must be extended and enhanced, including in quantitative terms, with enhancements in large-calibre ammunition stockpiles, advanced anti-tank systems, versatile close fire support and resilience against cyber threats.
›› Integrated Air and Missile Defence: Encompasses all surface-based capabilities facing an airborne threat. Priorities in this area focus both on upgrading current air defence systems and on developing next-generation systems with space-based early warning, and counter-Unmanned Air Systems capabilities.
›› Underwater/Seabed Warfare: Enhancements in seabed warfare, underwater protection and anti-submarine capabilities with advanced autonomous underwater vehicles, and surveillance systems.
›› Sustainable and Agile Logistics: Incorporates capabilities to facilitate the projection, sustainment and effectiveness of forces. Key areas include shared stocks and common warehousing, logistics footprint and strengthening maintenance requirements to deal with extreme weather conditions.
›› Cohesive and Well-Trained Militaries: Centres on the development of professional military education, training and ability to adapt to an ever-changing environment and to operate in new military domains, such as space and cyber.
EDA Chief Executive, Jiří Šedivý said: “These priorities are a significant step in strengthening the EU's capabilities, extending beyond traditional equipment and platforms to encompass a broader operational perspective. The 22 priorities also look to future threats over the medium- and long-term time horizon.”
Lessons from Ukraine loom large
The 2023 EU CDP reaffirms the long-standing priorities and balance them with new ones arising from the profound shift in the EU’s strategic environment. The newly adopted set of priorities also reflect the objectives of the EU’s Strategic Compass and the military realities observed in Ukraine, including high-intensity requirements, and is therefore fully coherent with NATO.
Amongst the key lessons observed in the context of Russia’s war of aggression against Ukraine is the necessity for agile, mobile, interoperable, technologically advanced, energy efficient and resilient full spectrum land forces. Moreover, the Ukraine context highlighted the importance of multilayer Integrated Air and Missile Defence, along with an appropriate rebalance between the qualitative and quantitative dimensions in many capability areas.
Baseline for EU defence capability development
Over the last 18 months, EU Member States worked together with EDA and EU Military Staff, to assess and conceptualise the various dimensions of military capability requirements.
The agreed priorities will serve as the baseline for all EU defence related initiatives and instruments, such as the Coordinated Annual Review on Defence (CARD), the Permanent Structured Cooperation (PESCO), the European Defence Fund (EDF) and any future EU defence supporting tools. In line with the Strategic Compass, this set of priorities shall also serve as a prime reference for national planning. In addition, they provide a valuable overview of the capability development landscape for the defence industry.
Cooperation and coherent implementation
The focus will be on the implementation of the new set of priorities.
• These priorities will be the driver for capability-led research and innovation activities, informing the research agenda and engagement with industry.
• EDA will steer the collaborative activities aimed at implementing these priorities, establishing a clear, correlation from priority to action.
• EDA will use the third CARD cycle and bilateral dialogues with each EU Member State as a forum to support implementation and possible cooperative capability development activities with others. n
A new generation of user-centric in-ear headsets on its way
Technology used for in-ear headsets has improved significantly in recent years, especially when it comes to usability. A new generation of INVISIO in-ear headsets is on the horizon – the result of highly focused user-centric development. The new headset will offer unrivalled situational awareness and hearing protection but most of all set a new standard for ease of use and comfort.
Comfort and ease of use
Lightweight, compact design and minimal interference with headgear or eyewear have always been key advantages of in-ear headsets. But the latest INVISIO developments push the boundaries of comfort and ease of use for in-ear headsets in the field.
INVISIO has used extensive feedback from in-field user experiences to add a range of new design features to overcome common in-ear headset issues such as fitting and discomfort for prolonged usage.
A Voice Pick-up Sensor (VPU) – which picks up vibrations from the inner ear and transforms them into speech – is integrated into the new headset. The entire earpiece is used to transfer the vibrations so there is no need for a specific in-ear contact point. This makes it fast and easy to fit the new INVISIO in-ear headset and provides robust and reliable audio transmission.
The new headset will offer more choices and solutions for users than ever, including foam tips for ultimate hearing protection, tri-flanged tips that are quick and easy to fit, and custom moulds, creating fully personalized tips.
The latest generation of headset offers improved ergonomic design, soft materials to ensure comfort and headset sleeves to protect from wear and tear as well as providing a secure and comfortable fit. They are also smaller than ever, minimizing load and interference with eyewear or headgear, all without compromising hearing protection or situational awareness.
Tactical advantage
As well as being user-focused, in-ear headsets are headwear-agnostic, providing tactical advantage and unrivalled flexibility.
There is no need to attach the earpieces to the helmet or adapt it to the helmet’s cut – it will work with almost all tactical helmets. The fact that the earpiece is placed directly in the ear makes it ideal for use with gas masks and other respiratory systems without impeding communications, providing a high level of mission versatility.
The small, unobtrusive design also minimizes visibility, giving a tactical advantage in civilian scenarios and missions where other types of headsets can seem bulky and conspicuous, adding to the variety of use cases and giving both flexibility and tactical advantage.
Natural situational awareness and superior audio
Without a headset, most people will experience a sound localization error of 5-10 degrees. Wearing an over-the-ear headset, this error can increase significantly, upwards of 30-40 degrees – much of it typically stemming from front to back confusions.
With an in-ear headset, this error is significantly reduced as the brain utilizes the ear’s contours for sound localization.
Adding the latest developments from INVISIO’s new in-ear headset, with optimized design and improved microphones, sound localization error is further reduced and to a degree that directionality perception and situational awareness is virtually as good as if the user was not wearing a headset at all.
As with previous INVISIO in-ear headsets, different hear-through modes are available for quiet environments, constant high-noise environments, and environments where natural situational awareness is paramount.
Audio has also improved with the next-generation INVISIO in-ear headset. The new voice pick-up technology allows the headsets to deliver sound quality comparable to conventional boom microphones.
AI-powered audio enhancements provide unparalleled communication and speech quality excluding unwanted noise, while digital signal processing supports automatic adjustment of received audio volume.
Market leading hearing protection
Hearing protection in tactical environments is key in preventing long-term hearing loss – but has to be balanced with the need not to compromise situational awareness.
INVISIO’s technology provides certified, market leading and level-dependent hearing protection, ensuring ambient noise or received audio from a user’s own equipment never exceeds the threshold for safe sound levels.
For extreme noise, a dual-layer hearing protection solution will be available, combining the new INVISIO in-ear headset with the INVISIO T7 over-the-ear headset. Digital audio processing software creates interoperability between the two headsets, utilizing the hear-through microphones from the T7 headset for situational awareness and the in-ear headset for transmitted and received audio.
The introduction of multiple types of ear tips also contribute to improved hearing protection as they allow the user to always choose a configuration that is suitable for the operational scenario, thus also maintaining protection.
The next chapter
The latest generation in-ear headset is a product of user-focused technological advances, combining the flexibility and ruggedness of previous in-ear headsets with the latest advancements to ensure comfort and ease of use.
Advances in voice pick up technology remove the need for a specific in-ear contact point and makes the headset easier to use than ever, while expanded ear tip options allow for more choice, comfort and personalisation, and improved hear-through performance add to flexibility and reliability in the field.
The latest developments – adding to INVISIO’s proven track record in ensuring quality communication, situational awareness and hearing protection – mean this in-ear headset sets a new professional standard, providing an invaluable asset for modern warfighters and a tactical edge for the most challenging tasks in the toughest environments. n
More information available January 23rd at invisio.com
Unmanned aerial systems, emerging technology showcased at annual MFIX
By Sgt. Luis Santiago, 24th Theater Public Affairs Support Element
Nearly 30 government organizations and industry partners from across the defense enterprise gathered to identify, integrate and leverage new tactical capabilities using cutting-edge technologies during the annual Manoeuvre and Fires Integrated Experiment, simply known as MFIX, from Oct. 23 to Nov. 3, 2023.
Established in 2014, MFIX is the primary live experiment spearheaded by the Fires Battle Lab, under the Fires Capabilities Development and Integration Directorate or Fires CDID based at Fort Sill, Okla. MFIX is part of a series of experimental events as part of the U.S. Army's overarching effort to remain at the forefront of technological innovation and warfighting ability for the Army of 2030 and beyond to maintain superiority over any potential adversary.
The two-week event brought Department of Defense partners and defense industry leaders from across the U.S. to experiment on various programs of record with emerging technology to seek possible solutions in today's operating and complex environment.
Soldiers from across different Army organizations, to include the famed 1st Armored Division, took part in this year's MFIX to provide industry partners with the soldier's perspective.
As part of MFIX, soldiers directly handle and experiment with new and improved technologies and give direct feedback to industry, government partners to gather key insight and reduce the time it takes to get technology into the field and in soldiers' hands to operate in the field.
"Every technology gets an assessment based on soldiers' touch points, and we have our report, which is an analysis and observation, based on the collected data points," said Robert Muniz, a Fires Battle Lab targeting expert. "The industry partners will come in, and they have new technology that gets assessed for a year and the end s tate of all of this is to reduce the time it takes to get technology into the field and in soldiers hands."
As the primary orchestrator of the event, the Fires Battle Lab aims to foster innovation and facilitate the rapid integration of promising technologies into the Army's capabilities.
"This year's MFIX featured several new technologies, including unmanned aircraft systems, advanced fire control systems, laser technology, and a defeat system against intelligent UAS detection," Muniz added.
In previous years, the participants were immersed in a simulated combat environment, allowing for the real-time analysis and assessment of various technologies and strategies. However, this iteration of MFIX was used as an observational period as the Army runs a series of exercises designed to coordinate data collection, communication, and decision-making leading up to U.S. Army Futures Command's centerpiece event 'Project Convergence-Capstone 24 (PC-4)' being held in early 2024.
"This year is a little bit different," said Muniz. “The soldiers we have this year have been used more as data collectors and observers on the system," Muniz continues. "In previous years, soldiers got new equipment training, they got an understanding of the capability of each technology or what each system can do, and they used it at MFIX."
Unmanned aerial systems, emerging technology showcased at annual manoeuvre and fires experiment
Project Convergence is rebranding as a culmination of several exercises across the force as the event shifts from tactical level to theater level operations with full divisions and a focus on global military integration for command and control. The testing conducted at MFIX is just one small part of a concerted effort to incorporate knowledge gained from training ventures as part of the PC-4.
Army Col. Osvaldo Ortiz, chief of the Army G-3/5/7’s mission command division, told reporters during a June 2023 media interview that "all those exercises are going to inform what the Army Futures Command is going to get after at PC-4 capstone."
As the U.S. Army continues to train for potential near-peer conflicts, exercises like MFIX allow industry and government partners to offer state-of-the-art solutions as the Army changes the way it organizes, equips, and fights.
" The goal of MFIX is for [soldiers] to get an understanding of what these new technologies can do, and they'll have an understanding of what it will be able to do in the future," said Muniz. n
Sensors come of age in the business of tracking dismounted warfighters
Becky Oh, President at PNI Sensor, talks to Soldier Mod about its FORT Field Ops Remote Tracker and why it is vital in mission-critical environments
Precision is everything when it comes to mission-critical environments – including location and soldier tracking. Tracking a dismounted soldier’s precise location, even when GPS is compromised or denied, is indispensable in today’s successful war fighting efforts. Because getting that location wrong can have deadly consequences.
Historically, most sensor-based warfighter tracking systems have been dogged by problems stemming from sensor drift to magnetic interference and reliability. To deliver precise location data, modern sensor-based tracking systems must overcome these issues while providing a high-accuracy, low-power sensor module that delivers pinpoint accuracy wherever and whenever.
The new FORT (Field Ops Remote Tracker) does precisely this. FORT applies state-of-the-art technology to determine a soldier’s precise location – even when GPS is compromised or denied. Created by PNI Sensor, FORT is a small, wearable device that provides 10 metre positional accuracy for every kilometre travelled – without the use of GPS or RF beacons.
In developing FORT’s game-changing technology, PNI has leveraged years of industry leading research with precision location, motion tracking and fusion of sensor systems based on real-world applications. Applying learning from high-accuracy, low-power sensor fusion algorithms developed for wearables and smartphones has allowed us to create FORT’s DST (Dismounted Soldier Tracking) location technology.
Unlike earlier sensor trackers, FORT’s data remains accurate over time and in a wide range of conditions, delivering precise tracking in mission-critical scenarios. The use of Continually Adaptive Navigation algorithms (CAN), combined with advanced magnetometers, sophisticated gyros, accelerometers and Edge AI, eliminate sensor drift, magnetic interference and magnetic anomalies.
“FORT’s fused sensors and algorithms allow it to track a dismounted soldier from an initial seed location to 1% location accuracy of their distance travelled over a 20-minute period without any additional GPS, location input or reliance on infrastructure,” explains PNI’s Becky Oh. “For example, if a dismounted soldier were to travel 1km in any completely GPS-denied environment, the FORT will be able to track them to 10m positional accuracy.”
FORT works indoors or out, and is also field configurable and easily merged with an EUD (End User Device). By using a hardware platform that enables quick iteration, test and deployment, FORT is easily integrated with PNT and battlefield awareness systems. FORT also addresses key issues with GPS, reducing the vulnerabilities it can expose in certain environments. “GPS is amazing from the standpoint of accuracy, ubiquity and cost,” says Oh. “But fundamentally, it’s still an RF technology, which makes it inherently fragile with inescapable vulnerabilities that are exploitable in conflict.”
“PNI’s technology used doesn’t just ensure accuracy, but it’s also been designed to minimize weight and maximize portability,” Oh tells Soldier Modernisation. “The warfighter’s load can add up to more than 68 pounds and in a combat mission, that weight can be as much as 120 pounds. Hence a low SWaP device such as FORT which only weighs 35 grams (inclusive of its internal rechargeable battery) is meaningful to a dismounted soldier.” FORT achieves this low SWaP by leveraging the innovation in gyroscopes, accelerometers, pressure sensors used in today’s mobile phones along with PNI Sensor’s more precise magnetometer. Of course, these sensors are algorithmically fused to extract performance from the combination of these sensors that far exceeds the performance of one sensor alone.”
PNI has over 30 years of experience in precision location, motion tracking and fusion of sensor systems into real-world applications, creating sensors and algorithms that have proved key to IoT projects and mission-critical applications where pinpoint location, accuracy and low power consumption are important.
PNI began working on GPS-denied tracking technology for the consumer market to enable location-based-services (LBS) for mobile phones. “In that application, the tracking was often referred to as indoor navigation (no GPS indoors) or Pedestrian Dead Reckoning (PDR) which tracked the mobile device user’s location for marketing promotions,” explains Oh. “In that implementation, PNI did not have direct access to the sensors on the mobile phone but via the Android HAL (hardware abstraction layer) which was insufficient for running accurate sensor fusion. And we also could not choose the quality of the sensors native to the mobile device. This made it difficult to achieve the accuracy we currently achieve with the FORT. FORT uses best-in-class sensors, and we have complete control over the sensor data and the algorithms applied to them.” The technology also differs in that FORT is fully self-contained and does not rely on external infrastructure, unlike a mobile phone that often uses WiFi finger-printing, RF beacon data and contextual information. All useful in a civilian environment – but not necessarily available in certain tactical situations. “LBS is not a mission-critical service in the consumer market,” says Oh.
But tracking a warfighter in GPS-contested environments is indeed mission critical. In a battlefield, additional infrastructure such as WiFi fingerprinting or RF beacons are not available hence a self-contained sensor-only based tracking system such as FORT serves as a critical A-PNT (Assured Positioning Navigation and Timing) solution.” The multi-domain battlefield of 2030 and 2040 requires true resilience to EW (Electronic Warfare.) And even in the absence of EW, the warfighter already faces location and navigation challenges while operating in GPS-denied environments, including subterranean, underwater, tunnels, buildings, deep canyons and under heavy tree canopy. In these situations as well, FORT is an excellent A-PNT solution for the dismounted soldier.
The combination of pinpoint accuracy without reliance on GPS with a small, lightweight, easy-to-use tracker has upped the ante. Inertial navigation using inertial sensors such as gyroscopes, accelerometers and magnetometers has historically been used in aircraft and large vessels for navigation without GPS,” says Oh, “but their size, weight and expense makes them unsuitable for dismounted soldiers.” As a comparison, while inertial sensors used in traditional INS (Inertial Navigation Systems) are large and require a car battery to power them, FORT uses tiny, cellphone MEMS inertial sensors with PNI’s magnetometers and is less than 3 x 5 x 1.2 cm.
“There have been other small tracking devices using consumer-grade sensors but they have not been accurate enough to be reliable in the field,” she told Soldier Mod. The FORT’s proven performance in the field plus evaluations from various companies and agencies has led to the FORT being currently designed into a military EUD (End User Device). Working both as a supplement to or in place of GPS, PNI’s FORT offers unrivalled position and tracking information and accuracy – even in situations where GPS is jammed, spoofed or denied. n
For more information visit: www.pnicorp.com/fort
Radar extends and enhances the Dismounted Soldier System
“Information is the warfighter’s advantage” is more than a slogan. Doctrine, TTPs, departmental policy, procurement projections and commercial development activity across western nations demonstrate the commitment to informing and enabling the modern soldier. Dismounted Solider Systems (DSS) are championed because they deliver two important benefits: heightened awareness for the warfighter leading to enhanced safety and performance, and a significant extension of Command capabilities through robust voice and data communications with forward operating units.
The Dismounted Soldier System has five categories for evaluation of capabilities and strives to achieve a balance on required training versus ease of use, integrated systems versus singular capabilities, standards, interoperability, and trends and trade-offs always present in design choices. Any evaluation of DSS kit must be in the context of Lethality, Command and Control, Sustainment, Mobility and Survivability. Any kit that uses electronics and contributes to awareness must also fit within power consumption and network bandwidth constraints.
The word “RADAR” tends to conjure images of large systems, self-driven, towed, or mounted to vehicles. Even larger radar systems on coastlines and ships create a baseline for situational awareness and national security preparedness. With so much investment done, and more underway, there can be little doubt about the value of these radar systems. There has long been a gap between these types of high-performance radars (called electronically scanned array, or ESA), which also have high acquisition and lifecycle costs, and radars suitable for use by a dismounted soldier. Special operations forces may employ small radars, but these tend to offer modest ground detection range (~750 m) and very poor detection of modern threats, like drones.
Radar is deployed to provide situational awareness over the horizon, far beyond human sensory capabilities. But there are always gaps in coverage caused by terrain and natural and man-made structures, as exploited in the Saudi Aramco attack. This macro example has micro companions, with gaps in coverage caused by buildings, alleys and similar obstacles that are visually constrained. The evolution in technology to solve the micro coverage gap appears to be the nano drone, which provides full spectral awareness of areas currently beyond reach. Small, lightweight, low power and easy to use, incorporating nano drones into the DSS has a path to proliferation that will revolutionize close quarters combat doctrine and TTPs.
The expression of an evolution in technology leading to a revolution in thought provides an important lens by which to consider contemporary radar for extending and enhancing situational awareness more broadly. Radar captures all movements and ESA radars are uniquely suited for surveillance in both ground and air domains. The hurdle to widespread ESA radar is practical and technological. ESA radars mechanically steer an electronic beam across the aperture and these moving parts are very expensive, operationally intensive, and require frequent maintenance – all obstacles to widespread use.
Technology does evolve, though. There is now a solid state ESA radars that is a commercial off the shelf (COTS) product, smaller and lighter than the foundational radar engineering textbook, and operates on a Bb-2590 for nearly 6 hours. Add a second battery and solar collector and the entire radar system, including cables, is less than 15 kg. Would it fit within the DSS profile?
Let’s consider in the context of key categories. Lethality? Provides both precise target coordinates and enhanced situational awareness of enemy assets operating on ground or in the air. Sustainment? It does add power requirements to mission planning. Mobility? The radar system itself is highly portable and setup/teardown in 10 minutes. Can operate remotely, via wireless connectivity, so can be placed and revisited. Survivability? It would enhance soldier survivability through heightened awareness, and the unit itself is both survivable and replaceable. Command Control? The radar system may have its greatest advantage for extending situational awareness in across ground and air domains. As an information source, nothing rivals radar’s range and precision. A truly human-portable, ultra-low SWaP ESA radar that integrates into existing systems and networks would fit the DSS well.
Information can be revolutionary. The value of high-fidelity ESA radar data deployed at the Squad level means there are fewer and fewer gaps in situational awareness coverage. More importantly, a sustained level of highly accurate/highly local data from attritable, dispersed COTS radars alter the dynamics of battlespace information. Heightened awareness leads to reduction in mission and soldier risk. Information is the advantage and radar for the DSS significantly extends that advantage. n
For more information: www.echodyne.com
Army launches 15-year modernization plan
By Megan Gully, Public Affairs Specialist, U.S. Army Materiel Command
After more than two years of strategic planning, the Army’s Organic Industrial Base finds itself at the forefront of modernization as it begins execution of its 15-year Modernization Implementation Plan.
Following the fiscal year 2024 kickoff, a biannual war game held Nov. 14-16 at Redstone Arsenal including leaders around the Army underlined the importance of execution across the OIB.
“The Army is driving the OIB Modernization plan,” Army Materiel Command’s top civilian Marion Whicker said about the OIB MIP which will modernize facilities, processes and the workforce to bring the OIB into the 21st century. “Success comes from honoring your commitments; we had this plan approved very quickly because the Army put forth a developed strategy and we honored our commitments.”
The OIB is the backbone of the Army’s sustainment capabilities, responsible for maintaining, repairing and overhauling equipment critical to mission success. Some modernization projects started ahead of the planned FY24 start due to additional funding the Army received connected to ammunition production, including efforts to accelerate 155 mm production. With that money, the Army’s artillery production doubled in the last year with the service currently producing 28,000 155-millimeter howitzer rounds a month.
“Last year we had requests asking what money do you need, and because we were ready to execute, we received that additional money,” Whicker said. “That is because we had a plan. We were able to execute quickly, and the Army was able to tell Congress what output we were creating.”
Throughout this year, the Army expanded production at these facilities including Scranton Army Ammunition Plant, Iowa Army Ammunition Plant, Radford Army Ammunition Plant and the Holston Army Ammunition Plant. By constructing new buildings, installing new equipment and improving automation, these upgrades helped double the Army’s artillery production rate.
“It is important that we do this meeting twice a year so we don’t lose focus and because the world changes that quickly,” said Whicker who underlined that the sites are ready to execute when they receive funding. “AMC’s OIB Modernization Task Force are the integrators of this plan. You — the LCMCs — are the executors, and there needs to be no daylight between the two.”
The war game was the sixth hosted by AMC and the largest group to attend the discussion, said Stephanie Hoaglin, AMC OIB Modernization Task Force director.
“The visibility of what we are doing here continues to grow and we continue to find additional stakeholders that we need to involve in our planning process as well,” Hoaglin said. n
What makes an optical weapon sight an ELCAN Specter?… they’re founded on optics by ELCAN
ELCAN Specter® sights are military optical combat sights that help shooters see better and farther in extreme environments and unpredictable situations. Raytheon ELCAN has been designing and manufacturing advanced sighting systems for man-portable weapons since 1986. ELCAN Specter sights offer a complete line of battle-tested premium military tactical weapon sights defined by ruggedness, optical performance and unique capabilities.
UltraNIMBUS - the journey continues
Soldiers use an increasing number of electronic devices controlled by pressing buttons/soft keys on a chest mounted user device/tablet often referred to as the End User Device (EUD). With the introduction of technologies such as augmented reality goggles, the user interface is still awkward for use on the battlefield, with voice control and hand gestures not overly practical. One solution is to use a chest worn keypad, requiring the user to take their hand off their weapon – which is also far from optimal.
Already proven in the laboratory, the UltraNIMBUS system provides a novel Brain Computer Interface device that allows any of the connected devices to be controlled by the users’ thoughts. As part of the solution, we provide "Focus Improvement Techniques" to improve the way in which the wearer teaches the system individual thought patterns.
UltraNIMBUS provides the means to harness the signals from the brain to measure a true state of well-being. Alpha waves indicate creative thinking, high beta waves indicate stressful situations, mid beta waves are typical when the brain is attentive and low beta waves are seen when the brain is absorbing information. Hosted on an UltraLYNX hub, Artificial Intelligence algorithms create meaningful information from the raw brainwave signals.
Sensing brainwaves
An electroencephalogram (EEG) is a technique that detects electrical activity in the brain using small electrodes attached to the scalp. The brain cells communicate via electrical impulses which the electrodes detect.
In UltraNIMBUS, the EEG electrodes can be embedded into the helmets internal cradle and provide a comfortable electrical connection to the soldiers’ scalp. The electrodes are in specific places to allow various low-level brainwave signals to be detected. Smart algorithms convert the raw data to meaningful signals that can be used to show to control other devices by thought commands.
Body worn processing
Central to the UltraNIMBUS system is a body worn computer known as UltraLYNX. This miniature rugged soldier worn hubs with embedded edge computing capability. With a scalable and flexible open architecture that allows simplified integration of devices that were never designed to work with each other, hubs can be daisy-chained for system expansion. Software defined capability aids interoperability and enables USB driver offload, network routing, middleware deployment and container hosting on the hub.
By learning a variety of thought patterns, the UltraLYNX hub can be used to control any of the devices connected to it. This makes it possible to control the radio, a camera or even an unmanned platform by the soldiers specific thought commands.
Making it real
Ultra PCS has recently been awarded a US Army DEVCOM contract through the DEVCOM Atlantic office located in the UK. This Foreign Technology (and science) Assessment Support program known as FTAS aims to encourage investigations of new ideas that may offer advantages to the Army.
Soldiers will control a computer menu by using thought control via a Brain Computer Interface (BCI). The menu will be used to command a small UAV, allowing the user to launch, rotate and land the drone using different thought commands.
Results from the trial are expected by the end of the year and we hope to publish them in a future article. n
For more information visit: www.ultra-pcs
The ultimate software defined radio for the modern tactical soldier
Soldier Modernisation discusses the Sentry 6161 radio system
The Codan | DTC Sentry Mesh 6161 is a modular Software Defined radio tailored for dismounted tactical communications applications. Crafted to be a resilient, lightweight and compact body-worn unit, it alleviates user burden while seamlessly incorporating interoperability functionalities as a standard feature. Leveraging Domo Tactical Communications' (DTC) cutting-edge IP mobile ad hoc networking (MANET) mesh waveform family, MeshUltra™, the Sentry 6161 emerges as the pinnacle of soldier radio systems.
Q: Why does MANET technology allow flexibility to the modern warfighter?
A: In the traditional military communication setup, infrastructure plays a pivotal role. However, MANETs redefine the rules by creating decentralised networks where nodes function both as end points and repeaters. This agility enables the dismounted soldier to communicate directly with each other and in combination with other patrol personnel, and/or various types of armoured infantry vehicle commanders, forming an interconnected web that adapts to the fluidity of mission-critical scenarios.
DTC’s MeshUltra™ waveform family combines efficient use of bandwidth with superior jamming resistance and LPI/LPD performance to maximise voice and data communication effectiveness in contested environments.
Q: Why does this Sentry 6161 differ from traditional soldier radios on the market?
A: There is a constant effort to reduce the size and weight of body worn soldier radio systems to enhance the mobility of soldiers. This is especially important for dismounted infantry who carry a variety of equipment. The Sentry 6161 has been designed as a modular radio system that can be incorporated into future soldier systems allowing interoperability to meet specific mission requirements and combat ensemble configuration.
It differs from the classic soldier radios that are restrictive in terms of agile situational awareness and end user peripherals. The Sentry 6161 is not just a talk device but sends voice over data in small or large group configuration depending on the unit requirements. With a range of inputs, it can be used with the key manufacturers of audio, data, power solutions, antennas, and optics allowing the flexibility for procurement teams to use existing equipment.
Q: Could we look at MeshUltra™ by DTC and what benefits these waveforms bring?
A: DTC's cutting-edge MeshUltra™ Tactical MANET IP mesh waveform family, the flagship of our product line, empower military and communication networks with unparalleled capabilities. Supporting a robust network of up to 144 nodes and channel bandwidths ranging from 1.25MHz to 20MHz, the MeshUltra™ family excels in delivering an impressive maximum throughput of nearly 100Mbps.
Engineered from the ground up, the MeshUltra™ waveform family is designed to thrive in challenging RF environments, effortlessly navigating through strong multipath reflections, interference, and jamming. Tailored for deployment on high-speed platforms, it ensures reliable and high-performance communication even in dynamic and demanding scenarios.
Setting new standards, the MeshUltra™ waveform family integrates DTC's revolutionary "every radio a sensor" Cognitive Radio capability through the innovative "Interference Avoidance System" (IAS). This groundbreaking feature enhances situational awareness and network resilience by transforming each radio into a proactive sensor, intelligently mitigating interference and adapting to the evolving communication landscape.
In summary, DTC's MeshUltra™ waveform family is not just a waveform; it's a technological powerhouse that redefines the possibilities of Tactical MANET IP Mesh communication, offering unmatched performance, adaptability, and cognitive capabilities.
Q: What plans are in place for future Waveforms?
A: DTC's partnership with Trellisware Technologies represents a significant step forward in the development of global Military communications. This collaboration aims to simplify the integration of DTC's advanced equipment with existing MANET waveform solutions, offering enhanced capabilities to current users. This interoperability grants unprecedented flexibility, enabling seamless data link transitions between the two software applications. As organisations increasingly prioritise environmentally conscious practices, this collaborative synergy significantly diminishes the redundancy of current equipment, presenting a compelling and sustainable alternative to conventional disposal methods. Embracing a forward-thinking ethos, this venture underscores our commitment to delivering unparalleled mission-critical communications technology—setting the stage for a future defined by resilience, reliability, and eco-friendly innovation.
Q: What are the key features of the Sentry 6161 that make it so effective in the field?
A: At its technological core, the MeshUltra™ waveform family empowers the Sentry 6161 to establish a dynamic, self-forming, and self-healing MANET comprising up to 144 nodes and up to 32 talk groups. This feature imbues the system with unparalleled resilience and adaptability, especially in the intricate landscapes of complex urban settings and non-line-of-sight environments. In such challenging scenarios, where conventional radios falter, the Sentry 6161 confidently excels, making it the ideal choice for those demanding the utmost in reliability and higher data performance.
The radio boasts an impressive IP68 rating, ensuring an impervious shield against ingress, while its MIL-STD-461G EMI/EMC compliance stands as a testament to its unwavering operational integrity even in the face of diverse environmental stressors.
Not content with merely meeting baseline standards, the Sentry 6161 takes versatility to a whole new level, seamlessly integrating with in-service MOTS/COTS peripherals with the grace of a well-thought-out plug-and-play system. In essence, the Sentry Mesh 6161 not only withstands the rigors of its environment but confidently navigates its surroundings, providing a balanced blend of durability, adaptability, and performance.
The radio offers multi-role functionality thanks to its modular, scalable design. Depending on specific end-user role and responsibility the Sentry 6161 can operate as a simple voice radio with battery and headset, or can grow in functionality through the inclusion of external peripherals such as power/data management hubs, failover batteries, bridged 3rd party radios, sensors, cameras, smartphones and more.
In summary, the Sentry 6161 stands for exceptional scalability, accommodating diverse mission sizes, unparalleled operational flexibility enabled by a wide array of peripherals to meet specific command requirements, and robust security measures ensuring the confidentiality of voice and data communications through FIPS 140-2 and AES-256 bit encryption.
FEATURES INCLUDE:
• Mesh (MANET) technology
• Reduced bandwidth modes
• Hardened waveforms
• Real-time data and video to and from the tactical edge
• High data rates
• Superior RF performance in tough RF environments
(Urban)
• Encrypted
• SWAP optimised
• Optimised for light ergonomic size, weight and
power – 445g
• Simplistic operation – plug and play, dual PTT capability
• Expandable architecture – headsets, batteries, hubs, cameras and antennas
• External GPS antenna interface
• NetWarrior 7-pin connector
• MIL-STD-810H and MIL-STD-461G certified
• BMA Compatible
For more information visit: www.domotactical.com
AI Forward Recap Q&A
Dr. Kathleen Fisher, Director of the Information Innovation Office, DARPA, shares her insights on the AI Forward workshops and thoughts about the future of AI research at DARPA
Earlier this year, DARPA’s Information Innovation Office (I2O) announced plans for AI Forward – the agency’s latest initiative to reimagine the future of artificial intelligence (AI) research that will result in trustworthy systems for national security missions. Approximately 200 participants from across the commercial sector, academia and government attended two workshops that generated ideas that will inform DARPA’s next phase of AI exploratory project.
The following is an excerpt from an interview with Kathleen Fisher, Director of the Information Innovation Office at DARPA.
Q: What prompted AI Forward?
A: DARPA’s interest in AI is quite broad. Roughly 70% of current DARPA programs involve AI in some way or another, and we want to be at the forefront of advancing AI for national security, both at the level of basic research and in applying it in specific domains. We are at an inflection point in that we have game-changing AI on the table that is delivering extraordinary new capabilities, but it's not doing everything we need. In particular, current AI struggles with being trustworthy, and we struggle with understanding why it works in some cases. We launched AI Forward to take a deep look at how we can reliably build trustworthy AI systems by examining aspects of AI theory, AI engineering and human-AI teaming. To do that, we wanted to engage the community to help define the future of what might be possible and understand what technologies we should look at that present key threats and opportunities. It's an exciting time. We need to be very strategic about allocating our resources to things that can significantly impact national security that would not happen without DARPA's investment.
Q: Who attended the ideation workshops, and how did you select those participants?
A: We wanted to have a broad swath of people from all sorts of different backgrounds in terms of technical expertise, organization type, application domain, etc. – essentially, people from all sorts of different kinds of backgrounds because the more different perspectives you can productively engage, the deeper the resulting insights.
We selected participants through an application process where people answered questions about their background and expertise and what they thought the most important ideas were going forward. Then, we had a panel of government AI experts evaluate their applications from the perspective of whether they demonstrated the ability to create new ideas to ensure a diverse collection of 100 people at each workshop. We had a strict upper limit on the attendees at the direction of our workshop facilitator, KnowInnovation, which advised 100 was the maximum number of people they could productively wrangle in the available time. Many people approached us to ask if they could sit in on the discussions, and we had to be firm and say, nope, sorry, no one is allowed to passively observe. The activities were designed to put all the participants to work over a couple of intense days of brainstorming and creativity. Previous experience suggested passive observers would encourage workshop participants to disengage, which we couldn’t afford.
Q: How were the workshops structured, and what resulted from them?
A: From the beginning, we aimed to get as many ideas “on the wall” as possible and then narrow the list for deeper discussions. The brainstorming activities started with hypotheticals like “Wouldn't it be great if” with everybody charged with writing down thoughts on post-it notes and putting them on a wall. We organized the ideas into groupings of similar ideas. Then, a later activity put people in small groups where they picked some ideas based on questions like “What would it take, what might make it possible, what might make it not possible, etc.” Each group was encouraged to explore multiple different ideas. There were people we assigned to poke at whether an idea was possible, what could make it even better, and so on. Throughout the event, groups selectively did more and more iterative deepening in the ideas that attracted the critical mass and passion of people who wanted to keep working on it.
So, we collected everything from the beginning, probably 800 or so crazy ideas, and narrowed them down to 35. The 800 crazy ideas were not all orthogonal, but it meant that we got a lot of ideas explored in some depth. At the end of each workshop, participants produced three-page white papers and 10-minute videos about their ideas.
It's a challenging task to see what is coming over the horizon. You're looking in the crystal ball and giving well-educated guesses about the most significant threats and opportunities. The participants at the two AI Forward workshops did a great job engaging with our questions.
Q: Can you expand on the key themes generated by the brainstorming activities?
A: The three most popular technical recurring themes were (1) human-AI alignment, which included topics such as intention-aware AI systems and how AI can characterize intent formally; (2) the characterization of social norms, values, and human qualities (e.g., creativity); and (3) the detection and defenses against the weaponization of values. Another popular theme was the detection, mitigation and anticipation of AI-enabled attacks.
Some examples of resulting ideas included introducing friction into human-machine teaming so humans carefully think through the material provided by an AI instead of being lulled by its confident tone of voice. Another recurring example is how to better evaluate AI systems to develop meaningful trust or how to use dialogue to partner with cyber-physical systems in unpredictable environments. Metacognition and composition, or giving AI systems the ability to reason about their own strengths and weaknesses was another. And how can we deploy AI systems as a federation of systems with various capabilities instead of a single monolithic system. Another was thinking about building AI systems with fewer resources, particularly enabling on-the-edge AI for national security applications and advancing the pace of science. As you can see, people had a lot of ideas!
Q: What’s next for AI forward
A: The resulting white papers helped inform DARPA funding for rapidly exploring select topics known as AI Explorations (AIEs). We’re on track to launch three AIEs, which is one more than we had initially planned, so stay tuned for those announcements later this year. DARPA is constantly launching new programs, and the materials from AI Forward are available to all existing program managers to use as raw material for new programs. So, I fully expect that DARPA program managers will use the materials we produced as part of the AI Forward to inform their thinking as they develop new program concepts.
Q: How will DARPA stay engaged with participants and others in this field who think they can contribute?
A: The format of AI Forward was wildly successful. It should be something that DARPA seriously considers adding to its toolbox for thinking about ideas, particularly in areas like AI that are changing so incredibly fast. The feedback we got from participants was that they found the workshops interesting and engaging, and the relationships they built and the thought processes they heard were also valuable to them.
Another thing that people can do is sign up for our I2O mailing list for announcements whenever we hire a new program manager or announce a new program. It's a good way of staying on top of what the office is doing, so join that mailing list. In addition, DARPAConnect is a new effort to help people understand how to do business with DARPA and level the playing field to help those who have yet to work with the agency.
When I2O announces a new program, which we promote via that office mailing list, come to the associated Proposers Day (either in person or via a remote option, which is almost always available), talk to other potential performers, listen to the program manager, and write a proposal if you have a solution. New program concepts aren't produced in a vacuum. They come from program managers talking to people in the community and figuring out what's possible, what's not, and where is the best return on investment. n
Battlefield COMINT & Counter-UAS: trends and technologies in 2024
David Beckett, Business Development Director of Spectrum Battlespace at SPX CommTech, shares insight into the trends that will shape Communications Intelligence (COMINT) and the technologies that will allow teams to strengthen their capabilities in the new year
Q: What’s been the main development in COMINT during the past 12 months?
A: Throughout the year we’ve witnessed significant developments in the crossover of Communications Intelligence (COMINT) domain into the Counter Unmanned Air Systems (Counter-UAS) space in an effort to keep up with the proliferation of Unmanned Air Systems (UAS).
Technology, beyond its benefits, has also increased complexity across the battlefield due to its extended use on both sides of the conflict. Now, effective Counter-UAS solutions are needed to address the mass deployment of intelligence-gathering drones and their weaponization by malicious agents; traditional COMINT capability is now supporting this effort.
From detecting the mere presence of malicious third parties to identifying the exact location of artillery operations, UAS COMINT has proven crucial in supporting Intelligence, Surveillance and Reconnaissance (ISR) operations and target acquisition. What’s more, we’ve seen commercial drones being deployed for the initial identification of targets before higher-value UAS provide precise targeting information allowing the right weapons system to counter the target. More specifically, the mass deployment of both these commercial and military drones has been a catalyst for the development of Counter-UAS solutions. As the year comes to a close, threats will continue to extend beyond land to air and sea, with teams needing to spend more resources monitoring broader unmanned activity.
Q: What’s a key trend that you believe will impact intelligence gathering in 2024?
A: One of the most significant outcomes in COMINT has been the speed at which commercial and military communication systems, drones and UAS are being deployed by troops at every level – in multiple roles from platoon to brigade level to ground-base air defenders. In this context, 2024 will see trends aimed at strengthening defence teams as well as making things harder for malicious actors.
One of the main trends, however, is the progression of multi-domain operations, which will allow modern defence teams to be more agile, flexible and coordinated in responding to threats across all land, sea and air. It involves bringing together the land, sea, air, electronic warfare and cyber domains into one coordinated activity. Command, Control, Communications, Computers, Cyber, Intelligence, Surveillance and Reconnaissance (C5ISR) is at the core of this as well as COMINT and UAS detection which provide critical access to real-time battlefield intelligence.
Q: Any other technology trends you expect to see?
A: Artificial Intelligence (AI) will continue trending towards being omnipresent in all defence capabilities from communications, target acquisition and reconnaissance (ISTAR), COMINT to weapon systems. For example, recording the Radio Frequency (RF) profile of communication devices on the man, platforms and hostile UAS will allow defence teams to build a useful ‘threat library’ of data that feeds machine learning and AI to automate future search and identification of unidentified systems. This analysis is crucial in determining the different level of threat specific devices or platforms will pose in the future, and the best response options to counter it. As these libraries build up, the information they gather can be merged from various sensors to make more informed decisions, aided by AI. As an example, going forward we expect it will be much easier to approve the use of an AI application in a soft kill Counter-UAS, than it would be to include AI and remove the human element from a hard kill weapon system.
Q: In this context, what role will satellite-based communications play?
A: We expect to see a move away from the heavy reliance upon satellite navigation systems which provide position, navigation and timing information. Should the satellites not be available for this intelligence, for instance due a malicious interception, platform-based solutions such as atomic clocks and oscillators will become increasingly crucial on the battlefield to unlock the key information of UAS solutions.
In 2024 satellite communications will also continue to become more accessible through standards such as MUOS (Multiple User Objective System), a beyond-the-line-of-sight system that is much harder to detect, and much more resistant to interference. Most importantly, this system has a much greater capacity and availability to users on the ground than traditional satellite communications. We’re also seeing mesh radios increase robustness of information delivery as they’re less prone to interruption in communications.
Q: How are SPX CommTech’s products positioned to strengthen teams?
A: This year we launched our next generation 953 COMINT RF Receiver for superior identification, direction-finding and tracking of hostile RF signals to support COMINT and Counter-UAS tactical operations. It performs continuous, unmanned, remote and real-time signal collection up to 80MHz bandwidth across a frequency of up to 40GHz for signal monitoring, collection and direction-finding. This bandwidth delivers a sweet spot between monitoring sufficient signal breadth and amplitude to ensure quality and accuracy in identifying threats.
Additionally, the receiver is powered with removable hot-swappable batteries for round-the-clock use and has a new compact chassis with an IP-67 rating that’s able to withstand temperatures up to 50°C, delivering full operational capability in extreme hostile climatic environments. It also boasts increased removable storage of up to 2 TB for enhanced data capture.
From a software perspective, the 953 COMINT RF Receiver is powered by SPX CommTech’s Blackbird application, which detects, identifies, direction-finds and tracks signals of interest to support, find, fix and strike operations and mitigate electronic warfare threats. It also tracks the RF emission of UAVs and their controllers or Data Links to support counter-responses. Blackbird can record the signal environment for look-back analysis without interrupting the current mission. It simplifies the collection task and can trigger automated actions and support unattended operations.
Q: What is SPX CommTech’s approach for the new year?
A: In 2024, we’ll continue to actively support defence teams and innovate technologies that ensure a smarter, more secure future for all. Key to this will be the evolution of our current BLACKTALON Counter-UAS solution. We will be looking to broaden the sensor ecosystem to provide greater flexibility to meet more of the current and evolving Concept of Operations (ConOps). We will also continue our monitoring of the evolving battlefield dynamics to better understand where enhanced capabilities are needed the most and work very closely with defence teams to keep up with their needs and develop new solutions alongside them where they will make the greatest impact. At SPX CommTech our fundamental goal is to introduce more software-defined functionality and performance which will allow users across the globe to upgrade their capability for a specific use, when needed, with the flexibility and agility to rapidly reroll or optimise equipment for future missions. n
For more information visit: www.spxcommtech.com
EDA’s largest ever counter-IED exercise in Spain
Bison Counter 2023 (BC23), the largest European exercise to combat improvised explosive devices (IEDs), was held in Spain; 12 intense days of joint training. The exercise, hosted by the Spanish Armed Forces, mobilized more than 1,000 personnel from 16 countries, either actively in different trainings or as observers. More than 270 scenarios were conducted between the two exercise sites.
The objective of the BC23 exercise was to train the full spectrum of the Counter-IED concept in a multi-level domain from tactical to operational. The exercise also took a multi-domain approach with land and maritime deployments across two locations, Cartagena and Zaragoza, including:
Explosive Ordnance Disposal (EOD)
Military Working Dogs (K9)
Underwater Work (UW)
Route Clearance Package (RCP)
Weapons Intelligence Team (WIT)
European Centre of Manual Neutralization Capabilities (ECMAN) and
Joint Deployable Laboratory for Exploitation and Analysis (JDEAL).
To achieve the highest level of full-spectrum C-IED training, role players and more than 300 vehicles were employed, including Centaurs from the Spanish 11 Cavalry Regiment, RG-31s, Huskies, armored JCBs, VAMTACs, Mk5s and Infantry Piranhas, to name a few. During the live exercise all tasks were observed to provide an after-action review as baseline for the lessons identified/lessons learned (LI/LL) process. Beginning next year, BC23 will be completed by a workshop reviewing the complete exercise, the observed LI/LL and a handover from Spain to the host nation for Bison Counter 2025, the Netherlands.
BC23 – full-spectrum, multilevel and multidomain
BC23 C-IED concept is based on a full-spectrum, multilevel and multidomain approach, integrating the intelligence cycle which allows interconnection among all levels. The following assignment of the C-IED enabler illustrates this.
Assuming that during an operation an IED was suspected by the involved forces. This suspected IED can be confirmed in various ways, including Route Clearance (RC), usage of Military Working Dogs (K9) and Underwater Work (UW), capabilities that were amongst others also practiced within the EDA Program Military Search Capability Building (MSCB ).
Once the IED is confirmed the (C-IED) Task Force decides how to eliminate this threat. The common approach is tasking Explosive Ordnance Disposal (EOD). But there are situations where the use of EOD may be inappropriate or the risk of exploding a device is unacceptable (i.e., direct threat to human life, critical effect on the mission, recovery of an intact device is of interest for exploitation, combination with CBRN payload). Therefore, manual neutralization is required. This highest level of skill and training can be achieved by courses delivered under the EDA program: European Centre of Manual Neutralization Capabilities (ECMAN).
After eliminating the threat, collection of evidence for further investigation is attempted. This is usually done by a Weapon Intelligence Team (WIT) or similar capabilities (Level 1 exploitation). The collected evidence is forwarded for Level 2 Exploitation, a capability provided by another EDA program, the Joint Deployable Laboratory for Exploitation and Analysis (JDEAL). The results provide information on enemy techniques, tactics and procedures (TTP), which can be used in further operational planning and thus contribute directly to the preparation of forces (PtF).
16 countries – together
BC23 brought together personnel from 16 countries: Spain, Austria, Belgium, Czech Republic, Finland, France, Germany, Hungary, Italy, Netherlands, Portugal and Slovenia participated actively; the United States, Latvia, Romania and Sweden participated as Observer countries. Luxembourg and Norway are also member countries of the BISON COUNTER EXERCISES project, although they did not participate with troops in BC23. n
In conversation with Brigantes: as we head into 2024, how should defence bodies be approaching tech procurement?
Soldier Mod talks to Matthew Williams, CEO, Brigantes
We’re existing in an era which will be defined by technological advancement, and the defence sector is no exception. As we head towards 2024, the world of military technology continues to evolve at a remarkable pace. To gain some deeper insight, we sat down with Brigantes CEO, Matthew Williams, someone at the forefront of cutting-edge developments in the field, to get his take on the current state of military tech and what lies ahead.
Q: As we enter 2024, what do you consider to be the most significant technological challenges and opportunities facing the military sector?
A: “Technology is playing an increasingly pivotal role on today’s battlefields. Advancements are enabling armed forces across the globe to harness previously unimaginable possibilities. From state-of-the-art weaponry to intelligent communication systems, developments in technology are swiftly changing the shape of armed combat as we know it.
Traditionally, the defence sector has siloed technology into separate, distinct areas. The urgent, primary challenge, but also the greatest opportunity, lies in our ability to integrate these disparate realms.
Achieving the most significant impact will require a seamless synergy of intelligence and kinetic effect. Currently, defence is looking at tech through a lens of isolated opportunities, engaging only certain elements of the equation. As a consequence of this, we are missing the potential to be had by integrating tech as part of the bigger picture – an approach which could yield dramatic, far-reaching benefits.”
Q: What factors do the modern military need to consider when approaching operational technology?
A: “When approaching tech – what’s traditionally been done and what Defence bodies need to avoid, is starting with an answer. What I mean by that is we often hear people saying, “I’ve seen this piece of shiny new equipment that can do XYZ. I want that” – this is the wrong way to go about it. We should instead be asking “what effect do we want to achieve?”, “what are we trying to do?” – and from here we can approach tech. Start with the “why”, and then we can look at how tech solutions can facilitate this goal.
We also need to be looking at this holistically, across the entire chain of command. There’s a temptation to be taken in by shiny new tech and all the brilliant stuff it can do. But this needs to be considered in terms of what it can achieve, across the whole operational spectrum. We’ve been looking at operational issues separately from a nation’s strategic intent. This isn’t holistic. We need to join these dots.”
Q: Surveillance has transformed military operations in recent decades. Can you talk a bit about how you see this being used?
A: “Surveillance has been a transformative component in the advancement of military operations in recent decades and it’s something which has revolutionised the means through which armed forces personnel can gather a huge amount of information and situational awareness.
However, there’s a big difference between information and intelligence and this is a crucial distinction when we’re talking about surveillance technology and the advantages and drawbacks of different tech approaches. “Information” in this context pertains to all data – there’s a lot of it and a lot of it is irrelevant. “Intelligence” on the other hand is the distillation of this information into valuable, actionable data which can inform key decisions at a strategic level. Intelligence is what modern technology is enabling us to garner, and quickly.
A brilliant example of this kind of tech is Reveal’s Farsight software, which equips the user with the ability to generate real-time 2D maps and near-real-time 3D maps from UAS image data. This results in dramatic time savings, but also a reduction in the logistical and cognitive burden shouldered by units who are navigating in high-risk environments. It’s interoperable with a range of mil-spec UV devices and can be integrated across several platforms including ATAK.
The scope of possibilities with this kind of technology is almost unimaginable, but the key here is in that holistic approach – the effect that this type of intelligence could have on the entire chain of command, as opposed to focusing only on what can be achieved on the ground. As it stands, a section commander on the ground is effectively a decision-maker who can make or break an entire operation, but these individuals are often heavily burdened, fatigued, highly distracted and have a low-level understanding of entire battlespace strategy. However, this Corporal can become a battle-winning asset if the intelligence that they have garnered can be instantly passed up the chain of command in the form of real-time, concrete, actionable data. The result of this is reasoned, timely decision-making which can deliver a dramatic, potentially battle-winning effect.”
Q: We’ve spoken a lot about the opportunities that technology can afford us. What about the other side of the coin: are there risks that need to be taken into account when utilising some of this emerging technology?
A: “I think it’s important to note that this tech isn’t emerging, it’s here, right now. What’s key is the defence sector’s adoption of new tech – adoption at tempo. We could argue that the real risk is that Defence doesn’t adopt these advancements quickly enough, which would be due ironically to a longstanding risk aversion. To miss this opportunity would be to gift our adversaries with an operational advantage. They are progressing, constantly. To become complacent is to allow them to get ahead. What’s becoming clear from the ongoing conflict in Ukraine, is that success is frequently determined not by lengthy precision procurement processes, but by agile decision-making and innovative solutions. Makeshift weapons manufactured from off-the-shelf drones have become an indispensable component of Ukraine’s fight against the superior power of the Russian military over the last 20 months, and I think we’re going to continue to see more of this going forward. Swift evolution and agile procurement processes are going to be pivotal.”
Q: There’s a huge breadth of UV solutions readily available on the commercial market these days. How can military bodies make decisions on what’s best for their needs?
A: “You could argue that the UV device itself is of little consequence in the context of the wider discussion around this. It’s certainly important; as you rightly say, this is a realm in which capabilities are advancing rapidly and it’s crucial to stay up to speed with what is the most fit for purpose, depending on the requirement. There is no one UV solution to rule them all – there’s a UV for every conceivable purpose and selecting the right products comes down to a consideration of what is the correct device for the end-user. At any rate, the UV device itself is merely a sensor, a collector of information. Where the tech conversation gets really interesting is in what unites it all – that crucial web that ties all of this technological capability together and connects the dots.”
Q: So to stay ahead of the game is non-negotiable, and a holistic approach is key. What does this kind of approach actually look like?
A: “We could take the classic example of a unit in the field using Parrot’s Anafi USA. This is a drone which can gather surveillance up to 10km and has a flight distance of roughly 4km. vSo immediately the user has expanded their information-gathering capabilities by around 15km. Now at this stage that’s all it is – information, and a unit of 8-12 personnel on the ground could have all the information in the world but their lethality is still limited to the range of their individual weapon systems.
Traditional methods of radioing up the chain of command are labour-intensive, cognitively cumbersome, and slow – a stage set for inaccuracies. By bringing contemporary tech into the equation, all of this information is transmitted immediately onto their chest-worn device, from which it can be swiftly shared up the chain of command to a lead decision-maker who can review this factual data to inform a measured, unbiased decision. What this means is that with a drone operator, a unit of 8-12 people, can now effectively cover and control an area of around 40 square kilometres, thanks to the structured and cohesive application of the right technology. Not only does this increase lethality, but it dramatically reduces the risk to life and the potential implications of fraught decision-making by personnel lower down the command chain.”
Q: You made the distinction earlier between information and intelligence. How does the UV operator on the ground deliver this information as actionable intelligence that returns real results?
A: “There is a lot of noise out there and it can be overwhelming. Soldiers are already having to contend with masses of information when they’re operating in the field, not to mention the physical burden of being out on ops and the toll that this takes. What we don’t want is all of this tech which is designed to be an asset, to actually become a hindrance. When it comes to technology and information, more certainly doesn’t equal more.
The answer here lies in integration, specifically the integration of hardware and information, which together translates into intelligence. This is the equation I alluded to earlier, and it’s the cornerstone of a successful technological procurement approach. Utilising integrative technology can enable us to really harness a lot of power. I touched on Reveal’s Farsight software already, and another great example of this type of technology is Tomahawk Robotic’s Kinesis Ecosystem, a control system that incorporates AI technology into an open architecture approach. Kinesis enables operators to channel all of their UXV capabilities into one platform, which is a huge step because it negates the need for several controllers. Technology like that is a real game changer because it means there’s a reduction in weight, less of a training burden, and less of a cognitive burden on the soldier, which can make a world of difference for agile decision-making. And truly this is the crux of so much of this conversation. It’s not really about what the tech can do, it’s about what it can facilitate us to do.”
Q: The last couple of years have seen combat warfare evolve pretty close to home for the first time in several decades. What’s our takeaway here, if you could underpin future tech procurement in a nutshell?
A: “Throughout history, we’ve witnessed revolutions which have changed the shape of military operations forever. The machine gun is always wheeled out as an example of this in that its invention put an immediate halt to the era of cavalry, and that effect was seismic. We’re in the midst of a technological revolution right now and it’s constantly changing how we have to do things. Tempo is key. Agility is key. And so is a holistic approach. Lessons are being learnt all of the time. Global societal, tech, and political landscapes are constantly evolving at pace and within that so too is the world of defence. We simply cannot afford to take our fingers off the pulse. You don’t have to search hard to find an infinite array of brilliant new technology solutions offering unbelievable possibilities. But this conversation is not really about cool gadgets. It’s about a change of approach, it’s about taking a step back and looking across the entire strategic chain of command at how tech can influence that for transformative effect.” n
Brigantes is the go-to specialist for on-the-soldier equipment. Uniting decades of military experience, advanced technical expertise and leading brand partnerships to deliver state-of-the-art soldier systems for every operational environment. Get in touch with them to discuss your unique challenges.
For more information: www.brigantes.com
Matthew Williams, CEO, Brigantes
Exercise Global Dexterity brings heavy lifters Down Under
Exercise Global Dexterity 23-2 brought together C-17A Globemaster aircraft from the United States, United Kingdom and Australia for a series of air mobility training missions.
Held at RAAF Base Amberley from November 27 to December 8, the exercise continued the close ties built in previous years between the RAAF’s No 36 Squadron and the United States Pacific Air Forces (PACAF) 535th Airlift Squadron, travelling from Hawaii.
For the first time, the Royal Air Force (RAF) No 99 Squadron will participate in the exercise from December 1 onwards.
Exercise Global Dexterity is held twice a year, and provides an opportunity for C-17A aircrew and technicians to build aviator-level relationships with foreign counterparts.
Wing Commander Scott Hyland, Commanding Officer of RAAF No 36 Squadron, said these relationships ensured RAAF aviators could support operations at short-notice.
“The C-17A is well-suited to delivering critical personnel and large amounts of cargo across the Indo-Pacific, but the people and our relationships are what allow us to do this quickly and effectively,” Wing Commander Hyland said.
“Through Exercise Global Dexterity, we’ve built a relationship with the United States PACAF C-17A community that allows us to fly and fix each other’s aircraft as a blended workforce, greatly increasing our flexibility during operations.”
“The value of these aircraft and their workforce is evident when we deploy together in the region, whether it be in support of peacekeeping operations, non-combatant evacuations, or to deliver a time-critical response to a natural disaster.”
Exercise Global Dexterity 23-2 will involve low-level formation training around western Sydney, high-level air-to-air refuelling from RAAF KC-30As, and deployed operations to RAAF Bases Townsville and Scherger in northern Queensland.
“With the cooperation of the Papua New Guinea Government, we will also conduct air mobility missions to Papua New Guinea during Exercise Global Dexterity 23-2,” Wing Commander Hyland said.
“We are grateful for the opportunity to test our skills in Papua New Guinea, which is one of the world’s most complex flying environments. The training we achieve during Exercise Global Dexterity ensures that we can deliver help anywhere in the Indo-Pacific.”
“We welcome the United Kingdom’s debut in Exercise Global Dexterity, and believe it will yield great benefit to the wider Indo-Pacific community on future operations, and we thank the Government and community of Papua New Guinea for their support.” n
Deploy lighter, last longer
Soldier Modernisation talks to Jake Rawson, Head of Business Development at ZeroAlpha Solutions, which provides expeditionary energy and information systems to the UK and European defence and security markets, about the company’s latest developments in power management and generation systems for On the Man (OTM) applications
In any military setting, energy is king. From powering bases and fuelling vehicles to providing energy for devices and technology for dismounted soldiers in the field. As experts in mission-critical solutions since the company’s establishment seven years ago, ZeroAlpha Solutions addresses a range of needs for military operations, from reliable off-grid power to small form factor network communications modules. The philosophy is simple, explains Jake Rawson – to enable commanders and units to increase their mission endurance and operational effectiveness in austere and zero infrastructure environments, in turn enhancing command and control and tactical effectiveness in the harshest of environments.
That philosophy is at the heart of some of ZeroAlpha’s latest developments, explains Rawson, including its Vulture Scavenger solution that ensures users can achieve reliable power in the field. “The question of how to harness renewables in tactical environments isn’t new,” explains Rawson. “It often arises with big HQ scenarios, but as you look at lines of defence, the question of how to enable users deployed forward supplied with energy in a renewable, reliable way is as important – if not more so in some ways, such as survivability and tactical advantage.” For such lines of defence, from smaller bases to individual soldiers on the move, energy remains key but various factors mean traditional supplies are less viable. “Take diesel – it’s loud for starters. Then it also requires a supply chain which comes with its own issues. The more you use, the more you need, and that needs to get as far forward as possible, which isn’t always easy. Essentially, the further forward you are, the less diesel you tend to have, the less batteries you have, which means alternative power solutions and sources are key. At ZeroAlpha our mission is to keep the guys and girls as far forward as safe as possible – and energy solutions are key to this.”
Powering On The Man (OTM) applications
ZeroAlpha has developed a power management and generation system that will support OTM applications in austere and zero-infrastructure operational environments. Operating a modular System of Systems approach, it offers variable energy collection and power management sources to support a variety of operational environments, user devices and tactical situations. This system is capable of delivering a high level of energy sustainment for small teams over extended mission profiles, reducing dependency on traditional AC and AC/DC systems. The system provides a ‘Power of Opportunity’ approach to collecting energy from 9-40v DC sources as well as 96-265v 50 or 60 Hz inputs, offering a low SWaP profile for small teams operating forward of main forces to deliver prolonged operating times, energy security and reduced sustainment.
“The principle is not dissimilar to the idea of keeping a civilian mobile phone charged,” says Rawson. “You need that device to carry out certain tasks when you’re away from a power source, so you use various other sources at different times to ensure you can. You would charge it up at home, then maybe in a vehicle if you can. Then if you have to leave those power sources behind, you would use other portable equivalents like a power bank, or maybe a portable solar panel. It’s the same for military devices – what we’re trying to do is to facilitate portable power systems that can operate independently, in the absence of traditional sources such as grid power for extended periods.”
ZeroAlpha’s technology operates a ‘scavenger mindset’, hence its Vulture Scavenger name, it does just this, allowing dismounted soldiers to use alternative sources to charge devices in the field. This reduces both cognitive and physical burden, reducing the number of batteries carried by soldiers on the move and potentially the number of devices and complexity of systems. “This is a robust, flexible and self-sustaining energy collection, power generation and energy management and distribution system that delivers an agile, highly mobile solution in the field when teams need it most,” says Rawson.
Security and survivability
Agility and mobility is important, but ZeroAlpha’s OTM application also provides tactical advantage and ultimately improves survivability for personnel operating in some of the most challenging environments in the world, explains Rawson. “If recent global events have taught us anything it is that if you are able to be seen then you will be, and if you’re seen you’re in danger.” The proliferation of UAVs and commercially-available drones, as well as night vision and thermal detection means power supplies can often give away location, at huge risk to the teams using them. “The ability to charge on the move, without taking loud, hot power supplies, gives operatives the opportunity to run silently. This is absolutely key for users deployed forward who want to be quiet and operative without detection, making this application absolutely key in their safety and survivability.”
Tried and tested
With years of experience under its belt, and a proven track record in getting its solutions into the hands of the people who need them, ZeroAlpha is perfectly placed to offer the next generation in sustainable power capabilities to defence and security markets not only in the UK but across Europe. The company’s technology is already used by the Royal Marines, and is set to be adopted by NATO members following a NATO Support and Procurement Agency (NSPA) framework agreement.
The OTM solutions ZeroAlpha has created do not stop there, with the potential for replication across scales – meaning its systems can be adapted and taken forward to ensure sustainable, renewable power supply to vehicles, bases and more. For Rawson, the latest developments are simply part of the company’s ongoing aim. “Our mission is to be one of the UK and European leaders in the delivery of third party communications, information management and sustainable power solutions to the defence, security and intelligence markets, that will exceed the requirements and performance expectations of our customers,” he told Soldier Mod. “With technology like this, that’s exactly what we’re doing, ensuring the needs of those operating in some of the harshest environments are not just met – but provided for in a way that contributes to their safety and tactical advantage.” n
For more information visit: www.zeroalphasolutions.com
Hero-90 multi-domain, multi-purpose, man-portable loitering munition system
Hero-90 is a common launch tube compatible, light-weight, multi-purpose loitering munition system, easily carried in a backpack by a single soldier.
Hero-90 loitering munition system
Highly agile and man-portable, the Hero-90 brings a versatile anti-tank capability to the battlefield, specifically tailored to meet the evolving needs of infantry and tactical forces.
It is designed to bring unprecedented lethality to land forces, especially small tactical units operating in challenging environments. The Hero-90 provides agility and counter-armour capabilities at extraordinary ranges and endurance, best performance in its category.
The Hero-90 stands out with its All-Domain compatibility. It can be equipped on air-vehicles, vessels, land vehicles (from small to large) and infantry units.
Redefining mid-range lethality
A potent force against armoured targets, the Hero-90 delivers precision strikes at ranges exceeding 40 kilometers. With versatile warhead configurations, including Anti-Tank, Multi-Purpose, and Anti-Personnel, it is critical for meeting the requirements of the rapidly evolving symmetric and asym- metric warfare arenas. The Hero-90’s small form-factor and portability, combined with a high-yield warhead of over 1.5kg, provides a significant and precise destructive capability to effectively neutralize threats from different types and sizes.
The operational concept
❯ The Hero-90 is man carried and launched from its canister, allowing for immediate launch within less than 2 minutes by a single operator
❯ Once launched the Hero-90 navigates autonomously to a pre-set target area. Real-time mission changes are possible through the Hero-90 Fire Control Unit (FCU)
❯ The operator controls the Hero-90 via the FCU, ensuring “Man-In-The-Loop” at all times
❯ The Hero-90 loiters over the target area, providing sufficient time for target identification and allowing the operator sufficient time to optimize the attack
❯ The Hero System provides the operators with the flexibility to switch attack patterns and detonation modes in real-time
❯ Hero-90 supports mid-mission adjustments, including abort & re-engage capabilities, and transferring control between any HERO teams, regardless of their location (Ground, Air, Sea). n
For more information visit:
uvisionuav.com | www.rheinmetall.com
Singapore Army’s 3rd Division engages in professional interaction programme with Malaysian Army
From November 20 – 21, 2023, Brigadier General (BG) Cai Dexian, Commander of the 3rd Singapore Division (3 Div), led a delegation participating in the Professional Interaction Programme (PIP) alongside the Malaysian Armed Forces (MAF) Army 3rd Infantry Division.
This year’s PIP, hosted by Major General (MG) DATO’ Rashidin Hashim Bin AB Rashid, General-Officer-Commanding (GOC) 3rd Infantry Division, MAF, took place at Terendak Camp in Malacca, Malaysia. Key highlights included a courtesy call to the GOC of the 3rd Infantry Division, MAF, insights shared by MAF’s 3rd Infantry Division and discussions on security-related topics.
In his closing remarks, BG Cai emphasised, “The PIP not only enhances professional exchanges between both armies but, more importantly, serves as a platform to foster mutual understanding and strong relationships.” n
Broadband Communications is the key to an effective mobilisation strategy
Nokia and Kinected Solutions democratise voice and data – bringing together dedicated broadband wireless mobile networks, devices and sensors, as an extension to existing communications
Communications equipment in the military has traditionally been a bespoke and specialised area, which often resulted in only key team members being in possession of this precious resource.
What if a suitable mobile phone, issued to every soldier, could provide crucial intelligence and situational awareness, through TAK with voice and video comms? What if this approach enabled these and other applications to be used in both isolated operations and along the full command chain?
We call this BANSHEE.
What is BANSHEE and why is it so unique?
Conceived and developed by Fenix, in collaboration with Nokia, Banshee is the World’s first, patented, combination of Mobile Network Technology, Meshed Radio (MANET) and an open bridge architecture with onboard Edge Computing Server.
Banshee is small, multi-frequency, can be carried or driven into tough environments and become operational in a matter of minutes.
The solution is highly deployable, as an isolated bubble or networked with any combination of the Banshee units, current MANET radio solutions and additionally LAN, WAN and Satellite Comms.
It brings specialised applications to the very heart of the operation, allowing all users to be in possession of the latest data, to control their assets like sensors and drones, to monitor their wellbeing with Godsend and to collaborate effectively as a united force in complex situations.
The information you need, when and where you need it.
We are all aware that technology marches at a frightening pace. Nokia has been at the forefront of this technological revolution with its long history of pioneering Mobile Network innovations and wealth of experience in Public and Private wireless networking, you could say we know a thing or two about the mobile business.
Harnessing this expertise and applying our knowledge to enhance operational communications was a natural evolution. Given the economic pressures all governments face, drawing on mass market commercial technologies, specially adapted for this unique environment, brings advanced mobile communications capabilities to everyone for the benefit of all. Whether that’s mobilising, in forward command or dismounted – a truly democratic data rich experience is what is achievable.
In the commercial mobile world, we are surrounded by networks offering incredible download speeds, coverage everywhere, affordable devices and increasingly the “Internet of Things”, a description of non-human connected objects that exchange data between themselves and their host server applications.
KS, supported by Nokia, uses the “Banshee Battlefield of Things™” from Fenix, as a way to describe seamless interworking of different assets across the military domain. Leveraging these technologies will be a fundamental component of future defence strategies.
We asked Rob Jones, MD of Kinected Solutions, to give us an insight into the game changing capabilities that BANSHEE can bring to your serials.
Q: Why is Banshee such a game changer?
A: Banshee brings faster, robust comms to all of our people and most importantly they do not have to replace their current systems to benefit from this new capability.
You can now share voice, video, TAK and other data securely and safely whether at home training or elsewhere.
The system is flexible, you can add new applications and look at new deployment ideas and use cases which improve our efficiency as a unit and keep everyone all aligned on the mission parameters.
Q: Does it deliver, or is it all just marketing?
A: This is not vapourware, its real and its proven its effectiveness in training and live situations. Banshee gives the forces a capability they have not had, an all in one, small and portable solution.
More than that, each Banshee allows communication with other soldiers and assets, connected via other Banshee units or legacy comms – acting and communicating in unison.
Q: If this uses ordinary mobile phones, what stops anyone else infiltrating?
A: Just like in public networks, you need a dedicated identity to connect to the Banshee and these protocols are secure. If a device is lost, it can be deleted from the system. It uses all the security mechanisms associated with mobile networks and devices to protect people. Its further enhanced with encrypted applications hosted in the onboard computer.
Q: Why is this happening now, when Mobile has been around for 30 years?
A: Nokia has been able to harness the new more powerful computing platforms and efficient radio electronics, making the tech more accessible and performant.
When you access this capability to create your own private wireless networks, as an extension of your current capabilities we bring the military a new dimension in federated telecommunications.
Our vision extends far beyond Banshee, and not just limiting ourselves to mobile technologies. Here at Nokia, we manufacture just about all the networking hardware and software needed to create complete solutions for our customers. These technologies will be transformative in the creation of advanced telecommunications infrastructure and mobilisation strategies in the defence sector. n
For more information please visit: nokia.ly/defense
Army concludes Network Modernization Experiment 2023
By Dan Lafontaine, DEVCOM C5ISR Center Public Affairs
The Army recently completed its annual capstone Network Modernization Experiment, or NetModX, after 10 weeks of experimentation spanning 62 technologies.
Across three locations in New Jersey and Maryland, the Army’s Command, Control, Communications, Computers, Cyber, Intelligence, Surveillance and Reconnaissance Center and partner organizations experimented with a broad spectrum of network-related capabilities in an operationally realistic, threat-informed environment. The C5ISR Center is an element of the Combat Capabilities Development Command.
Because of the Army network’s vast reach, NetModX 23 encompassed 17 focus areas and five modernization priorities: Future Vertical Lift, Long-Range Precision Fires, Network, Next Generation Combat Vehicle and Soldier Lethality.
“As an enabler for multiple Army technologies, the network and its performance in multiple dimensions becomes critical to overall mission success,” said Joe Saldiveri, NetModX 23 lead strategic planner.
NetModX 23 featured projects leveraging a live, virtual and constructive environment that enables experimentation in a distributed manner. LVC assists the NetModX project management team to provide an all-inclusive service by combining real and simulated capabilities to simulate technologies under experimentation. The LVC environment fills in gaps where real systems are too expensive or too scarce to include.
“The C5ISR Center offers a critical service to the C5ISR community by providing the environments and engineering expertise to experiment and inform complex C5ISR integration decisions. LVC is a tool that enables us to answer more complex questions with greater fidelity and more efficiency. We continue to invest and work with our partners in building out our LVC capabilities – to ensure we are pushing the state-of-the-art boundaries,” said Seth Spoenlein, assistant director for system integration.
As part of NetModX, the C5ISR Center routinely partners with a fellow Army R&D organization, DEVCOM Analysis Center, to create an operationally relevant experimentation environment. This environment is vital to experimentation as it exposes emerging technologies to realistic threats for greater learning.
In addition to the work of Army scientists and engineers, the event included Soldier participation from the 75th Innovation Command, 101st Airborne Division and Fires Capabilities Development and Integration Directorate. This allows real-time soldier feedback on how emergent technologies affect mission threads and performance within those threads.
“Soldier participation in NetModX allows technology developers to gain insights into how soldiers would interact with the technology in an operational setting, providing valuable lessons across a broad range of technology readiness levels,” said Noah Weston, chief of C5ISR Center’s Strategic Experimentation Office.
New this year was Innovation Week, a two-week extension of NetModX with a focus on sensor-to-shooter experimentation, augmented by LVC capabilities to enhance realism. The intent was to explore high-risk, high-reward experimentation, to push the boundaries of learning by exercising a common sensor-to-shooter mission thread using uncommon technologies and network architectures.
Innovation Week resulted in a series of firsts for the Army network enterprise, providing a basis of knowledge for further exploration, Weston said.
“Leveraging initiatives such as Innovation Week, the Army can discover potential leap-ahead technologies or architectures that are distinct advantages over currently deployed systems. Innovation Week is focused on reducing risk for both our internal science and technology programs and, more importantly, our transition partners. It provided an operationally relevant “safe to fail” environment to conduct systems of systems experimentation,” he said. n
The mobile sound ranging array: solid ground for target acquisition
Soldier Modernisation talks to Alex Koers, co-founder and director, Microflown AVISA
Microflown AVISA is a deep tech company providing an acoustic layer to the battlefield.Exploiting the benefits of its own proprietary (and universal) sensing platform, the CASTLE acoustic subarray, the company has implemented the concept of Passive Acoustic Distributed Sensing.
For networking, IP based MANET radios are used. Hence, sheer firmware defined capabilities can be provided that include:
• localization of indirect fires
• gunshot localization
• short range air defense
• tank hunting
Over the last decade, the company spent more than 400,000 person hours on developing a capability that experiences a surge in interest. Soldier Modernisation spoke to Alex Koers about their innovative solution.
Q: Within Europe a lot of companies and countries have one eye on what is happening in Ukraine. Has the on-going conflict affected how Microflown AVISA is working?
A: Yes it has, as the Ukraine war doesn’t only show the brutality of the Russian artillery, but also the way the Russians operate.
With both aerial surveillance and Electronic Warfare being omnipresent, active target acquisition sensors like weapon location radars have become vulnerable.
But moreover, with the Russians also applying shoot & scoot when firing, the chances of hitting the enemy on the position it fired from are decreasing rapidly.
NATO is turning to the concept of the pre-emptive strike. Our Mobile Sound Ranging Array helps in gradually building the “kill web”. We prioritize on that.
Q: Who are your competitors?
A: Technically speaking weapon locating radars. We have surpassed the current generation of sound ranging systems that were developed around the turn of the century.
Q: What are the main differences between the new technology and the previous generation of sound ranging?
A: First of all, previous generation sound ranging sensor nodes are large. Their typical shape is an equilateral triangle, the leg length around 10 meters. By necessity, the system is ground based, which is problematic in times where soldiers need to remain on the move all the time.
Our Acoustic Multi Mission Sensor, a “molehill” shaped sensor with 23-30 cm footprint, equals and exceeds the capability of such a triangular shaped sensor node in terms of acoustic performance.
But given its footprint, our capability can be installed on mobile platforms, like ground based vehicles and, in the future, multi-copters.
Secondly, traditional sound ranging makes use of muzzle blast noise only, having a blind eye on rockets that don’t generate muzzle blast noise.
For sure, rockets are an important threat that need to be addressed if possible.
Our target acquisition strategy is based upon capturing the 3D shockwaves that are generated by both howitzer shells and rockets, as long as they fly at supersonic speed.
Q: How does that target acquisition strategy work?
A: From the tip of the shell or rocket, a 3D shockwave front starts to propagate following the direction of the round being fired.
Keep in mind that the sound source in this case is approaching the receiving sensor posts with the speed of the round, not the speed of the sound.
This mitigates one of the main disadvantages of acoustic sensing, as sound waves don’t travel with the speed of light.
We know, based upon forward models we made and validated, when, where and under what 3D elevation angle such a shockwave front will hit a CASTLE sensor post.
By combining all these arrows, our engineers have developed the algorithms that can reconstruct the corresponding ballistic curve in space and time.
Q: So what allows you to compete with weapon location radars?
A: Well, in essence, a weapon location radar tries to estimate the point of origin out of the ballistic curve it is trying to compute as well.
But nowadays drones provide the target coordinates, with pin-point precision, in real time with eyes on target. They have taken the position a radar used to have.
The only mission left is to tell the drone pilot when to take off and where to fly.
We can do so, just like a weapon locating radar does. One could argue both sensor categories are artillery shell tracking sensors, with different pros and cons and, not unimportant, significant differences in total cost of ownership.
Q: So sensor fusion, is that the way forward?
A: Yes, of course our MSRA can alert and cue a weapon locating radar, keeping it “down” as long as possible and allowing it to use a beam with a small top angle, minimizing the threat of hostile direction finding sensors localizing the radar.
But maybe also EO/IR systems should be considered in future sensor grids. Like our approach, the optical approach is passive and distributed, so in essence a similar concept in another domain. “Numbers matter” nowadays.
Q: Can you elaborate on the costs?
A: A weapon locating radar may cost 15 million Euros to buy. The annual operating costs include depreciation, cleanroom maintenance and labour costs. It adds up to 3-4 million Euros per year. Radars need to be defended as well.
The military plans for 25 years at least. It is a long-term financial commitment.
Our capability is in the price range of these annual costs, and, not unimportant, can be considered “unattended”.
Q: Don’t you need a dedicated formation of soldiers for the MSRA?
A: It depends. Some nations indeed prefer this approach, with dedicated vehicles and well-trained soldiers, adding to the operational costs. But frankly, we believe it is recommendable to make use of “in fleet vehicles” that are driving around anyway. The organizational challenge is how to bridge the “stovepipes” in the Army.
Our CASTLE subarray can also be loaded with firmware to detect incoming direct fires and airborne threats.
This provides close proximity awareness for each of these vehicles and, moreover, the possibility to fuse data with on board optical systems. Edge processing as it could be.
And when needed, CASTLEs on some vehicles along the front line should be assigned to become a sensor post in the MSRA.
Some sensor posts may be jammed, some sensor posts would like to remain in a silent mode. The “luxury” of having access to enough sensor posts makes the idea a more robust contingency planning. But also from a signal processing point of view, having the ability to select among sensor nodes makes the MSRA better performing.
Keep in mind that 3D shockwave front creates a “spatula” type of “boom carpet” as we call it, not the “circle” with a gradually decreasing noise level. With dynamic targeting, the enemy right in front of you may decide not to fire straight ahead, but fire far to the left or right. It affects the direction the “boom carpet” is progressing.
Q: Any other controversial ideas?
A: Well, I would not say controversial, but maybe a bit counter intuitive. In our concept, we assume a ballistic curve that has of course both a beginning, the point of origin, and an end, the point of impact.
We can improve the localization accuracy of the point of origin by localizing the impact, and fitting the ballistic curve on this end. “You need to be lucky enough to be shelled upon”. Our concept is a bit fuzzy, optimizing between accuracy and timeliness.
Q: What about integration with other systems?
A: We do offer our own AVISA C2. But hooking up with overarching systems is a rather straightforward task.
Q: What is on your roadmap?
A: More than we can chew! We need to prioritize. But the categorization of the indirect fires has our focus. We already provide information on the trajectory, connecting the dots between point of origin and point of impact. The big question is if we can differentiate between howitzers and rockets. And yes, “we can”. n
For more information: www.microflown-avisa.com
email: avisa@microflown.com
Army announces new way of winning future wars
Eighteen months in the making, ‘The Land Operating Concept – A New Way of Winning’, sets out how the Army will respond to future threats to the UK.
The radical new strategy for fighting and winning wars was announced by General James Bowder, Director of Army Futures, at DSEI 2023 in September.
Over the next decade, competing states will threaten the UK while instability driven by violent extremists, climate change, evolving demographics and the malign activity of hostile states will play out. This will place significant demands on the Army to deter and, if needed, eradicate threats at range. The Land Operating Concept (LOpC) predicts four areas of significant change. Armies across the world will increasingly find themselves:
Exposed: An exponential increase in both the quality, and number of, advanced sensors and precision weapons is resulting in an expanded and more transparent battlefield. It is becoming much more difficult for soldiers to hide and survive.
Autonomous: The march of autonomous systems will continue. Developments in robotics on the ground, and especially in the air, are already forcing tactics to change. Meanwhile, Artificial Intelligence will see a step-change in the speed and accuracy of targeting and decision making. Humans will remain in the loop but dependency on autonomous systems will grow.
Fragile: Adoption of advanced technologies means a greater reliance on data, software and the digital networks which connect them. A network’s links are inherently susceptible to interference, while its nodes are exposed by their broadcasts. If everything is connected, everything is vulnerable.
Observed: The prevalence of cameras, mobile technology and the internet means that combat increasingly takes place in a global goldfish bowl. With military actions being more closely scrutinised in real time, maintaining surprise, deception and legitimacy will be more of a challenge. In response to these predicted changes, the British Army will:
Fight by Recce-Strike
Recce-Strike is the intelligent combination of surveillance capabilities with artillery and other strike assets to find the enemy as far forward as possible and destroy them. The future army will aim to apply this approach at every level, in battlegroups, brigades, divisions and in the corps, drawing – where available – on air, naval and space capabilities.
The Ranger Regiment and Special Operations Brigade will play key roles in this new approach to finding the enemy as far forward as possible and neutralising the threat. Whilst technology will continue to drive tactics, the bravery and ingenuity of the British Army’s soldiers will remain fundamental to its success and will matter more than equipment.
Adopt a new approach to survival:
The protection of soldiers will be at the heart of the new strategy, due to the increased risk of being revealed by drones or electronic surveillance and struck by long range missiles. Fighting forces will disperse, deceive and conceal themselves whilst hunting down the enemy’s artillery, surveillance assets, logistics chains and command nodes.
Exploit the electromagnetic spectrum and cyberspace:
This will be a key determinant of success on a future battlefield given digital dependence on both sides. Outmanoeuvring, outpacing and outmatching an opponent on this critical frontline will invariably lead to tactical advantage.
Reboot logistics to make them fit for the ‘Precision Age’
The reach and accuracy of contemporary and future artillery places traditional approaches to logistics, and the resupply of land forces, in jeopardy. Large logistics nodes are tempting targets and an effective enemy will punish a force which concentrates its supplies. The new approach will draw upon dispersal, concealment, forward manufacture and repair, as well as contracted support to offset the challenges of a more dispersed and expanded battlefield.
Seize the initiative in the information environment
Land forces must increase the speed, reach and sophistication of their information warfare capabilities to set the conditions for success before conflict and to quickly help shape perceptions if a crisis unfolds.
They must be first with the truth, adept at calling out misinformation and expert at publicising the enemy’s missteps. The Army’s 77 Brigade will lead on seizing and maintaining the initiative in the information environment.
During his keynote speech at DSEI earlier this week, General Sir Patrick Sanders, Chief of the General Staff, said the Land Operating Concept is:
“the most robustly evidenced and inclusive piece of conceptual thinking that the Army has produced in over three decades. This places the British Army at the intellectual edge of land warfare, able to lead in NATO and support our sister service across all domains.”
In developing the LOpC, the Army has engaged widely across NATO, to ensure it aligns with their strategic vision, and with the Five-Eyes alliance that includes Australia, Canada, New Zealand and the United States.
In closing, General Bowder said the Army in the future will: “continue to think, experiment and adapt in response to the inevitable continued march of external change."
"And we will do so in the closest possible collaboration with the Royal Navy, Royal Air Force and UK Strategic Command, as well as NATO partners.'
“After all, the land force is but a cog within a multi-domain and coalition machine. As much as anything else, the power of combinations will unlock the future land battle.”
The LOpC has been subjected to rigorous testing by leading academics from RUSI, the Institute for Strategic Studies and other bodies, scientists from the Defence Science and Technology Laboratory (Dstl) and defence industry experts, such as QinetiQ. n
Instro, where Precision is XACT
Soldier Modernisation talks to Tom Kinnaird from Instro on their surveillance & target acquisition solutions for the modern war fighter
Q: Could you introduce Instro as an organisation?
A: Instro’s heritage dates from 1964 when it started operations for the UK MoD as a precision engineering contract manufacturer. Today, as a wholly owned subsidiary of Elbit Systems UK (ESUK), we continue to deliver Instro’s core expertise in militarised precision tripod mounts and positioners, whilst also acting as Elbit Systems UK’s Centre of Excellence for electro optics. We are perhaps best known, in the UK at least, for the provision of the latest version of night vision goggles (NVGs) to the British Army. We do so with a small team of highly skilled engineers, technicians and mechanical assembly operators, backed up by a dedicated support staff, all operating from a state of the art, purpose-built facility in Kent. This facility is equipped with the latest technology for manufacturing, production, environmental testing, repair and maintenance of both Instro’s “core” product line and a selection of Intelligence Surveillance and Reconnaissance (ISR) products from Elbit Systems.
Q: Could you expand on the night vision goggle contract, what system is being provided and what advantages does it bring to the soldier?
A: In June 2021, the UK MoD ran a competitive tendering exercise and selected Instro to provide the XACT nv33 helmet mounted (binocular) night vision goggles (HMNVGs) for their NVG-e competition. Manufactured here in the UK at our facility in Kent, the XACT nv33 boasts a highly ruggedised but, crucially, lightweight design which provides leading detection, recognition, and identification performance. To date, over 2,000 units have been delivered and are now in use with the British Army’s Special Operations Brigade (ASOB) and the RAF Regiment.
Q: Beyond the night vision goggle contract, are there any other major UK programmes which Instro are involved in?
A: Beyond NVGs and the continuing provision of our other core products globally, as an active ESUK subsidiary, Instro is intimately involved in a few ESUK-primed programmes in the UK including both Dismounted Joint Fires Integrator (DJFI) and Ground Based Surveillance Radar (GBSR). Regarding the former, which is providing the next generation of precision targeting capability to British Joint Terminal Attack Controllers (JTACs), Instro was central in the design of the tripod mount and motorised goniometer which sits at the heart of the system and will be manufacturing those key elements, as well as the system’s electro-optical sensor, the “AION-C”, in our Kent facility.
Regarding the GBSR programme, Instro is providing the tripod mount for the radar head, utilising the operationally proven “Bulldog” design which is already in service with the British Army. Outside of these programmes, Instro continues to provide full maintenance, repair and overhaul (MRO) services to the DCoMPASS EO payload (turret) carried by the Watchkeeper Uncrewed Aerial System (UAS), also in service with the British Army.
Q: Is Instro the Design Authority for its tripod range, some of which you have referenced above?
A: Instro is the Design Authority for all our core product lines, including tripods. We have a range of “off the shelf” designs, ranging from Meerkat Fine Adjust, a precision pointing mount typically associated with laser target designators globally, all the way through to Groundmaster which is capable of taking payloads in excess of 250kg. All of these designs share common principles which are highly valued by our predominantly military customers, those being ultra-lightweight to minimise burden on the soldier, easily deployable even on rough terrain and finally, highly robust – capable of withstanding the harshest of operational environments. That said, customers often come to Instro with challenging requirements, for which our “off the shelf” solutions require some engineering design expertise to create and produce a bespoke solution to meet customers’ specifications. We excel in adapting these solutions to ensure the product perfectly matches end user needs and delivers our customary level of precision. A great example of this is a mounting solution Instro designed for a simultaneous, multi-mission, tactical ground-based, surveillance radar. The customer in this case required an easily deployable, full 360° radar surveillance solution. To meet this, Instro adapted its proven “Groundmaster” tripod, augmenting it with quick release mechanical bracket interfaces for four radar panels and a centralised power and communications routing hub. Instro also designed and developed a single panel rotator for the same radar for both vehicle and ground mounted applications.
Q: Instro has a range of products for Soldier Systems and Special Forces, could we talk of a few highlights and best in class?
A: Instro offers a range of products in the Dismounted Soldier and Special Forces pillar, from thermal weapon sights to complete CAT-1 capable targeting solutions. Of these, two stand out as unique and particularly impressive in terms of the capability they bring to the users.
The first is LVSW, which stands for “Long View Short Wave”. LVSW is an ultra-long range, multi- channel, electro-optical, sensor system. Its day, medium-wave and Short-Wave Infrared (SWIR) channels provide an unparalleled level of detection, recognition, and identification performance in a man-packable configuration with an integral power source. For example, through the SWIR channel, vehicle targets can be detected at up to 40km and identified at beyond 20km. When it comes to soldier borne and operated EO systems, nothing comes close to meeting LVSW’s range capability and overall performance.
The second is SupervisIR, which is a highly innovative passive wide area surveillance system (PWAS). Through the stitching together of the equivalent of circa 150 thermal imagers, users are presented with a panoramic, 90°X12.5° picture. Within this picture, operators are able to pre-define Named Areas of Interest (NAIs) and Target Areas of Interest (TAIs), which are streamed as individual high- resolution windows within the end user device’s display. Furthermore, the system will automatically alert the operator to any movement detected within these areas for immediate or subsequent investigation. Providing similar functionality to radar, but passively, SupervisIR can be used to great effect in EW contested environments where the radar could be susceptible to detection, jamming, and position triangulation through Radar Electronic Support Measures (R-ESM) or kinetic effect by anti-radiation munitions.
Whilst both are highly capable standalone sensors, it is possible to combine these two systems to create a highly effective, yet entirely passive, surveillance and target acquisition (STA) capability. SupervisIR stares and persistently scans the battlefield, automatically highlighting and tracking targets throughout the allocated surveillance arc. Targets of interest are then automatically handed off to LVSW for positive long-range identification, with highly accurate target co-ordinates being simultaneously generated and updated for precision engagement by deep fires. n
PRECISION – AT THE HEART OF WHAT WE DO.
For more information visit: www.instro.com
Space Development Agency providing capability to warfighters
The development goal of the Defense Department's Joint All-Domain Command and Control, or JADC2, is to connect sensors to shooters to targets, as well as communications connecting Link 16 radios across the military services globally.
For JADC2 to work, a system of satellites is needed. Derek M. Tournear, director of the Space Development Agency, or SDA, who is tasked in partnership with industry, with getting those satellites in orbit, spoke virtually at a National Security Space Association event in December.
SDA has two capabilities it promises to deliver to warfighters, he said. The first is beyond line-of-sight targeting for moving targets, he said. For example, if there's a hostile ship or mobile missile launcher, it needs to be detected and tracked and a shooter needs to calculate a fire-control solution. It all needs to happen in near real time from space.
The second capability is very similar to that of the first capability, but the targets are different. Instead of mobile missile launchers or ships, an adversary's hypersonic glide vehicle or advanced missile needs to be detected in flight and tracked, and a fire-control solution calculated and executed in near-real time, Tournear said.
SDA is building these capabilities on two main pillars, he said. Pillar one is proliferation. "We're not going to do this with a handful of very exquisite satellites. We're going to do this with hundreds and hundreds of satellites that are in a low Earth orbit. Now a lot of people are starting to accept that that is the future of space and space capabilities – proliferation in low Earth orbit," he said.
"Not only are we doing that, but the commercial industry, which we're tailing off of, is clearly starting to build up more and more proliferation in low Earth orbit," Tournear added.
Pillar two is spiral development. To get those capabilities as quickly as possible, it's not going to happen by waiting 15 years to reach full capability, he said.
Spiral development, he explained, is buying and fielding satellites about every year or two in tranches, planned from now to the end of this decade. Every year, there should be commercial, state-of-the-art technological advances, called spiral development, so that satellites in follow-on tranches will field even better capability.
This year is the first tranche, called tranche 0. In April, SDA successfully put 10 satellites in orbit. In September, SDA delivered an additional 13 satellites, with more to follow soon. In November, SDA successfully completed the demonstration of the first-ever Link 16 network entry connection from low Earth orbit to ground, he said.
Tranche 0 doesn't have enough satellites yet to be used in a combat setting, but troops can use this limited capability in demonstrations, training and exercises, he said.
Tranche 1, slated for September 2024, will enable initial warfighting capability with up to 161 satellites operational, he said.
Tranche 2 launches will begin in 2026, and tranche 3 will launch in September 2028, and tranche 4 in 2030, with ever-increasing capability for warfighters such as sustained capability and eventual autonomous operations by tranche 4, he said. n
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