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			So as we move into 2023 the industry is looking to the future and to what is happening in modern warfare, a lot of programmes are now looking at 2030 such as TITAN in France and the US Marine Corp, for which information is available in our programmes section.

			These programmes see the future of the battlefield being a symbiotic place with interacting troops: artillery, air support and robotics, if you like the arrival of “the digital battlefield.” So where are we now? If the war in Ukraine has taught us anything it is to pick your fights wisely and no matter the power, if you don’t have the technology or the correctly trained troops you are likely to get a bloody nose.

			In the last issue we looked at loitering ammunitions which have proven very effective in Ukraine. This time we have looked at stopping these assassins in the sky, with an interesting article from IXI.

			We have information from our scientific friends at DARPA and Dstl, training and new technology in place from the US Army and British Army, the European Defence Agency reports on how the EU is looking to put their troops into action and the finances behind them. The programmes list is updated with plenty of new programmes and updates to view. 

			We have informative interviews with ODU and Omnetics on the future of connectors for the modern warfighter. We look at the future of the battlefield on communications with Invisio and FalCom. We look at new innovative products with NAL Research and Brigantes Consulting. Power on the march with Bren-Tronics and Tony White from Ultra.

			The next project will be launched in June, we are also organising the Dismounted Soldier Area at DSEI, please email me for details.

			As always for any comments good or bad, let me know as it’s the way we improve our information. 

			Best,

			Robbie

			Editor, Soldier Modernisation 

			robert.alcock@intercomms.net 
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			New challenges demand reliable transmission

			ODU AMC® connectors support demanding applications

		

		
			Today's challenges to global security are subject to fundamentally changed framework conditions. The emergence of risks and threats, as well as their management, affect the global security situation. Military systems must be adaptable in all domains - be it on land, at sea, in the air or within multi-domain operations, cyberspace. Applications with integrated C4ISTAR systems such as aircraft, satellites, ships and ground vehicles used by international armed forces collect immense amounts of information. Processing, analysing and transferring this amount of data is an increasing challenge. 

			Robust, fast and scalable solution 

			The synchronisation, bundling and distribution of the collected data can take place in specially equipped vehicles as well as quickly deployable container systems. These systems create an infrastructure for forces within a very short time, even in the most remote regions. Mobile command posts or FOBs (Forward Operation Bases) require scalable solutions that guarantee data, signal or power transmissions.

			ODU AMC® connectors – reliable for the military sector

			Robust under high loads and extreme temperatures, resistant to dust, water and vibration, are common requirements. The ODU connectors for military, security and communication technology offer a high degree of signal integrity through 360° shielding. They are optimised for demanding applications through high resilience and transmission reliability even under the most technically challenging environmental influences.

			In particular, the ODU AMC® Series T in the Expanded Beam Performance version is an advanced fibre optic solution and offers high-end transmission characteristics over many mating cycles. The excellent optical performance remains unchanged even under mechanical stress and harsh environmental conditions. It combines the advantages of a classic Expanded Beam solution, such as insensitivity to dirt, scratching and vibration, with the high-performance attenuation values of a physical contact (<0.3 dB). Compared to conventional expanded beam technologies, 3-4 times the amount of optical fibres can be integrated in the same installation space. Accordingly, the interfaces and space requirements are reduced, while the transmission capacity is increased by a factor of 4.

			Situational Awareness (SA) through secure data transmission

			Furthermore, it is essential for the military sector to identify and capture environmental conditions and situation images in order to implement them in their individual actions. This can reduce risks for people, machines and infrastructure. In many areas, forces have to act efficiently and need information about their environment. At the same time, they need to use this information to plan and align their actions accordingly. For example, location information about friendly and enemy forces can be enabled. 

			Big Data and complex networked systems

			The advent of artificial intelligence, big data and cross-platform, complex networked systems calls for expertise at a very high technical level. Interfaces must be developed to suit the applications. For example, optronic systems enable vehicle crews to transmit a variety of visual information. Acoustic sensor systems support the localisation of threats. They identify ballistic missiles, warn personnel and provide information on the direction and distance of the source of the projectile. Ideally, the sensor systems are coupled with an Active Protection System. The approaching projectile is modified to protect the crews in such a way that the intended effect on the target is severely impaired.

			Situational Awareness Technologies support considered and rapid decision-making. A central hub (FOB forward operation base) pools the information gathered and outputs real-time data to the task forces via cables, antennas and fibre optics. All these systems are linked by the need for highly robust, reliable, application-specific connector systems and cable assemblies to transmit mission critical (RF) signals, data.

			Application-specific and robust connector systems

			Connectors with 360° shielding provide a high degree of signal integrity. Different transmission protocols (USB/HDMI/Displayport) provide high-speed data transmissions that are also protected from third-party access and the use of standard interfaces. Five-finger coding and colour coding provide support in extreme situations and prevent incorrect plugging. Even in the smallest installation space, different transmission variants can be individually configured. The robust housings are waterproof up to IP6K9K, non-reflective and available with different connection types and locking mechanisms. 

			The new ODU AMC® Series T offers numerous advantages due to the innovative 3 in 1 locking mechanism, with separately sealed electrical and mechanical components. The user can select the appropriate locking variant (Break-Away, Push-Pull or Thread-Lock) depending on the connected subsystem. The reliability and flexibility of the connector systems used, weight savings, robustness and ease of handling, can be just as vital as the secure transmission of high data volumes in extreme cases. 

			Further possibilities for protecting the forces are to send military-tuned technologies instead of personnel onto the battlefield of the future.

			Robotic Autonomous Systems (RAS)

			Armed forces around the world are beginning to integrate robotic and autonomous military systems as well as electric vehicles into their operations. A vision of the future has become reality in international conflicts and operations. In the future, armies and other forces will use RAS for disaster control and explosive ordnance disposal, for example. Unmanned, computer-controlled vehicles provide situational awareness or bring help to remote regions. RAS are already being used for border surveillance or support in hostile environments, especially in extreme climatic conditions or heightened military threats. A wide range of sensors and systems are used to survey and recon entire areas, helping to facilitate the mission. The systems can help mission forces perform tasks more safely and efficiently. Typical areas are cargo mules for transporting supplies, but also for medical evacuations or remote-controlled combat systems. These unmanned ground vehicles must be able to detect obstacles and people so that danger can be eliminated.

			Armies need to rely on innovations and cutting-edge technologies like these to eliminate the need for personnel to be present on the ground. However, this also carries a risk that should not be underestimated. The lack of operational presence means that processes have to be rethought. In the event of a system failure, service or maintenance personnel cannot go directly to the area of operation due to a hazardous situation. Therefore, interfaces of the different situational awareness systems or drive technologies have to be designed in such a way that they can contribute in a highly reliable way even under the most adverse environmental conditions and vibrations. In areas where a decision must be made by humans, depending on the system, it is possible to switch flexibly to a remote drive-by-wire or follow-me function. The latter is only possible through the use of 360° all-round cameras as well as infrared and laser technology, which are coupled to the soldier systems.

			Interfaces must be developed to suit the applications in order to connect systems in a fail-safe manner. Highly robust, reliable and application-specific connector systems and cable assemblies are required to transmit mission-critical data.

			Optimised for demanding applications and transmission reliability even under the most technically demanding environmental influences, the connectors of the ODU AMC® series are constantly being further developed. Projects such as the fire-fighting robot Collossus, which was used in the fire at Notre-Dame de Paris Cathedral, or the Mars rover Perseverance are successful examples of this. The enormously high demands on high-speed data technology and high-frequency transmission were made possible due to the technical expertise and the high level of understanding for the application and environmental conditions of the user and device in the field of Dismounted Soldier Systems (DSS).

			ODU Group: global representation with perfect connections

			The ODU Group is one of the world’s leading suppliers of connector systems, employing 2,500 people around the world. In addition to its company headquarters in Muehldorf a. Inn (Germany), ODU also has an international distribution network and production sites in Sibiu/Romania, Shanghai/China, and Tijuana/Mexico. ODU combines all relevant areas of expertise and key technologies including design and development, machine tooling and special machine construction, injection, stamping, turning, surface technology, assembly and cable assembly. The ODU Group sells its products globally through its sales offices in China, Denmark, France, Germany, Hong Kong, Italy, Japan, Korea, Romania, Sweden, UK and the US, as well as through numerous international sales partners. ODU connectors ensure a reliable transmission of power, signals, data and media for a variety of demanding applications including medical technology, military and security, automotive, industrial electronics, and test and measurement. n

			More information: 
www.odu-connectors.com/industries/military
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			From Ukraine with urgency: how the lessons of conflict are shaping the Army agenda

		

		
			Report from Canadian Army Today, in collaboration with the Canadian Army

		

		
			To Lieutenant-General Jocelyn (Joe) Paul, Russia’s war in Ukraine has upheld many of the precepts guiding the Canadian Army. It has affirmed the importance of land forces and the simple fact that while navies, air forces and space assets are vital to success, only armies can hold ground. It has confirmed the tenets of the Army’s operating concept of Adaptive Dispersed Operations (ADO), of networked combat teams aggregating and disaggregating as required over the battlespace. It has reinforced the lines of effort in the Canadian Army Modernization Strategy (CAMS). And it has raised digital transformation to an imperative.

			The conflict has also generated urgency to address gaps in the Army’s capabilities, in air defence, counter UAS and long-range precision fires, among others. And its existence has placed added pressure on an organization wrestling with recruitment challenges and personnel shortages – estimated at about 10,000 across the Canadian Armed Forces (CAF) – as it prepares for an expanded role in NATO. In addition to continuing to lead an enhanced Forward Presence (eFP) Battle Group in Latvia, Canada has committed to working with Latvia and NATO partners to surge a combat capable brigade – an augmented Forward Presence (aFP) Brigade.

			While all of that would be more than enough to grab any new commander’s attention, when Paul assumed command of the Army in June, he did something unusual. Rather that issue a commander’s philosophy or guidance, or conduct a tour of Army bases and headquarters, joining soldiers on training exercises, he spent the first three months in Ottawa listening. After the past year as Deputy Commander of the Allied Joint Forces Command in Naples, and the previous two years in positions away from the Army, he knew there was a lot to absorb and relearn.

			"I took a different approach. I was 4th Canadian Division commander over three years ago, so I took the first three months just to listen. We all have preconceived ideas. I went against my own tendency, which would have been to go on the road and visit the troops. I purposely didn’t issue any specific guidance. I gave my verbal direction during Army Council a few weeks ago. I see my immediate priority as trying to create the conditions so that we can have the right capability. I’m investing myself much more into procurement decision making. Every single time a major Army program is presented to the rest of the department I make sure that I’m there. I’m trying to align the Army program as a whole so that our people can have the right tools in their hands a few years down the road. I’ll start visiting the troops before Christmas and into the New Year."

			Q: What direction did you put on the table during Army Council?

			A: "I’ve made it clear that, first of all, we will be implementing the Canadian Army Modernization Strategy. I told them that I was not planning on doing version 2 and 3. The time of writing is done. Now it’s time for action. We will be making some adjustments based on the lessons learned from the Ukraine conflict, but CAMS is the way ahead. 

			There are three buckets of decisions that have to be made. We will be tackling the first before Christmas. There are a few items in that bucket, but one we’ll be paying attention to is the mission tasks of the divisions. The Reserve mission task is a great concept. But four years in, we need to take stock, assess and adjust. How has it been delivered? What has been effective? What are areas for improvement? And are there areas where Canada, the CAF and the Army would benefit from other types of mission tasks? One of the lessons of Ukraine (for example), has been their [effort] to go after the logistical tail of Russia. What do we need to do to strengthen and reinforce force protection for the logistical tail of the Canadian Army? In the second bucket, we’ll look at Army structure (Force 2025). Everything is on the table." 

			Q: What specifically about the war in Ukraine has challenged or changed your thinking?

			A: "You need to be in a position to compress your OODA (Observe, Orient, Decide, Act) loop, your decision-making process, as soon as you pick up something, so that between the sensor and the effector you can bring the effect on target as soon as possible. Even if you have less capability, even if you have less guns or less tanks or less troops. That gives you a clear advantage on the battlefield. It’s not new. We’ve seen in history multiple examples of smaller armed forces defeating a much larger force. And I would offer these were better sustained, more agile, and better led. That’s what we see right now in Ukraine. And this is what the Canadian Army should be aspiring to. I like to say that we have the best small army in the world. Our people are extremely talented. We have good, well-trained leaders. We have great soldiers. But there are a few high-end capabilities that we need to procure as soon as we can. 

			Today’s game, and we can see that in Ukraine, is long-range precision fires. You need to be able to prosecute targets at 70, 80, 90 kilometers as a land force. But to bring these fires, you need your sensing function, and it must be a multi-layered system. You need multiple sensors, multiple effectors and the capability of moving data. You need a digitalized environment where, instead of doing everything manually, you are able to make the management of the information more automatic and, in the future, supported by artificial intelligence. This is what we are looking at right now. All of this has been well articulated in the past, but I would offer to you that Ukraine is basically confirming that CAMS is on target."

			 

			Q: Does the conflict reprioritize any of your capability requirements? Is what you’re seeing in Ukraine creating more urgency?

			A: "Yes. There are constraints, obviously. Some processes I do not own. But regarding everything that is under my purview and within my authority, absolutely, we’re trying to move as fast as possible. The Army programs are competing for space with programs from the Navy and the Air Force. But I must say, the fact that the government has accepted to have a leadership role of the eFP Battle Group in Latvia has certainly been acknowledged by everybody in this department. And there’s recognition of the fact that we could end up having to speed up some of these projects. 

			The most urgent ones have to do with air defence, counter UAS systems and anti-tank systems. These are in the machinery and moving as quickly as they can. But these are the basic entry points. I keep reminding everybody that it’s not because you have a point air defence system on your shoulder that you have air defence – it’s just one of the many moving parts. You need to have radars, mid- and long-range fires. An M-SHORAD (Maneuver-Short Range Air Defense) system like the one we’re looking at right now is like a band aid, it’s a quick fix. What we are after is a totally integrated, much larger type of capability. But that program is going to take a while before it can deliver. 

			The number one thing on which I’m focused right now is C4ISR (Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance). Everything that has to do with command and sense. We have multiple projects that are trying to address current deficiencies. You need to be able to optimize your sensors and your shooters, [and for that] you need to draw data, convey data and analyze data. You need to provide commanders the decision-making tools they need to make the right decisions quickly. And you need to secure these networks. 

			But as we move toward being more digitalized, we still need to be able to do HF, VHF radio, we need to maintain the capability of laying lines. It wouldn’t take much to shut down the GPS constellation. So, just as you train to navigate with your compass, you need to be able to operate your command-and-control system with lines. I believe there’s still a place for runners in our organization, with a motocross bike or an ATV. You need to have a multi-layered system that gives you redundancy." 

			Q: Is there anything that needs to be brought forward now?

			A: "Everything that has to do with the aFP brigade. If it does not contribute to deterring an authoritarian regime, I’m not interested right now."

			Q: You’ve added artillery and electronic warfare to the battle group in the past year. What other capabilities do you think need to be integrated in Latvia?

			A: "It will be a negotiation. The eastern frontier of NATO has new brigades, new divisions and new corps. They are all at different levels of readiness. To be clear, Canada is not going to be cloning 4 (Canadian Mechanized) Brigade (that was stationed in Germany from 1957 to 1993). The Army of today is not at all the same as the Army in the early ‘90s. We will certainly have a reinforced Canadian presence in the brigade. But at this point, we can’t say whether we are going to be picking up function A, B or C. We’ll need to have a discussion with our closest allies … and try to identify the gaps. If there are gaps, then we’re going to have a discussion with SHAPE (Supreme Headquarters Allied Powers Europe), because NATO has its own force generation process. 

			These formal discussions have not started yet. Over the next weeks, there will be meetings with the nations that are currently contributing to the battle group. We’ll put everything on the table. And then it’s going to be a case of, ‘Okay, what is it that you can do? What is it that we can do?’ But since we are the lead nation, there’s going to be an expectation that if there’s a gap, people will look at us first to fill it."

			Q: If it’s not mass, more infantry, that you can add, does that suggest much more investment in the Canadian Combat Support Brigade. Do their specialized capabilities plug some of those potential holes?

			A: "As I was watching the conflict unfolding from my perch in Naples, having lots of discussions with Romania and Bulgaria because of the job I was filling, everybody was looking for the same type of capability: what I like to call low density but high payoff capability. The demand was always around air defence, anti-tank, electronic warfare, UAVs, long-range artillery. With some of these items, like long-range precision fires, we’re not the only country within the Alliance that has shortfalls. That’s why right now you see many Western democracies trying to build up their inventory with some of these high-end systems. So, as we go into the queue for procurement, we need to understand that we are not alone." 

			Q: That would seem to suggest that programs like indirect fire modernization, which are still in the early phases of procurement, need to deliver sooner rather than later?

			A: "You can get range using different means. You can have the traditional howitzers, but you can also have loitering munitions, a drone flying on its own and waiting to engage a target. So, within that family of effectors, what is it that we have? What is it that our closest allies have? How can we integrate that? And what is it that Canada might be willing to invest in? With our fiscal reality, we cannot procure everything, so we need to make the right choices. But these choices have to be informed by what our allies can do as well. 

			There’s one thing that is always in the back of my mind: any type of weapon system or piece of equipment that can deliver the same effect with less people, I’m very fascinated by it. This is the essence of being effective. I need to be in a position where I can deliver the best return on investment as an Army commander."

			Q: The artillery battery in Latvia now is experiencing that – the towed M777 is more personnel-intensive than the mobile platforms of allies.

			A: "You are more vulnerable when the counter battery fire comes in. The M777 is a great piece of gunnery. I have used it extensively. But [it] was procured as an urgent operational requirement, not a major capital project. It was something that we quickly surged because we needed it in Kandahar. But mobility is key. And we’re not the only Army looking at this. The U.S. Marine Corps has announced that it will be parking very shortly many M777s, but it will be investing in long-range precision fires. (The Marine Corps’ Force Design 2030 plan would reduce the number of active duty M777 tube artillery batteries from 21 to around five and add more High Mobility Artillery Rocket Systems.) That phenomenon is visible with most of our allies."

			Q: As you look to replace equipment like the M777 and Carl Gustav rifles that have been provided to Ukraine, do you restock or is this an opportunity to consider alternatives or other ways of achieving the same effect? 

			A: "In the case of the M777 it is very simple – the production line is closed. If I wanted to procure an additional 25, I would have to go to the secondhand market. So, this is where we need to look at protection, mobility, effectiveness, connectivity and moving data. And when it comes down to indirect fire, it’s all about precision. As a Western democracy, we care about collateral damage. Whatever we do as an army has to be surgical."

			Q: Do you have an indication yet of what might be asked to surge the battle group? 

			A: "By next spring we’ll have a good idea of our commitment to the aFP brigade. It could be anywhere between 2,500 to 5000 troops. There will be people deployed on six- or nine-month tours, but there will also be a lot of what we call fly-in, fly-out positions – you may go and do a collective training event, and then go back to your home garrison. It’s going to be a mix of everything. 

			There is an ongoing defence policy update that will be presented to the government. We’ll see then how much treasure the government is willing to give us. Because, as I like to say, a vision without the resources is just a hallucination. If I don’t have the money, if I don’t have the people, if I don’t have the kit, it’s not going to happen. Until I know how much resources I’m allocated, it’s kind of difficult to reorganize."

			Q: Related to your C4ISR priority, you recently published an Army digital strategy that shifts digital transformation from one of many priorities among four lines of effort in CAMS to what you are calling the vital ground. What needs to happen more quickly for you to see the sort of transformation you outline? 

			A: "You need to have people with grey hair like me embrace it. For the youth, the leadership of tomorrow, programming, computing, moving data is something that is more natural to them. We need to ensure that at the mid-leadership and higher leadership level, we have an open mind to the importance of that transformation. Personally, I never miss an opportunity to sit down and listen to the young men and women who understand that aspect of the business much better than I do. Every single time I do, I learn something new. Data is like the new currency. I do not want to become too centric on data, on digitalization – we need to be redundant – but we need to acknowledge that the OODA loop has been compressed so much that it’s almost like a military revolution. If you’re not at the forefront of it, you don’t want to be the horse cavalry of the next conflict."

			Q: Given your personnel shortfall, are you in a scenario where you need digital transformation to attract the youth, but at the same time you need youth to drive digital transformation?

			A: "As a country over the last 30 years, the average age has increased by about eight or nine years. This is a national problem, a western world problem. It’s a societal choice that we all made collectively. We are competing with the private sector and unemployment is so low that youth have many different opportunities. To attract that talent, we need to give them a positive experience. When they join the team, we want to ensure that they are well lead, well looked after, with the right type of benefits. It’s not only about money; it’s also about positive leadership, about team spirit. This is why culture is so important. As with retention, there’s no silver bullet; it’s going to be the cumulative effect of many different initiatives at different levels to mitigate the challenge." 

			Q: Indigenous communities have been among the fastest growing in this country. In your role as the CAF champion for Indigenous Peoples and given your background [Paul is a member of the Huron-Wendat First Nation] do you see yourself in a position to influence more Indigenous youth to consider the military? 

			A: "Enhancing recruiting is something that I would like to be able to help Chief of Military Personnel [the senior CAF officer responsible for human resource programs] with. I want to ensure that our four summer training programs are optimized. We had a great turnout on Bold Eagle this year, more than 90 graduates. My own nephew graduated from Carcajou in Quebec. If you want to have a healthy army, you need first and foremost to have a healthy Reserve, because many opt for a component transfer like I did many years ago. The summer Aboriginal program will certainly contribute to this. 

			For Aboriginal youth, it’s about having a great experience as a serving member. In the aftermath of the First and Second World Wars, many of our Aboriginal veterans, when they came back to their communities, ended up being the future leaders. They ended up doing greater things. When I talk to Aboriginal youth about my own experience, I always tell them, “Whether you do one or two years as a Reservist, four or 30 with the Regular Force, when you go back to your community, you will have leadership skills, you will have had the opportunity of traveling, and you will be a better human being.” Education is the key to improve our collective quality of life in the Aboriginal community. With education comes economic opportunities. I think the Army and the CAF can certainly play a critical role in that regard." n
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			Protecting soldiers against extreme noise across dismounted and mounted environments

		

		
			Noise Induced Hearing Loss (NIHL) is a concern across defense sectors globally. Protecting troops from extreme noise levels in combat situations – either dismounted soldiers needing protection from gunfire and other noise or mounted soldiers enduring continuous vehicle noise is a key priority. The issue is the backdrop to INVISIO’s work in providing a flexible, practical solution for dismounted and mounted soldiers in the field – dual layer hearing protection. 

			“Noise levels are on a logarithmic scale,” explains Seth Williams, Sales Director Europe at INVISIO. “Increase the noise level by three dB and you half the amount of time that you can be in that continuous noise environment before you are deemed to have potential hearing damage.” That means even a few decibels of extra noise significantly reduces the amount of time a soldier can spend in a specific environment without any hearing protection – taking it right down to seconds in high-noise settings such as tanks and armored vehicles. Such extreme environments require more than traditional headsets and hearing protection, says Williams, yet still need to allow effective communication, which is where dual layer protection comes in. 

			INVISIO offers two solutions for such environments, often based around tracked personnel carriers: Where protection either has to cover dismounted soldiers who switch from non-continuous noise environments, to environments of continuous high-level noise inside the vehicle or where it has to cover mounted crew who occasionally has to be dismounted. “The two solutions can be different, which is where we have two separate product solutions that will work in that environment.”

			Protecting dismounted soldiers inside high-noise vehicles

			As the name suggests, dual layer protection essentially layers INVISIO’s tried and tested headsets on top of one another, explains Jonathan Wassberg, Product Manager at INVISIO. While dismounted soldiers will often wear a combination of the company’s control units and either X5 in-ear headset or T7 over-the-ear headset, in extreme continuous noise settings they can be combined to provide added protection of up to 42dB Single Number Rating (SNR) – the EU standard used to determine hearing protection. The X5’s state-of-the-art external microphones that provide natural hear-thru and auditory situational awareness switch themselves off when needed, allowing the input to come instead from the T7 headset – ensuring that both situational awareness and communication remains effective whilst also providing added protection. Such integrated systems allow dismounted soldiers to switch as they change environments from one with non-continuous noise to continuous noise. 

			“In this setup, they will already be wearing the X5 in-ear headset and the T7 over-the-ear headset would be available inside the vehicle, for example,” adds Wassberg. “There would be an adapter cable on the end of the T7 headset so they can just plug into their control unit. And then they can wear the T7 on top of their X5 and will automatically have the 42dB SNR certified ear protection.”

			This first solution allows dismounted soldiers to enter higher-noise platforms whilst maintaining full situational awareness at all times. In addition, both headsets are extremely lightweight compared to traditional crew headset and tactical comms headsets in general – yet rugged and MIL STD compliant.

			Protecting vehicle crews when dismounted

			A second solution, aimed at vehicle crews who need higher protection but also need to be dismounted at certain times, combines the versatile RA5100 hearing protection headset with yellow plugs, providing 41dB SNR. This solution also addresses the issue of size compared to traditional vehicle crew headsets, explains Rob Harrison, High Noise Product Manager at INVISIO. “One way to get more protection is to have a much bigger headset but then that becomes a practical problem for a dismounted soldier. Dismounts need a smaller headset because it has to work with all of their other kit and ballistic helmet. The crew, for example, have much bigger headsets. And it's fine if you never leave the vehicle because you can wear that all the time but for the vehicle crew occasionally dismounted – or dismounts that are being transported, they need something smaller. So, there's a lot of preference to go for something small and streamlined, and the only way to get the performance up is to go with dual layer protection.”

			The need for flexibility in size and ease is where the solution, using the RA5100, comes in. “One of the differences between the INVISIO system and the Racal RA5100 headset is the RA5100 can be used as a standalone,” says Harrison. “You can put a foam plug in the ear, put a headset over the top and claim a much bigger performance without having anything else to plug in. So, if you've already got a soldier radio, you've got a source of power, then it makes perfect sense for the INVISIO solution. If you don't have all of that, the RA5100 solution could be a better choice. But the end result is the same – you're going to end up with 41 or 42dB of protection, which is 10dB more than you can get with a single device.” On top of that, Active Noise Reduction (ANR) in the RA5100 helps protect mounted soldiers. “Active Noise Reduction takes a lot of the low frequency out,” adds Harrison. “If you're in a vehicle, you've got the rumble, rattle, the low frequency noise and vibration you get from whatever surface you're driving on, axles, gearboxes, engine and that droning that can cause noise induced fatigue and tiredness.”

			Scalable and flexible solutions

			In simple terms, the Racal RA5100 has more of a vehicle-based role, while the INVISIO system is aimed at dismounted soldiers. “But there are missions where you actually have both, so then we solve the problem, but from a different approach,” adds Harrison. The use cases for dual layer hearing protection are wide-ranging, including around certain weapons systems such as mortars and 50 caliber guns, as well as vehicle-based high-noise environments. A key advantage of the dual layer protection systems is its flexibility and modularity – increasing its appeal for the defense sector, adds Williams. “The ability to scale it without having to change your equipment is key. Because so often when you change your environment, you need to change the equipment. It’s not as simple as Lego but it's like a building block of hearing protection and flexibility to connect to different sources. When you're in extreme high noise in a vehicle, you may have one solution. When you’re in extreme high noise as a dismounted soldier, you have another. But then a soldier needs to travel to the field of operations in a vehicle. Not only do you need to have the scalable high noise protection – you need the modularity of the system to connect to different radio sources or vehicle communication systems. So there is a dual layer capability but underneath it all is a functionality that allows you to connect to different radio and intercom sources.”

			The appeal of dual layer hearing protection is clear, proven by the fact INVISIO has already received two orders from the UK’s Ministry of Defence via its partner Marlborough Communications Ltd (MCL) for its branded solutions for use in armoured fighting vehicles and in dismounted close combat, totaling SEK 118 million (£9.6 million), with deliveries due to start in late 2022. n

			For more information visit: www.invisio.com 

		

		
			Wildcat new capabilities for British Future Soldier

		

		
			Under British Army modernisation plan Future Soldier, Wildcat helicopter’s tactical data link (TDL) brings a new level of digitalisation of the battlefield

		

		
			As the modernisation of the British Army under Future Soldier accelerates, readiness to deploy and fighting to win means becoming more lethal, more agile and expeditionary, whilst increasing resilience.

			Developing the digitalisation of the battlefield will reinforce the combat credibility of the Army, and one of those capabilities currently being trialled is the tactical data link (TDL). The TDL, a joint project by the Army and the Royal Navy consisting of two separate but mutually reinforcing data links - Link 16 and Bowman Data - will share battlefield data more effectively to neutralise targets at speed.

			Fitted to the Wildcat helicopter it will increase the potency of the Wildcat in its role as a reconnaissance platform; A more lethal ‘eye in the sky'.

			Colonel Oliver Stead of 1st Aviation Brigade Combat Team, explains how this will work:

			“What this project is seeking to do is link a battlefield reconnaissance helicopter into the Bowman Data Network, which means we’ll be able to share digital information about the positions of the enemy. What that will mean is that a Wildcat will be out in a tactical position, it will identify an enemy vehicle or location, and will be able to transmit that over the Bowman network. The goal is to tie it into the artillery fire control system so they can then prosecute the target or to send it to other users who would do that.”

			“When combined with the Army’s latest Attack Helicopter, the AH-64E, it will significantly enhance the Army’s Attack Reconnaissance Teams by reducing the time it takes to pass targeting information around the battlespace and thus increase the speed at which the Apache’s firepower can be brought to bear.”

			The TDL digital connection will complement the world-class sensor suite already fitted to the Wildcat aircraft and reduce the reliance on voice communications that can be prone to errors or take time. It will significantly increase the helicopter’s ability to operate within wider digitised networks and enhance cohesive working throughout the Army and with allies and coalition partners in the Air, Land, and Maritime space.

			On the most recent experimental flight over Salisbury Plain Training Area, during Exercise Wessex Storm, the Wildcat provided critical information to the Battlegroup Headquarters that was planning and executing their fire missions - the assignment of a specific target usually including orders as to when to fire and the amount of ammunition to be used.

			If the continued trials are successful, it will be the first time Bowman Data will have been integrated into any battlefield helicopter and highlights the importance of long-term collaboration between the MOD and expert industry partners.

			The flight trials will conclude towards the end of the year when the Army and the Navy will assess the performance of the data links, with a decision to roll out the TDL across the whole Wildcat fleet. n
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			Making Connections in Ruggedized UAVs 

		

		
			Derek Hunt, Director of North American Sales, Omnetics, talks to Soldier Mod about connectors in extreme environments

		

		
			The world of UAVs – especially those in the military sector – is one of constant evolution, with their size and capability subject to constant innovation to adapt to growing usage. As sensor and detector electronics develop to support greater operational capabilities, so too do the connectors within them.

			But while the focus is often on miniaturization, equally important is ensuring that connections in military UAVs can cope with the extreme environments in which they are often deployed, says Derek Hunt, director of North American sales at Omnetics. “When we're talking about this kind of technology, everything's about miniaturization and portability because everything's on the move now,” says Hunt. Such miniaturization includes the physical integration of connectors into soldiers’ uniforms, as well as the accompanying need for lighter equipment requiring lower power, but also has seen the use of increasingly smaller UAVs compared to their predecessors. “They've almost become a little bit more expendable,” says Hunt. “If you look at the way the UAV market has grown, it started with the Predator drone and Global Hawk.” Such drones were larger, costing tens of millions of dollars to produce, he adds, but in reality their functionality was not ideal for the masses because of their size and cost. “So now you've gone down to as far as UAVs the size of insects. You've got hummingbird shaped UAVs flying around, sending close to 1080p video back to control stations.” Such tiny UAVs are doing more than ever despite their size, but the environments in which they operate are no less extreme, explains Hunt. “One minor thing to take into consideration with UAVs is that they don't have landing gear or ruggedized wheels that come down to ensure a soft landing. It's a product that has to operate in a very rugged environment and it has to handle the shock and vibration that comes associated with that.”

			With that in mind, ruggedization is another important consideration in the innovation of connectors for military UAVs. When Omnetics works with customers, it has to take an array of requirements into account, says Hunt, from size to power needs. “It's about understanding the user’s requirements. Is size important to them? Is power? What are they trying to accomplish with their drone? Is it more of a quadcopter that's just doing surveillance or is it something that needs to be more invasive – as a number of drones are now capable of carrying ballistics these days.” Understanding exactly what purpose the UAVs will be used for and the conditions they will be subjected to helps decide what interconnect options should be proposed, says Hunt. “If it's higher current, we're going to offer up either connectors with wider pin count array in order to spread the current across a number of contacts or simply integrate larger contacts to keep the overall footprint at a minimum.” 

			At Omnetics, the development process focuses on engineer-to-engineer communications early in the design process, taking into account not only what the connector will be used for but also the environment that the connector will be subjected to. “Certain materials just aren't going to perform well in certain environments,” he explains. “Look at the cables we use on a daily basis; certain cable jacketing materials won’t fare well in a high temperature environment, conversely, others won’t survive in a low temperature environment. We also have to look at the fact that the solution itself, maybe cycling between those two very extreme temperature bases. So it’s about trying to make sure that we find the right solution by putting it in front of a prospective designer who has experience designing around mission critical applications and environments – so we're putting our best foot forward in terms of the solution we're designing.”

			One issue can be dealing with misconceptions when it comes to the relationship between size and ruggedization within connectors. Omnetics sees a common misunderstanding that the smaller things get, the less rugged they will be, says Hunt. “That's not necessarily true. Because if we are looking at shock and vibrational elements, lower mass is going to handle shock and vibration elements better in their prospective footprints.” He cites Omnetics’ core milspec products, the Micro-D and Nano-D. “Although the Micro-D is bigger, the Nano-D handles shock and vibration better just because it is indeed smaller.” Changing such misconceptions is about communicating that ‘a smaller connector doesn’t necessarily make it less robust or less rugged’ and overall simply educating potential designers of the benefits associated within Nano-miniature interconnectivity, he adds. That means spending time and energy providing potential users with physical samples and 3D models of products to allow them to see firsthand the size and capabilities of such connectors. “When it comes to the idea that something is smaller than a thumbtack or paperclip, customers truly need to see these connectors in their hands in order to understand the space savings that they get with these. So putting samples in front of a prospective user is one of the best ways we can market ourselves.”

			The potential for development in ruggedized interconnects for military UAVs may be vast, but the focus remains on reducing size and ensuring those connectors can withstand the environments where they are deployed. “In reality, the big thing that we continue to do is to shrink sizes down because there's traditional mil spec and contact types that have been used and proven by designers for decades, says Hunt. “Engineers are creatures of habit – if something works, it's going to take a lot from them to move away from it.” The key lies in being able to take proven concepts of the past and integrate them into a more robust, smaller form factor suitable for today's interconnect challenges”, he says, such as taking contacts from larger connectors such as a MIL-38999 or MIL-24308 connector type and integrating them into a Micro-D sized-shell which is half the size. “Now a user can run power and signal in a singular footprint, as opposed to using two different connectors, quite possibly from two different vendors. So it's really trying to shrink down the form factor all in the name of SwaP (size, weight and power) as well as shortening the overall supply chain time-line. That's a big thing that we continually try to do. We try to push the limits in terms of the envelope of connectors. While our focus is traditionally within the Micro-D and Nano-D realm, we also make it easier for a customer looking to integrate larger connector types into smaller foot-print.”

			The possibilities may seem infinite, but the need for connectors that can enable a growing range of military UAVs, all with different purposes and requirements yet operating in the same extreme environments, can be a double-edged sword. While it may be possible to miniaturize, develop, add capabilities and ensure high quality, low power communications, the development of bespoke connectors for ruggedized UAVs needs to be balanced with a certain level of standardization when it comes to military specifications, argues Hunt. “Just as much as every connector company out there could create a new concept that might solve one person's problem, you also now create a possible supply chain issue because you've single sourced yourself into a very unique connector concept that only one supplier can support you on. So now you're going through COVID affected lead-times times and supply chain issues start arising, you can potentially cause yourself problems. So we try to balance that out with having customizable options for our customers when needed, all the while leveraging our COTS and standard designs direct as well as through distribution channels to ensure Omnetics Connectors stay as competitive as possible when it comes to connector availability.” n

			For more information, visit: www.omnetics.com

			Email: sales@omnetics.com 
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			Army unveils new Army Biometric Program Directive

		

		
			As seen on TV, a crime scene investigator pulls a partial fingerprint off the shrapnel of a homemade explosive device and rushes it to his office. From there, it is handed off to the crime-lab examiner and scanned into the computer. Later, the fingerprint is matched to an individual, and the investigators head out to capture the perpetrator. In this scenario, the investigators use one type of biometric — a fingerprint — to identify a potential antagonist. The Army uses biometrics, measurable physical characteristics or personal behavioral traits used to identify a person, similarly but in a different manner.

			The Army, as the executive agent for Department of Defense biometrics, leads the collection, storage and sharing of biometrics. They use biometric identification tools to help cut through disguises, such as name changes, hair color and gender alterations, to remove anonymity from a potential adversary.

			In October 2022, the Secretary of the Army, Christine E. Wormuth, signed the U.S. Army Biometric Program, the first Army directive related to biometrics.

			“The directive covers employment of Army biometric capabilities and operational actions,” said Russell Wilson, the policy and engagements lead at the Defense Forensics and Biometrics Agency. “Operational actions from collection, matching, storing, sharing, analyzing, providing and, more importantly, deciding and acting. And it does that across the warfighter functions to facilitate lethal and non-lethal effects and complete Army missions.”

			The first DoD policy that dealt with biometrics came out in 2008. As the field grew, the need for a DoD Directive emerged and on Jan. 13, 2016, DoDD 8521.01E was approved as the DoD’s official stance on operations for the employment of biometrics in military operations. It identified the Secretary of the Army as the DoD executive agent for DoD forensics and biometrics, which was then delegated to the Army’s Office of the Provost Marshal General and further delegated to DFBA.

			“[When DFBA] met with the Army Provost Marshal General’s chief of staff, we identified a potential gap in the existing DoD directive for biometrics,” said Wilson. “[Our] concern was with future or anticipated Army needs. We wanted to make sure that the Army was covered as we moved forward and make sure that we identified all the Army’s needs throughout the warfighting continuum.”

			One of those concerns was the large number of authorities and policies the Army needed to deal with when trying to understand the guidance on the use of biometrics.

			The operators or warfighters in the field collect identity information and send the data to a database that stores, matches and shares the enrollee's information. When this happens, privacy and civil liberties need to be considered and protected. Many DoD missions that utilize biometric technology take place overseas and need to be appropriately coordinated with foreign governments. As global affairs become more far-reaching, biometric collection for identification has expanded in force protection plans. Because of these trends, guidance for Army personnel must be clear and consolidated, and this directive codifies all U.S., DoD and Army biometric guidance, said Wilson.

			As the Army moves forward with multidomain operations, identifying friend from foe — especially in an urban setting — becomes vitally important.

			“[Biometric data] accurately identifies adversaries and enemies in real time, while verifying [them] from neutral identities with confidence,” said Wilson. “And [it] helps the Army deny threat anonymity, which can prove critical in complex environments, like urban defense areas. It allows commanders to use the insights to better understand how to detect threat collusion.”

			Biometrics collected by the Army, and the rest of the military, are stored in the DoD’s authoritative repository. The repository is interoperable with the biometric repositories of the FBI and the Department of Homeland Security. These systems working together provide U.S. forces with the information advantage needed to disrupt and deny a near-peer competitor, terrorist organization or individuals that intend harm, said Wilson.

			Through this type of identity intelligence knowledge, a tactical level commander can have a better understanding of the operational environment. The sharing of biometric data contributes to an expanded understanding of adversaries – where they are from, location of last encounter, associated actions and enemy group affiliations.

			Since May 2020, this directive has been thoroughly staffed throughout the Army to ensure it correctly identifies the processes that are needed for proper processing of information while ensuring privacy and civil liberties protections.

			“We feel this is properly vetted,” said Wilson. “It’s been a lot of work … but I think we’ve got it to a point where we’re successful.”

			For a young Soldier, Wilson had one piece of advice when it comes to this Army directive and the use of biometrics.

			“When you're out there doing your mission as a young Soldier, make sure you do it right, because these are people's lives, we're [dealing] with,” said Wilson. “Obviously, we want to recognize that everybody is certainly endowed with inalienable rights, but we want to make sure that [these young Soldiers] understand that these services are there to help protect that Soldier on the ground. When it’s done right, we'll be able to identify people who are definitely trying to do them harm, and the best thing we can do is make sure we do it properly.” n

		

		
			By Staff Sgt. Jacob Kohrs, Army News Service
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			Simple, effective protection for front line units from UAS threats

		

		
			Soldier Modernisation talks to IXI about their innovative alert and counter UAS solutions

		

		
			Today’s battlefield is increasingly autonomous – with UAVs playing a key role in elements from reconnaissance and surveillance to remote combat. Advancements in such drones – both commercially and within the military – mean they are now equipped with assets including LIDAR and high resolution optics, along with artificial intelligence allowing mission planning and obstacle avoidance, plus higher payload capacities and longer flight times. 

			The clearest example of the use of such drones is in the current conflict in Ukraine. “Drones most often serve as surveillance platforms, providing target coordinates for kamikaze drones, mortars and missiles, as well as assessing battle damage and mission status in real time,” explains Dan Hyman, staff engineer at IXI Technology. “They can enter a secure area undetected, land and observe quietly before taking off and returning home with critical intelligence. Others may loiter over a combat zone using precision optics until a target of opportunity presents itself as we have seen in the Ukraine. Some of these missions include the ability to drop a weaponized payload such as a modified mortar round. Weaponized commercial drones typically carry either conventional (kinetic or non-kinetic payloads) but can deliver unconventional payloads including chemical, biological and/or radiological materials.”

			Armed forces around the world face continued threats that have expanded into what IXI describes as “technology-driven guerilla air warfare,” using small, lightweight and disposable drones that do not require years of training or millions of dollars of equipment – making them critical assets in modern warfare. Consequently, personnel need the right tools to enhance situational awareness, giving the ability to deploy and support layered perimeters of threat identification, tracking, deterrence and, ultimately, protection. With this in mind IXI Electronic Warfare (EW) has developed both a portable unit in the form of DRONEKILLER, and a rapidly deployable fixed site MUSICON™ product line. Combined with CADENCE™ drone detection and identification solutions, its systems provide layered protection at ranges of up to 10km.

			“DRONEKILLER provides a soldier with an all-in-one hand-held multi-band jammer that disrupts most commercial drones’ command and control (C2), GPS, telemetry and video signals at distances up to 1,000 metres,” explains IXI’s Byron del Castillo. “This represents the second layer of squad-level protection where engagements (and target visibility) are typically at small arms ranges and is also used to augment larger vehicle-mounted and fixed solutions as a gap filler in a layered protection architecture.”

			When used with a CADENCE™ portable warning system, the technology means a soldier on the ground does not have to rely on human visual or audible detection of an incoming threat, but instead is alerted of drone activity from miles away via either an audible notification through an earpiece and/or a haptic notification. “Most sUASs emit radio frequency (RF) signals from both their ground station controllers as well as the flight platform. CADENCE™ detects the RF ‘fingerprint’ of these transmissions, as each type of drone and controller has different frequency, channel and waveform characteristics that help it stand out from other units,” says Hyman. “CADENCE™ discriminates between these fingerprints and non-drone transmissions and alerts the operator only when verified drone activity occurs. The system further provides targeting information including additional technical details to any connected effector (jammer) systems to help generate threat-specific attack patterns.”

			Another development is MUSICON™ – a two-man transportable/redeployable outer layer of protection and detection with full 360° coverage and up to a 10km range. The high-power mast-mounted solution offers greater chances of detecting and effecting larger Group 2 drones at longer standoff distances and elevations than any other handheld unit. When combined with CADENCE XL™, operators receive drone detection information integrated with field maps showing relative bearing to the threat and identifying information in real time. “All this combined provides for greater situational awareness and threat mitigation for our soldiers and allies in this fast-changing environment,” says del Castillo.

			IXI’s product lines are all field programmable to identify and neutralize new threats as they arise and are also modular, allowing for quick field swap-outs and independent or unified operation, as well as incorporating a process for efficiently transforming collected signals data into updated detection libraries and effector firmware. “Unlike typical ‘loud broadband jammers’ seen throughout the marketplace, IXI products maintain the capability to detect and neutralize advanced drone threats as they continue to evolve and perform in contested radio environments,” adds Hyman. “We offer handheld, mobile and fixed base transportable systems capable of covering all RF detection and protection layers, providing working options to protect the modern-day soldier.”

			For IXI, the key to success isn’t just technology but is experience. “As a high-technology small business, we evolve our products in the lab and upgrade them throughout the field as quickly as our adversaries advance their radios, flight platforms and tactics,” says del Castillo. “Electronic warfare tools must be effective when delivered and remain effective years down the road across multiple theatres against multiple adversaries.” The situation in Ukraine is demonstrative of the changing use of drones, with their threat capability only likely to rise into the future, says IXI. “Drones, as we have seen in the past few months in the Ukraine, have proven their effectiveness in targeting and delivering payloads, and as hard-to-detect (and target) surveillance platforms on both sides. The days of using commercial drones solely for videography have been over for many years, and IXI and other counter-drone developers have been raising the alarm. Ukraine has now proven that low-asset drones are effective on modern battlefields fielded by (and against) major state powers as well as irregular combatants as found in earlier conflicts in the Middle East. The drone threat will continue to rise with increasing visibility and impact as use cases are showcased by example throughout social media in conflicts like Ukraine. It was only a few years ago that insurgents in the Middle East began deploying Phantom 3s and other early low-cost drones to deploy munitions and expand their reach beyond RPGs and IEDs. Those insurgents demonstrated to the world what harm could be inflicted at standoff ranges, and that drones can deliver more than contraband and surveillance videos. Autonomous drones without C2 and direct emissions of data and telemetry are harder to locate and track and can fly in on pre-programmed routes to deliver payloads. Such vehicles need to be stopped by neutralizing their GNSS receivers, inertial navigation systems and/or their motive capabilities. Separately, Russian drones are already being modified to survive laser attacks and hardened to minimize the effects of high-power microwave effectors.”

			Future-gazing in this arena involves the potential for swarms of AI-equipped drones, all intercommunicating and sharing data and processing operations beyond simple autonomy. Those swarms would be able to adjust to a changing environment, proceeding to designated targets as well as adapting to address incoming threats and pursue new targets. Such technology in the skies will also soon be translated to ground, surface and undersea platforms. “Low-cost ocean-based ROVs, like that used in the Black Sea by Ukraine, and weaponized unattended ground swarms deployed ahead of time by hand or autonomous delivery mechanisms could provide warfighting capabilities capable of extended hibernation and weeks of activity instead of minutes or hours,” adds Hyman. “As each of these credible, emerging visions is made manifest, tomorrow’s soldiers will face a truly distributed form of autonomous guerilla warfare requiring an even higher level of alertness and cognitive burden. Our warfighters will need highly automated and tactically responsive electronic warfare on and at their side.”

			That electronic warfare is something IXI EW is confident it can provide, focusing on advancing state-of-the-art SIGINT and the means to counter known and unknown, singular and swarm threats, leveraging OSINT, field INTEL, public and private licensed libraries, and the acquisition and testing of new drones continuously in real-world-like environments. With that as its backdrop, and a proven track record in the sector, del Castillo is confident. “IXI ensures our products maintain the security and updated information that delivers a lifetime of service to our modern soldiers, airmen and sailors,” he says, and work is ongoing to ensure it stays that way. n

			For more information visit www.ixitech.com
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			UK scientists support British Army in US experiment in California

		

		
			More than 25 scientists and engineers from Dstl worked with UK allies testing a range of advanced innovative systems as part of Project Convergence 2022

		

		
			Project Convergence 2022 (PC22) has involved several thousand US, UK and Australian members of the Armed Forces, including around 500 British Army personnel. It is the premier US Army experimentation exercise and seeks to define how the US and international partners, including the UK and Australia, will fight in a multi-domain battlespace. Convergence is about multinational military benefit from the power of equipment and software combinations.

			More than 25 scientists and engineers from the Defence Science and Technology Laboratory (Dstl) were deployed to Fort Irwin, California during October and November as part of the project.

			Dstl worked closely with the UK’s 20th Armoured Combat Battle Team (20 ABCT) and 2nd Battalion, The Yorkshire Regiment (2 YORKS) in delivering the UK component of PC22, through a series of battlegroup and platoon level activities. These activities are part of the PC22 combined joint interoperable experiment involving the American 1st Cavalry Division.

			The experiment is designed to help make the British Army more effective on the battlefield, by cutting down on time and complications in the ‘sensor-decide effector’ chain by testing a number of cutting-edge systems and technologies, including some for the first time. This was achieved by explicit investigation of the Sensor-Decider-Effector (SDE) chain, and by experimenting with discrete aspects of the chain, such as image processing, deception or use of remote and autonomous systems.

			Science and research is vital to overcome challenges and to see where successes and operational advantage can be gained for future war fighting.

			Multiple UK objectives were achieved using UK systems and experimentation including:

			•  HYDRA-R: UK/US Artificial Intelligence Toolbox deployed, tested and trained to detect, recognise and identify enemy vehicles using UK and US surveillance video. HYDRA-R was the first live deployment of the UK/US Artificial Intelligence (AI) Toolbox, a jointly developed AI pipeline for selection, deployment and retraining of AI models in mission. AI experts from the UK and US sat shoulder to shoulder in the middle of the trial, training and deploying AI models against data collected by UK and US platforms. This was the first step towards deploying collaborative AI and autonomy in future Project Convergence trials.

			•  Cyber and Electro-Magnetic Activities (CEMA) Experimentation: successful use of an electronic warfare (EW) deception capability at scale and within a Combined Joint force.

			•  Remote and Autonomous Systems (RAS) Platoon: created a ‘network of things’ through autonomous systems integrated at the sub-tactical level through the US’s research project (Pj SHARE). Uncrewed air and ground platforms were deployed and displayed on single soldier-borne devices which simultaneously showed real time information on UK and US dismounted forces.

			•  Sensor-Decider-Effector: To investigate the delivery of ‘any sensor, right decider and best effector’ by integrating a vertical slice (theatre to sub-tactical) of networked capability as part of a Joint and Combined (multinational) force. This was demonstrated successfully across a multinational formation, with one nation’s deciders able to engage targets which had been observed by other nations’ sensors.

			•  Expeditionary Combat Service Support: the mix of process, technology, organisation and information that offers the best advantage to maintainers supporting repair in the forward echelons was successfully investigated.

			•  UK Rangers: support successfully given to UK Rangers in the development and a testing of their concepts of employment and operations. The Ranger Regiment are Army Special Operations force integrated with US special operations forces (SOF) partners in deep battlespace, to enable defeat of enemy forces, disrupt command and control (C2) nodes and enable conventional manoeuvre.

			Dstl scientists worked with UK Army Headquarters’ Future Force Directorate (FFD), and have been instrumental in developing the data capture and analysis (DC&A) plan for PC22. Over several months, Dstl has worked with US counterparts, notably the Research and Analysis Center, White Sands Missile Range (TRAC-WSMR), to develop testing and observation methods. Dstl is an integral part of the Joint Interoperable Data Analysis Cell (JIDAC) which reported daily on experiment progress and will be preparing the final experiment reports.

			This collaboration obtained 3-star endorsement and direction. Collaboration at experimental and operation levels with the US and other allies is considered essential in delivering future warfighting capability. The future battlefield will demand seamless interoperability between systems from different nations. It is only through experimentation with systems interoperability at scale that capability development and military effectiveness can be progressed.

			More than a singular event, this is a sustained campaign of learning designed to advance and integrate our allied forces and ensure that we can rapidly and continuously ‘converge’ effects across the battlefield. n

		

		
			A sensor that uses innovative technology to immediately identify ballistic data that will enable digitalisation of weapon analysis

		

		
			The unmonitored and unaccountable use of firearms around the world is a contentious issue. High-profile shootings in the UK and the US; Jean Charles de Menezes, Mark Duggan and Azelle Rodney in the UK and Philando Castile, Alton Sterling, in the US, highlight the catastrophic effects, the public disorder, protests, riots that happen when delays, conflicting information and statements occur after a fatal shooting.

			 As the Cato Institute report on Police Misconduct has highlighted, there is a clear need for a system that will provide evidence for such investigations, particularly in areas of the US where there are excessive complaints of misconduct, such as Los Angeles and in Phoenix. 

			It is generally desirable in a fully functional society that the actions of an armed individual can be monitored so that anyone can be held accountable for using their firearm. This is particularly important if the individual is in law enforcement or has a legal authority to carry and use a weapon; public confidence in the system is of paramount importance for a smooth functioning society.

			To address such problems, Ultra are working with UK based SME Inov8ive who have developed their patented Kinetic Discharge Sensor (KDS) that uses cutting-edge technology, to detect data from the projectile as it moves along the barrel. The data is fed into a central processor, which integrates other sensors and produces a signature. The net result is that the KDS can produce an accurate, repeatable ballistic digital signature that provides data giving the why, what, where, when and how the weapon has been used. The KDS has the potential to become a complete AI intelligence-based system and easily integrates with Ultra’s software defined hub, UltraLYNX.

			There are currently other devices in development that are intended for use as firearm accessories or attachments. These mainly monitor weapon use and count the number of rounds fired, using an accelerometer to detect movement of the firearm, which indicates whether a shot or shots have been fired. The problems with using an accelerometer stem from the algorithm comparing the sensitive input, which is inherently susceptible to knocks and drops, which produces similar feedback to a firearm discharge. False results are often induced and reported. Acoustic based sensors have also had media coverage after encountering similar errors in interpreting sounds such as cars backfiring as gunshots. 

			 Inov8ive’s KDS solution overcomes all these issues by using alternative technology which avoids such effects from external influences and only detects ammunition discharge. 

			Although still in development, initial trials have confirmed that the sensor and algorithms can accurately provide a repeatable ballistic signature (weight, burn time, muzzle velocity, etc.) which is not affected by the calibre of the weapon, movement or transition, rate of fire or mechanism. 

			Integrating additional micro sensors, barrel temperature, muzzle position and the six degrees of freedom of movement of a firearm in three-dimensional space, alongside gesture monitoring can be collected at millisecond intervals. Inherent to our natural actions through the movement of the firearm and, specifically, the millisecond movements before and post-discharge, the KDS can also detect stability, trigger flinch, follow-through, time distribution, recoil analysis, firearm positioning, and holster draw analysis. 

			All the data captured is kept secure by encryption stored locally and/or communicated off board, via UltraLynx. This enables captured data to be shared with attached devices and transmitted to the Command Centre or combat management system. Data is then streamed (in real-time) which allows immediate situation awareness and response made, whether in training or RSOI operations (Reception, Staging, Onward Movement, and Integration).

			The KDS presents a game-changing innovation that could lead to several products including:

			Marksmanship application – that will require no calibration or any additional devices, the sensors small footprint and weight that does not affect the operator, working with in transitional and other scenarios on a variety of mechanisms. We provide the tools to analyse prior, current and post-event results with training by the instructor alongside command to assess the progress of a unit. 

			Situation Awareness – live streaming of data (real-time) can be used within the prior, live and post-management of situations (situation awareness) via an Application Programming Interface (API). In either a one-to-one or one-to-many configurations. 

			Next Generation of Armoury application – From an armoury perspective, there is also a need to understand the status of the firearm (maintenance) alongside logistical information on ammunition (shots used), autonomous resupply and part replacement. 

			It doesn’t stop there; we believe this technology could play a crucial role in collecting evidence for criminal investigations. This sensor technology could give live access to data that would help in criminal investigations to immediately determine each line of fire and who was at fault, enabling an appropriately accurate and more rapid response to be achieved. The delay and lack of forthcoming information would be radically improved, and this technology would certainly be in the public interest for development in the future. 

			 All the collected metadata can be used as a historical dataset which can provide predictions, analysis and decision-making support using geospatial location.

			 KDS is able to detect and digitise discharge straight out of the box; there is no need to calibrate the device or “learn” the round. The devices are interchangeable, so they will always produce consistent and repeatable results which is envisaged to be an enabler for accountability, autonomy, machine learning and human Artificial Intelligence. 

			Ultra are proud to be partnered with Inov8ive and look forward to bringing this unique sensor technology to market. n

			www.ultra-pcs
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			Imagine a device that will identify who shot what: where, when, how and why!

		

		
			New generation in battery charging: Light Universal Charger LUC®

		

		
			Yesterday’s solutions are now too heavy and not sufficiently efficient, that is why at Bren-Tronics, we work hard to propose innovative light-weight solutions such as the combination of solar fast charging solutions and the newest generation of universal chargers.

			The Light Universal Charger LUC® is Bren-Tronics newest generation of universal chargers that can charge any portable military battery using any energy source available in the field (vehicle, solar and battery) as well as AC standard input. 

			LUC® charger is a level 3 Smart Charging device using smart data communication protocols like SMBus, DQBus, single wire, to maximize charging efficiency while guaranteeing safety. 

			Thanks to its very light weight (< 650 g), this charger can be carried in a soldier's backpack and can simultaneously charge 2 batteries. The charger uses NATO approved connectors for input and output, allowing full interoperability with existing cables and battery adapters. It also comes with 2 USB outputs of 5V, 3A each and mini-USB port for maintenance.

			Thanks to its universal architecture to charge various battery types, LUC® provides ease of use and convenient logistic planning. The charger can be connected to PC/Tablet to monitor and store any battery health indicator (SOH), State of Charge (SOC) and information. Concurrently, LUC® charger offers OLED display with a friendly user interface to show all available information from the battery.

			Like the majority of Bren-Tronics’ products, LUC® charger underwent a rigorous military qualification and is rated IP67. It is also compliant with military specifications MIL-STD-810H and MIL-STD-461G. It comes either in green or sand colour. n
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			All climates, all terrain, all units, over coming procurement problems for your defense units

		

		
			Soldier Modernisation talks to Matt Williams, CEO of Brigantes Consulting, about their unique services

		

		
			Procurement for different missions and climates has always been very problematic for forces that have to travel the world, and for countries with different terrains. With different suppliers pushing goods in the market and prime contractors not able to view every new development in the market place, how can we be sure that we are utilising kit correctly and not buying fool’s gold.

			Brigantes Consulting is a well-established company with years of experience in supplying to Forces and Elite Police units, providing knowledge and experience that is trusted for any terrain or climate.

			Q: Your vision is based around 6 core capabilities to better enable the modern warfighter, could we talk about how these values were formed?

			A: With our origin in the outdoor industry, adventure training, extreme cold weather and vertical movement were natural areas for us to focus on. Signature management leant on our expertise within technical textiles and understanding of the realities of the operational environment. PPE, in the form of helmets and ballistic protection, was a natural progression as we expanded further within the wearable space. Finally our tech area was one which we were asked by our Defence and Police clients to take on in order to help deliver the same translation service that we provide for the outdoor industry.

			Q: As a company you advise on a wide range of tactical equipment designed for all environments and terrain, how have you developed a strategy for correct equipment lines and advice?

			A: In simple terms this is all about listening and technical expertise. We coach the requirements managers to define the problem rather than the solution and then from there provide them with potential routes to get what they want. Having the correct product lines and with years of previous experience allows Brigantes to advise for all scenarios. 

			Q: How do you look at new products in a constantly evolving arena and are there any new products lines we should be looking at?

			A: We are constantly engaging with new technology and increasingly find that those companies with interesting proposals are seeking us out. This then sits with the products director who is heavily involved in design and evolution of solutions. We are seeing really exciting advances in signature management and software in support of the autonomous systems. More importantly is the evolution and innovation in think, which is our biggest area of push. We spend most of our time educating the end users on what can be achieved and for us this is where the greatest rewards to the defence forces can be found. We have to be sure all new products are a benefit to all our clients, both existing and future. n

			For more information: www.brigantes.com
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			A new budget for a new era: EU Defence Ministers approve EDA budget increase

		

		
			In early November, European Union Ministers of Defence approved a significant European Defence Agency (EDA) budget increase for 2023, reflecting the Union’s higher level of ambition and a tangible reinforcement of the Agency in support of growing national defence efforts. The decision was taken at the EDA ministerial Steering Board in Brussels, under the chairmanship of the Head of the Agency Josep Borrell. Ministers also considered the main findings of the EU’s defence review, the Coordinated Annual Review on Defence (CARD). In the margins of the meeting, Defence Ministers signed a new EDA programme, the Military Computer Emergency Response Team Operational Network (MICNET). 

			The EDA budget for 2023 will rise 15% to €43.5 million, compared to 2022, following approval by Defence Ministers at the Steering Board. After several years of zero net growth budget, the increase will help enhancing domain expertise on land, in the air, at sea, in space and in the cyber domain.

			Crucially, the operational budget from which EDA directly finances cooperative defence projects will rise 47% next year. An important part of the increased budget is set to be invested by EDA in innovation through the Agency’s Hub for Defence Innovation (HEDI). This rise also cements EDA’s role as the EU’s main forum for defence cooperation, in full support of national strategies. 

			At the Steering Board, Defence Ministers also adopted EDA’s planning framework for 2023-2025, which provides an overview of the nature, scope and expected impact of EDA’s activities in support of Member States in the years to come. 

			‘Opportunity and challenge’ 

			Ministers focused on the findings and recommendations of the 2022 CARD report, the EU’s defence biannual review that aims to better align Member States’ defence efforts and identify areas where they can cooperate. Together with the EU Military Staff, EDA has provided a picture of the existing defence capability landscape. 

			As defence spending rises again across the EU, CARD has a central role to play by pointing the way towards projects in the Permanent Enhanced Structured Cooperation (PESCO), the European Defence Fund or other frameworks. 

			EDA Chief Executive Jiří Šedivý said the rise in national expenditure was both an opportunity and challenge for European defence. He urged Member States to work together.

			“Without having a robust portfolio of high-end military capabilities for a wide spectrum of operations, the EU will not become a credible security provider. Spending in isolation and leaning towards non-EU suppliers risk increasing fragmentation and undermine broader efforts to deliver capable and coherent European armed forces,” Chief Executive Šedivý said. 

			The goal, he said, is to prepare today by planning for 2040. Once the investment shortfalls of the past have been compensated for, Member States should work on a common, long-term capability outlook for the EU defence landscape with a greater emphasis on an EU approach for cooperative capability planning. 

			MiCNET 

			In the margins of the Steering Board, Defence Ministers signed the new EDA programme for the Military Computer Emergency Response Team Operational Network (MICNET). The establishment of this operational network of national response teams, known as milCERTs, is a substantial step towards enhancing the level of cooperation in the cyber domain at EU level.

			Eighteen countries will join this new EDA programme, which aims to foster the exchange of information at a time when computer networks are increasingly contested and the number of cyber-attacks against the EU and its Member States continues to grow. MICNET will be managed by EDA and will also be the first outcome of the new Joint Communication on the EU Policy on Cyber Defence from head of Agency Borrell in his role as High Representative/Commission Vice-President, presented earlier in November. n

			“Without having a robust portfolio of high-end military capabilities for a wide spectrum of operations, the EU will not become a credible security provider. Spending in isolation and leaning towards non-EU suppliers risk increasing fragmentation and undermine broader efforts to deliver capable and coherent European armed forces.”

			EDA Chief Executive Jiří Šedivý
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			Providing clear and concise communications in the multi domain battlefield environment

		

		
			Soldier Modernisation speaks to Morten Rishoj, FalCom 

		

		
			As every soldier knows, no plan survives first contact, but if you can’t hear the new plan after first contact, then there is no surviving. In his book Men Against Fire: The Problem of Battle Command, S.L.A. Marshall speaks to this fact. He exhorts the importance of ensuring that men communicate on the battlefield when he states, “Information is the soul of morale in combat and the balancing force in successful tactics.” This statement, and many others in his work, drives home the point that soldiers must communicate on the battlefield to ensure unit cohesion, assist the small unit leader in tactical decision making, and ultimately enable the soldier’s senior commander to apply the right type and mix of combat power that will ensure overmatch against our adversaries. These lessons were true of warfare in the 1940s when Marshall wrote this book, and they remain true today, especially as we start to transition back to large-scale combat operations in a multi-domain environment.

			Q: With access to more data and communications, basically more information being pushed at the modern warfighter, the ability to still be aware of your own situation and safety is critical. How are FalCom helping?

			A: FalCom designs and manufactures products that provide the modern warfighter with clear communications in high noise and critical environments. The FalCom system allows the soldier to be hearing-protected in operations, while maintaining full situational awareness.

			FalCom products are designed with an end-user focus. A modern warfighter operates in dangerous situations where the ability to hear and communicate is crucial. Our knowledge of hearing aids and the negative effects of hearing loss impact everything we develop. FalCom in-ear and over-ear headsets allow users to operate in these environments, communicate with a team, and listen to their surroundings — while providing protection from hearing-damaging sounds. We know that the best way to protect someone’s hearing is to provide them with hearing protection that they actually want to use. That is why we have designed our system to be lightweight and provide all-day comfort. 

			Our headsets are also engineered with medical grade transducers that enable clear voice communication and sound quality in noisy operational environments. This means the wearer does not need to remove the headset — and risk exposing themselves to hearing damage — to have a conversation or to detect potential threats around them.

			Q: One of the phrases being used by FalCom is 3D audio, with the FalCom 3D engine, could you explain the concept and how it works for the operator?

			A: One main differentiator is our 3D Channel Separation feature. This feature allows the user to handle multiple audio channels simultaneously, improving an operator’s ability to work as efficiently and effectively as possible. 3D Channel Separation places the sound from up to four audio sources around the user’s head in positions that provide maximum differentiation. This makes it easier for the user to separate incoming audio feeds and to different between channels.

			Q: FalCom is part of GN Group, could you provide a history of how the division came about and the benefit this gives you in research and development?

			A: FalCom as a separate entity began in 2017 by the GN Group. GN is a global leader in intelligent audio solutions with more than 7,000 employees and a 150 year history, including global brands such as GN Resound and Jabra. Our goal was to create the ultimate soldier hub by combining military industry experts with GN capabilities, such as Jabra high tech headsets and ReSound medical device size and accuracy. 

			Today FalCom offers a range of products designed for the modern warfighter with industry leading hearing protection, and best in class audio including 3D audio capability and natural hear-through. The range includes multiple control units, in-ear and over-the-ear headsets to fit all user requirements, and COM cables to interface to soldier radios, intercom systems, mobile phones and other audio accessories.

			Because of GN’s in-depth knowledge of hearing aid design we are able to design our headsets to be smaller and consume less power than competing products. We are also able to develop products with sleek designs that easily integrate directly with radios and end user devices because of our knowledge sharing with Jabra. n

			For more information on FalCom, please visit us at:

			www.FalCom.net or email us at: Info@FalCom.net
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			EU Defence Review

		

		
			The European Defence Agency Review calls for greater European cooperation to match defence spending increases

		

		
			Defence Ministers were presented with the results and recommendations of the Coordinated Annual Review on Defence (CARD), the EU defence review on 15 November. It finds that increases in defence spending following Russia’s war of aggression against Ukraine represent both an opportunity and challenge for European defence. The CARD Report also shows that the announced additional funds may fill long-standing capability gaps. CARD has identified a likely recovery point in 2023, when Member States can move past the under investment in defence following the 2008 financial crisis. However, spending in isolation and leaning towards non-EU suppliers risk increasing fragmentation and undermine broader efforts to deliver capable and coherent European armed forces. It also finds that defence planning continues to be done mostly in isolation and that Member States remain unconvinced by European cooperation projects.

			During the European Defence Agency (EDA) Steering Board, Ministers of Defence were presented with the 2022 CARD Report developed in close coordination with the European External Action Service (EEAS) and the EU Military Staff (EUMS) over the past year.

			Head of the Agency, High Representative/Vice-President, Josep Borrell said: “The message from CARD is clear. We cannot just spend our way out of the mistakes made following the financial crisis. Defence cooperation coupled with increased spending is the only way to ensure Europe has capable and ready armed forces, able to respond to any crisis. With CARD, we have a unique overview of all 26 EDA Member States’ national defence planning and capability development efforts. Member States now know where and with whom they can invest and develop military capabilities together. We must move past recovery and, with war back in Europe, move towards winning the future by building a true European defence.”

			Spending, planning, cooperating: CARD’s recommendations

			The CARD report offers Ministers of Defence key strategic and political messages, actionable recommendations and options to generate collaborative projects.

			Repairing the past through increased defence expenditure: CARD recommends that the increase in defence spending is used to meet urgent defence needs and close identified capability gaps.

			Prepare today by planning for 2040: CARD recommends that, in accordance with the Strategic Compass’ vision, Member States elaborate a common long-term capability outlook for the EU defence landscape - envisaging how it shall be shaped by 2040 - with greater support for adopting an EU approach for cooperative capability planning.

			Win the future with a capable and coherent European defence: CARD recommends taking forward CARD collaborative opportunities through projects in PESCO, the European Defence Fund or other frameworks. It also proposes concrete projects, e.g. for cyber operations or interoperable tactical command and information systems, and expresses the need to cover critical gaps including enablers, such as strategic air transport, maritime power projection and high-end air defence systems.

			EDA Chief Executive, Jiří Šedivý said: “Without having a robust portfolio of high-end military capabilities for a wide spectrum of operations – including high intensity – the EU will not become a credible security provider. CARD has a crucial role to play by informing national policy makers, planners, and armament staff of concrete collaborative opportunities to that end. At EU level we must now work to shift the balance and make cooperation the norm. The progress on cooperation projects since our 2020 report has been limited, renewed cooperation on next-generation capabilities is essential to meet future needs.”

			Defence spending: recovery point from 2023

			Defence expenditure grew significantly to €214 billion in 2021 (up 6% compared to 2020) and is estimated to grow further by up to €70 billion by 2025. CARD finds that if announced defence spending increases are followed through, Member States will possibly have recovered in 2023 from the underspend of the financial crisis and can give greater focus to future defence needs.

			CARD identifies a clear risk from isolated defence spending in the medium to long term. This risk seems further substantiated if Member States favour individual, non-EU off-the-shelf procurements over longer-term investments.

			Defence cooperation: exception rather than the norm

			The report finds that defence cooperation remains the exception rather than the norm. CARD finds that Member States implement their plans to a large extent at national level, with only 18% of all investment in defence programmes conducted in cooperation with other EU countries. However, some collaborative opportunities identified in the 2020 CARD cycle have led to PESCO projects. CARD concludes that Member States mainly seek cooperative solutions for projects when they coincide with national plans, benefit national industry, or consolidate a strategic partnership.

			Many Member States regard European collaborative approaches as more time consuming and complex, and often opt for national solutions or non-EU suppliers. Cooperation primarily takes place among neighbouring states in existing cooperation frameworks, while broader European collaborative approaches are usually not the preferred choice. CARD finds that the main impediments to cooperation stem from the complexity of legislation, pressing timelines and budget availability as well as the allocation and retention of the right experts, making full engagement with the EU defence initiatives difficult for many Member States.

			Defence planning: lack of focus

			To overcome the lack of coherence in the EU defence landscape, CARD finds the need for a common long-term capability outlook, built upon the common strategic vision provided by the Strategic Compass. EU defence initiatives must be further embedded into national defence planning and policy documents. Based on the most promising of the identified collaborative opportunities, six ‘focus areas’ were selected for their high potential to boost the EU's and its Member States’ operational performance. The six areas should be further developed to better reflect high intensity requirements and preserve industrial know-how. n
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			Future waveforms and software defined radio for dismounted soldier communications

		

		
			Rob Garth, Product Director, Domo Tactical Communications (DTC) talks to Soldier Modernisation

		

		
			Q: What do you mean when you talk about a "Waveform"?

			A: That's an interesting question. Many people think of a communications waveform as simply the "air interface" of a radio - the way the radio launches the information to be transmitted into the ether. In the old days this might be achieved using Frequency Modulation (FM), Amplitude Modulation (AM) or Single Sideband (SSB) for example, whereas today it is more likely to be COFDM or spread spectrum.

			But actually, a Communications Waveform really encompasses much more than this - in fact, every step between the information to be transmitted entering the communications system to it actually being transmitted on air. This might include audio or video encoding, encryption, frequency hopping algorithms, channel access mechanisms, traffic routing and a host of other things - including Cognitive Radio technology which adjusts the behaviour of the communications system based on the radio environment in which it finds itself.

			 

			Q: But I just want to communicate. Why should I care which waveform is used?

			A: Essentially there is no such thing as a "one size fits all" Waveform - Waveforms are optimised for a particular use case or set of use cases and a particular deployment environment. Choose an unsuitable waveform and you might suffer from unreliable communications, poor LPI/LPD (Low Probability of Intercept/Low Probability of Detection) performance and compromised security, insufficient data throughput or unnecessarily high power consumption. Your radio system might also be unnecessarily wasteful of scarce radio spectrum and disruptive to other radio spectrum users.

			For example, many satellite communications systems utilise wideband "Single carrier" Quadrature Amplitude Modulation (QAM) transmissions which are spectrally efficient and can be generated and demodulated using relatively simple hardware. In a line of sight Satcom link, these waveforms perform very well, but try deploying the same waveform in a wideband ground to ground link - particularly in an urban environment with strong reflections - and it will likely be rendered completely unusable by multipath fading.

			Q: How Does Software Defined Radio play into all this?

			A: Traditional radio systems were "hardware-defined," meaning that their key waveform parameters - modulation type, channel bandwidth etc. were fixed at the time of manufacture by the electronic circuitry and components employed. Some radios could support more than one waveform - both AM and FM for example - but this was achieved by switching between different hardware circuitry.

			In contrast, a Software Defined Radio such as Domo Tactical Communications' SOL8SDR has its behaviour and waveforms defined not primarily by the hardware employed but by the Software installed. Thus, the same radio hardware can potentially host multiple different waveforms and the user can choose between them depending on the mission and deployment environment. And a radio developed today might be field upgraded down the line to a waveform which hasn't even been developed yet - immensely powerful in staying ahead of an adversary's Electronic Warfare (EW) and capabilities.

			 

			Q: What Waveforms does DTC offer and what benefits do they bring?

			A: DTC's flagship MeshUltra™ family of Tactical COFDM MANET IP Mesh waveforms supports up to 144 nodes and channel bandwidths from 1.25MHz to 20MHz, delivering a maximum throughput approaching 100Mbps. The MeshUltra™ family was developed from the ground up to perform well in challenging RF environments - in the presence of strong multipath reflections, interference and jamming and also for deployment on high-speed platforms. It also supports DTC's cutting edge "every radio a sensor" Cognitive Radio capability "Interference Avoidance System" (IAS).

			We also support several other MANET waveforms primarily for compatibility with currently fielded systems as well as a unidirectional COFDM Video waveform which offers a DVB-T compatible mode and is ideally suited to "one to many" applications such as video downlink from a strategic UAV.

			Q: Does the Dismounted Soldier environment impose limitations on a practical SDR?

			A: To some extent yes. Compared with a rack-mounted base station or vehicle radio system, a Dismounted Soldier SDR has to deal with significant SWaP (size weight and power) constraints. Dismounted Soldier Radios are also typically deployed in very large numbers and therefore hardware cost also becomes a significant factor (SWaP-C). This typically leads to restrictions in the frequency range and instantaneous bandwidth which can be supported and also sometimes limits the complexity of the waveforms which can be hosted.

			But low SWaP-C Software Defined Radio hardware has moved forward in leaps and bounds in the last couple of years as can be seen from DTC's latest single-board SDR - just two inches square and weighing less than 26 grammes but still capable of supporting all of DTC's waveforms, with plenty of room for growth. n

			Rob Garth is Product Director at Domo Tactical Communications (DTC). With a background in RF engineering, Rob has more than twenty years in the development and delivery of robust tactical and fixed wireless systems for both military and civil applications, from simple FM links to multi-Megabit COFDM MESH systems and data pipes on the ground, in the air and at sea. He is Chartered Engineer and Eur.Ing with a Masters Degree in Electronic Engineering from the University of Warwick.
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			2 Yorks – infantry capability pathfinders for the British Army

		

		
			Project Convergence 2022

		

		
			During October and November, the 20th Armoured Brigade Combat Team led the British Army’s collaboration, with the US and other allies, testing a range of innovative systems in a mock-up desert village in California. Project Convergence is the premier US Army experimentation exercise, seeking to define how the US and international partners, including the UK and Australia, will fight in a multi-domain battlespace.

			The UK contribution to Project Convergence was 450 soldiers, testing around 17 cutting-edge systems and technologies, including some being tested for the first time ‘on the ground’. Participation is designed to help make the British Army more lethal on the battlefield, by simplifying and speeding up the ‘sensor-decider-effector’ chain.

			As well as testing some of the latest systems, the human capability was also put to the test with the newly-formed Ranger Regiment operating alongside US Special Operations Forces to swap tactics, while 2 YORKS provided reconnaissance and logistical support using their Robotics and Autonomous Systems (RAS) Capability.

			Now part of the Land Warfare Centre’s Experimentation & Trials Group, 2 YORKS are testing new variants of the Rheinmetall Missionmaster Unmanned Ground Vehicle, next generation helmet mounted night vision and Dismounted Situational Awareness (DSA). n
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			The future of Tactical Data Link technology: meeting battlefield challenges in 2023, and beyond

		

		
			Jackson White, Business Development Director of Tactical Data Links and VP Marketing, SPX CommTech, discusses the development of Tactical Data Link (TDL) technology in enabling more secure and reliable data transfer between aircraft and ground teams for effective real-time ISR

		

		
			Q: Firstly, tell us what are Tactical Data Links, and why do they matter?

			A: Remote sensors are playing an increasingly crucial role in modern warfare. They’re critical for Intelligence, Surveillance, and Reconnaissance (ISR) as they can transmit real-time live, high-quality video, radar and audio data. This enables operations to be executed extremely quickly by speeding up intelligence dissemination and allowing a faster decision-making process, which significantly aids in a range of situations from supporting civil authorities and governments in several types of operations.

			Accurate, real-time sensor intelligence relies on Tactical Data Links that enable the fast and seamless exchange of mission-critical situational data between platforms, such as fixed and rotary wing aircraft and decision-makers in static or fixed command centres. Data fusion combines real-time data from multiple sources to provide a more accurate and consistent view of the operational picture, allowing more informed, quicker decisions and increased command and control capabilities in ever-evolving situations.

			Q: How has Tactical Data Link technology developed in recent times?

			A: Tactical Data Link technology is constantly developing to keep pace with the vast amounts of data being created by operational sensors. For instance small, lightweight, low-power and high-performance Data Links are allowing users the ability to transmit data further from their ISR capabilities to the point of use. When integrated into an unmanned system such as a drone, they can cost-effectively carry out ISR missions in air, sea or on land domain, over extreme ranges of up to 200 kilometres without the use of satellites. 

			High data throughput and long-range links benefit from Software Defined Radio (SDR) technology, enabling the maintenance of the robust long-range connection with rapid re-gain of the link, whilst incorporating a number of different waveforms. Depending on the concept of operations and the defined user case, teams may be able to reconfigure the radio capability from a mesh capability to a “point to point-line-of-sight” long-range capability – all on the same platform.

			Over the last 12 months, we’ve also seen technology enhancements that impact performance in operational use. We have witnessed improvements in the technology that encodes and decodes video, audio and IP data, which allow for the transfer of multiple high-quality videos to provide more detailed video intelligence for a more informed decision-making capability. These improvements create marginal gains that really matter. 

			Q: How are operational users and teams deploying TDLs?

			A: Equipping users with the latest technology has been, and will continue to be, crucial to the success of ISR operations. As the operational environment becomes more RF complex, the way users work with others becomes more complex too. For instance, ISR is used by a number of agencies, from military to government and civil security organisations, who increasingly work together to share information either for inter-agency, or siloed operations. Each user or team has its own independent data exchange requirement, which must remain encrypted and only accessible to those that need access to it. Therefore, compartmentalising data allows each to access only the data required for their operation, while everything else remains encrypted and inaccessible for viewing. Intelligence analysis often requires the ability to share information securely, especially where such large volumes of data are transferred in real-time. When it comes to Data Links, data throughput can become vulnerable to attacks as the demands from sensors grow. Highly secure, robust Data Link technology can mitigate this and ensure data security using sophisticated embedded encryption algorithms. 

			Operational users are also incorporating Data Link systems into more multi-role platforms. Until recently, Data Links have mainly been seen on fixed and rotary-wing aircraft, which have been used in individual roles such as troop transportation, combat search and rescue or ISR. We’re now seeing aircraft being designed to be multi rolled, which is leading to platform integrators and OEMs designing solutions that can incorporate ISR mission systems installed across all platforms – with the ability to carry on, or rapidly mount and dismount. This ultimately gives users flexibility when deploying ISR assets. The ability to reconfigure platforms significantly reduces the burden on platform availability and these same platforms can be effectively repurposed and deployed for the most pressing operations.

			Q: How have conflicts, including the Russia-Ukraine war, influenced the use of TDL technology?

			A: The conflict in Ukraine has led to a sense of unease across eastern and northern Europe and has put border security to the top of the security agenda. With cross border incursions and mass migration from Ukraine to boarding countries, keeping borders safe is of utmost importance. As a result, we’ve seen more ISR assets placed for border surveillance over the past few months. It’s through this ISR deployment that we’re witnessing more effective security and surveillance control across Europe.

			Within the conflict itself, we’re seeing platforms that are being reconfigured from standard transportation platforms to ISR platforms, to combat solution-driven platforms – all of which require Tactical Data Link capabilities.

			Q: In this context, what are the evolving use cases for soldiers adopting Data Links?

			A: Increasingly, we’re witnessing Data Link technology being deployed to enable air-to-air data transfer. This includes drones conducting forward reconnaissance missions in support of troops on the ground. Air-to-air transmission enables rapid, long range data exchange with decision-makers on fixed and rotary platforms, which is having a direct impact on improving the tempo of tactical operations. 

			Q: Looking ahead, what trends can we expect to see in 2023?

			A: Data Link video technology has rapidly evolved in line with broadcast television technology over the last 15 years. However, in the shorter term, we’re seeing a rapid evolution of the concept of operations and the need to address the flow of data that is proliferating across the air domain in support of sensor proliferation. In other words, the use of Data Links employed to transmit data from platform to platform, but also from platform to the ground.

			Evolving camera technology and the ability to work with several different sensor systems will also be key going forward. Whether a standard composite camera or an IP camera, encoding data and reducing the data overhead by compression – while keeping an eye on how compression protocols will develop in the future – will continue to be crucial to operational information sharing. 

			Just like commercial technology, Data Links have also greatly progressed and will continue to evolve to meet new standards like 4K and become faster, more effective and efficient. In a similar way, sights are also set on the next generation of target encoding and decoding protocols as the requirement for higher definition video increases to transmit essential information across Data Links efficiently – all while retaining the highest level of reliability and security. 

			While there’s a clear shift toward unmanned air platforms, there will also be a continued need for manned and unmanned operating in the same space, using the same communication links. For air and ground assets and between agencies, interoperability between manned and unmanned platforms will continue to be challenging. However, the improving ability to share data and utilise shared assets and Data Links is undoubtedly helping defence teams make more informed decisions and take the best immediate action.

			Q: How are Enterprise Control Systems’ products and capabilities supporting these trends?

			A: We’re constantly looking at innovation and ways to ensure our products don't only meet the challenges of today’s battlefield, but also in the future. We’re now looking at the next generation of capabilities with a strong focus on the quality of the data that we're looking to disseminate over the operational domain. This entails not only defining the quality but also the amount of data that we can transfer.

			Our present Tactical Data Link portfolio, including the Evenlode Series, is being used by users across the globe, and we’re currently working on a solution that we expect to launch in the next year to address the trends and challenges discussed in this interview. As a whole, our bi-directional Data Link capabilities enable not only situational awareness for users on the platform itself, but also awareness on the ground to enhance operational commanders’ situational awareness throughout an entire operation.

			This year we’ve also been proud to have secured a record number of contract wins across the business, which are helping users pre-emptively prepare for future ISR requirements in the next three to five years. While we appear to be living in an increasingly unstable world, Tactical Data Link will be crucial to all future operations and key to supporting users in the most challenging missions. n

			For more information: 
www.enterprisecontrol.co.uk
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			Can AI teach AI? DARPA explores how AI tutoring can help adult learners

		

		
			New opportunity seeks AI technologies to help adults learn complex subjects required for national security

		

		
			The way people work is shifting; acquiring new skill sets can help ensure the national security workforce keeps up with the evolving demands of modern-day society. The World Economic Forum predicts that by 2025, 50% of all workers worldwide will need reskilling in order to compete in the market.

			The Department of State and Department of Defense (DOD) both state that artificial intelligence is at the centre of the world’s global technological revolution. According to the 2020 DOD Education Strategy, “the future of AI in the DOD relies on the Department’s ability to build and develop a workforce for the digital era.”

			Meanwhile, COVID-19 has created additional challenges for workers, accelerating the adoption of new technologies and automation in many sectors and disproportionately impacting the unemployment rates of historically marginalized demographics, including people who identify as Black or Hispanic.

			DARPA is seeking ideas for innovative AI approaches that can help adults learn complex topics necessary for the current and future national security workforce (e.g., AI engineering and cyber defense).

			“As technology advances and economic conditions shift, so will the skills necessary for America’s workforce and our military,” said Joshua Elliott, AI Tools for Adult Learning program manager in DARPA’s Information Innovation Office. “In addition to a post-pandemic economy, the need to improve access to education and upskilling for historically marginalized learners is more important than ever. AI tutoring could dramatically improve learning success, particularly in increasingly common remote and self-directed learning environments.”

			DARPA invites technologists, researchers, students, teachers and creators of digital learning platforms or cutting-edge AI techniques to propose AI tools or technologies that can address the critical challenges facing adult learners. Successful tools will seek to create customized learning experiences that improve training of new skills in adults who have completed post-secondary education.

			DARPA leaders and industry experts in the adult learning field will review abstracts over the course of nine months. Submissions will advance as follows:

			Phase One: Reviewers will evaluate high-level proposal abstracts and select a subset to proceed to phase two. The deadline to submit abstracts is December 18, 2022.

			Phase Two: Reviewers will evaluate detailed proposals for technical merit in order to move to the last phase.

			Phase Three: Finalists will pitch their concept before the panel of reviewers, who will select the winners.

			Following the pitch event, DARPA will award a total of $750,000 to winning submissions to develop those concepts. Those who are selected will have the opportunity to present their progress and technologies to industry, technical experts, and philanthropic organizations in the year following the awards.

			“There is a growing body of evidence that demonstrates the power of tutoring as a means to teach all learners quickly and effectively, and yet, programs that rely on human tutors are costly,” explained Elliott. “Recent advances in AI have made way for computer-based tutoring systems that use AI to personalize instruction in real time based on learner responses. These systems have the potential to drastically reduce the cost of high-quality tutoring, and therefore increase access for all learners.”

			For complete information about AI Tools for Adult Learning – including how to submit an abstract, eligibility requirements, registration access and more – please visit toolscompetition.org/DARPA. n
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			Connect and communicate anytime, anywhere

		

		
			Soldier Modernisation talks to Robert Bills, President, NAL Research about the Quicksilver (QS-100) 

		

		
			There’s no disputing that communication capability is one of the most powerful weapons in any government or defense sector’s arsenal. As the world of warfare continues to evolve, from the need for more data to the changing nature of combat environments and locations, that communication has required constant evolution. Predicting future needs when it comes to this kind of communication is something NAL Research has made its business for some 25 years, leveraging the Iridium Satellite Constellation to provide state-of-the-art communications systems for the defense, research, and commercial sectors. Soldier Modernisation spoke to NAL Research’s President Robert Bills about the company’s latest product, the Quicksilver (QS-100), and how it meets the challenges of today.

			“With more data needed on the battlefield or, as we've termed it for the past few years, the ‘digital battlefield’, a main need is extending communications to areas not covered in existing communication systems, but also to remote locations with no communications at all,” says Bills. Power, weight, and size remain key factors in the world of defense, along with mobility and the ability to operate in rugged environments, all made even more challenging when in remote locations. The trump card for NAL Research is its use of the Iridium satellite constellation, which operates in the L-Band rather than K-Band, allowing it to work anywhere in the world, and in all-weather situations. NAL Research’s latest solution, Quicksilver (QS-100), uses Iridium to provide the remote capability required by the military that ticks the boxes of being low power, lightweight, mobile and rugged, using the Iridium Certus 100 mid-band service to add speed to its list of attributes. “It is 40 times faster for received capability than Iridium’s prior generation of technology. It's a massive improvement in throughput. And, coupled with that, it's really well suited for remote independent sensors, unmanned systems, soldier-carried devices, small vehicles, small maritime platforms, and the Quicksilver itself is the lowest powered, smallest, lightest weight system of its class available in the market today.” Additional benefits include Iridium’s omnidirectional antenna, providing added flexibility and resilience in military environments. Such fundamental features are what make NAL Research’s capabilities ideal for what the military requires for unmanned systems, says Bills, and predicts that this will become even more important in coming years as remote environments become more commonplace for such operations. “Working in the polar regions, whether it's the Arctic or the Antarctic, has become increasingly important. And Quicksilver, utilizing the Iridium constellation, will work at the poles whereas some other systems do not.”

			Another issue is security, with Bills pointing out that any network capability nowadays has to have security as a foundational feature in concept. At NAL Research, that starts with commercial level security such as Data at Rest Encryption (DARE) and virtual private networking that's automated into the system so customers can set up encryption or security features at a level that fits their mission. But for military customers, it goes further - addressing the need for classified levels of security. “The products that we build, and Quicksilver in particular, is able to connect to Type 1 encryption devices,” he explains, while newer encryption capabilities also have scope to be a future support capability of NAL Research’s Commercial Solutions for Classified (CSFC). Security doesn’t stop at the device level, which is where Iridium comes in again, says Bills, providing the ability to connect to standalone clouds, creating a completely private government network environment.

			NAL Research’s championing of Iridium as a network isn’t just based on the capabilities it provides, but its proven track record and longstanding role in serving its customers. “Iridium is perfect for the military and government”, says Bills, “and we have used Iridium to support military and government applications around the world. First off, the constellation has been around for over 20 years. When it came out, there was nothing like it and still there's nothing quite like it that's fully operational.” Low Earth Orbit (LEO) satellites may be in the spotlight thanks to developments such as Elon Musk’s Starlink or Amazon’s Kuiper, but in Bills’ words, “Iridium was doing LEO before LEO was cool”. Not only is the constellation’s network fully global and all weather, it is also technically proven, he says, with its first generation of satellites working 15 years longer than originally intended, and Block Two expected to be as longstanding. Alongside its technical capabilities, Iridium boasts a proven business model - a not-so-easy achievement in the world of commercial satellite communications, making it an obvious choice when it comes to commercial providers, in Bills’ view. 

			Iridium may provide the capability, but it is NAL Research’s own ambition to be at the cutting edge of satellite communications that has made it the number one provider of Iridium connected solutions to the US government for 15 years, says Bills. “Nobody delivers more stuff leveraging Iridium to our government partners than NAL Research does. Our viewpoint is that we have probably delivered somewhere between 50–60% of all Iridium capabilities to the US government over the past 15 years. We're always at the cutting-edge and when somebody wants to do something new or unique with Iridium, we're typically the first phone call that they make.” Not only did NAL Research pioneer the market space for personal recovery or Blue Force Tracking devices, but it is now leading the way in Assured Position, Navigation and Timing (A-PNT), providing additional non-GPS based capabilities. “Now, in addition to all of our sort of SATCOM expertise, we have become experts in this Assured-PNT technology space and we've tied that into our SATCOM products to make them more useful, and more valuable to our partners.” But it’s not just a case of offering both capabilities, says Bills, but mixing those ideas together to maximize the value for customers. 

			“For the future, things that are going to matter are different types of networking systems, so terrestrial and SATCOM capabilities, and mixing those two things together. I think that that's going to be critically important going forward - the Army has taken to calling it convergence - where different types of networks “converge” together. And then you've got to look ahead to where you might need to work and operate. So, the polar regions, those sorts of things, global warming, if those trends globally continue, then we're going to have to be prepared in order to operate in those areas. So, picking the right technologies, the right things to do, will be very, very important.”

			As challenges and environments continue to evolve, so too will the technology that ensures communication is possible wherever and whenever. But with 25 years’ experience keeping at the forefront of such challenges under its belt, NAL Research will continue to stay one step ahead. n

			For more information visit: www.nalresearch.com
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			PC22 experiments with new medical technology for the battlefield

		

		
			By Sgt. Trinity Carter, 14th Public Affairs Detachment

		

		
			A buzz could be heard as a medical supply drone known as Project Crimson flew overhead to drop off packages of crucial medical field supplies to medics assisting wounded warriors. As the supplies hit the ground, a medic rushed to retrieve the packages, as many of the other medical warriors kept applying field aid to their soldier counterparts.

			The mass casualty scenario, part of Project Convergence 22, brought together medical personnel from the U.S. Army’s 1st Battalion, 7th Cavalry Regiment, and the Australian Army’s 2nd Health Battalion, to experiment with advanced field care technologies, including those enabled by artificial intelligence.

			“Project Crimson is a project to take a common unmanned air system and adapt it to support a medical mission,” said Nathan Fisher, Medical Robotics and Autonomous Systems division chief at the U.S. Army’s Telemedicine & Advanced Technology Research Center.

			“This drone supports medical field care when casualty evacuation isn’t an option. It can keep whole blood and other crucial items refrigerated in the autonomous portable refrigeration unit and take it to medics in the field with wounded warriors.”

			Fisher explained how the drone is a vertical landing and take-off aircraft, therefore doesn’t need a catapult launch or runway to perform a lifesaving mission. This allows military personnel to preserve life in the critical phase of injury and facilitate rapid transport to an Army hospital for further treatment.

			The U.S. Army Group 3 Medical Drone delivers a payload during Project Convergence 22.

			While Project Crimson sustained the medical field from the air, military medics used Medical Hands-free Unified Broadcast, or MedHUB, and Battlefield Assisted Trauma Distributed Observation Kit, or BATDOK, systems strapped to their arms and chests to input medical treatments digitally from the ground.

			“MedHUB is used to enhance medical situational awareness,” said Philip Featherston, an Air-ground Interoperability and Integration Lab systems engineer. “At the point of injury, we can start hands-free documentation. All we do is place a sensor to the patient that will apply a broadcast to the treatment facility and control center.”

			“The facility can see the patient’s status real-time using BATDOK, while the medics on ground can update treatments and medications for the patients as well. This allows the facility to be alerted, rally and prepare to treat the patient once they are transported,” explained Michael Sedillo, an integrated cockpit sensing program airman systems director with the Air Force Research Laboratory.

			During the experiment, litters carrying casualties were taken from medical evacuation vehicles, while Army field hospital medics rushed to apply advanced medical care. As casualties were taken into tents, medics with BATDOK and MedHUB systems traded patient information with the previous medical personnel with the near field communication card.

			“The ability to have these technologies on hand has enhanced medical field care tremendously,” said Capt. Morgan Plowman, a nurse with the 15th Brigade Support Battalion, 1st Cavalry Division. “To take a tablet or phone to input personnel data has increased the communication down the line and accuracy of field care. So much so that the rate of patient care has increased to the point that caring for a casualty start to finish has sped up drastically.”

			The mass casualty experiment also highlighted the potential for allied nations to work together more closely on future battlefields in the area of emergency medical care.

			“This is an excellent opportunity to come over here and work with multinational partners,” said Capt. Michael Harley, an Australian Army medical officer, of Project Convergence 22 experimentation. “It is eye-opening to see the initiative between everyone and see the interoperability between the nations.”

			“I just came from [advanced individual training], so I didn’t know what to expect coming out here during this event,” said Pfc. Tyler Swanson, a 15th Brigade Support Battalion, 1st Cavalry Division field medic. “When I used this medical technology, it was easy to pick up and learn, even in a fast-paced field environment.”

			“I am excited to see what the future of medical technology will look like a decade down the road,” Swanson added. n
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			Connecting the modern Warfighter: proven from Nett Warrior to your programme

		

		
			We talk to Kinected Solutions who are the exclusive partner of Kägwerks' products in the UK about DOCK-L, the centerpiece of the Nett Warrior 'System of Systems' 

		

		
			Kägwerks fielded DOCK-Ls with 8 Combat Brigades in 2022, with 15K additional units to be fielded in 
 2023. SOCOM will begin its tech refresh by fielding 5.6K units in January 2023. 

			Kägwerks' founder is Garett Schwindel, a U.S. Army veteran, and the current CEO, Jim Scheren, is a veteran of the U.S. Air Force. In addition, four of the five executives at Kägwerks are veterans with a combined 21 deployments to Iraq and Afghanistan. Also, Kägwerks employs multiple veterans in leadership roles, including our CX lead, which comes out of the 10th S.F. Group, and our Electronics Engineering Manager, an Avionics Engineer for the Army. Kägwerks began as an EUD case manufacturer that expanded into cables, before developing the DOCK ecosystem. 

			Kägwerks is bringing a new level of interoperability to the market with its DOCK ecosystem. As an actual solutions provider, Kägwerks brings a new set of comms, situational awareness and power systems to life – all at a fraction of the current average cost of multiple disparate. Our DOCK ecosystem is a holistic solution, providing complete command and control from the command to the warfighter. These developed technologies increase interoperability and maneuverability and reduce SWAP; the result is increased survivability, lethality and situational awareness for the warfighter. 

			Kägwerks communications ecosystem began development in mid-2017 to allow a four-tiered solution that can be operated, accompanied and together in a high-performance communications system. It features the DOCK, DOCK-Lite, RAID Plate and Operators Cases. Our tiered solution provides communications, command, control and edge computing across the battlefield down to the individual warfighter. The Kägwerks ecosystem allows every layer of the chain of command to have real-time control and command.

			Our Dismounted Operator’s Combat Kit (DOCK) solution is the first modular and scalable communications system built for the individual warfighter.

			Interchangeable modules, focusing on the ability to leverage multiple communications layers listed as preforming edge computing.

			A robust system that maintains communications and situational awareness in denied/decentralized environments.

			In the peer to near-peer world, DOCK provides a distinct technological advantage to the individual warfighter while decreasing the overall Size, Weight and Power requirements (SWaP-C for Size, Weight, Price, and cost).

			The DOCK-L was born from the previous success of Kägwerks EUD cases and cables. Combined with the Kägwerks leadership teams' experience on the battlefield, they began researching and developing a holistic, fully integrated comms technology solution. Why? The leadership team experienced first-hand the decrease in maneuverability due to: a) disparate systems requiring more gear and b) the added size, weight and power requirements. DOCK-L began in May 2021. 

			 The DOCK-Lite platform brings multiple layers of value in one lightweight package, redefining the Personal Area Network for the warfighter. This innovative approach to networking leverages the most up to date DoD wireless technologies. As industry leaders, we are working hand-in-hand with the DoD to develop standardized communications protocols. The DOCK-Lite is the first platform that integrates equipment from disparate vendors in one compact location.

			DOCK-Lite is the most compact platform designed for the individual infantryman. Reducing large deployment cost.

			Designed to be user-friendly which requires less training recourse. Full deployment requires less than ten minutes.

			The only hub USB PD capable of supporting USB Type-C screens. This interface supports future growth and pioneers a new era of Personal Area Networking.

			The DOCK-Squad Network with Voice Comm (DOCK-SN) capabilities is the current evolution of the DOCK ecosystem. The DOCK-SN is currently in development, rapid integration, and prototyping with L3 Harris, Silvus, and Domo Tactical Communications; Kägwerks is impacting SWAP by supporting internal single and dual band radios to the DOCK unit. Additionally, the risk of mission failure due to electromagnetic interference (EMI) is decreased by integrating the communications equipment rather than linking multiple disparate systems. Power management of multiple systems managed in one location. n

			For more information visit: kinectedsolutions.co.uk

			Email Kinected Solutions: info@kinectedsolutions.co.uk
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			Interoperable secure new communications solutions for the modern warfighter

		

		
			Soldier Modernisation talks to Tactical Lead for Rapid Mobile, Karel Koster

		

		
			The US Army is geared up for Project Convergence where it has fielded a number of new modernized tactical communications technologies. Network modernization is one of the top priorities being spearheaded by Army Futures Command. The new capabilities are intended to improve the capacity and resiliency of the service in order to compete in high-end fights against near-peer adversaries. To achieve its network goals, the Army is pursuing a series of two-year capability sets. Each set has a number of design objectives including: unified network; common operating environment; joint interoperability/coalition accessible; and command post mobility/survivability, according to the service.

			For the financially rich the ability to bring in new technology and new abilities is not a problem. But where does the ability to financially implement new technology and to be able to combine different suppliers' technology leave the programmes trying to advance soldier technology? 

			Well we may have found the answer with South African based company Rapid Mobile.

			Q: RapidM might not be a name our readers would be aware of, could you explain your long history and strength in tactical communications?

			A: RapidM has been supplying military data modem equipment for more than 20 years. From our initial roots with NATO naval customers, we started the Tactical product division in 2006 with the focus on providing legacy analogue HF and VHF radios with a data entry capability. That is where the RT5 tactical terminal was born. From there the capabilities of the RapidM tactical family evolved to the 3rd generation HF data and secure digital voice functions that we have today in the RT suite of products and software packages. We currently have tactical product customers on 6 continents, from Special Forces users to navies who are using our tactical Situational Awareness and data applications.

			Q: RapidM has some unique cost effective solutions for modernisation programmes in the area of developing new radio and data communications, could you expand on this?

			A: We have yet to meet a customer who has deployed radios from only a single manufacturer. Often pure analogue radios from the 1990’s are used alongside newer radios that perhaps have basic data capabilities. Typically the annual budgets and practical roll-out schedules don’t allow replacement of entire radio inventories. This is where the RapidM RT products can be added by enabling radios from diverse manufacturers and capabilities to interoperate securely. Existing inventory radio equipment can thus be upgraded to the latest data capabilities and security standards by using affordable add-on RT devices. In some cases these upgraded radios can be made to interoperate with current digital transceivers that have the RapidM technology embedded. In this way there is a bridge to modernization of the radio inventory itself.

			Q: As you mentioned interoperability is a huge draw back on programmes not buying certain equipment and also being stuck with the same supplier, how can you help with this?

			A: Few standards exist in the secure tactical domain which means that cross-vendor interoperability is all but impossible. By using the existing radios for their RF capability only, the RapidM RT equipment family provides a digital upgrade blanketing across the radio network. The RT products therefore ensure secure data interoperability between diverse vendor radio equipment. Furthermore, by externally controlling radios to change frequency, the RT equipment can provide not only 3rd generation Automatic Link Establishment (STANAG4538 ALE) interoperability, but also the automated scanning of a number of frequencies in a so-called scan list. This is a huge advantage to the signaler in the field, because in short wave radio systems finding the correct frequency to use can be tedious!

			Q: Your company, RapidM, is well represented in the HF modem space. Are these tactical products also relevant in the VHF and UHF radio space?

			A: Yes, the RapidM RT products can also provide a data capability to VHF and UHF radios. Typically V/UHF radios are used in lower echelons of the armed forces and HF used in higher levels for longer range strategic communications. We even provide software, through our CommandPoint Situational Awareness suite designed for rugged laptops and tablets, that allows routing data communications between these “lower” and “upper” networks.

			Q: Tell us about the typical services or applications that your tactical equipment provides.

			A: In heated tactical scenarios, voice communications remain critical. But in the modern digital battlespace, it is imperative that all communications, including voice, are secure and therefore encrypted. So first and foremost we provide a Secure Digital Voice (SDV) capability.

			The next practical tactical question would be “where are you now?” All RT devices are fitted with position tracking GNSS technology. Blue Force Tracking (BFT) information can be pushed periodically or can be pulled on request.

			The RT units also feature messaging and file transfer applications for robust (and auditable) data communications which is critical for command and control and logistic support in the military.

			Q: Can you elaborate on the security aspects?

			A: Most of our customers are attracted to the RT equipment because of its military grade security capabilities. Security for RT tactical communications entail several aspects such as tamper detection, access control, encryption of stored data, encryption of over-the-air data and the managing of cryptographic keys. The RT family of devices use AES-256 (256-bit key length) to secure both data-at-rest as well as all transmitted data. This is a strong and trusted encryption algorithm. Users can create a list of 256 keys, program this table into the device and select a current key. Additionally to the COMSEC encryption, all link establishment transmissions are also protected (LINKSEC), meaning address information is authenticated and secure. Point-to-point communications are encrypted with unique session keys meaning these one-on-one conversations are private to the recipients. In case of emergency, or for storage purposes, the RT devices provide an easy mechanism to erase all cryptographic keys and sensitive user data through a Zeroize key sequence.

			Q: What solutions do you offer for foot soldiers?

			A: Our dismounted soldier secure digital communication solution is the wearable RT1 device. Depending on the variant, the RT1 can replace the handset on HF or V/UHF manpack radio or be used in-line with a standard handset. The device typically mounts onto the soldier’s MOLLE system or backpack shoulder strap. Voice prompts from the RT1 makes it really easy to use. The RT1 instantly gives a soldier secure digital voice (PTT button) and has two dedicated buttons for transmitting emergency messages: Attack Alert and Medical Evac. For Situational Awareness the RT1 can be set up to broadcast the soldier’s position periodically or the location can be requested by the commander.

			Alternatively, for users who require additional messaging and navigation features such as Special Operations Forces, the RT5 can be mounted in a pouch on the chest webbing. This unit provides a full QWERTY keyboard and colour display for composing messages, sending and receiving files and photos (via USB) and for basic relative position orientation and navigation. Internal to the RT1 and RT5 are RapidM’s powerful modems that perform excellently even over degraded skywave radio links.

			Q: How does the commander pull the soldier position information; and where is it displayed?

			A: By using the RT CommandPoint software, the commander, typically a platoon or company commander, can select the individual unit that he wants a position update from. This position, together with the unit callsign and MIL-STD-2525 symbology, is displayed on an electronic map display which uses satellite images overlaid by vector maps. The CommandPoint software is designed to be operated from a touch-screen interface on a tablets running either Windows or Linux. The user interface is really intuitive and easy to use. So the commander is easily able to visualize the positions of all his forces and to then perform his command and control as required. For example, by selecting a callsign on the screen and then the chat application will bring up the most recent message thread to that unit.

			Q: Why should soldier modernisation programmes look towards the RapidM tactical solutions?

			A: Security, interoperability and affordability. For a fraction of the cost, soldier communication systems can be upgraded to the latest generation digital capability. This also includes the upgrading of important beyond line-of-sight (BLOS) radio infrastructure. And RapidM has tailormade solutions for dismounted soldiers, vehicles, vessels, Tac HQs and SOF users, all providing secure interoperability of data and voice communications. The RT range offers an easy and affordable interoperability solution when operating with partner forces as the RT equipment provides this layer on top of the diverse existing radios. Upgraded radios will also interoperate with new digital radios which are using the RapidM technology. In this way there is a bridge to modernization of the radio inventory itself. n

			For more information visit: www.rapidm.com 
or email us at: info@rapidm.com email
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			US and UK sign collaborative C2 agreement

		

		
			On 4 November 2022, the Director of the Joint Staff J6, Lt Gen Mary O'Brien and Lt Gen Tom Copinger-Symes, Deputy Commander of the United Kingdom Strategic Command, signed a Statement of Intent (SOI) between the U.S. Department of Defense and the Ministry of Defence of the United Kingdom of Great Britain and Northern Ireland. The two General Officers signed the SOI to solidify the mutual understanding of common national efforts, enhance operations and capabilities, achieve military advantage, support economic prosperity, and mitigate against the increasing intent and capability of potential adversaries to perform acts that threaten the stability of both nations.

			The U.S. and the U. K. continue to work together to improve command and control (C2) capabilities. The U.S. Joint All-Domain Command and Control (JADC2) and the U.K. Multi-Domain Integration Change Program (MDI CP) play an integral role in achieving collaborative C2.

			JADC2 is the warfighter capability to enable the Commander's Decision Cycle at all levels and phases of war, across all domains, and with partners. It prioritizes operational requirements and accelerates the delivery of materiel and non-materiel capability, enabling the Joint Force to fight tonight and develop for the future. MPI seeks to integrate efforts across all domains and levels of warfare to ensure that every segment of defence can work seamlessly together, and with other government agencies and allies. 

			The "coupling bridge" to align these efforts through common principles, capabilities, data, and interface standards is called Fully Networked Command, Control, and Communications (FNC3). 

			FNC3, known as a "pathfinder" capability, will allow the U.S. and U.K. forces to work more effectively and efficiently. The Next Generation Capability Cooperation (NGCC) bilateral agreement between the two nations outlines the steps necessary to develop a combined approach to interoperability. 

			Our partners – the Services, Combatant Commands, Allies, and Partner Nations – all play an important part in how the U.S. integrates capabilities to improve C2. The goal is to capitalize on trusted and interoperable data at the appropriate classification and release levels to enable rapid information sharing and decision making among and between allies and mission partners. This FNC3 SOI is a step in achieving collaborative C2 between the U.S. and the U.K. n
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			Innovation of carriage systems to meet modern technology

		

		
			Soldier Modernisation talks to Glenn Nelson, of Crossfire Australia, about their best of class carriage equipment

		

		
			Soldiers are often required to carry equipment and supplies on their body during military training and operations. Depending on the characteristics of the load, carriage on some parts of the body can be more comfortable or efficient than carriage on other parts of the body. Load-carriage systems like backpacks, shoulder straps and belts can enhance comfort and efficiency if these systems are designed with an understanding of the general principles and problems associated with human load carriage. Well-designed carriage systems can enhance the likelihood of mission accomplishment by reducing localized stress and fatigue, thus minimizing performance decrements and injuries. A lack of understanding of load-carriage principles and/or the use of inadequate or badly designed carriage systems can have harsh consequences. There are numerous examples in which heavy loads directly or indirectly resulted in reduced performance, unnecessary deaths and disastrous engagements.

			So how can we mitigate these problems, whilst ensuring that the modern carriage system can be interlinked and work in conjunction with modern vest systems, whilst adding to the lethality of the modern soldier, in any terrain?

			A company whose experience is based on exploratory equipment would be a good start, as Glenn Nelson COO of Crossfire states:

			"Crossfire builds the best load-bearing equipment in the world. We build for those in our community who inspire us, those men and women with a job to do. We build with the best materials available, and the most durable construction methods that exist, so that you know anything bearing the Crossfire brand will support you regardless of task, season, weather or terrain. Our objective simply is to design and manufacture world-class personal load bearing equipment and apparel. Any product bearing the Crossfire doesn’t happen by accident, they’re not born in a sterile design studio. They’re built on 40 years of back country, operational, engineering and quality assurance experience. Our inspiration comes from hard won experience and from end users. Heritage and past history doesn’t mean a great deal unless you remain adaptive and innovative."

			So what products are being innovated by Crossfire for the Modern Warfighter and in use by Special Forces? We review some of their newest products from a complete range and their main key points.

			DG1 'Spitfire' Assault Pack, a 28 litre MOLLE compatible or worn as a standalone. Available in Multicam (MC) or Ranger Green (RG). Constructed in abrasion-resistant 500 denier CORDURA®

			•	Main pocket (468 cu. in.) with internal mesh hydration pocket accommodates up to 100 oz. Any standard reservoir

			•	Two external side pockets (63 cu. in.)

			•	Daisy chain running around 50% of bag provides adjustability for securing to multiple points, including Multi-Purpose Chest Rig

			•	Three different bite-valve/antenna ports

			•	Rhodesian, Plate Carrier, and belt order compatible

			•	Web dominator for routing hydration hose, left or right shoulder

			•	Four channels allowing for jacket or poncho attachment

			•	Fully adjustable/removable shoulder straps and chest strap

			•	Can be attached MOLLE direct to plate carrier or CIRAS vest. Removable stiffener. Total carrier weight 2.45 lbs.

			•	Beaver tail compartment allowing the fit of a helmet with nods, clothing, etc.

			•	Six point compression straps with quick release buckles

			•	Solid Velcro® panel for placement of placard, 1” Velcro® name placard

			•	Front external utility pocket , Front clam shell pocket (37 inł)

			DG3 ' Wildcat' and DG3 AW 'Wildcat' Patrol Pack 

			The DG3 Patrol Pack is built on the famous DG16 frame, it is a little shorter and straight-sided. It has the same strength, tuned flex and ventilation.

			Features:

			•	DG3 tuned flex polymer frame;

			•	Our world’s best laminated and contoured shoulder harness;

			•	CF exclusive bug out buckles, safe and positive QR;

			•	Lumbar pad and detachable hip wings;

			•	Triple pocket contoured removable ( Grab Bag) top lid to secure bigger loads;

			•	Centre zip access for light loads;

			•	MOLLE in CF exclusive scallop style is faster to use;

			•	Zipper access for radio and antenna;

			•	Two removable internal pockets; 

			•	Side slots for long items;

			•	Dual compression straps;

			•	Hydration pouch; 

			•	Helmet carrier

			These packs are designed to incorporate equipment, allowing different technology to be utilized on vest systems, this helps with weight dispersion and a greater ability to power manage and carry. Already in use by varied militaries and military units.

			The DG16 and DG16 AW Packs

			Designed around the 20 inch DG Frameset the 85 litre. 

			DG16 Shoulder Harness: The harness arms are laminated from multiple layers of speciality, expensive materials. Plastic plate reinforcements distribute heavy loads, memory foams to customise to the user. Shoulder straps are shaped and tapered to work over CBA and smoothly transfer load away from the brachial plexus nerve group. The whole shoulder harness yoke assembly can be quickly extended up or retracted down with three height settings built into the webbing attachments.

			Shoulder Release: It is our belief that any pack which uses a 25mm plastic side release buckle as a load element is not fit for service. Such a culpable object should be recalled and destroyed before it injures the user. Such buckles were never intended for heavy, load-bearing use. They can release or break inadvertently, slewing the fully loaded pack and wrenching the spine. The DG16 shoulder harness uses reliable, strong yet easy-to-release-under-load military-proven buckles. Because we really do care.

			Hip Belt System: Choose the set up according to personal preference and type of rig. There are three plug-in adjustment levels for the padded components so they can be tuned to back length, set high to clear a belt rig, or set low to hip load. Or remove hip fins and use lumbar loading.

			DG16 Pack Bag: Military long-range volume, single compartment bag with lower access configurable as double-compartment bag by fastening the built-in divider shelf in the horizontal position.

			Multiple access options:

			•	top access via resistance-free, easily operated, double-draw-cord throat (use of metal eyelets eliminated)

			•	top access via horizontal radio/hydration tube zip above frame side radio access via long vertical zips with interlocking cover flaps – both sides

			•	wide bottom access via fold-out zipped gusset

			•	Fully open at back hydration bladder pouch and radio attachment IAS panel, fitted with necessary webbing straps

			•	EVA foam sandwich base panel virtually eliminates abrasion wear

			•	Weight-saving IAS/MOLLE Crossfire 20/30 webbing bands on all available external surfaces

			•	ET front pouch and lower side pouches (all Hypalon reinforced internally, both faces)

			•	Side IAS on separate panels

			•	Face full compression strap system – side, bottom and over-throat

			•	Internal lower bag compression strap system

			•	Detachable helmet attachment web net fitted to back panel

			•	All crucial side-release buckles field-replaceable in seconds.

			The DG16AW adds two 34 litre Top loaded side mounted stash pouches that are removable and compressible. Incorporated into the frame are two PULK Loops. All critical openings and attachment points are elongated to allow easy opening whilst double gloved.

			DG AW Day Pack Lid, both the DG3 and DG16 AW share the ability to run a detachable 28 litre day pack lid instead of the standard lid. n

			For more information: 
crossfire.com.au | www.crossfirepacks.com

			LinkedIn: 
www.linkedin.com/company/crossfire-australia
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