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			Welcome to the new issue of Soldier Modernisation, whether you are reading a hard copy at your desk, at an event somewhere in the world, or from our 24 hour webportal soldiermod.com. This issue is coming out at a strange time globally, the first war in Europe since the last century which we hope will find a conclusion quickly.

			The war in Ukraine is posing some serious questions on how a modern battle takes place. With the success of anti–armour products and loitering ammunitions the effectiveness of armoured vehicles is being questioned. Given that most of the products in use are man portable, the effectiveness of loitering ammunitions to not give troops' positions away begs the question of what the future holds for armoured vehicles? We have a great article from Uvision Israel on the comparisons of man fired anti–tank munitions and loitering ammunitions.

			Following the request from Finland and Sweden to join NATO, which will significantly extend the organisation's land border with Russia, we have an article from Finland looking at their development plans into the 2030s. With an article from DEVCOM looking at operational effectiveness with European troops, another highlighting USSOCOM's strategy for 2022 and also in the Programmes section, we are seeing a change in the military picture of Europe and a rise in spending by Eastern European countries.

			From the British Army we have articles looking at the electrification of the battlefield and also the new CBRN equipment being deployed. Rheinmetall takes us through latest developments in the German system Gladius 2, Thales looks at the future of dismounted communications and there's a great piece from DTC about extending the range of data communications in the battlefield.

			Dstl, the UK defence laboratory, looks at the new autonomous vehicles they have for use. DARPA are seeking to work with innovative companies and academics, details are in the article. This brings us neatly to Applied Research Associates (ARA), the company that used to be part of DARPA, showcasing their new military products, along with innovative soldier products from OTTO Engineering. 

			We look at connecting modern soldier products with articles from ODU and Omnetics and there's also a great article from Raytheon ELCAN on their latest machine gun sights. 

			Please enjoy this issue and any comments, good or bad, please write to me as this is the only way we improve our content.

			Best,

			Robbie

			Editor, Soldier Modernisation 

			robert.alcock@intercomms.net 
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			Likely shape of future dismounted soldier communications

		

		
			An Army has many roles not just war fighting. In the past year, the British Army was deployed 
 to support the NHS with both Covid testing and vaccination. We regularly see the British Army engaged in humanitarian aid activities such as hurricane relief in the Caribbean and floods in the UK.

			However, the most important role of the Army is to defend national territory and prevent conflict, typically within the construct of a wider international coalition such as NATO.

			Equipment and training for any Army must be focused on its more demanding and complex warfighting roles. Even within warfighting there is a spectrum of conflicts to consider from asymmetric warfare, in which the military capabilities between adversaries differ significantly, to peer or near peer conflicts when each side has equal or similar military capabilities.

			This paper considers the more demanding conflicts involving peer or near peer engagements and what this could mean for dismounted soldier communications.

			A highly mobile dismounted force with lightweight weapons that can act quickly on intelligence can be a very effective way of striking key enemy targets. Arguably, this concept has been around for centuries and its effectiveness was seen in the North African desert in the early stages of World War 2. 

			The ability of a force to have a high degree of operational autonomy, move easily and remain covert with minimal resupply is important to ensure a higher readiness and tempo of operation. The use of more sophisticated, direct-fire weapons or, indeed, the ability to designate targets for other weapons systems makes such a force even more effective today. In some armies, multiple formations adopt these principles and this is referred to as a manoeuvrist approach.

			The coordination of a number of surprise strikes against enemy Centres of Gravity can have a significantly debilitating effect on the enemy’s ability to co-ordinate operations, resupply and troop cohesion. 

			With the increased lethality of modern, lightweight anti-armour weapons, this manouverist approach could also be effective in countering an armoured push, especially when the armour is relatively unsupported by other weapons systems such as artillery or attack helicopters, or is spread over a large geographical area. 

			The effectiveness of this manourevist approach could be significant as precision strikes on some key enemy targets – bridges, main supply routes, command posts, communications nodes – leaving units isolated, without basic supplies of fuel and food, reducing the effectiveness and focus of their fighting force and making them vulnerable to further attack.

			Where military lines of communication are extended or contested, radio comms can be unreliable, forcing forward units to revert to unsecure, voice-only military solutions or commercial communications such as smartphones. The use of unsecured communications can provide significant intelligence about troop movements, intentions, troop morale and are potentially subject to spoofing or misinformation attacks. 

			With a centralised command structure, typical of many conscript armies, the unreliability of radio communications in the battlefield has a significant impact on the ability of an army to act in a co-ordinated way and could result in senior commanders deploying further forward or risk units being left isolated or with outdated orders.

			Many nations have been developing manoeuvrist tactics where a head-to-head confrontation with an overwhelming enemy is unlikely to be successful. This approach requires intelligence gathering to identify enemy plans, Centre of Gravity, and locations, amongst other things. 

			Intelligence comes from the use of surveillance drones, human intelligence, support from friendly nations and exploiting any lack of discipline from enemy forces to create an accurate picture of the enemy’s intensions, locations and movements from which to plan targeted action.

			A fundamental part of any manouverist doctrine is the ability to deploy quickly, with minimal baggage and sustainment, to deliver military effect. Timely dissemination of accurate information to support missions relies on dependable communication links. Security of information is important to ensure the enemy does not gain early warning of strikes or, by continued compromise, determine strategy or glean information on the make-up or organisation of forces. Intelligence is often fleeting and the ability to react quickly is critical to success.

			The ability to deploy and sustain forward strike forces is essential to respond to enemy vulnerabilities as the intelligence to direct a strike emerges. However, these forward forces are likely to be the focus of enemy counter action and are more exposed if situated closer to the enemy, as they tend to be, to enable rapid action. Minimising the sustainment burden and contact with these forces is important in order not to alert the enemy to potential locations as a result of frequent resupply. 

			These forces need to be able to loiter in readiness, act and withdraw with a high degree of autonomy so their equipment needs to support this approach – high reliability, long endurance/battery life and ease of use, for example.

			The threat of rapidly deployable teams with lightweight but effective anti-tank weapons will undoubted attract scrutiny, with systems and doctrine being developed to specifically counter this threat. 

			The use of UAVs with video and other sensors is making it difficult for any force structure to remain undetected. Operating in smaller groups makes detection harder, but specialist equipment and rigorous adherence to military tactics to minimise visual, heat and RF signature is significantly more important in today’s battlefield. 

			The use of image recognition systems, RF sensing and direction-finding equipment to cue other sensors, UAVs, spectrum denial technologies and programmable weapon systems is increasing. With the ongoing digitisation and integration of the battlefield these systems have the ability to deliver an almost instantaneous response to an unidentified UAV or radio traffic. 

			Reliable communications with a minimal RF signature are important in many operations, but with a manouverist approach this can be key to ensure tactical success and to preserve strike capability for future actions. An effective solution requires a forward reach capability such as secure Satcom to pass intelligence, issue orders and co-ordinate wider operations across strike assets/units. Local dissemination and communications at the tactical level is typically delivered with a Personal Role Radio (PRR) or Soldier Radio. 

			The ability for soldiers fighting together to communicate is key and sometimes commercial waveform and radios are employed. However, commercial radios are not suitable for all areas of operation. Communications on these commercial radios can be received on other commercial radios as they use common waveforms often without any encryption on a pre-set frequency. 

			Commercial radios are often not robust or waterproof, nor do they have the appropriate ancillaries to support the military users. However, despite these drawbacks the benefits of voice communications between dismounted soldiers to enhance co-ordination, plan, warn of enemy action, support comrades, relay orders etc. is invaluable and so are used by many nations.

			Personal Military radios not only provide the required ruggedness and suitable military ancillaries but also the encryption to ensure Low Probability of Intercept (LPI) so communications are not passed to the enemy and military waveforms to minimise RF signature (often referred to as Low Probability of Detection (LPI)) so the enemy is less likely to be aware of a force operating in their area.

			The military waveforms also provide additional capabilities such as MANET networking to ensure better coverage in difficult terrain where point to point range is limited and also data services such as regular and precise reporting of friendly and enemy locations is possible. 

			As previously mentioned, some military waveforms even provide bespoke capabilities to minimise detection on air, and to prevent spoofing and jamming of communications. Without these military capabilities, a radio can be ineffective in the face of difficult terrain or enemy jamming. It can be a security and a mission threat if instructions are intercepted, and even a danger to the user and team if the RF signature is easily detected and located. 

			In the past, these bespoke military capabilities came at a high cost – not only were they expensive but also when using these military modes other services such as data, tracking or relay were not available. However, new waveform techniques combining narrowband multiplexing and frequency hopping enable all services (voice, location reporting, data sending and MANET networking) to be fully maintained while operating in the military LPD and LPI modes. Consequentially, users can benefit from the breadth of services but can be secure in the knowledge that transmissions are fully protected and difficult for the enemy to detect/locate. 

			In a scenario where a head-to-head engagement with a superior invading army is unlikely to be successful, a manoeuvrist approach is crucial. To maximise success, this approach needs to be supported with suitable equipment that is effective, lightweight, easy to use, requires minimal sustainment and low signature. Reliable and discrete communications enable dismounted soldiers to conduct more co-ordinated and effective attacks.  

			Thales understands that ground to ground communications is inherently challenging due to the terrain, the environment and obstacles. These issues are compounded for the dismounted soldier who is typically moving low to the ground for concealment. Added to this is the constant threat of compromise by RF sensors and direction-finding systems.

			Peer or near-peer warfare underlines the need for equipment with the inherent characteristics to be effective against more sophisticated adversaries in an evolving range of operations.

			The Thales family of military radio products, with dedicated military waveforms, delivers the secure voice and data services required by the dismounted soldier but also deals with difficult terrain and minimises the possibility of detection – solutions designed for the threats we and our allies face today. n
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			Rugged interconnection systems for Special Operations

		

		
			Bob Stanton, Director of Technology at Omnetics, talks to Soldier Mod about why connectors are so important when it comes to equipping troops for surveillance and special operations 

		

		
			Special operations has always played a key role in defence both in Europe and the US. But the changing nature of warfare means surveillance and special operations - and the equipment and technology they require - are increasingly a focus for defence tech across the world. What a special operations soldier or operative needs in the field has evolved, with an emphasis on smaller and lighter equipment that can simultaneously transmit and receive higher and higher amounts of data for both surveillance and relaying orders and actions. Such demands have seen the switch from information relayed in analogue formats to digital, and the movement of that digital data relies on connectors that can facilitate the transmission faster and in much greater volumes. At the same time, that critical information needs to be protected, along with the soldiers themselves to avoid detection and targeting.

			While the stereotypical, and perhaps outdated, idea of someone in special operations is of a “guy in camouflage clothing sneaking through the woods stalking somebody”, realistically a much larger part of such operations is data gathering, says Bob Stanton, outgoing Director of Technology at Omnetics. “The truth is, they've collected a lot of data beforehand. And the way its collected is through small, highly portable, remote instrumentation that collects massive amounts of digital data, and then sends that to the command centre or to the soldier in the field.” Traditionally sent via radio waves or analogue transmission, information now relies on being sent digitally - a step-change in surveillance on the battlefield. Not only does such a change allow the transmission of large amounts of data, but is also easier to protect and shield so those doing the surveillance don’t find themselves at risk. The connection and routing of high-speed digital signals within such systems is a challenge for systems engineers in defence across the board, but arguably even more vital in the world of special operations and surveillance, where the collection of large amounts of intelligence, is paramount to success. 

			Autonomous Surveillance

			Similarly, autonomous equipment from UAVs for surveillance to tactical robots such as TALON have also seen developments in technology. Including multiple spectrum analysis, or hyper spectrum analysis, as well as additional light frequency ranges allowing them to “see” beyond the capability of the human eye. “Wider range use of frequencies and systems that reach beyond human limitations of electromagnetic spectrums of light allow the detection of images at a much higher level of detail and in environments where special operations may be undertaken”, says Stanton. These could include seeing metal parked under a canopy of trees, or carrying out surveillance on an object or enemy where topography could hinder more traditional approaches. Such developments require connectors that can handle larger amounts of signaling, yet still allow for lower weight and smaller size. Energy conservation is also a factor to consider in the development of new systems and components, with some more aggressive systems requiring their own on-board energy. The added factor of power can have a potential effect on size and weight - both key when it comes to the effectiveness of devices in specific environments, especially special operations. “Now we've been out with these remote devices, whether it's a helicopter or a drone, it's amazing the amount that they carry. The drones, the helicopters and everything else need to be up there for a while when they're taking pictures. Lower weight and smaller size electronics lets them stay up longer because weight consumes energy while you're flying. So by using miniature electronics and miniature connectors and cables, it saves a lot of time and space while conserving energy.”

			The drive for smaller sized equipment that can cram a large amount of capability inside doesn’t stop at surveillance and data collection, but is also key to the target detection and tracking systems that use the information gained from surveillance to take action. Those systems, says Stanton, require smaller, better connectors to allow them to carry enough signals for the processing power not only to identity where a target is - but where it will be.

			Shielding the soldier on the ground

			The transfer of information isn’t just limited to equipment carried by soldiers on special operations - but the clothing they wear. Alongside the need to shield those soldiers and their equipment to avoid detection, through measures including electromagnetic shielding; monitoring their safety through health monitors that can assess their physical stability and relay that information back to a command centre. “So we're back to electronics, cables, connectors and everything else. They have to be extremely small, extremely lightweight and, here comes the newest part - higher and higher speed. The way you manage the speed, for example, on a soldier, or even on some of this equipment, again requires power plus data processing, and maybe even the surveillance.” The technology in today’s soldier-worn equipment requires a new generation of connectors that can deal with a combination of two or three kinds of cable in one connector - hence the need for mixed signal or hybrid connectors, says Stanton. 

			Fast-moving developments in the technology needed by soldiers in special operations make it difficult to define standards at pace, notes Stanton. That dilemma alongside the strategic need for such equipment in the operational environment today and into the future means the need for the defence industry and component manufacturers to make certain allowances, relying on previous tried-and-tested elements to create new technology quickly and efficiently. “The European and US defence industries have standard connectors that have been approved and tested for things like shock, vibration, inertia, and even in many cases for watertightness. You have all these specifications for how good they are. You also can have a specification for EMI shielding.” But designing equipment for a new kind of army where surveillance and special operations is more commonplace than ever means having to compromise, using proven certified parts from established standards in new designs to ensure success. 

			“So that’s the evolution of what this is doing and where it is going,” Stanton summarises. “That's why small connectors are taking over. That's why high speed digital is showing up. That's why shielding and that sort of thing is so important now. And that's why surveillance, or cameras or whatever words you guys use is so critical, is that we don't charge in over the hill now with guns blazing like we did in World War Two or something. It’s not done that way.” n

			For more information, visit: www.omnetics.com

			Email: sales@omnetics.com 
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			Interoperability key to successful EDGE22, future conflicts

			By Amy Guckeen Tolson, DEVCOM Aviation & Missile Center Public Affairs

		

		
			The U.S. Army never fights alone – and it doesn’t experiment in a vacuum, either.

			Faster. Farther range. Greater survivability. To the Warfighter, whether their uniform bears the flag of the United States or they’re a member of the coalition forces, those attributes can mean the difference between life and death on the battlefield. That desire for advancing transformational capability and increasing interoperability brought more than 23 Department of Defense organizations and seven international allies to Dugway Proving Ground April 25-May 13 to experiment under harsh conditions at one of the nation’s premier western test ranges for the Experimental Demonstration Gateway Event, or EDGE, 2022.

			The annual exercise, sponsored by Army Futures Command’s Future Vertical Lift Cross-Functional Team, allowed participants to assess new tactics, technologies and interconnecting architectures in an effort to ensure overmatch and decision dominance in future conflicts. The 19 days of learning, which centered around a tactical scenario that simulated a wet gap crossing in Europe, pushed the boundaries on a variety of efforts to include interoperability, the network, electronic warfare, multi-intelligence sensors, interactive drone swarming and enhanced sustainment.

			The Wolfpack

			Somewhere in the desert, Soldiers with the 82nd Airborne Division launch a swarm of Air Launched Effects, or ALE. Taking to the air, the drones conduct reconnaissance, detect potential threats and report back.

			A second swarm of ALE launches, becoming an additive measure to overwhelm enemy threat systems.

			Then comes a third swarm — it’s kinetic, with the capability to take out a target or allow for long range fires.

			Finally, a fourth swarm launches, performing battle damage assessment.

			They call it the Wolfpack. EDGE22 marked the largest ALE swarm to date, maxing out at seven in one swarm, with only one pilot on the ground needed to execute the swarms’ tasks. That layered capability will provide commanders real-time decision making, while keeping Soldiers out of harm’s way, allowing for a situation to develop until ground forces are absolutely needed. The Wolfpack will deploy as a forward element of the Future Attack Reconnaissance Aircraft ecosystem in areas of expected enemy contact.

			A variety of platforms were used to launch the ALE, not just aviation-centric, showcasing the importance of both air and ground operations. Also key to the evolving technology – the network.

			Evolution of technology

			A single Black Hawk flies at low altitude. A team of scientists and engineers meet the bird on the landing pad, carrying a Hellfire missile. After installing it on the Modular Effects Launcher, or MEL. The Black Hawk – acting as a surrogate for the Future Attack Reconnaissance Aircraft, or FARA – takes to the sky again, flying out to meet its target.

			Minutes later, target destroyed – mission complete.

			It was a first for the MEL, and one of more than 30 technological firsts out of 67 technical objectives at EDGE22. But more importantly, Army leaders said, was the innovation and evolution of technology that occurred, with Soldiers, scientists, engineers and international partners working side by side. Soldiers from the 82nd Airborne provided a mission command element, as well as some air assets and an infantry platoon, to allow for technologies to be operationalized and integrated.

			Case in point: the MEL, which will enable the FARA to integrate, carry and launch the variety of current, developmental and future weapons needed for Multi Domain Operations. EDGE22 firsts for the launcher that employs a modular open systems approach, so it can fit a variety of weapon systems, also included flight operations in multiple configurations and captive carry of a special purpose mission equipment pod.

			“The [Aviation and Missile Center] team successfully completed the first ever Hellfire missile engagement from the Modular Effects Launcher,” said Col. Justin Highley, commander for the U.S. Army Combat Capabilities Development Command Aviation & Missile Center’s Technology Development Directorate – Aviation Systems Integration & Demonstration. “The MEL provides Army aviation the ability to rapidly integrate and employ various weapons and capabilities, and we previously demonstrated the ability to launch ALEs and 2.75” rockets.”

			Other technologies that were able to move the ball down the field in terms of capabilities at EDGE22 included a high altitude solar powered glider that set a record for time aloft at 26 hours, and oftentimes returned with more power than when it had taken off. EDGE22 was also the first opportunity to confirm bi-directional communications between the Integrated Visual Augmentation System and Enhanced Night Vision Goggle-Binocular.

			‘We never fight alone’

			To meet emerging challenges, the U.S. Army is boldly transforming to provide the joint and coalition forces with the speed, range and convergence of cutting-edge technologies needed for future decision dominance and overmatch in strategic competition. EDGE22 marked the first time international partners were invited to participate in the campaign of learning. Italy, Germany and Canada all brought soldiers and equipment to Utah, while Australia, France, the Netherlands and United Kingdom, sent observers.

			The Italians, Dutch and Germans all experienced firsts with the systems they brought to Dugway, and walked away with a greater technical understanding of how they would connect to the network.

			People are the foundation for everything the Army does, and as evidenced at EDGE, the Army is making sure it has the right people, allies and partnerships with the right skills and training, in the right roles, to succeed in complex future missions. EDGE proved that partnering with allied nations strengthens relationships, and furthers the next generation of vertical lift capability and employment in future operations.

			“If you want to fight together, cooperate, you have to start cooperation with the development of your concepts, to have a clear view that you have nearly the same concepts,” said German Brig. Gen. Thomas Czirwitzky, director of external relations, Armaments Projects, German Army Concepts and Capabilities Development Centre. “From this starting point you can then develop and realize your concept, together, so you have the possibility to cooperate in the real fight.”

			U.S. Army leaders echoed that sentiment.

			The DEVCOM Aviation & Missile Center, headquartered at Redstone Arsenal, Alabama, is the Army’s research and development focal point for advanced technology in aviation and missile systems. It is part of the U.S. Army Combat Capabilities Development Command (DEVCOM), a major subordinate command of the U.S. Army Futures Command. AvMC is responsible for delivering collaborative and innovative aviation and missile capabilities for responsive and cost-effective research, development and life cycle engineering solutions, as required by the Army’s strategic priorities and support to its Cross-Functional Teams. n
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			Defend your AO with ARA’s combat-proven Pathfinder

		

		
			Soldier Modernisation talks to Melanie Ferlito, BD lead at ARA for the company’s Pathfinder product, about how it works and why it’s the system of choice for military and border force environments

		

		
			Q: What is Pathfinder and how does it work? 

			A: Pathfinder brings refined technology and early warning capabilities to the unattended ground sensor world for military, commercial and private physical security needs. Pathfinder’s strength lies in its ability to provide personnel with the ability to monitor and act upon the threat BEFORE the damage occurs. Our solution uses a proactive approach called threat pattern analysis that allows you to understand and interpret behaviors within and around your facility’s grounds. Pathfinder monitors movement through proprietary seismic algorithms (footsteps and vehicle movement as well as electrical power loss) as that movement is occurring. Our sensors provide detection notifications via commercial 3G/4G/5G networks. Color coded security notifications, shared via our proprietary software, allow security staff to prioritize their response via revealing movement patterns. For example, a series of sequential red dots likely indicate a quickly moving target. These alerts allow you to monitor movement to determine the threat, while also revealing routes for reconnaissance and surveillance.

			Q: What are the advantages of Pathfinder over other systems on the market? 

			A: Pathfinder provides three key advantages over other systems. First, Pathfinder’s footprint is smaller than other systems on the market. It’s so small that multiple mini sensors can be carried in cargo pockets if necessary. Whereas other sensors have bulky, external batteries, Pathfinder’s batteries are housed within the same case as the components, making for a sensor smaller than your average cup. Second, Pathfinder is a truly wireless system. Featuring ARA’s patented radio technology, Pathfinder does not require the use of wires, gateways, or relays. 

			Third, is our strategic approach to the sensors’ employment. We break down the emplacement locations depending on external factors to include Points of Penetration, Route Analysis Detections, and Surveillance Detection Zones. Not only does this asymmetric placement of sensors better prepare you for intruders, but it also saves you money. It’s not uncommon for security personnel to place perimeter fencing around property, but this method isn’t always effective and can be quite costly. Our strategic placement enables you to employ the sensors so they are optimized to detect your most likely threats and their movement corridors, rather than create a perimeter around an entire facility.

			By focusing specifically on the most probable, realistic threats to assets, in conjunction with the availability and readiness of a response force, Pathfinder can reduce our customers’ costs by limiting the number of overall sensors necessary to truly secure your space. Add to this the benefit of receiving real-time alerts via the Pathfinder mobile application or through our proprietary software, and this system gives you a true advantage.

			Q: What makes Pathfinder the system of choice for military/border security environments? 

			A: Pathfinder provides genuine autonomy that allows for integration with existing UAS and ground ISR systems, allowing our military and border security agencies to instantly target suspects. Pathfinder is also completely undetectable as our sensors are buried underground with only the antenna exposed. This makes it virtually impossible for humans to locate and disable Pathfinder.

			Pathfinder provides a mobile application that pushes instant notifications to people on the frontline via a smart device for quick apprehension. Pathfinder has been fielded in combat theaters by the US military since 2010 and international governments worldwide, making it not only proven but trusted around the globe.

			CASE STUDY

			ARA has a range of case studies demonstrating the advantages provided by the use of Pathfinder, especially in military or border force settings. This example illustrates how Pathfinder provided base security on the border of two nations in Africa.

			The Problem

			The military base, situated on the border of two nations in Africa, was under constant threat of attack from a well-known and very lethal terrorist group. Personnel and cameras had a hard time determining enemy positions, thanks to heavy vegetation surrounding the base. This left the base vulnerable to a surprise attack, particularly at night.

			The Solution

			The location needed an accurate threat detection system that could alert the entire base should the enemy approach when least expected. Pathfinder was installed around the base perimeter inside and outside a security fence and also integrated into an alert system featuring a base-wide intercom system and automated lights.

			The Result

			As the enemy approached, they triggered the base alert system, allowing Pathfinder to detect them without them being aware. This allowed the military unit to launch a hasty defense, leading to the terrorists fleeing without firing a single shot. In addition, Pathfinder sensors monitored their retreat into the vegetation, ensuring they had fallen back. n

			For more information: www.ara.com
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			Situational awareness through secure data transmission 

		

		
			Flexible, reliable and compact: ODU AMC® is the right solution for military and security applications

		

		
			Recognizing and recording environmental conditions and situational snapshots – and translating them into actions – can reduce risks for personnel, machines and infrastructure. In many areas, security forces need to operate efficiently and require information about their surroundings. At the same time, they must use this information to plan and adjust their actions accordingly. For example, information on the location of friendly and enemy forces can be made available.

			Big Data and complex networked systems

			The advent of artificial intelligence, Big Data and cross-platform, complex networked systems has made highly technical expertise mandatory. Interfaces must be developed to match the respective applications. For example, optronic systems enable vehicle crews to communicate using a wide range of visual information. Acoustic sensor systems help to localize threats by identifying ballistic missiles, warning personnel and providing information on the direction and distance of the projectile’s source. Ideally, these sensor systems are coupled with an Active Protection System, which protect crews by disrupting the approaching projectile in such a way that the intended effect on target is severely impaired.

			Situational awareness technologies support fast and well-founded decision-making. A central node (a forward operating base or FOB) bundles the acquired information and outputs real-time data to the deployed units via cables, antennas and glass fibers. All these systems are united by the need for highly robust, reliable, application-specific connector systems and cable assemblies for the transmission of mission-critical (RF) signals and data.

			Robust, application-specific connector systems

			ODU connectors for military, security, and communication applications provide a high level of signal integrity thanks to 360° shielding. Different transfer protocols (USB/HDMI/Displayport) ensure high-speed data transmissions that are also protected against access by third parties and standard interfaces. Pin-and-groove coding and color coding provide extra support in extreme situations and prevent incorrect mating. Even in the smallest installation space, different transmission variants can be individually configured. The rugged ODU housings are waterproof up to IP6K9K, non-reflective, and available with various connection types and locking mechanisms. 

			Robust under high loads and extreme temperatures, resistant to dust, water and vibration. Optimized for demanding applications due to high resilience and transmission reliability even under the most technically challenging environmental conditions. n

			More information: www.odu-connectors.com/odu-amc

			ODU Group: 
Global representation with perfect connections
The ODU Group is one of the world’s leading suppliers of connector systems, employing 2,500 people around the world. In addition to its company headquarters in Muehldorf a. Inn (Germany), ODU also has an international distribution network and production sites in Sibiu/Romania, Shanghai/China and Tijuana/Mexico. ODU combines all relevant areas of expertise and key technologies including design and development, machine tooling and special machine construction, injection, stamping, turning, surface technology, assembly and cable assembly. The ODU Group sells its products globally through its sales offices in China, Denmark, France, Germany, Hong Kong, Italy, Japan, Korea, Romania, Sweden, UK and the US, as well as through numerous international sales partners. ODU connectors ensure a reliable transmission of power, signals, data and media for a variety of demanding applications including medical technology, military and security, automotive, industrial electronics, and test and measurement.
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			QRH learn CBRN skills and capability; making them ready and deployable to go anywhere

		

		
			Soldiers from The Queen’s Royal Hussars (QRH) recently carried out counter Chemical, Biological, Radiological and Nuclear (CBRN) training at the Defence Chemical, Biological, Radiological and Nuclear Centre (DCBRNC) near Salisbury Plain, Wiltshire.

			D Squadron, QRH, also based in Wiltshire, are the most senior armoured regiment in the British Army and the Squadron, also known as the ‘Black Pig’ Squadron, lent their name to the training entitled Exercise Toxic Pig. This type of training is the first to be undertaken by a non-specialist Army unit since the early days of the conflict in Iraq.

			Personnel who are also part of the UK’s Resilience Unit, were trained in disciplines ranging from chemical survey and reconnaissance through to personnel and vehicle decontamination drills ensuring that D Squadron are the most highly trained generalist unit in the British Army.

			In realistic environments specially prepared at the Centre, over 30 soldiers took part in various scenarios such as the dealing with the toxic industrial hazards (rather than more conventional weaponised chemical agents) that could be posed from a plane or train crash or road traffic accident. They also had to assess the risks and take decisive action to deal with more conventional threats as well as encountering clandestine chemical laboratories.

			This training will further enable the Squadron to deploy at speed and be ready and able to operate in all environments anywhere in the world.

			Major Steven Bee, Officer Commanding D Squadron QRH, said “For us it’s not only about being experts in Mounted Close Combat but also being experts in any environment we might face, which not only increases our individual and collective readiness to deploy but makes us more survivable when we do.”

			Adds Major Bee, “D Squadron have learnt how to conduct chemical recces and surveys as well as personnel and vehicle decontamination, we also spent a day with Falcon Squadron, Royal Tank Regiment in Warminster gaining an awareness of more specialist assets. Those taking part have had a range of different situations put before them that they can learn about, take lessons from, and use in the future. Every unit should have protection groups that are able to do all of these tasks.

			This training and any future sessions that the QRH plan to undertake means that these soldiers will be able to safeguard people and countries from the effects of chemical, biological, radiological, or nuclear accidents or disasters, whether in the context of warfare, a terrorist incident, or other situations.

			Sergeant Kerry Wild is a member of the Technical Support Group (TSG) at the Defence CBRN Centre. He explains more about what this intensive course involved, “Clearance of a mock-up shop and post office was one of the scenarios where soldiers were tasked to ensure buildings were clear of any chemical agents, by working their way methodically through the structure using chemical sense equipment.

			We also set up a barn where there were known chemical agents contained inside. D Squadron then went into the building to assess, record and pass information on, to enable specialists to go in and deal with any potentially dangerous situations or substances that were discovered.” 

			 Sergeant Wild adds, “Everything these soldiers have been put through this week shows that personnel can be effectively trained in this area alongside all the other training they have to undergo. I see that this is going to be an integral part of a soldiers training in the future.”

			Sergeant Kyle Macready from D Squadron QRH was one of those taking part in the CBRN training,“It is really important for us to undertake this type of training it is a threat of today both internally and externally. So, to have a unit that’s up to date on its drills and is approved and recognised at divisional level can only be good. When it comes to tactical training it gives us a good understanding if we were to come across a CBRN threat.” n
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			Optical sights designed for mission requirements

		

		
			SoldierMod talks to Raytheon ELCAN’s new Technical Sales Manager for Rifle Sights – Todd Pace

		

		
			Q: You’re new to the Raytheon ELCAN team. Tell me about your military background and achievements? 

			A: I recently retired from the military after serving 21 years in the U.S. Army. I started my career in USSOCOM in the 3rd battalion 75th Ranger Regiment, where I served with Charlie company and later in their sniper platoon.

			After a few deployments, I was offered the opportunity to shoot competitively for the U.S. Army Marksmanship Unit. During my time in this unit, I specialized in shooting precision and long-range rifle competitions. I was also fortunate enough to have the opportunity to manage both the Custom Firearms Shop, where I learned about the building and maintenance of numerous firearms, and the Action shooting team, which focused on multiple shooting disciplines from USPSA Pistol to 3 Gun competitions. When

			we weren’t competing or training, we developed courses and trained U.S. soldiers in basic and advanced marksmanship techniques. I remained with the Marksmanship Unit until my retirement in 2019.

			As the newest member of the Raytheon ELCAN team,

			I'm honoured to have the continued opportunity to work with and help our soldiers and allied forces. Our team works diligently to develop and provide soldiers with extremely durable and dependable combat rifle and machine gun optics. I'm very proud to be a part of this team and look forward to what the next generation of rifle optics will bring to our troops.

			Q: Raytheon ELCAN continues to develop new rifle sights to meet soldiers’ needs. What’s new in the Specter line? 

			A: As an optics innovation centre, ELCAN is on the cutting- edge of new developments across missions and platforms. This experience and our capabilities are applied to developing rifle and machine gun optics that meet mission requirements and keep soldiers safe.

			DFCS – ELCAN Specter Digital Fire Control Sight

			This sight is a 1-8x variable power optic that utilizes an on-board ballistic computer and range finder to calculate a ballistic solution using both environmental conditions

			and external ballistics including density, altitude, humidity, temperature, wind, range, and the ammunition. When the shooter ranges the target, the ballistic solution is displayed to the shooter as a digital disturbed reticle, showing where to aim to increase the chances for a first-round impact.

			This advancement in technology will allow our soldiers and allied forces to be more accurate and increase their lethality at greater distances in order to gain overmatch on the battlefield. 

			Specter 1XL

			The Specter 1XL is a low profile, close quarters sight with a wide field-of-view and unlimited eye relief, providing rapid target acquisition and engagement in close quarters or open environments. This sight uses LED technology that helps reduce the pixilation or grainy appearance of the reticle.

			The LED projects a 62 MOA circle dot, or 1.1 MOA dot into the shooter's field-of-view and has 8 levels of illumination adjustment - 2 of these for night vision. The locking mount attachment provides accurate zero retention and can be attached to a MIL-STD-1913 or STANAG 4694 NATO rail. The ruggedness and versatility of the Specter 1XL makes it a reliable choice for a light machine gun.

			ELCAN Specter 1X 

			The 1X MRDS (Mini Red Dot Sight) is a standalone sight and offers a large viewing window that’s completely enclosed and sealed. It can also be mounted on top of the ELCAN Specter OS (4x or 6x) and Specter Dual Role optics as an additional red dot capability.

			Q: What are some of the trends that you are seeing in the industry? 

			A: ELCAN’s product development strategy aligns with the two key trends we’re noticing in the marketplace: a need to meet expanded mission requirements and the need for advanced capabilities.

			We have seen an increase in the use of the ELCAN Specter DR sights on lightweight and medium caliber machine guns, especially paired with a clip-on thermal optic.

			With less moving parts and the dual role capability, this combination allows soldiers to achieve reliable overmatch in unpredictable environments, day and night. The U.S., Australia, Canada, Italy, Romania, Saudi Arabia, India, UAE, Denmark, Norway, Germany, and the UK have chosen to use our optics on their machine gun platforms.

			We are also seeing a lot of demand for digital sights with a disturbed reticle and integrated soldier networking capabilities. As technology develops, we will be able to integrate advanced sensors and cameras to increase capability. The capability for wireless communication and networking will enable both image and information sharing between units and command while advanced software processing will enable active target tracking and augmented reality in man-portable packages.

			Q: You mentioned increased use of the Specter DR dual role sights on machine guns. What weapons is this sight available for? 

			A: The Specter DR sight is compatible with any weapon platform that offers the Picatinny MIL-STD-1913, or the NATO accessory STANAG 4694 rail system. The 5.56 and 7.62 reticles have been the most popular with our customers to date.

			The Specter DR sights are also available with 5.56, 7.62 and

			.50 calibre machine gun reticles. Customers have requested customized reticles to fit users’ needs (including the latest Denmark and Germany procurements), allowing the Specter DR to be compatible with multiple weapon systems ranging from a standard Colt M4 to an FN Machine gun. The difference and the main benefit is that ELCAN sights withstand the intense vibration and recoil and maintain zero.

			Q: What benefit(s) does the Specter DR provide for gunners or MG teams? 

			A: The Specter DR dual role optic allows gunners the unique opportunity to quickly transition from a large field-of-view on either 1x or 1.5x to a magnified field-of-view (4x or 6x). This not only increases the gunner’s ability to maintain situational awareness but also allows the gunner to be more effective in target identification, faster target transitions, more accurate engagements and maintain a good sight picture throughout recoil. These sights increase mission success in both urban and open mission environments. The unique design of the Specter DR sight eliminates the need for internal scope adjustments. This allows it to be extremely robust and able to take the abuse associated with recoil as well as mounting and dismounting from vehicles and tripods that these weapon systems typically see, making it an excellent option for gunners or machine gun teams. n

			For more information on ELCAN Specter sights, 
please visit: www.rtx.com/Specter 
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			Using AI to improve speech quality

		

		
			As a market leader in tactical communication systems, INVISIO is relentlessly pursuing 
 innovation to ensure high-quality solutions. Its new AI-powered technology platform and control units, V-Series Gen II, provides unparalleled performance in extremely noisy environments. The latest generation system builds on INVISIO’s strong legacy of products and technology, proven by thousands of operations worldwide, and constantly refined thanks to feedback and research around customers’ needs and requirements. 

			A key area that has allowed INVISIO to make a leap forward in improving sound quality is through the use of AI. Artificial intelligence has transformed life in the 21st century, permeating through every sector and offering the opportunity to redefine problem-solving and find otherwise elusive solutions to certain situations. 

			INVISIO has used AI to achieve a 30% increase in speech quality via its new generation of tactical communications systems, and at the same time managed to run the AI-algorithms at low power.

			AI has allowed INVISIO to push boundaries and reduce sound degradation and unwanted noise to a minimum. This ensures crystal clear communication in mission-critical environments and reduces the cognitive burden for the user to allow a better, safer experience.

			The adoption of AI

			The use of artificial intelligence allows the analysis of large amounts of data to first identify the obstacle and then solve it, without the limits of human capability to create a defined task or specific algorithm. 

			INVISIO recruited experts, who were working on reconstructing bone-conducted speech at Danish Technical University (DTU), the same technology used by INVISIOs X5 in-ear headsets. They had ascertained the need for AI to provide an enhanced solution. “They collected a range of data from recordings of people speaking into INVISIO’s X5 headset with its bone conduction microphone as well as high quality microphones, producing both degraded, lower quality speech and high-quality speech,” Jan Larsen, Sr. VP of R&D at INVISIO, told Soldier Modernisation. “By inputting this data, the team used AI to create its own solution to reduce any degradation to a minimum and provide even higher quality transmissions.”

			The next step was to collect more data in order to deploy the algorithm in mission-critical environments. To do so INVISIO’s experts recorded speech from multiple nationalities and different genders as well as including data involving a range of noise environments, mixing clean speech segments with a database of noises from machine noise to gunshots and helicopters. The use of this larger data set allowed the development of a stable product that could be deployed into real-world situations.

			But it didn’t stop there. “AI may have improved sound quality, but also brought its own challenges,” said Larsen. “It demanded more power compared to our low-power headsets and control units, which meant the technology had to be reduced in size so it could be used practically in the field.” INVISIO managed to reduce the power required by a factor of 80 times. The ability to embed the AI itself in the offline control unit also provided added reassurance in terms of security, protecting communications from cyberattacks and any compromise.

			The results speak for themselves

			INVISIO’s analysis of the results of the AI using the Perceptual Evaluation of Speech Quality (PESQ) - an accepted family of standards used to assess speech quality - revealed clear improvements to speech quality. They showed a 30% increase in quality - crucially improving users’ ability to perceive speech in critical situations.

			In addition, a large field test involving 400 users produced anecdotal evidence suggesting that the use of the AI within the systems helped reduce cognitive burden for users. INVISIO collected feedback from the users via questionnaires in which they were asked about their experience. Comments within the feedback showed that users heard transmissions more clearly than with previous in-ear headsets, while the AI also meant that those broadcasting transmissions did not have to repeat themselves.

			Developments in the future

			The use of AI in the new generation of INVISIO technology and its ability to increase speech intelligibility and remove unwanted noise has allowed a step-change in developments to tactical communication. For Larsen, the potential is clear, with research already providing the stimulus for further improvements to the algorithm, as well as the potential development of new firmware for control units. Possibilities also include the potential to expand the use of AI to other potential uses within INVISIO’s area of expertise.

			“The introduction of AI has enabled us to make a huge leap forward. We’ve achieved a 30% increase in speech quality as well as finding a solution for power consumption, allowing us to reduce the AI algorithm by a factor of 80. This paves the way for future developments and opens the door to even more improvements and solutions in mission-critical communication. We look forward to exploring these so we can continue to develop market-leading communication technology for the defence sector.” n

			For more information visit: www.invisio.com 
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			Dstl shows off its world-leading science to Head of the UK Armed Forces

		

		
			Chief of the Defence Staff (CDS), Admiral Sir Tony Radakin, visits Defence Science and Technology Laboratory (Dstl)

		

		
			Admiral Sir Tony Radakin saw first-hand the science and research under development for the future of Defence. Among the science on display was a robotic canine, dubbed Ghost Dog. Dstl is using the US-made technology to carry out research in the area of human-machine teaming. The aim is to develop systems that are relevant to operational requirements, and that can support troops by removing them away from potentially dangerous tasks, including surveillance and reconnaissance.

			Dstl experts also shared research on armour and protection capabilities, by displaying the latest novel armour system currently in development for the Challenger 3. This system will save lives by providing improved performance, with more protection. The novel technology comes in a series of armour packs, aiming to optimise the design of side armour by reducing its weight. This saved weight can then be integrated into the rest of the vehicle, improving the overall performance with no additional penalty.

			Admiral Sir Tony Radakin said: "It’s been brilliant to be here at Dstl to see the science inside UK defence and security. Dstl’s work gives Defence the edge in capability and decision-making, it creates prosperity, and crucially saves lives. I’ve been impressed by the breadth of activity, the depth of the technology, and the mullti-disciplinary approach that ensures the Armed Forces, and importantly, the nation have a winning edge over those who want to do us harm."

			As well as the research, design, testing and support to the integration of new armour systems, Dstl scientists have also developed novel methods to capture and analyse information from the battlefield. This information is fed directly back into future armour system development, ensuring systems remain optimised to the changing operational environment. The Scene Capture And Reconstruction (SCAR) tool, developed by the Dstl’s Combat Incident Exploitation Team, has recently been deployed with Dstl Scientific Advisers to benefit UK troops on the front line.

			Dstl’s Chief Executive, Paul Hollinshead, said: "It has been a great honour to have the Chief of the Defence Staff here so he can see, up close and behind the scenes, what Dstl does for the Armed Forces and Homeland Security. We have been able to share with him the impact and benefit of Dstl’s work for our Armed Forces, both with our science to support decision-making, deliver capability to our Armed Forces and of course save lives. It has filled me with huge pride to hear him say thank you to our incredible scientists and show his appreciation for what they do for the nation." n
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			Exploring the power of thought

		

		
			As programmes move forward to “digitise” the soldier, then it is reasonable to expect their cognitive burden to increase, as more information, flowing in real time will need to be processed by the individual during increasing stressful missions.

			The ability for a soldier to self-regulate their emotional states can impact their immediate well being as well as providing long-term health benefits. Increasing a soldier's capacity for situational awareness, whilst staying on task in highly stressed situations, is key to optimising their performance and improving the impact on their physical and mental health.

			UltraNIMBUS provides the means to harness the signals from the brain to measure a true state of well-being. Alpha waves indicate creative thinking, high beta waves indicate stressful situations, mid beta waves are typical when the brain is attentive and low beta waves are seen when the brain is absorbing information. Hosted on an UltraLYNX hub, Artificial Intelligence algorithms create meaningful information from the raw brainwave signals.

			UltraNIMBUS provides both local and remote monitoring of the soldier's well being and can present the information on any type of End User Device via its underlying open architecture.

			Monitoring

			An electroencephalogram (EEG) is a technique that detects electrical activity in the brain using small electrodes attached to the scalp. The brain cells communicate via electrical impulses which the electrodes detect.

			In UltraNIMBUS, the EEG electrodes can be embedded into the helmets internal cradle and provide a comfortable electrical connection to the soldier's scalp. The electrodes are located in specific places to allow various low-level brainwave signals to be detected. Smart algorithms convert the raw data to meaningful, timestamped feeds including indications of stress, interest, focus and engagement. 

			By adding a device to measure Heart Rate Variability (HRV) and combining this with the brainwave signals, we can compose an indication of the soldier's cognitive burden.

			When soldiers are multi-tasking under stress, our research shows that the “overwhelm” is created as they try to process information from their external environment. The brain begins to activate different associative neurological networks and produces incoherent high beta brain wave patterns. That is when performance reduces, energy in the brain is lost, concentration is diminished, and they make mistakes and wrong decisions.

			Training

			Ultra is working with a neuro-specialist to provide the necessary training to help soldiers understand and reduce the effects of cognitive burden. Our training techniques involve teaching the soldier how to move from a “narrow thought focus” to a more divergent or “open thought focus”. In doing so, the brain’s stress mechanisms are reset, helping to reduce cognitive burden and increase mental performance. 

			Control

			UltraNIMBUS can also be used to provide a novel Human Machine Interface, providing the means to control any connected device using the power of thought alone!

			By learning a variety of thought patterns, the UltraLYNX hub can be used to control any of the devices connected to it. This makes it possible to control the radio, a camera or even an unmanned platform by the soldiers specific thought commands.

			UltraNIMBUS has also been integrated with another brain sensor that uses stimulation of the visual cortex to provide control signals. This sensor has been specifically designed to work with Augmented/Virtual Reality goggles. As before, the UltraLynx hub is used to map these control signals to the specific commands for any of the connected devices.

			Having recently demonstrated a drone control concept at a UK defence expo, Ultra are now working with Nordic Unmanned* to mature the idea with a defined use case and a set of agreed CONOPs (Concept Of Operations). We hope to demonstrate UltraNIMBUS controlling an in-service Nordic Unmanned UAS later this year. n

			www.ultra-pcs

			*Nordic Unmanned was formed in Sandnes near Stavanger in 2014. The company has grown rapidly, driven by a combination of its strategic partnerships, long-term framework agreements and its unique competence in applying the mature culture and approach of conventional aviation to the rapidly expanding market in unmanned platforms and services. Nordic Unmanned’s customer base is wide ranging and includes the European Maritime Safety Agency (EMSA), the Norwegian Ministry of Defence, the UK Ministry of Defence and Equinor. In 2021 Equinor awarded Nordic Unmanned a contract for EUR 2.7 million to demonstrate the role of UAS to provide logistic support to the offshore oil and gas industry. This will include carrying out cargo flights between a supply base and the Gullfaks field, located 170 km offshore, as well as establishing daily flights between offshore installations and vessels in the Tampen area. 

			Nordic Unmanned operates a range of fixed wing and rotary platforms across four business segments Maritime, Security, Logistics and Infrastructure. The company was certified as an operator with European LUC (Light Unmanned Air System Operator Certificate) by the Norwegian CAA and in 2021 Nordic Unmanned made a total of 1896 flights and generated more than EUR 10m revenue from 1466 flight hours, consulting, system integration and development on behalf of its clients.
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			Off grid navigation, data and communication: Lynq PRO™ the new product solution

		

		
			How far can a communication system go? That's a question being asked by most commands, how can I keep an eye on where my troops are both in troop headcount and from control standpoint? How can I map autonomous vehicles both active and inactive?

			With the amount of data traffic needed on the modern battlefield to keep troops mobile, safe and effective what happens when we push the envelope to remote missions, when we want to go dark with no chatter but still be effective?

			Lynq PRO™ provides a unique solution to these problems, manufactured by OTTO Engineering in the USA, the innovative Lynq PRO™ enables teams to share positional data and maximize situational awareness with covert on-demand, ad-hoc data networks, providing a safety net for operations.

			Using Lynq PRO’s long-range, low power, RF quiet network improves survivability and connectivity, even when comms are denied, with rapidly deployable peer-to-peer location, data, and information sharing. Allowing the product to neatly sit as part of the warfighters effective communication system.

			Capable of functioning standalone as a next gen battlefield tracking solution, Lynq PRO™ also augments ATAK EUDs with secure LPI/LPD transmissions and the ability to establish a common operating picture in multi-domain operations. Personnel and unmanned systems can infiltrate contested environments against near-peer adversaries without detection and locate active or incapacitated teammates. n

			More product information can be found at: https://www.otto-comm.com/products/location-tracking/lynq-pro

		

		
			
				[image: ]
			

		

		
			Tactical Electronic Warfare and Counter-UAS technologies combine to meet the emerging threats on today's battlefield 

		

		
			Soldier Modernisation talks to David Beckett, Business Development Director at ECS & TCI Spectrum Battlespace, on the evolution and innovations in tactical electronic warfare and Counter-UAS technology

		

		
			Q: How has defence Counter-UAS technology evolved in recent times?

			A: In recent years there has been a significant increase in drones and drone technology, with a continuous global rise in their varied applications. Unmanned Air Systems (UAS) undoubtedly provide military and defence organisations with a valuable aerial view – on demand. However, UAS have inevitably opened up the possibility of malicious applications among criminals, hostile military forces and other state actors. The probability and frequency of drone attacks is increasing and their impact is beginning to have devastating effects. For example, the long-range UAS built in Iran and used by the Houthis in Yemen as loitering munitions to target Saudi Arabia and United Arab Emirates facilities (oil refineries, airports and military installations), as well as most recent use of the ZALA-KYB UAS used by the Russian against civilian and military targets in Ukraine. In this context, there’s an urgent and essential need for detect, protect and prevent measures. 

			To confront this increasingly hostile reality Counter-UAS solutions have incorporated Detect, Track, Identify and Effect (DTIE) technology. This provides military and defence personnel with the timely and accurate information they require to enable a proportionate and effective technical response – or kinetic effect against the UAS or the controller itself to prevent the enemy from completing its intended mission.

			Q: What's the most significant challenge for today's defence teams when it comes to tactical electronic warfare?

			A: Defence organisations are adopting the ever-evolving UAS technology to deliver operational or strategic advantage in the activity they are engaged in. However, traditional military and aviation radar systems, which are designed to detect large aircraft, often struggle to pick up smaller drones, or to distinguish them from other objects such as birds. Teams may also find it difficult to deal with UAVs that move slowly or hover. 

			However, modern anti-drone radar systems use a variety of radar technologies and are selected depending on the requirements for range, area of the protection zone, number of simultaneous targets to track, and ability to deal with environmental clutter whilst maintaining sensitivity. They provide 3D airspace tracking and use sophisticated signal processing techniques to accurately detect and identify UAVs and help contribute to the creation of a ‘no-drone zone’ around facilities.

			As each detection method has its advantages and drawbacks, multi-sensor anti-UAS systems are combining different and new sensor types. They are also adopting sensor fusion algorithms to provide a complete integrated detection solution. 

			Q: How is tactical Counter-UAS and drone technology keeping ahead of evolving threats?

			A: Passive radio frequency (RF) detection is very effective for long-range Counter-UAS detection since RF signals can be detected from a longer distance than many other sensors – between 200 metres and over 10 kilometres allowing the defender more time to decide how to respond and increasing the probability of success. In addition RF detect will allow you to detect and locate the Ground Control Stations (GCS) RF signal allowing you more options in regard to your tactical response. Passive RF detection ensures that tactical assets can remain undetected within the RF battle space and therefore avoid being geolocated and then targeted by guided weapons themselves.  

			During RF inhibiting, communication between the UAS control link, navigation link (GNSS) or ISR link is disrupted or completely jammed. RF Inhibiting systems range in size and portability, from rifle-size inhibitors to those ground mounted on tripods or buildings, or on vehicles. Ensuring the RF defeat response is proportional to the type of UAS that is being used is key, for example long-range, high-altitude UAS will not be defeated by low power, omni directional RF Inhibitors. RF Defeat systems transmit a radio signal that overwhelms the GNSS signal or the on-board control receiver. Interrupting these signals causes many drones to behave with a lost signal response and either land, or, if enabled, return to a preprogrammed location. RF inhibiting systems also vary significantly in range and effectiveness, this is dependent on not just the power but the waveform generation technology – for example Software Defined Radio (SDR) waveforms. Most small form factor electronic systems require line of sight; they also require the operator to keep the “inhibitor” aimed at the drone while disrupting the signal which is effective at short ranges where it can be seen with the naked eye. In military scenarios this is a good last line of defence against weaponized UAVs, but not against reconnaissance UAVs that must be engaged at much longer ranges to prevent their mission being completed.

			At ECS and TCI, under the SPX Corporation’s Communications Technology (CommTech) group, we are maturing capabilities to address evolving threats in the RF spectrum battlespace. Together we design and manufacture highly engineered Tactical Data Links (TDL), RF detection and location systems and RF inhibitors, including counter-UAS and counter Radio Controlled Improvised Explosive Device (RC-IED) jammers. ECS and TCI provides the customer with holistic and customer-tailored solutions for their theatre of use and the skills and capabilities of the operators to optimise the effectiveness within their Concept of Operations (CONOPS).

			Q: What are the latest developments in RF detect and defeat and how are these being deployed by the military and defence?

			A: The ability to detect, track, identify, effect (DTIE) UAS as a standalone or as an integrated multi-sensor solution gives defence teams the ability to effectively counter threats across the battlefield or area of operations. DTIE ultimately enables a proportionate and effective response which includes using a technical effect to prevent the UAS from completing its intended activity whether reconnaissance, or weaponised. 

			In order to react quickly and effectively to the threat of UAS incursions, a modular and scalable multi-sensor security solution, capable of addressing both current and evolving threats, is required. The solution must be adaptable to protect vulnerable and sensitive sites from UAS threats combining several sensors for detection, with command and control, and effectors for drone defeat. Depending on the tactical scenario and whether you are permanently static, temporarily static, mobile or wishing to maintain high levels of stealth, the system needs to combine radars, RF detection, Electro-Optical/Infra-Red imagery and jammers in a multi-sensory approach to meet their mission.

			A good example of this technology is the scalable and modular architecture of BLACKTALON, a recently launched Counter-UAS solution combining decades of experience in the defence and security technology sector across ECS and TCI. BLACKTALON ensures mission success today with early entry capabilities and can be scaled and field upgraded in line with developing doctrine, and tactics in response to the threat evolutionary cycle, ensuring total lifecycle costs are minimised and the flexible Counter-UAS solution remains fit for purpose in the future.

			Using BLACKTALON, the operator can effectively disrupt the function of a drone enforcing an invisible impenetrable barrier. The BLACKTALON system is designed and built to the highest military standards and has been extensively field proven in harsh operational environments. Working in all weather and day or night, the defeat response is at all times flexible, proportional and operator controlled.

			Q: Looking ahead, how can defence teams ensure they have the right, proven, technology solutions?

			A: Counter-measure technology requirements should ultimately continue to reflect the security risks that the battlespace faces, whilst being proportionate to the UAS threat and the risks presented, whilst maintaining safety and supporting the security measures that are present to protect military and defence teams. That’s why it’s crucial to consider the progressive and rapid developments that are continuing every day to alter the UAS and the Counter-UAS technology space. n

			For more information: 
www.enterprisecontrol.co.uk | www.tcibr.com
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			Rheinmetall GLADIUS 2.0 – system approach

		

		
			Following last year's article (Soldier Mod volume 27), here is an update on Rheinmetall’s GLADIUS 2.0 soldier system. This article will focus on the open system architecture concept and the latest developments.

			GLADIUS 2.0 – baseline for 
individual soldier system solutions 

			GLADIUS 2.0 combines the highest standards of protection, communication and up to date situational awareness for each individual soldier, streamlined decision-making for the commander and improved mobility and integration to other platforms being integrated part of the platform-agnostic C4ISTAR network all the time.

			GLADIUS 2.0 is not just a soldier system. With its open architecture system approach, it provides a baseline architecture for enabling a customized solution to address the needs of different users. With standardized interfaces, Rheinmetall offers flexible configuration, modular role concepts and growth potential to increase and improve combat capabilities. Based on iterative processes with the relevant stakeholders, GLADIUS 2.0 provides chances for the design and configuration of the future soldier system supporting the troops during their mission in the best matter. Rheinmetall works closely with its customers through workshops, studies, trials and tests to ensure requirements are satisfied and user benefits of the system are maximized.

			Advantages of an open system architecture

			With GLADIUS 2.0, Rheinmetall ensures the functional and physical architectures are open, flexible and scalable. The open systems architecture solution is realized by a functional approach driving the physical domain.

			It allows Rheinmetall to integrate and interface with any legacy, current or future capabilities of the system through common, standard interfaces. Furthermore, it is handled by a migration strategy concept to keep backlash as minimal as possible and easy.

			The multi-layered physical architecture considers a minimalistic design approach and supports a multi-role system configuration at any time. In addition, the functional and physical architectures provide design variation options and system interoperability with joint or combined forces.

			GLADIUS 2.0 follows a holistic approach enabling us to meet customer requirements around a C4I core system, clothing, protection, load carriage, weapons, reconnaissance and sighting sub-systems. Due to scalability and modularity, GLADIUS 2.0 configurations can be designed to meet requirements, budget, and ever-green upgradable options.

			For interconnectivity, GLADIUS 2.0 design and universal interfaces follow international military standards:

			•	Generic Open Soldier System Reference Architecture Interoperability (GOSSRA)

			•	Joint Dismounted Soldier System Interoperability (STANAG 4677)

			•	Flexible and extendable interfaces such as NATO Generic Vehicle Architecture (NGVA) for future proofing

			•	Robotic Autonomous Platform integration (STANAG 4586) for MUM-T

			This enables the integration of various subsystems and provides connectivity’s to other soldier systems with the same standards.

			Properties and functions of the system, the subcomponents, human factors as well as the use cases and specific roles are considered in the construction of the architecture. It shows how the soldier system is designed and how it will work as a worn physical system. Interfaces and interactions are illustrated to promote the functions and limitations of the system components and the available space of the whole system.

			The physical architecture incorporates human factors as well as human factor performance to provide integrated train-as-you-fight solutions. One example for that is the integration of the laser-engagement training system LEGATUS.

			In order of human factor aspects and individual priorities, a customization of the configuration is always given. The choice to individualize the system is a key factor in the GLADIUS 2.0 soldier system supporting a soldier to fulfill their mission.

			German Army IdZ VJTF Soldier System update 

			Rheinmetall is in the final stages of delivering IdZ VJTF Soldier Systems and upgrading the PUMA. With this system, the Idz VJTF soldiers are directly networked and integrated in the PUMA Infantry Fighting Vehicle up to company level – realizing the System Panzergrenadier. Soldier systems and the IVF Puma interact seamlessly with a state of the art, software defined C4I network and the Tactical Management System TacNet. 

			The program includes the national certification of the equipped units for the Germany’s leading role for NATO VJTF 2023. Project end with the delivery of the final features is scheduled for end of June 2022.

			System Panzergrenadier is a state of the art approach to network dismounted soldiers and IFVs. Such a concept is available for adoption by other nations and can be adapted to their needs and structure. This offers the opportunity to deliver fully Digitized Battle Groups, interfaced with higher level C2 systems.

			GLADIUS 2.0 – Integration into a Digital Eco-System

			With the Digital Eco-System, our objective is to boost added value for the customer by connecting the different entities on the battlefield within a holistic network. Our approach involves not only the integration of Rheinmetall systems, but rather the networking of partners who actively contribute supporting our armed forces in all dimensions. It is characterized by open architectures and direct interfaces between partners and our customers to fulfill the individual requirements, specifications and framework conditions.

			The Digital Eco-System goes beyond the boundaries of a C4I STAR network. Together with our partners, we create the battlefield of the future where the advantage lies with our customer. The triad of the elements command and control capability, sensors and effectors are the basis of our actions in order to counter the threats of the future.

			With its open and modular architecture, GLADIUS 2.0 is already prepared to play a crucial role within the Digital Eco-System by delivering decisive advantage to the soldiers and commanders operating in ever-complex environments. During Eurosatory 2022 and future engagements, you will have the chance to learn more and discuss with our experts! n
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			Battlefield game changer for all missions and targets

		

		
			Soldiermod talks to Uvision about their high precision loitering munitions

		

		
			Q: The current conflict in Ukraine has shown the effectiveness of loitering ammunition and anti tank hand held weapons; both being shown to help gain an advantage over large, better equipped forces. Where does loitering ammunition hold an advantage over traditional hand held anti armour weapons?

			A: Hand held Anti-Armor weapons are very good, but they have several limitations:

			a.	In order to use them you have to know where the enemy is. Sometimes this is not so simple, because the opponent takes measures to hide, camouflage, secure forces behind or between buildings or trees etc.

				– Loitering Munitions can fly over the target area, search and locate targets and then attack.

			b.	In order to use Hand held Anti-Armor weapons you have to have a direct straight line between you and the target, which is clear of obstacles that will block the trajectory of the weapon. In combat situations often it's not simple to “get a clear shot”. The target may be behind obstacles (buildings, trees, fences, electric wires, wide water (river, lake, pond – that limits the use of wire-guided missiles) etc.

				– Loitering Munitions do not need a clear, direct line from your location. You can launch them to any convenient direction and send them into the target area. 

			c.	When you use Hand held Anti-Armor weapons you need to see the target. This means that the target can see you as well. In many cases, the launch of the weapon will expose your position (because the launch makes noise, smoke, dust, rocket trail…) that puts troops in a dangerous position.

				– Loitering Munitions allow you to stay hidden, in a secure position, launch them in any convenient direction (not necessarily towards the enemy, but to a direction that will not expose you), with almost no noise, heat signature, no dust, no smoke, no rocket trail, the munition can then fly into the target using a hidden route, until it get there and attacks.

			d.	When using Hand held Anti-Armor weapons you are very limited in the direction of attack (only direct line from you to the target), and your missile will only attack at a pre-designed angle chosen by the manufacturer.

				– Loitering Munitions allow you to come to the target from any direction (including surprising from the enemy rear), and you can choose the angle according to the exact operational scenario (top attack, to hit a roof of the tank, or medium or shallow angle to hit from the side…). You can choose a shallow angle to go in to a window, or avoid upper cover, or choose a top attack to avoid the enemy tank's active protection systems.

			e.	When using Hand held Anti-Armor weapons, once you pull the trigger you are very limited in changing the outcomes. You cannot abort the attack. What if you find out during the flight of the missile that friendly forces, or civilians, are standing too close to the target? What if, when the missile is getting closer to the target, you see that this tank was already attacked, or abandoned? The most you can do is divert the missile from the target, but not more than this.

				– Loitering Munitions allow you to abort the attack in mid-air, climb back up to loitering above the target, re-examine the situation, and assign a different target, or re-attack the target at a later stage, after the civilians have left the area… 

			f.	When using Hand held Anti-Armor weapons you can only see the target from your own firing position. This limits your situational awareness and your view. What if there is a more valuable target just behind what you can see? What if there are civilians there? What if the target is standing between buildings from all sides? If you want to know more you have to rely on external support (other units, an available UAV that will be allocated to you… etc.)

				– Loitering Munitions allow you to fly above the target area for an extended time undetected, investigate and search the area, and then choose the right target, the right timing, the right direction and angle… and attack. And if the situation changes, the attack can be changed at the last second – abort, go back up and start again.

			g.	With Hand held Anti-Armor weapons you have to carry the munition and the launching and control systems on your back. This is big and heavy. This is very limiting, especially for forces (like Special Forces) who already carry heavy loads on their backs.

				– With Loitering Munitions the front-line force only need to carry the communication and the control units (very small and light). Some other force can launch the LM for them, and transfer the control over the munition to them while the munition is in mid-air.

			Q: One of main abilities of loitering weapons is in differential of size, a product to suit a target, rather than one size fits all. Could you talk us through your Hero range and the different capabilities?

			A: UVision's array of HERO Loitering Munitions differ in several main parameters:

			a. Flight time (endurance), which also effect the range the LM can reach

			b. Size of warhead (which also relate to the types of targets that can be engaged)

			c. Man-Portable or transported and launched from a platform (vehicle, boat etc.)

			d. Type of engine (Electric or Gasoline)

			e. Launching mechanism: Canister launcher, Rail, Multi-Canister Launcher.

			Q: How are loitering ammunitions affected by weather and climatic conditions and does this effect their lethality?

			A: Any system that flies, and any system that uses sensors (Electro-optic or Infra-red) is affected by weather. Temperatures, winds, fog, rain… all create limitations on any system in the battlefield.

			We are proud to report that UVision's array of Loitering Munitions were tested to operate even in very challenging conditions, and were found to be operational in most climate conditions that the customers required.

			These climate limitations mostly relate to the launch, the flight, and the locating and tracking of the targets. The lethality of the warhead is almost not effected by weather.

			Q: Could you talk to us a little about UVision as a company: where you are supplying and your views for the future in this field?

			A: UVision is a privately owned company, established in 2011, that is now a well-known market-leader in the field of Loitering Munitions.

			UVision has a subsidiary company in the US (UVision-USA), a joint-venture in India with a local Indian company (AVision) and several industrial cooperation ventures in the world – the most prominent of which is with the European Rheinmetall Group.

			The manufacturing of the LMs is done in combination between the main production and R&D facility in Israel, together with assembly and manufacturing facilities in the US, India and soon in Italy.

			UVision's Loitering Munition systems are already sold and deployed in some of the leading military forces and defense agencies in the world (including several NATO partner countries). 

			Recent conflicts in the world, and especially the war in Ukraine and the conflict between Armenia and Azerbaijan in Nagorno-Karabakh, have highlighted the great advantages of this new and advanced concept compared to other weapon systems in use. n

			For more information visit: uvisionuav.com
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			Exercise Southern Jackaroo enhances international combat readiness

		

		
			Hundreds of Australian soldiers, troops from the Japanese Ground Self Defence Force (JGSDF) and US Marines began a major warfighting exercise at Queensland’s Shoalwater Bay training area in May.

			Running until May 27, Exercise Southern Jackaroo is a trilateral training activity designed to enhance warfighting interoperability, strengthen international relationships and improve combat readiness.

			Commander of the 7th Brigade, Brigadier Michael Say, said the combined arms activity would feature infantry live fire and tank integration, “Exercise Southern Jackaroo is a great example of how our regional partners integrate with Australian forces to conduct realistic combat team training for combat operations,” Brigadier Say said. 

			“Our combined capability to coordinate ground forces demonstrates adaptability and interoperability that can be applied to disaster relief or warfighting operations.”

			Marine Rotational Force - Darwin (MRF-D) Commanding Officer, Colonel Christopher Steele, said Southern Jackaroo built on past activities and enhanced collective strength. “MRF-D is excited to continue the outstanding tradition of Southern Jackaroo alongside our trusted Australian and Japanese allies,” Colonel Steele said. “We are looking forward to enhancing our combined interoperability and developing our relationships.” 

			JGSDF Training Unit Commander Lieutenant Colonel Ryozo Asano said it was a great honour to have the opportunity to participate in a trilateral exercise between with the United States and Australia. “Considering the current world situation, the trilateral exercise is very significant, and it is very useful for improving the capability of units and all soldiers,” Lieutenant Colonel Asano said.

			Taking part in the exercise are about 400 soldiers from the Australian Defence Force (ADF), 190 from the MRF-D and 70 from the JGSDF.

			Up to 2,200 MRF-D personnel will conduct combined training with the ADF this year, with Exercise Southern Jackaroo forming part of a series of warfighting training activities.

			The MRF-D is part of the US force posture initiatives, which were expanded at AUSMIN 2021 to include enhanced air, maritime and land cooperation, and the establishment of a combined logistics, sustainment and maintenance enterprise. n
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			Innovation of carriage systems to meet modern technology

		

		
			Soldier Modernisation talks to Glenn Nelson of Crossfire Australia about their best of class carriage equipment

		

		
			Soldiers are often required to carry equipment and supplies on their body during military training and operations. Depending on the characteristics of the load, carriage on some parts of the body can be more comfortable or efficient than carriage on other parts of the body. Load-carriage systems like backpacks, shoulder straps and belts can enhance comfort and efficiency if these systems are designed with an understanding of the general principles and problems associated with human load carriage. Well-designed carriage systems can enhance the likelihood of mission accomplishment by reducing localized stress and fatigue, thus minimizing performance decrements and injuries. A lack of understanding of load-carriage principles and/or the use of inadequate or badly designed carriage systems can have harsh consequences. There are numerous examples in which heavy loads directly or indirectly resulted in reduced performance, unnecessary deaths and disastrous engagements.

			So how can we mitigate these problems, whilst ensuring that the modern carriage system can be interlinked and work in conjunction with modern vest systems, whilst adding to the lethality of the modern soldier, in any terrain?

			A company whose experience is based on exploratory equipment would be a good start, as Glenn Nelson COO of Crossfire states:

			"Crossfire builds the best load-bearing equipment in the world. We build for those in our community who inspire us, those men and women with a job to do. We build with the best materials available, and the most durable construction methods that exist, so that you know anything bearing the Crossfire brand will support you regardless of task, season, weather or terrain. Our objective simply is to design and manufacture world-class personal load bearing equipment and apparel. Any product bearing the Crossfire doesn’t happen by accident, they’re not born in a sterile design studio. They’re built on 40 years of back country, operational, engineering and quality assurance experience. Our inspiration comes from hard won experience and from end users. Heritage and past history doesn’t mean a great deal unless you remain adaptive and innovative."

			So what products are being innovated by Crossfire for the Modern Warfighter and in use by Special Forces? We review some of their newest products from a complete range and their main key points.

			DG1 'Spitfire' Assault Pack, a 28 litre MOLLE compatible or worn as a standalone. Available in Multicam (MC) or Ranger Green (RG) . Constructed in abrasion-resistant 500 denier CORDURA®

			•	Main pocket (468 cu. in.) with internal mesh hydration pocket accommodates up to 100 oz. Any standard reservoir

			•	Two external side pockets (63 cu. in.)

			•	Daisy chain running around 50% of bag provides adjustability for securing to multiple points, including Multi-Purpose Chest Rig

			•	Three different bite-valve/antenna ports

			•	Rhodesian, Plate Carrier, and belt order compatible

			•	Web dominator for routing hydration hose, left or right shoulder

			•	Four channels allowing for jacket or poncho attachment

			•	Fully adjustable/removable shoulder straps and chest strap

			•	Can be attached MOLLE direct to plate carrier or CIRAS vest. Removable stiffener. Total carrier weight 2.45 lbs.

			•	Beaver tail compartment allowing the fit of a helmet with nods, clothing, etc.

			•	Six point compression straps with quick release buckles

			•	Solid Velcro® panel for placement of placard, 1” Velcro® name placard

			•	Front external utility pocket , Front clam shell pocket (37 inł)

			DG3 ' Wildcat' and DG3 AW 'Wildcat' Patrol Pack 

			The DG3 Patrol Pack is built on the famous DG16 frame, it is a little shorter and straight-sided. It has the same strength, tuned flex and ventilation.

			Features:

			•	DG3 tuned flex polymer frame;

			•	Our world’s best laminated and contoured shoulder harness;

			•	CF exclusive bug out buckles, safe and positive QR;

			•	Lumbar pad and detachable hip wings;

			•	Triple pocket contoured removable ( Grab Bag) top lid to secure bigger loads;

			•	Centre zip access for light loads;

			•	MOLLE in CF exclusive scallop style is faster to use;

			•	Zipper access for radio and antenna;

			•	Two removable internal pockets; 

			•	Side slots for long items;

			•	Dual compression straps;

			•	Hydration pouch; 

			•	Helmet carrier

			These packs are designed to incorporate equipment, allowing different technology to be utilized on vest systems, this helps with weight dispersion and a greater ability to power manage and carry. Already in use by varied militaries and military units .

			The DG16 and DG16 AW Packs

			Designed around the 20 inch DG Frameset the 85 litre. 

			DG16 Shoulder Harness: The harness arms are laminated from multiple layers of speciality, expensive materials. Plastic plate reinforcements distribute heavy loads, memory foams to customise to the user. Shoulder straps are shaped and tapered to work over CBA and smoothly transfer load away from the brachial plexus nerve group. The whole shoulder harness yoke assembly can be quickly extended up or retracted down with three height settings built into the webbing attachments.

			Shoulder Release: It is our belief that any pack which uses a 25mm plastic side release buckle as a load element is not fit for service. Such a culpable object should be recalled and destroyed before it injures the user. Such buckles were never intended for heavy, load-bearing use. They can release or break inadvertently, slewing the fully loaded pack and wrenching the spine. The DG16 shoulder harness uses reliable, strong yet easy-to-release-under-load military-proven buckles. Because we really do care.

			Hip Belt System: Choose the set up according to personal preference and type of rig. There are three plug-in adjustment levels for the padded components so they can be tuned to back length, set high to clear a belt rig, or set low to hip load. Or remove hip fins and use lumbar loading.

			DG16 Pack Bag: Military long-range volume, single compartment bag with lower access configurable as double-compartment bag by fastening the built-in divider shelf in the horizontal position.

			Multiple access options:

			•	top access via resistance-free, easily operated, double-draw-cord throat (use of metal eyelets eliminated)

			•	top access via horizontal radio/hydration tube zip above frame side radio access via long vertical zips with interlocking cover flaps – both sides

			•	wide bottom access via fold-out zipped gusset

			•	Fully open at back hydration bladder pouch and radio attachment IAS panel, fitted with necessary webbing straps

			•	EVA foam sandwich base panel virtually eliminates abrasion wear

			•	Weight-saving IAS/MOLLE Crossfire 20/30 webbing bands on all available external surfaces

			•	ET front pouch and lower side pouches (all Hypalon reinforced internally, both faces)

			•	Side IAS on separate panels

			•	Face full compression strap system – side, bottom and over-throat

			•	Internal lower bag compression strap system

			•	Detachable helmet attachment web net fitted to back panel

			•	All crucial side-release buckles field-replaceable in seconds.

			The DG16AW adds two 34 litre Top loaded side mounted stash pouches that are removable and compressible. Incorporated into the frame are two PULK Loops. All critical openings and attachment points are elongated to allow easy opening whilst double gloved.

			DG AW Day Pack Lid, both the DG3 and DG16 AW share the ability to run a detachable 28 litre day pack lid instead of the standard lid. n

			For more information: 
crossfire.com.au | www.crossfirepacks.com

			LinkedIn: 
www.linkedin.com/company/crossfire-australia
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			Leading through innovation and services

		

		
			Mathyas Petit, Director, International Defense & Security Business Development, Bren-Tronics

		

		
			Bren-Tronics has cumulated over 49 years of experience in the design, production and management of complex and intelligent rechargeable batteries for diversified military applications. Always state of art, the company continues to innovate to provide the perfect match between power, energy, weight and safety for the growing diversified demands and applications.

			Bren-Tronics Brenergy™ 6T Vehicle Battery: 
A clear choice for many NATO vehicle manufacturers

			The current solution using an array of lead acid batteries (in some cases up to 20 batteries) was unable to meet the growing military power demands on-board of modern combat vehicles. The space required for all the lead batteries competes with mission critical requirements, such as technology and personnel, while the weight of these batteries stresses other components on already taxed platforms. 

			Designed with the military tactical vehicle requirements in mind, Bren-Tronics introduced the first Li-ion 6T battery in 2015, prior to the MIL-PRF release from U.S. Army’s Combat Capabilities Development Command (CCDC) Ground Vehicle System Center (GVSC). There are more than 4,000 of these batteries in use today worldwide addressing the three basic requirements of military vehicle manufacturers and customers: energy, weight and space. 

			A single Bren-Tronics 24V 6T replaces at least two of the 12V lead acid batteries used today, cutting weight and volume in half, while meeting and exceeding on-board power requirements. The battery can also be fully charged in less than one hour and provide power for multiple loads. Several batteries can run in parallel for extended silent watch missions.

			More recently Bren-Tronics delivered the first type 2-B90 (highest capacity) fully compliant to the latest release of MIL-PRF 32565 Rev C. The Bren-Tronics compliant battery meets not only the extreme cold temperature cranking requirement and the stringent high temperature cycling test but also the very rigorous safety testing of the MIL-PRF-32565C. The Bren-Tronics high energy 6T version provides 138Ah with a nominal energy capacity of 4.2kWh, and the high-power version provides cold cranking up to 1100A at -18Â°C and 400A at -40Â°C power version (with no preheat required). Both batteries provides smart data communication through CAN Bus communication available at all times.

			This Lithium-Ion battery is the result of years of development and revolutionizes the way power is delivered to the military. The battery is in every major U.S. service including the Army, Navy, Air Force and Marine Corps, not to mention Special Forces units. This battery has been also tested and selected by numerous leading defense vehicle manufacturers worldwide.

			Bren-Tronics’ 6T batteries dramatically change the operational capabilities of armoured vehicles and the way in which military organizations manage the inventories of their vehicle batteries. The battery incorporates multiple electronic protections and safety features as well as a CAN Bus data access to monitor all battery parameters at all times. The battery cycle life is extended from hundreds of charging cycles to thousands of cycles compared to lead acid and the maintenance is reduced to zero. 

			Applications for the Lithium-Ion 6T power solution include tactical and combat vehicles, robotics, unmanned vehicles, silent watch, communication systems, weapon systems, active protection systems, auxiliary power systems and hybrid power systems. The high energy version provides 138Ah with a nominal energy capacity of 4.2kWh, and the high-power version provides cold cranking up to 1100A at -18°C and 400A at -40°C power version (with no pre-heat required) and can be monitored through CAN Bus communication at all times.

			The military has found multiple uses for the Bren-Tronics 6T batteries outside of the vehicle. By pairing our 6T battery with renewable source (i.e. solar panels) and a generator, you create a tactical microgrid that offers energy efficiency and power surety that assures you won’t run out of power when the fuel runs out. Another novel use of our 6Ts is to power high energy drone jammers, or Unmanned Ground Vehicle (UGV). 

			New generation in battery charging: 
Light Universal Charger LUC® 

			Yesterday’s solutions are now too heavy and not sufficiently efficient, that is why at Bren-Tronics, we work hard to propose innovative light-weight solutions such as the combination of solar fast charging solutions and the newest generation of universal chargers.

			The Light Universal Charger LUC® is Bren-Tronics new generation charger that can charge any portable military battery using any energy source available in the field (vehicle, solar and battery) as well as AC standard input. The LUC® is a level 3 Smart Charging device using smart data communication protocols like SMBus, DQBus, single wire, to maximise charging efficiency while guaranteeing safety.

			Thanks to its very light weight, the charger can be carried out in a soldier backpack and can simultaneously charge 2 batteries. The charger uses NATO approved connectors for input and output, allowing full interoperability with existing cables and battery adapters. 

			Thanks to its universal architecture to charge various battery types, LUC® provides ease of use and convenient logistic planning. The charger can be connected to PC/Tablet to monitor and store any battery health, SOC and information. Concurrently, the LUC® offers OLED display with a friendly user interface to show all available information from the battery. 

			Like the majority of Bren-Tronics products, the LUC® underwent a rigorous military qualification and is rated IP67. It comes either in green or sand colour.

			Bren-Tronics opens its International Technical Expertise Center (ITEC) in France to better serve his customers

			With a constant customer centric approach for over 49 years, Bren-Tronics has recently opened its international technical expertise center in France to better serve their international customers. The chosen site is located in Plouzané (29280) in Brittany, close to the Brest-Iroise Technopole. The main operational objectives of the ITEC are logistics, services and recycling of the thousands of batteries delivered every year to our main European customers. The site is fully equipped to store, diagnose, upgrade, repair and re-dispatch batteries and chargers all over Europe. The services provided by this new site respond to many pain points from our international clients, such as battery immediate availability, maintenance, storage and transportation. The gain in time, cost and logistic burden for our customer is substantial especially considering the recent events in East Europe and the constraints from IATA regulation in term of lithium ion battery transportation. 
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			DARPA launches event series to connect with talented innovators across USA

		

		
			DARPA Forward will bring DARPA’s mission to the USA at six regional events this Autumn

		

		
			The Defense Advanced Research Projects Agency (DARPA) is partnering with six of USA's leading research and development universities to connect with new communities of talent. The DARPA Forward conference series, running August to December 2022, seeks to energize regional and national innovation ecosystems to develop new breakthrough technologies for national security.

			Attendees will hear from world-renowned scientists, accomplished innovators, and senior defense leaders about new capabilities as well as the rapidly evolving challenges faced by warfighters. In addition, attendees will have an opportunity to dive into diverse topics within and across multiple domains and disciplines, including air/space, ground, virtual, social, bio/medical, electromagnetic, materials/manufacturing, maritime and computing/AI/cyber.

			Throughout its more than 60-year history, DARPA has challenged researchers from across academia, industry and government to create transformative solutions to national security problems. Many of these solutions also have benefited daily civilian life.

			“With DARPA Forward, we want to inspire new thinking across and at the intersection of disciplines to support our mission of creating technological surprise,” said Dr. Stefanie Tompkins, DARPA Director. “We want people to take from these events a desire to help change the world for the better and to know working with DARPA is a tangible way to do it.”

			Registration opens June 1 for all six events with rolling registration deadlines for each location. As space is limited, attendees may join in person for one event and virtually for the rest. Dates and locations for events are:

			 Aug 30-31: Colorado State University, Fort Collins, Colorado

			 Sept 13-14: Washington State University, Pullman, Washington

			 Oct 4-5: The Ohio State University, Columbus, Ohio

			 Oct 25-26: Georgia Institute of Technology, Atlanta

			 Nov 15-16: Texas A&M University, College Station, Texas

			 Dec 13-14: University of California, San Diego

			Details for each event, including detailed agendas and registration fees, are available on the conference website. n
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			Augmented Reality is transforming the Armed Forces

		

		
			Thermoteknix fuses augmented reality (AR) and thermal imaging tech to deliver the ultimate situational awareness system for night-time operations

		

		
			Augmented Reality is transforming the way we approach warfare. With the right technology, users can gain more operational and situational awareness and make better judgements about their situation. AR is and will continue to be a priority for soldier modernisation programmes, including the UK MoD’s Future Soldier transformation programme. 

			Beyond the training ground and onto the battlefield

			Augmented reality has already delivered better combat training experiences that are less costly, and more immersive, ensuring that troops are more prepared for real-life scenarios. 

			But the advantages of AR are now being delivered to soldiers in the heat of battle. In 2021, UK-based thermal and night vision specialist Thermoteknix unveiled its Augmented Reality Tactical Interface Module (ARTIM), giving the foot soldier next-generation night vision, thermal imaging, AR, navigation, targeting and a whole lot more. ARTIM delivers heads-up situational awareness to the equipped user during outdoor on-the-move operations and enables personnel teams to perform tasks with high awareness of their surroundings, in close coordination with each other, and with enhanced safety and speed.

			ARTIM mounts to the back of the helmet to track where the user is located and where they are looking, receiving and publishing networked PLI (Position Location Information) data, and rendering an augmented reality overlay to the user. 

			Operational data is displayed by the Thermoteknix ClipIR XD – a thermal imaging clip-on device mounting on an NVG, providing not only augmented reality data but also thermal imaging fusion. The system provides heads-up navigation and tracking of friendlies, using GPS and digital terrain elevation data (DTED) to deliver accurate visualisation of geo-spatial information.

			What sets ARTIM apart from other AR systems on the market, is the user’s ability to view the AR overlay in different modes. The user can chose to view AR with thermal on or view the AR overlay with thermal off and only intensified night vision alone. Most importantly, the user can control how much information and what information is displayed.

			The UK MoD has incorporated ARTIM into its Future Soldier programme with troops already using the technology in training and front-line operations. The UK MoD has procured over £3 million worth of AR-ready systems from Thermoteknix, to be delivered to the British Army over the next 12 months with an option to procure additional systems during the fulfilment of the contract. 

			ARTIM is also being trialled by a number of military powers across Europe and other continents who are equally seeking to modernise and meet the challenges of today and tomorrow’s warfare. 

			Target identification – why AR is a game changer

			Perhaps the greatest contribution AR devices might make to military operations concerns target verification. An important feature of AR devices is their interconnectivity, which enables information sharing and decision-making in the real-time battlefield environment. 

			Augmented reality and systems like ARITM enable soldiers to instantaneously summon vast amounts of information about a prospective target, the surrounding terrain, and the location of enemy and friendly forces.

			The ability to share targeting information over a visual medium such as an AR device provides individual troops with additional means to evaluate attacks. It also ensures they undertake precautions to reduce the risk of harm to protected persons and objects, for instance, by verifying the mark as a legitimate military target and minimising incidental damage to civilians and civilian objects. 

			ARTIM plugin for ATAK 

			ARTIM has been designed to integrate with any number of digital battle management systems. It comes ‘out of the box’ ready to use with Android Tactical Assault Kit (ATAK), the app-based application that provides location information and utilises Blue Force Tracking to track team members in real-time and help coordinate movements. ATAK also uses Red Force Tracking to see where targets and dangerous threats or elements may be. Operators can view entered points of interest like terrain, topographical elements, and even weather. It also enables encrypted data communication like text and file sharing (i.e., photos and videos) for user-to-user, user-to-team, user-to-command, or user-to-entire force communications.

			ARTIM acts as a head-up display (HUD) that delivers ATAK capability and augmented reality (AR) to the user. The AR capability connects to the ATAK app, enabling the user to identify teammates and targets, while also providing point-to-point navigation, all via hands-free operation.

			Connected or unconnected 

			Depending on the requirements of the mission, ARTIM can be pre-loaded with data or real-time data updates can be shared with the team using WAN via MANET via a hub or via cellular network. ARTIM’s ability to operate using ATAK either as standalone unconnected or as a fully networked system, offers teams greater flexibility and helps improve critical decision-making on the ground. n

			For more information on ARTIM or thermal imaging technology, visit www.thermoteknix.com

			Learn more about ARTIM: https://www.thermoteknix.com/news/thermoteknix-launches-new-augmented-reality-tactical-interface-module-with-atak-capabilities

			Learn more about how Thermoteknix supporting the UK MoD Future Soldier programme https://www.thermoteknix.com/news/thermoteknix-selected-by-uk-ministry-of-defence-mod-to-supply-clipir-xd-e-thermal-imaging-clip-on-systems

			Key Features:

			•	ATAK Plugin unleashes Android Team Awareness Kit (ATAK) capabilities for enhanced situational awareness

			•	Operates using ATAK either as standalone unconnected or as a fully networked system

			•	Internal data storage to operate with or without connection to EUD

			•	Displays real-time routes, markers and Blue Force Tracking in AR

			•	ARTIM features an AR processor and smart computer

			•	Very low latency with 60Hz update rate

			•	AR displayed to user via ClipIR XD fitted to NVG

			•	Requires 4x or 8x AA batteries – two 4-way carousels with hot-swap for uninterrupted operation

			•	Up to 24 hours battery life

			•	External power supply for NVG 
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			Unraveling the sounds of the battlefield

		

		
			We have come a long way in the way that forces operate together on the battlefield, where before we had different command centres co-ordinate artillery and air cover for troops in the field, now that responsibility has been shifted down to the troops. This can place a heavy cognitive load on a communications operator, with hearing multiple voice channels talking at the same time. For instance, a called airstrike, which requires contact down to the last second with the aircraft, and in case of change in target, the outcome may be catastrophic, resulting in civilian casualty, blue on blue, and potentially losing expensive equipment asset. So how do we give this ability to our troops?

			Otto, based out of Illinois in USA, have a long history for designing innovative products for the modern warfighter; their particular strength is taking a problem and finding a unique solution, a new offering is Enhanced Spatial Positioning Push-to-Talk (ESP PTT).

			Enhanced Spatial Positioning (ESP) untangles multiple audio streams, enabling the operator to clearly hear individual audio sources and focus on the mission. Designed for dynamic environments and the needs of the individual operator, this PTT was developed to allow users to mentally focus on an individual directional audio source, even if other channels are active simultaneously.

			As the image below shows, four distinct audio channels are heard around the user’s head. Operators hear each channel distinctly from Left, Left-Front, Right-Front and Right, this solves the problem of stacked audio. 

			Other major advantages this product provides is it needs no batteries to operate and can be clipped directly into the user's communication system providing a light weight solution to already overcrowded and complicated kit. It's an ambidextrous product, so can be used in either hand, allowing for the product to comfortably be used by any operative; and is fully submersible for 31 minutes at 3ft. n

			This product is available to order direct from Otto at: 
https://www.otto-comm.com/products/push-to-talk-options/enhanced-spatial-positioning-push-to-talk

		

		
			U.S. SOF Vision and Strategy 2022

		

		
			John Friberg, SOF News

		

		
			U.S. Special Operations Command (USSOCOM) and the Assistant Secretary of Defense for Special Operations / Low Intensity Conflict (ASD SO/LIC) released its Special Operations Forces Vision & Strategy document in April.

			Vision Statement: The document leads off with the USSOCOM and ASD SO/LIC vision statement: “Create strategic, asymmetric advantages for the nation in integrated deterrence, crisis and conflict”. It goes on to list ‘core values’, ‘who we are’, ‘what we do’, and ‘where are we going’.

			Strategy: Since 9/11, SOF has been primarily focused on countering terrorists. Now, the United States faces adversaries “increasingly capable of counteracting our gains, threatening our Homeland, reducing our influence, and eroding our advantages globally.” The document states that the new SOF strategy will provide a framework to move from a Counter Terrorism (CT) force into one suited to be a part of the nation’s integrated deterrence. SOF will continue to conduct priority CT operations, support integrated deterrence and prepare for potential high-end conflict.

			Strategic Environment: China is the biggest concern as it is “capable of combining its economic, diplomatic, military and technological power to rival the U.S. and destabilize the international system that has advanced our interests for 75 years.” Russia continues to demonstrate its “determination to use its considerable resources and capabilities to enhance its global influence, challenge our interests and disrupt globally.” Other nations, like Iran and North Korea, are also threats that challenge regional stability. The Violent Extremist Organizations (VEOs) remain an active and persistent threat to our homeland and vital national interests worldwide.

			Strategic Approach: The SOF Strategy establishes a 10-year framework of strategic aims, strategic efforts and resources to create strategic and asymmetric advantages for the United States. The ‘aims’ include conducting operations to support priority missions, modernize SOF concepts, capabilities and doctrine, broaden readiness for critical missions, enhance relationships with allies, partners and other U.S. government organizations and strengthen the SOF community. The SOF Strategy adopts a comprehensive approach by taking action in five strategic efforts: compete and win for the nation, innovate for future threats, preserve and grow readiness, advance partnerships and strengthen the force and family. Each of these ‘strategic efforts’ have several sub-categories.

			SOF Resources: The SOF enterprise will leverage several resources and organizations to achieve the strategic aims of the SOF Strategy. Key organizations include ASD SO/LIC, Secretariat for Special Operations (SSO), Irregular Warfare Technical Support Directorate (IWTSD), USSOCOM, SOF Service Components, JSOC, TSOCs, and other resources. n

			John Friberg is the Editor and Publisher of SOF News. He is a retired Command Chief Warrant Officer (CW5 180A) with 40 years service in the U.S. Army Special Forces with active duty and reserve components.
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			What next-generation radios mean for enhanced military operations

		

		
			As legacy combat net radios (CNRs) approach their end of service life, modern armed forces seek next-generation tactical communications devices to provide personnel with transformational capabilities

		

		
			In recent years, software-defined radios (SDRs) have emerged as the natural successor to CNRs, providing customers with significant technological improvements to maximise operational effectiveness, even in the most complex arenas.

			According to Bittium’s Vice President for Defence and Security, Harri Romppainen, while many armed forces still operate legacy CNRs, the transition to SDR technology is inevitable.

			‘Armies need new tactical communications capability with wideband waveforms; maximum levels in data throughput; availability of Internet Protocol [IP] networks; and requirement for interoperability with NATO and non-NATO partners,’ Romppainen explained.

			As Finland’s national champion in tactical communications, Bittium already supplies SDR technologies to the Finnish Defence Forces (FDF), Estonian Defence Forces (EDF), and Austrian Armed Forces, for example, which require modern performance to enable the required network services and interoperability with European and NATO partners. 

			In 2017, Bittium signed a Letter of Intent (LoI) with the FDF regarding the purchase of new tactical radios to produce and share real-time situation awareness (location, image, voice, video, and sensor data) to all command levels of the organisation. The LoI made it clear that next-generation tactical radios would be ‘unique in their performance in leading the mobile troops and forming the situation awareness on the battlefield’.

			Next-level performance for operational effectiveness

			Bittium’s solutions include the Tough SDR Handheld and Tough SDR Vehicular, both operating in the 30-2500MHz frequency band and offering data throughput up to 26 Mbps. SDRs allow personnel to send voice and data transmissions simultaneously, providing end-users with maximum situational awareness and C2, streamlining decision-making processes and maximising operational effectiveness.

			‘The compact-sized and cost-efficient radios are designed to endure even the harshest conditions, and can be easily installed in different surroundings, providing seamless connectivity from brigade down to company formations using a variety of waveforms,’ Romppainen outlined.

			Waveforms currently available for integration onboard Tough SDRs include the broadband Bittium TAC WIN Waveform and ESSOR High Data Rate Waveform, as well as Bittium Narrowband Waveform for robust messaging and voice capability for longer range communications. The waveforms are in continuous development and most recently the FDF ordered additional narrowband waveform development work for the new Tough SDR Vehicular and Handheld radios. 

			‘The uniquely wide range of frequency bands improves combat usability and enables using the same equipment in different geographical areas. Using several waveforms, even simultaneously with the 2-channel Vehicular radio, improves compatibility and enables operations on different levels and missions,’ Romppainen added.

			The deliveries of the Tough SDRs to the FDF have started and preparations are ongoing for the volume field roll-out to replace legacy Tadiran CNRs.

			Interoperability at its best

			Bittium is also employing Tough SDRs to support interoperability tests with the ESSOR High Data Rate Waveform alongside national champions from France (Thales), Germany (Rohde & Schwarz), Italy (Leonardo), Poland (Radmor), and Spain (Indra).

			Finland was one of the first ESSOR members to successfully complete national approval tests in the first half of 2021. Previously, ESSOR’s first PTT call was successfully conducted at Bittium’s test facility in Kajaani in 2020, connecting ‘tens’ of nodes from multiple sovereign SDRs, including Leonardo’s S-Wave and Thales’ Flexnet.

			Tough SDR Handheld can also be connected to Bittium’s Tough Mobile 2 tactical LTE smartphone, which can meet the stringent tactical and security requirements of dismounted units.

			Featuring the Bittium Secure Suite, which includes VPN and Mobile Device and Application Management, Tough Mobile 2 can support end-to-end encrypted voice and data communications, in even the most contested of operating environments.

			Connected over WiFi, Bluetooth, Ethernet or USB, Tough Mobile 2 displays specialist C2/BMS software, including SitaWare or the Android Tactical Assault Kit (ATAK). 

			This capability is crucial as it allows platoon and squad members to send messages and observe a common operating picture anywhere on the battlefield and at any time.

			Tough Mobile 2 has also been tested and integrated with leading MC-PTT, MC-Video and MC-Data applications, and NATO-certified communication solutions, such as Armour Mobile and Silentel. 

			The Bittium Tough Vehicular SDR can also be installed with an 4G/5G module which allows the radio to connect to commercial or private networks.

			Multi-domain solutions

			Bittium Tough SDRs support multi-domain operations on land and at sea, networked to surface vessels via the TAC WIN wideband waveform. 

			According to Romppainen, such a capability provides smaller vessels, including rigid hull inflatable and patrol boats, with C4ISTAR capability.

			‘Naval forces often operate with HF and VHF solutions that can only support voice and narrowband and non-IP data,’ Romppainen explained. 

			‘To achieve real-time situation awareness and seamless command chain, the communication system must be able to transmit broadband data from any IP network node to the operations and command centre and back via self-forming and healing networks.

			‘These requirements are met with Bittium’s modular, software-defined and interoperable IP-based communications products and systems, including TAC WIN and Tough SDRs.’ n

			For more information visit: www.bittium.com
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			Developing soldiers capability into the 2030s

		

		
			An expert, well-trained and well-equipped soldier is the backbone of a capable unit. The 
 Finnish Army takes care of its soldiers and owns the responsibility for ensuring that their combat skills, will and equipment remain in good condition while advancing to the 2030s.

			The Army invests in developing a soldier's capability holistically in order to ensure that the soldier's skills, will and equipment meet the requirements set by the battlefield of the 2030s. The Army renews and further develops procedures that strengthen the will to defend and create the cornerstone for land defence, namely, the will to defend one’s own country and sustained faith in one’s own opportunities.

			In the future, a soldier has access to increasingly intelligent solutions and equipment with which to execute the set missions both independently and as part of a unit. The soldier’s firepower, survivability and situational awareness are improved to respond to future challenges. Situational awareness concerning friendly forces and those of the adversary may represent the most critical asset in improving a soldier’s capability. This is evident in how a soldier needs to be able to detect and identify an enemy prior to becoming targeted, sustain real-time communications with own unit members as well as clearly know the location of own troops. Regardless of how advanced the gear, a human being - the soldier - remains central. Thereby the equipment must support the fulfilling of the soldier’s main task and remain simple enough to use. Renewal of training and novel types of training tools also seminally aid in learning, implementing and sustaining new systems and procedures in combat.

			An increasingly multidimensional and mobile battle concept presupposes that new features be part of the systems utilised by a soldier. In the Army, the capabilities of a soldier are developed by means of a number of programmes. In the first phase of the Soldier Programme, the firepower of a soldier is improved by implementing the modernization of the assault rifle (RK62M) and acquiring optical sights as well as night vision equipment. Furthermore, a soldier’s survivability is improved by means of developing and acquiring personal ballistic protection and new combat clothing.

			Mobile tactical network is developed and improved in Army C3I (M18) program. Commanders and leaders have access to weather-proof end-user terminals that enable forming a common operational picture of the area of operation and receiving missions or transmitting tasks. In the near future, utilization of software-defined radios allow for producing real-time common operational picture (location data, picture, sound, sensor data) and sharing these data at all levels of the organization.

			The bespoke projects on force protection and CBRNe serve in developing the soldier’s survivability by the acquisition of camouflage nets, improvement of the equipment stealth features as well as acquisition of new CBRN respirators. The capability of scouts and forward observers has been enhanced by acquisition of new thermal imagers and target acquisition devices whose data transmission is embedded as part of the digital command and control system.

			It is possible to improve significantly the soldier’s ability to win in the battlefield by means of new sensors that enable detecting, identifying and delivering joint effects on targets with improved precision in all prevailing weather and lighting conditions. It is estimated that new technological innovations are adopted in large-scale utilization during the course of the 2030s.

			While soldiers tasks and missions remain the same, the technological solutions and procedures may undergo significant changes. The future battlefield continues to be shaped by, among other things, automatization and robotics. In the future, the soldier has access to increasingly sophisticated solutions and equipment that allow for observing the battlefield and carrying out missions non-supported.

			As part of command and control systems as well as ISTAR, the advantages of augmented reality, familiar from mobile gaming contexts, will be available, as will also be artificial intelligence for decision-making purposes. In the 2030s, both small unmanned aerial and ground vehicles are going to be integrated in shared capability at squad level and partly also at the level of an individual soldier. Advanced fire control systems for handguns become increasingly utilised and even personal fire arms feature mounted versions of sophisticated intelligent sight systems that aid in target acquisition and timely precision firing.

			Sustained efficiency in training enables combining the skills, will and equipment so that they build up capable forces. The tasks and missions of infantry soldiers, forward observers and scouts will be retained but also new ones are to surface for systems operators and maintenance specialists in technological logistics support. Moreover, the type of training perceived as traditional in demanding terrain conditions will still retain its essential role in order for the soldiers to internalize functioning as part of a unit and to prepare for enduring the hardships posed by the ever-altering circumstances in the battlefield. Parallel to this, the opportunities offered by novel simulators and virtual technologies will be optimally exploited. In the 2030s, neither a machine nor a piece of equipment will fully replace a human being – the soldier. The Finnish Army looks after its soldiers, trains them in their set tasks and missions and equips them with capable gear to win in the future battlefield. n
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			Future waveforms and software defined radio for dismounted soldier communications

		

		
			Rob Garth, Product Director, Domo Tactical Communications (DTC) talks to Soldier Modernisation

		

		
			Q: What do you mean when you talk about a "Waveform"?

			A: That's an interesting question. Many people think of a communications waveform as simply the "air interface" of a radio - the way the radio launches the information to be transmitted into the ether. In the old days this might be achieved using Frequency Modulation (FM), Amplitude Modulation (AM) or Single Sideband (SSB) for example, whereas today it is more likely to be COFDM or spread spectrum.

			But actually, a Communications Waveform really encompasses much more than this - in fact, every step between the information to be transmitted entering the communications system to it actually being transmitted on air. This might include audio or video encoding, encryption, frequency hopping algorithms, channel access mechanisms, traffic routing and a host of other things - including Cognitive Radio technology which adjusts the behaviour of the communications system based on the radio environment in which it finds itself.

			 

			Q: But I just want to communicate. Why should I care which waveform is used?

			A: Essentially there is no such thing as a "one size fits all" Waveform - Waveforms are optimised for a particular use case or set of use cases and a particular deployment environment. Choose an unsuitable waveform and you might suffer from unreliable communications, poor LPI/LPD (Low Probability of Intercept/Low Probability of Detection) performance and compromised security, insufficient data throughput or unnecessarily high power consumption. Your radio system might also be unnecessarily wasteful of scarce radio spectrum and disruptive to other radio spectrum users.

			For example, many satellite communications systems utilise wideband "Single carrier" Quadrature Amplitude Modulation (QAM) transmissions which are spectrally efficient and can be generated and demodulated using relatively simple hardware. In a line of sight Satcom link, these waveforms perform very well, but try deploying the same waveform in a wideband ground to ground link - particularly in an urban environment with strong reflections - and it will likely be rendered completely unusable by multipath fading.

			Q: How Does Software Defined Radio play into all this?

			A: Traditional radio systems were "hardware-defined," meaning that their key waveform parameters - modulation type, channel bandwidth etc. were fixed at the time of manufacture by the electronic circuitry and components employed. Some radios could support more than one waveform - both AM and FM for example - but this was achieved by switching between different hardware circuitry.

			In contrast, a Software Defined Radio such as Domo Tactical Communications' SOL8SDR has its behaviour and waveforms defined not primarily by the hardware employed but by the Software installed. Thus, the same radio hardware can potentially host multiple different waveforms and the user can choose between them depending on the mission and deployment environment. And a radio developed today might be field upgraded down the line to a waveform which hasn't even been developed yet - immensely powerful in staying ahead of an adversary's Electronic Warfare (EW) and capabilities.

			 

			Q: What Waveforms does DTC offer and what benefits do they bring?

			A: DTC's flagship MeshUltra™ family of Tactical COFDM MANET IP Mesh waveforms supports up to 144 nodes and channel bandwidths from 1.25MHz to 20MHz, delivering a maximum throughput approaching 100Mbps. The MeshUltra™ family was developed from the ground up to perform well in challenging RF environments - in the presence of strong multipath reflections, interference and jamming and also for deployment on high-speed platforms. It also supports DTC's cutting edge "every radio a sensor" Cognitive Radio capability "Interference Avoidance System" (IAS).

			We also support several other MANET waveforms primarily for compatibility with currently fielded systems as well as a unidirectional COFDM Video waveform which offers a DVB-T compatible mode and is ideally suited to "one to many" applications such as video downlink from a strategic UAV.

			Q: Does the Dismounted Soldier environment impose limitations on a practical SDR?

			A: To some extent yes. Compared with a rack-mounted base station or vehicle radio system, a Dismounted Soldier SDR has to deal with significant SWaP (size weight and power) constraints. Dismounted Soldier Radios are also typically deployed in very large numbers and therefore hardware cost also becomes a significant factor (SWaP-C). This typically leads to restrictions in the frequency range and instantaneous bandwidth which can be supported and also sometimes limits the complexity of the waveforms which can be hosted.

			But low SWaP-C Software Defined Radio hardware has moved forward in leaps and bounds in the last couple of years as can be seen from DTC's latest single-board SDR - just two inches square and weighing less than 26 grammes but still capable of supporting all of DTC's waveforms, with plenty of room for growth. n

			Rob Garth is Product Director at Domo Tactical Communications (DTC). With a background in RF engineering, Rob has more than twenty years in the development and delivery of robust tactical and fixed wireless systems for both military and civil applications, from simple FM links to multi-Megabit COFDM MESH systems and data pipes on the ground, in the air and at sea. He is Chartered Engineer and Eur.Ing with a Masters Degree in Electronic Engineering from the University of Warwick.
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			In the midst of chaos there is also opportunity

		

		
			Situational awareness is defined as the perception of environmental elements and events with respect to time or space, the comprehension of their meaning, and the projection of their future status. Soldier Modernisation talks to Rich Waldrom PgA, MAPM, Business Development & Programmes Director, Kinected Solutions Ltd

		

		
			The importance of Situational Awareness on the battlefield cannot be understated. Throughout history understanding the terrain has almost always played a decisive role in any battle. The battlespace of the future will be a contested space for information superiority and Situational Awareness. The first responsibility of a leader is to define the reality of the ground for their team; it is the leader’s job to interpret and translate the operating environment before stepping into a fight.

			Sun Tzu states in the Art of War: “in the midst of chaos there is also opportunity”. Never has this been truer than in today’s modern operating environment. Battlefields have become increasingly congested and complex, placing an even greater reliance on reliable and detailed situational awareness. The side with the greater knowledge of the operating terrain around them will almost always have a significant advantage and will likely dominate the battlespace. Whether the adversary is a peer competitor, insurgent or criminal; the imperative for reliable and accurate Situational Awareness will not change. 

			Information tools will always be available to all sides, whether through technological means, expert knowledge of the terrain or good human intelligence (Humint). Situational Awareness tools and enablers are a critical element to achieving superiority on the battlefield.

			Sensing the environment with Smart, low Size Weight and Power (SwaP), ergonomic and long life comm sensors will be key attributes for achieving Situational Awareness, enabling the development of pattern of life and activity awareness through advanced analytics. Ever evolving and advancing embedded processing capabilities will continue to grow and provide better opportunities to sense the environment. 

			In order to achieve higher level pattern awareness, sensors must be easy to use and able to integrate with other systems, including legacy platforms. Cyber and Electronic Warfare (EW) domain awareness will also play an increasingly important role in achieving Situational Awareness superiority.

			The Phalanx Shield Q5i, features new cyber detection/counter-detection capability, detection ranges well in excess of current fielded systems, multiple classification types, enhanced magnetic and double the autonomy of current products. New generation highly scalable ultra-low power 15+ km line-of-sight communications back to the Tactical Operations Centre (TOC).

			The i5 PIR comes in wide angle/short range or long-range pencil beam/tripwire configurations. Either as a stand-alone sensor or coupled with Phalanx Shields Q5i UGS, the i5PIR adds improved target detection and sensor queuing capability. 

			Phalanx Shield offers an impressive 15+ km line-of-sight direct transmission range, as well as complete Cellular, Iridium SBD-to-SBD, 4G/LTE Tactical Network (e.g. Fenix BANSHEE) or MANET Radio based beyond line-of-sight relay/repeater capability. Each sensor can be monitored using the Phalanx Shield User Interface, or Cursor-on-Target (CoT) platforms to include ATAK, WinTAK or Raptor-X.

			Phalanx Shield is the next level of performance in technology, advancing capabilities beyond yesterday’s Unattended Ground Sensors (UGS). Now with cyber detection/counter-detection, advanced processing (based on machine learning algorithms), long range communication and data management capabilities. These advances open the door to artificial intelligence implementation at the gateway/server level, intelligent processing, and algorithms, while achieving lower power consumption. Reduced False Alarm Rates, reliable long-range detection, and integration with an advanced User Interface, makes Phalanx Shield the most innovative Unattended Ground Sensor system on the market today.

			Increased Performance: 

			•	Multiple target classification types

			•	Best in class range/sensitivity

			•	3x lower power consumption – up to 18 months

			Next Generation Technology:

			•	Cyber detection capability (optional)

			•	Increased scalability – 100s of nodes

			•	Intelligent Algorithms Processing/Machine Learning

			•	Capacity for AI implementation at the Gateway

			•	Advanced sensor/data capture

			•	Ultra-low power wireless – 15+ km

			Flexible Employment:

			•	AES encryption

			•	Full integration with the Phalanx Shield User Interface (2.0) as well as ATAK, WinTAK & Raptor X

			•	Backhaul via Cellular, Iridium SBD-to-SBD (optional), 4G/LTE Tactical Network (e.g. Fenix BANSHEE) or MANET Radio based repeater capability for beyond-line-of-sight. n

			For more information visit: kinectedsolutions.co.uk

			Email: rich@ks1services.com
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			Army sparks up 'electrifying' plan for future battlefields

		

		
			In an era of constant competition across the globe, the British Army has announced a major step-change in its commitment to ultra-modern warfare with the publication of its new Battlefield Electrification Approach.

			The ambitious vision sets out detailed plans for electrifying the battlefield over the coming decade, a period when we will be relied upon to protect our nation and undertake a range of wider activities overseas.

			The drivers for the approach include massive societal change at a time our adversaries invest ever more heavily to challenge our own technological edge and threaten our national interests.

			The adoption of innovative technologies, commercial and military, at pace, is critical to achieving competitive advantage as the British Army modernises and transforms.

			While future research and experimentation will focus on diverse areas including Artificial Intelligence and Machine Learning, Robotics and Autonomous Systems, Networked Sensors and Effectors, Novel Weapons Robotics and Autonomous Systems (RAS) – it is the electrification of the battlefield that will be the underpinning enabler of the new paradigm with lighter, more mobile forces and increased human-machine teaming achieving far more while reducing the risk of harm to our soldiers.

			The aim and key to it all will be delivering the right power, in the right place, at the right time, with electrification providing the spark that will ignite the British Army’s transformation.

			Electric vehicles will enable significant advances in stealth mode capabilities, with reduced thermal and noise signatures, as well as enhanced mobility over challenging terrain.

			A key part of the Army’s Future Soldier vision, the battlefield electrification approach sets out how the Army, over a 15-year period, will focus on an increase in the use of batteries, hybrid electric drives and other technologies across its vehicle fleet.

			With future military land capabilities expected to become increasingly power hungry with the introduction of new weapons, active protection, and an increase in computer processing, the performance of these capabilities will depend on the ability to power, charge and sustain them.

			The Army has already invested £10million fitting hybrid electric drives to Man SV, Jackal and Foxhound vehicles with their performance currently being evaluated.

			In the future, one hybrid electric MAN SV vehicle capable of producing over 500 kilowatts of power will be able to replace nine generators.

			This means two and a half hybrid MAN SV vehicles could power an Army Field hospital or provide emergency power to relief teams in a disaster zone.

			It is just one example of the advantages of the innovative vehicle technology being tested and revealed by the Army’s new approach to battlefield electrification.

			The electric motors can also immediately pick up rapid speed which will be a real tactical advantage when accelerating up steep gradients and escaping the enemy. 

			Trials of pre-production models are currently taking place, including assessments on how to fully recharge electric uncrewed, autonomous systems. n
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