As we start 2022 we look at a changed landscape of our modern world not just in terms of COVID, the virus that keeps on giving, but militarization, the massing and troop exercises on the Ukraine border are not easing. How the West reacts to this over the upcoming months will be seen as either a red or green light to Russian plans to increase their borders. The US military's withdrawal from Afghanistan has left the country's new rulers with a lot of hardware; how this is seen by neighbouring countries and if they will have to raise their armed forces equipment is left to be seen.
One thing of note is countries modernizing in the Western world, DSEI was awash with companies selling different technology, “the Digital Battlefield” which we have been discussing for the past few years is slowly arriving and it will be slowly. The main problem is data to and from the battlefield, how we can connect securely and provide the bandwidth constantly to areas with destroyed infrastructure and to remote places on the planet . . . we look at this with Thales, DOMO Tactical and also Kinected Solutions. We have some innovative products from ARA, a company that was part of DARPA, and our friends at Ultra are also worth a read along with a NATO article on AI.
With the announcement of standardized connectors for NATO, we look at the technology that will be connecting the new data products with ODU, Omnetics, ITT Cannon and Fischer. This necessary tech is critical on interchanging product and power sources in all conditions.
We have inputs from our friends at DARPA, Dstl, The British Army's new modernization plans, as well as looking deeper at the open architecture program. We have input from both the US and Australian military, along with lots of outstanding innovative products from INVISIO through to OPEC CBRNe.
As always, I hope you find the issue informative and comments, good or bad, please email me as it’s the way we improve our project.
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Examining the application of networking radios for dismounted combat
Since the advent of warfare, the ability to communicate clearly on the battlefield has been of paramount importance. From the trumpets and cornets of ancient Rome, to the carrier pigeons and runners of World War I, to modern software-defined radios, the ability for commanders to transmit orders to soldiers in response to a changing tactical environment is a key element of military endeavour.
It is only within the past few decades, however, that the dismounted soldier has been issued with an individual radio for communications between comrades within a squad, or section. Previously, use of hand signals and shouting was deemed adequate for the type of operations carried out within the relatively limited geographical scope of a dismounted infantry squad. The advantages of soldier radios soon became evident – primarily in enabling the close co- ordination of movements when screened or behind cover and at range.
Soldier radios also allow combatants to discuss and evaluate complex and dynamic situations in a secure and clear way that would not have been possible previously with hand signals. Take, for example, two fire teams approaching an objective in rolling terrain in arrowhead formation who receive enemy fire and manoeuvre to dead ground as a result. If the terrain obscures line-of-site contact between the two teams, a soldier radio can ensure the two teams can jointly evaluate the situation and take more effective action.
The challenge of dismounted communications
Ground to ground communications is inherently challenging due to the terrain, environment and obstacles. These issues are compounded for the dismounted soldier. They are typically moving, they may be low to the ground, and are using a body worn radio whose antenna can be shielded by their own body mass. There is a limit to the output power that can be safely emitted close to the body, so increasing radio power to improve communications is a limited option. In addition, higher power radios need more or bigger batteries, so increasing the weight burden on the soldiers. Raising the antenna height will certainly help the communications range but again, there are practical issues with elevated antennas on dismounted soldiers.
Traditional soldier radios have provided point-to-point communications over a limited range – perhaps up to 1km in open terrain. A squad would reasonably be expected to operate within these confines, not straying beyond the effective range of their primary weapons. However in operations such as those in urban or jungle environments, radio range can be significantly reduced when compared to more open terrain.
Particularly for body worn soldier radios, their relatively low output power, low antenna height and screening by natural or artificial obstructions make radio communications difficult. The resultant reduction in range can mean that soldiers within a squad are only able to communicate with nearer members of the squad, while those further away do not receive the transmission. If this is the case, and the commander is aware, then messages can be relayed manually. But this of course can lead to delay, potential distortion of commands, and ultimately the possibility that further away squad members still do not receive the information or orders.
In addition to output power and antenna height, another very important determinate of range is the bandwidth used by the radio. Narrowband waveforms are a very effective way to maximise range as they allow the transmitter power to be focused (like a laser) into a narrow transmission bandwidth, thus increasing range. Narrowband waveforms also have several other important advantages: they are harder to detect/direction find and are more efficient, so do not require as much battery power, all of which are key to enabling the dismounted user to be more effective.
Networked communications
In order to extend communication ranges, some radios provide an automatic rebroadcast function, enabling the radio to re-transmit a message that it has received from another radio. More complex devices provide mobile ad hoc network (MANET) functionality, in which each radio acts as a node and is aware of the relative locations and potential paths to other radios in order to ensure that a message is transmitted to all users on the network. The goal of rebroadcast and MANET approaches is to maintain communications as team members move in and out of any shielding resulting from terrain features that prevent direct communication between them and the message initiator.
Some relay solutions automatically rebroadcast every message to all locations, regardless of whether they may have received the message directly from the sender. This can be a wasteful use of the limited available battery energy, while the multiple RF transmissions triggered by a single message makes this kind of waveform more vulnerable to detection and location finding techniques.
A more sophisticated approach is where the path of each message is determined by issuing and receiving handshakes between radios prior to transmitting the message. This imposes a processing burden and timing delay on the network. The approach is less of a burden when nodes are static, but can be difficult to manage for constantly moving dismounted soldiers with resultant frequent network reconfiguration that can delay and interrupt transmissions.
Other radios provide a limited rebroadcast solution and maintain a frequently updated picture of their immediate network peers. When a transmission is made, the best route for re-transmission is already known.
All the approaches have their benefits and generally improve the reliability of the communications but some are more suitable for the dismounted soldier who requires low latency calls in a lightweight package with long endurance with minimal spectrum presence. Given these criteria, a combined approach where a radio with good point-to-point range and a few MANET network hops works best for dismounted soldier communications:
• Good point-to-point range maximises the probability that a direct transmission is successful
• Which minimises the number of hops required for a given coverage
• Which minimises the rebroadcast traffic needed, reducing bandwidth required, power required, spectrum usage and the network processing/management burden
Dismounted soldiers using this kind of radio have less restrictions on movement so can work in clusters as operations dictate, and do not have to disperse to position nodes simply to maintain their network coverage. Limiting network relays also means that waveform bandwidth can be reduced to a point where frequency hopping techniques can be applied to reduce visibility in the spectrum, maintaining stealth and preventing enemy detection.
Networking benefits for the dismounted soldier
The key benefit of networking radios for dismounted soldier communications is that they have the potential to extend the operational range of the radio. If the point-to-point range of a soldier radio is up to 1km in open terrain, then a hop enables this to be extended to a theoretical 2km. This can provide operational flexibility where troops need to spread out beyond the normal range of the radio, or where they are operating in environments where radio range is attenuated significantly by buildings, trees and suchlike, which would otherwise reduce their operational range.
Below are 2 examples that help to highlight where networking is and isn’t beneficial in real world scenarios.
Example 1: A squad of twelve soldiers splits into three fire teams. Each of the fire teams occupies positions within dead ground (i.e. an area of ground that is outside the line of sight of the objective). Fire Team 1 and Fire Team 3 are not able to maintain line of sight with each other due to obstruction by urban buildings and trees. With a point-to-point radio, given the undulating terrain and distances involved, Fire Team 1 would have to ask for transmissions to Fire Team 3 to be rebroadcast manually by Fire Team 2. However a networking radio would extend the effective range of communication of Fire Team 1 by automatically relaying messages through Fire Team 2 to Fire Team 3 thus enabling all soldiers to remain in contact with one another with the need to manually relay messages.
Example 2: A squad of eight soldiers splits into two fire teams and are advancing over rolling terrain on a suspected enemy position on the edge of a treeline, Fire Team 1 is leading the assault. On approaching the position Fire Team 1 comes under effective enemy fire from the front and go to ground. The contact is reported and a plan developed that Fire Team 1 will return fire while Fire Team 2 move forward on the right flank into the trees and overrun the enemy position from the right. This plan relies on close coordination between the 2 Fire Teams to ensure that Fire Team 1 redirect fire when the Fire Team 2 assault begins. As Fire Team 2 move forward along low ground so they can manoeuvre without being seen by the enemy there is a risk the communications will be lost. In this case networking is of little benefit and mission success will depend almost exclusively on the point-to-point range of the radio.
Getting the best from MANET radios for
dismounted users
MANET networking capability has the potential to offer range extension if radio locations can be optimised, and it also adds additional resilience to the network. Networking provides multiple simultaneous communications routes, with the receiving radio selecting the strongest signal from the multiple transmissions. This feature improves communications in difficult environments and minimises communications fading as soldiers move around. In addition, the combination of MANET networking with Frequency Hopping provides a low probability of detection and further resilience where the RF spectrum is congested and/or contested.
MANET networks supporting multiple hops can maintain a large network but tend to have a shorter point-to-point range as available power must be spread over a larger bandwidth in order to provide the capability needed for multiple re-broadcasts. This works well and provides good communications for a given area coverage when network nodes are dispersed evenly over the battlefield. However, in reality, it is seldom the case that nodes are evenly dispersed. Soldiers tend to operate in small clusters moving independently, with longer ranges between clusters, as illustrated in Example 2 above. Dispersing troops just to provide radio nodes in order to maintain communications would be a significant limitation to operations and a planning difficulty so should be avoided.
For the kind of short-range communications needed within a dismounted infantry squad, simulation and real trials have shown that the benefit of additional hops diminishes quickly. On the battlefield, a radio with good point-to-point range completes 80% of transmission directly, so point-to-point range is the single most important factor in call success. The 1st relay then boosts call success to over 90%, with further relays having only a small impact on overall call success in the usual confines of a squad-level operation. If node locations can be optimised, particularly if a number of elevated relay nodes can be moved into place, then further communications robustness can be achieved. However, as noted above, it is not always possible to manoeuvre troops to optimise nodes and repositioning them regularly as an operation unfolds creates an additional planning burden.
To conclude, the benefits of soldier radios have been well-proven since their introduction. That dismounted soldiers can communicate between one another has enlarged the scope for infantry to co-ordinate operations in a way that was not previously possible. However, this capability can be further improved by providing soldiers with networking radios that extend range and provide more resilience to their communications.
MANET networking is beneficial for the dismounted soldier but has its drawbacks and should not be considered as a substitute for point-to-point range. Typically a MANET waveform is wideband to accommodate all the slots for the relay mechanism within the waveform structure – the more services or more relays required the wider the bandwidth. Bandwidth is a key determinate of range in the ground-to-ground environment so wideband MANET waveforms with their short point to point range rely on there being sufficient radios in the right locations to relay the communications to the wider network.
The Thales Solution
The Thales SquadNet Soldier Radio uses a lower transmission bandwidth and optimised MANET hops compared to other MANET radios to provide the mix of voice, data and position location tracking services a soldier needs. This narrower band transmission has several advantages: most importantly, it provides greater range. The range is achieved with lower output power, which translates in to longer endurance and less batteries to carry. In addition narrowband transmissions are more difficult to detect, keeping soldiers safer against RF direction finding and targeting technologies.
SquadNet achieves class leading range with only 250mW output power. Battery life is up to 24 hrs on a single 90g battery and the radio itself weights 160g. The radio can deliver a mix of simultaneous services including voice, text, picture and Blue Force Tracking. Services can be configured to provide multiple voice nets or higher data throughput. The radio holds 100 pre-set channels so a user can select the mix of services required by changing channel.
Further, the SquadNet Radio has a Frequency Hopping capability that provides Low Probability of Detection (LPD) and Anti-Jam (AJ) capabilities while still delivering all the simultaneous services associated with the fixed frequency modes.
SquadNet is provided with its own fully integrated Battlefield Management Application that runs on an Android device enabling users to make an immediate capability uplift, or it can be integrated into other Battlefield Management Applications such as ATAK. n
Search SquadNet online for more information or contact Ciaran McCloskey: ciaran.mccloskey@uk.thalesgoup.com
UK Generic Soldier Architecture: developing a tactical soldier middleware implementation
Ric Green, Systems Architect, GSA
A year on and the UK MoD continues to progress the challenge of understanding the most appropriate approach for middleware on the soldier. So far we have completed a commercial architectures and standards study to assess the suitability of four down selected middleware options proposed by the MoD: Message Queuing Telemetry Transport (MQTT), ZeroMQ, Lean Services Architecture (LSA) and Data Distribution Service (DDS).
The evaluation focused on a defined set of criteria bounded across 3 different viewpoints (business, usage and functional) to enable a middleware to be selected for the next phase of the project. The outcome of this evaluation was that MQTT would be taken forward due to its strong governance processes, maturity as a standard and its perceived low barrier for entry for software application developers and integrators. It will also aid international interoperability due to being the preferred standard of GOSSRA and NATO.
Phase 2 is now underway, which consists of developing, testing and refining a prototype GSA Tactical middleware implementation. Having a middleware that is open, built in a modular way and fully owned by the MoD is seen as critical. The initial implementation is being built for android, with future iterations planned to develop the required cross-platform element. The project will deliver an Application Programming Interface and Software Development Kit to enable 3rd party developers with the functions and procedures to develop future components once it has been formally released. Enhancements will be made to MQTT, which will include developing and implementing a structured message format, discovery mechanism and increased support for a variety of message exchange patterns. By doing this we will standardise the way information is exchanged for intra-node and future proof the middleware to enable inter-node communication.
A final decision on this middleware becoming the UK standard will only be taken after verifying the prototype implementation at the end of the project.
GSA white paper series 1:
The MoD alongside Industry experts are now undertaking the first of the ‘GSA White Paper Series’. The purpose is to inform the future direction of soldier architecture by getting industry views on some of the challenges facing soldiers in the near future. The topics selected for Series 1 were chosen from feedback and discussions held with Industry at the GSA Technical Working Group. The first 4 topics are:
Wireless Data Link between the GSA Defined Sub-Systems: By considering areas including power consumption, security, potential solutions and any additional fringe integration benefits such a system may bring (geo-fencing in vehicles for example), this will provide a better understanding of the technical risks and benefits of wireless data exchange around the Integrated Soldier System, including commercial options.
How can we optimise the soldier power supply chain when on operations? Utilising the current and future supply chain elements, power harvesting and scavenging, we are aiming to better understand the potential charging solutions for GSA batteries and exploring the benefits of having chargers/scavengers built into the soldier system. Understanding the potentially viable options for soldier battery charging across bases, vehicles and autonomous platforms is seen as an area that needs immediate clarity.
What is the anticipated power demand in the 2025/2030 timeframe: There is a growing concern that the current 50W GSA power limit will not be enough for future emerging equipment to be integrated on the soldier. Through this study we hope to determine the likely future power draw for the 24hour Integrated Soldier. It will look at both peak and average power demand and propose solutions to meet any increased demand.
Should GPS be mandated across GSA: To understand if it would be technically viable for GSA to mandate GPS as a shared service across the integrated soldier system and if it will provide value for money. n
Topics for Series 2 of the White Papers are currently being worked up with Industry and will be started next year. For more information on the GSA Middleware or the GSA White Paper Series contact the LOSA office:
Email: DESLELCA-PI-Eng-LOSA@MoD.gov.uk
Soldier-worn applications: changes in the world of connectors
Bob Stanton, Director of Technology at Omnetics, talks to Soldier Mod about changes in the world of connectors when it comes to the soldier-worn applications of the future
The modern battlefield has become a data-heavy environment, with signals connecting every element of the military, from ships to satellites to soldiers. While the amount of data involved in a military setting continues to increase, the soldier on the ground has to be more mobile than ever. That means ensuring that data can be processed, transmitted and received with lighter, smaller and more convenient equipment than ever before. A challenge for the people behind every element of that equipment – including connectors. It’s a challenge that Bob Stanton, Director of Technology at Omnetics, says the firm is tackling head-on.
“The soldier on the ground has to be more mobile and carry less weight if he's walking around,” Stanton told Soldier Mod. “The first thing that a designer may need to remember is if you're up in the air or sending things to someone, you've got a lot of digital data to process, a lot of computer processing. If you're down on the ground, you’ve got to wear this stuff and carry it, and trudge over mountains and through deserts, so they want lighter weight, high quality information, but more specifically aimed at what they need only. So the first thing that one must remember is that, even though our tactics and our soldiers on the ground are much more advanced in what they do and how they do it, data has to be condensed to be portable and survive extreme environments on the ground, and on the soldier, rather than in a machine on a boat, or in an aeroplane or on a satellite. So one must always think when you’re designing cables and connectors for the ground of the physical aspects of the environment, the portability and the soldier, what they're wearing. Then you can boil it down to which application the soldier wants to use. Do they want videos from a drone? Or do they want to control a device from their glove or in their hand, that runs over the hills, and looks down at something else, or a weapon or a missile or something? There will be different soldiers assigned to different tasks.”
That means that weaponizing ground soldiers requires a more modular approach, explains Stanton, providing different packets of speciality technologies depending on what that soldier needs. “If the soldier, for example, wants to have a good communication system, and maybe control one drone, and collect the images from that drone, he may need to have some power, then drone control signals, and maybe a little GPS. And that's all. So his little packets would need power, signal management and maybe some visual data collection, or some communication. That's three different kinds of wires. And you can put them all in one connector today.” Such technology marks a step forward, says Stanton, with hybrid or mixed signal connectors coming of age rapidly to meet digitisation and the evolving specialised troop assignments and ultimately reducing the number of cables and amount of equipment carried by soldiers on the ground. In addition, the arrival of quick-disconnect connectors, allowing soldiers to remove equipment quickly and easily compared to previous systems, ensures they are helped, rather than hindered by the equipment they carry.
Another key evolution comes with developments to chip technology, allowing high-speed digital transmission using lower voltage. Put simply, the evolution of chip technology facilitates the delivery of more data to soldiers when they need it, whether that’s in the form of images, better control of a drone, or other use cases. For Omnetics, that means producing connectors that can handle those high-speed digital signals. In addition, any connector – and cable – has to be shielded from outside electro-magnetic interference (EMI) or ‘noise’, providing yet another challenge for companies across the industry designing connectors for the modern military. "Most often, the connectors and cable have to be shielded from the outside noise. And then inside the cable, each signal has to be shielded from each other. That's where it gets really complicated.”
In any of the developments to such vital pieces in the jigsaw puzzle that makes up military modernization, communication is key, says Stanton. That means customers talking to Omnetics about what they want and what they want it to do. “We say, ‘talk to us, tell us what you're going to do and why you're going to do it and what it's going to be like’. So they tell the connector designer all the things that signal needs to handle, which signals they are, how big it has to be, but the electronics are as, or more, important than the physical now, because it takes all this extra isolation.” From there, a process of solid modelling takes place, whereby designers come up with a connector that they think will meet the requirements, from its number of pins, to how it looks and what speeds it can handle. Through dialogue with the customer, the connector can be changed to ensure it fits exactly what they need. “The most important part of it, and Omnetics does this religiously, we always use parts that have already passed all of the military specifications, we’re just changing them around and rearranging them. So we already know they will handle shock and vibration for riding in a truck over Afghanistan mountains and they will disconnect, that sort of thing. So we always make sure they know that.”
Following the solid modelling process, within weeks Omnetics can send a customer a 3D-printed model of their connector so they can ensure it physically fits with their equipment before then moving on to creating prototypes for testing. The big evolution in this area is in the time it takes, says Stanton. “This used to take months, it’s just a totally different world with how quick you can turn around now.”
While the ability to produce connectors that are virtually bespoke to specific customers is a major step forward, interoperability of equipment is still useful and allows customers to go to different suppliers – something not all companies will admit, but that Stanton is open about. While standards are “slowly evolving away”, they remain in demand for now, he says. Yet it’s not quite a simple move from standard to bespoke, explains Stanton. He uses the Miniature 38999 Connector as an example - an evolution in the world of connectors, yet one where different suppliers’ products don’t necessarily work with each other’s. While some companies raced to produce the connector quickly, they missed the important element of producing a connector whose threads would match that of the largest volume of the Miniature 38999 connector line. “So here you're starting to mix standard threading or socket insertion to the connector industry for speciality applications. That's a mixed bag in the middle of this size reduction and struggle to have enough suppliers that make the same thing so customers can get a second source. So that's where military standards really came from and had its strengths for years. I feel that ‘standards’ will be used and sold by Omnetics for a long, long time,” adds Stanton. “However, rapid custom designs are becoming a parallel portion of the industry.”
If interoperability is so important, why don’t we see everything second source? Stanton is forthright. “We're in a race to come up with brand new technologies to compete with what I call ‘non-friendly nations’. So the designers don't want to wait, they need something ‘now’. Which means availability is really becoming critical. We see Europe, the US and most of the NATO alliances trying to find ways to stay far enough ahead of the Asian countries who are more advanced in some of the digital technologies. And so we see a whole bunch of semiconductor companies building themselves up again, because it's time to get competitive.” n
For more information, visit: www.omnetics.com
Email: sales@omnetics.com
DARPA’s ReSource program turns waste into purified products, food
Next phase of program to focus on developing integrated systems and scale-up capabilities for producing on-demand stocks from military waste
Launched in 2021, DARPA’s ReSource program aims to revolutionize how the military procures critical supplies on the battlefield by engineering self-contained, integrated systems that rapidly produce large quantities of supplies from feedstock collected on-site. Performer teams are tasked with developing systems to break down mixed waste, including common plastics, reformulate the waste at the molecular level into strategic materials and chemicals, and recover purified usable products such as oils, lubricants (POLs), and edible macronutrients. The program is now entering its second phase.
In the first phase, teams from Battelle, Iowa State University (ISU), Massachusetts Institute of Technology (MIT), and Michigan Technological University (MTU), in addition to government partners, successfully established proof-of-concept studies toward the invention of integrated novel waste conversion processes. Battelle partners at the National Renewable Energy Laboratory (NREL) were featured in Science magazine, and ReSource performers at MTU, along with researchers at the University of Illinois, were awarded the coveted 2021 Future Insight Prize for using microbes to degrade plastic waste and produce protein to generate macronutrients ready for immediate consumption. DARPA is working with the U.S. Food and Drug Administration to ensure all relevant safety guidelines are adhered to and regulatory standards are met.
“Part of what makes DARPA special is that we de-risk technologies to enable scientific innovation,” noted Dr. Blake Bextine, ReSource program manager. “All of the teams have passed their Phase I demonstration tests, and I’m looking forward to seeing what they have in store for Phase II.”
In the Phase II, performer teams will build on Phase I accomplishments to develop integrated systems which leverage innovative engineering to function under less optimal conditions, with increased masses of waste to process, and a reduced energy allowance. Possible approaches could include performing pilot tests with simple waste mixtures to prepare for an End-of-Phase demonstration at scale. Results should give a good indication that multiple waste-stream types in a mixture can be converted to upgradable organic intermediate molecules and use these molecules to demonstrate sufficient purity by generating at least one product – food and/or POLs by the end of Phase II.
“There is more energy in the packaging of an MRE (meal, ready-to-eat) than in the MRE itself,” added Bextine. “Through ReSource, we are using science to solve the DoD’s plastic waste dilemma while supporting Humanitarian Assistance and Disaster Relief (HADR) stabilization operations in resource-limited environments.” n
Additional information on the DARPA ReSource program is available at: https://govtribe.com/opportunity/federal-contract-opportunity/resource-hr001119s0084.
Increase Lethality and Survivability with ARC4 RECON
By Stephen Andrew, Applied Research Associates
Arctic to jungle. Day to night. Rescue to elimination. Training to combat. Every military mission requires multiple people to coordinate, communicate and execute their role effectively under high-stress conditions where a small mistake may result in injury or death.
The term “situational awareness” was forced into our lexicon the day we entered military training. There is good reason for this. Being aware of your situation is vitally important when the chaos of combat envelopes you.
Where is the enemy? Where is your team? Where is the original target location? Where is your air support? Imagine trying to figure all of this out while enemy rounds fly past you and the deafening sound of weapons void any verbal communication. Now, add limited visibility due to a desert sandstorm or a night mission under NVGs. For those tasked with executing combat operations, these challenges exist day-in and day-out.
The experience of NATO military personnel over the last two decades has contributed greatly to the call for advanced technology solutions that improve situational awareness for warfighters and commanders. As the U.S. Army states, “Success in combat demands a technological and human edge over future threats.”1 Applied Research Associates (ARA) has answered the call and delivered this edge with ARC4 RECON.
What is ARC4 RECON?
ARC4 RECON is an advanced augmented reality (AR) technology that delivers heads-up tactical situational awareness day, or night. At less than six ounces, ARC4 RECON utilizes a small processing node and a day or night display to deliver an augmented reality view to the human eye. The processing node is attached to the user’s helmet via typical helmet rails. ARC4 RECON offers both a day and night heads-up viewer that is easily interchangeable for day-to-night missions. The day viewer mounts to a standard Wilcox dovetail mount like typical NVGs. Additionally, the nighttime attachment can attach to currently fielded NVGs.
What is unique about ARC4 RECON?
With ARA’s patent pending C3D ring technology, ARC4 RECON provides clarity when you need it most. Think about a scenario where you are reacting to contact, and an enemy munition detonates, creating a cloud of dust. With ARC4 RECON, you never lose the position of your team or enemy. Even with fused thermal/I2 systems, you still have no idea who is who, and your situational awareness is still limited by your line of sight. ARC4 solves this problem.
What integrations exist for ARC4 RECON?
ARC4 RECON is integrated with Android Tactical Assault Kit (ATAK) and can be integrated with other battle management systems to deliver real-time updates to the warfighter’s eye, eliminating the need to look down. This allows ARC4 RECON to seamlessly integrate with remote battlefield sensors, such as UAS platforms which allows the user to benefit from their product without breaking mission focus. In other words, they don’t need to look at their phone to see reported enemy locations or other sensor specific information.
What mission sets are ideal for ARC4 RECON?
Whether training, conducting reconnaissance or carrying out kinetic operations, ARC4 RECON adds significant value. Leveraging ARC4 RECON, personnel substantially increase their situational awareness to avoid potential mishaps. ARC4 RECON gives you the latest picture of the digital battlefield right into your eye. Has the target changed? Is there a new route? New extraction point? New threats? Is the UAS giving you new information? Day or night, by foot or vehicle, ARC4 RECON is ready for virtually any mission.
Is ARC4 RECON ready to be fielded?
ARC4 software was awarded a sole-source contract by the U.S. Army in January 2019 to integrate into current and future Army vision systems and Army vision device displays. ARC4 RECON is commercially available and can be exported to countries that adhere to applicable U.S. federal regulations. ARC4 RECON is currently being assessed by the U.S. military and global special operations units.
The consensus among war planners is the future of warfare will be about finding the technological edge that enables human warfighters to win. It is why we see massive investments in robotics, artificial intelligence and augmented reality. The technological edge for the warfighter means increased lethality and survivability. ARC4 RECON is the right technology to do just that. n
For more information: www.ara.com/arc4/
About the author:
Stephen Andrew is a former U.S. Army Green Beret. He currently serves as a Military Operations Specialist at Applied Research Associates.
An optical revolution in the connected battlespace
How ELCAN’s SmartOptic will make soldiers safer and more effective
SmartPhones made communication faster and easier — putting unprecedented capability into users’ hands. This portable hyper-connectivity provides instant access to information and has limitless potential.
The ELCAN Specter® digital fire control sight, or DFCS, is the first step in the revolution toward intelligent optics that disrupt optical weapon sights like SmartPhones disrupted global communications. The Specter DFCS is ready now and is being used in operational environments with several allied militaries around the world.
“Like the catchphrase used for instant cameras years ago, intelligent optics — or smartoptics — are a point-and-shoot technology,” said Kevin Wagner, senior electrical designer for Raytheon ELCAN, a Raytheon Intelligence & Space subsidiary. “ELCAN digital sights solve problems quicker with less user training required — pushing the battlefield out beyond 600 m.”
Intelligent optics use active technologies like an integrated laser rangefinder to help soldiers solve problems quickly, making them safer and more effective. The smartoptic rapidly calculates distance and translates the data into a ballistic solution.
The ELCAN Specter DFCS sight incorporates rugged, reliable ELCAN optics and advanced sensors — including a laser rangefinder — into a 1-8x zoom scope. Using customized software and a combat-proven ballistic computer chip, the sight calculates a corrected aim-point taking ballistics, distance, humidity, temperature and atmospheric pressure into account. It then evaluates environmental and mission data within seconds and calculates a digitally disturbed reticle. This increases the probability of hitting the target with the first shot, keeping the soldier safer.
The ongoing influence of SWaP-C
The first electronic computer, www.britannica.com/technology/ENIAC, was developed to calculate artillery range tables in WWII. It was enormous and generated so much heat that it needed its own air conditioning system. The system completed calculations quicker and more easily than the manual process, but reprogramming took days. It was difficult to imagine computers that weighed tons and took up entire rooms would one day fit in the palm of your hand and deliver solutions instantly.
“We have the core technology and functionality defined,” said Sean Diening, program management lead for Raytheon ELCAN. “Now we’re working to make it smaller, lighter and use less power. The sight will continue to evolve as the technology does.”
The company is working with strategic commercial partners to leverage disruptive technologies like powered rails, wireless power and augmented reality to add advanced capabilities to the sights while reducing the weight.
Overmatch advantage
In a recent test-range field trial, untrained shooters with conventional optics missed every target at 600, 700m and 800m. With the ELCAN Specter DFCS sight, the same shooters hit the targets 100% of the time.
“I saw this myself,” said Wagner. “My colleague is a novice shooter — he went from not hitting the target with conventional optics at 700m to hitting it on the first shot.”
A differentiator of ELCAN sights is the external-mount zeroing. Rather than require a shooter to zero the rangefinder and the sight independently, the ELCAN rangefinder and optic are co-aligned at the factory. Zeroing remains constant and never has to be completed again. The Specter DFCS is faster to zero and faster to engage.
Ongoing development
Improving soldier lethality is a multi-domain challenge, balancing conflicting system requirements like weight and power against the desire to increase capabilities. The ELCAN Specter DFCS 1-8x zoom digital fire control sight enables man-portable capability in the connected battlespace. ELCAN is using a modular approach to smartoptic development.
The next phase of product development will integrate wireless communications and cameras into the sights to allow units and command to share images and information in real-time. Integration of thermal or image-intensified (I2) sensors will enable soldiers to engage 24/7 with one sight.
“ELCAN’s advantage is that we are not just a rifle sight manufacturer, we are an optics innovation centre,” said Wagner. “This next-generation SmartOptic merges our two worlds – the legacy of precision optics combined with research and development to leverage advanced technologies.”
ELCAN’s modular design approach is a multi-year gradient of technology development rather than a fixed horizon. The next steps in ELCAN’s modular design approach will include networked sights, fused sights and advanced sensors.
“Our cross-mission expertise gives us, and our customers, a competitive advantage to future developments,” said Diening. “We are actively investigating how we can incorporate our experience with technologies like LiDAR to push the battlefield out even further to give soldiers an active solution.”
Turning data into usable information – fast
Making the perfect shot takes time — time you don’t always have on the battlefield. Distance amplifies the effect of factors like ballistics and atmospheric pressure. The ELCAN DFCS takes eight data points (temperature, humidity, atmospheric pressure, range, weapon, ammunition, and weapon pitch and roll attitude) and reduces them down to a single, actionable ballistic solution in a split second.
“The solution at sea level and 25 degrees is different than it is at minus 20 in the mountains,” said Diening. “This sight takes all that information into account. It doesn’t just help soldiers see better and farther, but it also helps soldiers and command make better decisions, faster,” said Diening. n
Learn more at www.rtx.com/SmartOptic
Learn more about ELCAN Specter sights:
www.raytheonintelligenceandspace.com/capabilities/products/elcan-specter-sights
Army announces contract award for Indirect Fire Protection Capability Increment 2
U.S. Army Public Affairs
The U.S. Army announced in September the award of a three-year prototype other transaction authority agreement to Dynetics for the development and delivery of 16 field-able launcher prototypes, 60 interceptors and associated all-up-round magazines for the Indirect Fire Protection Capability Increment 2. The effort is valued at approximately $237.38 million over 2.5 years.
The IFPC Inc 2 is a mobile, ground-based system designed to defeat subsonic cruise missiles, Group 2/3 unmanned aircraft systems, rockets, artillery, mortars and other aerial threats. The Army’s Integrated Air and Missile Defense Battle Command System (IBCS) will serve as the fire-control component and the Sentinel Radar will serve as the sensor.
The Dynetics launcher/interceptor solution for IFPC Inc 2 leverages an integrated system of mature subsystems and components. The interceptor has a history of proven defense against the IFPC Inc 2 threat set, as well as an active production line. It also incorporates modular open-systems architecture for a solution that directly integrates with the IBCS.
This award builds upon the Army’s investment in maturing the indirect fire protection capability and its commitment to the Army’s air and missile defense modernization efforts. Through a competitive process, the Army selected Dynetics as the most advantageous and best value to the government. The process evaluated industry-proposed solutions for a launcher, an interceptor and an AUR-M that integrate with the Army’s IBCS. Technical evaluations assessed the benefits, shortcomings and risks of each proposal against the IFPC Inc 2 requirements.
Dynetics was selected based on responses given to the solicitation, and was evaluated against criteria provided to industry. The selection authority selected the proposal that offered the most advantageous capability to the Army, and represents the best value to the U.S. government based on an integrated assessment of the evaluation results.
On June 30, 2020, the Army signed bailment agreements with two vendors to participate in the IFPC Inc 2 Shoot-off. Participants used data collected during these events to inform their proposals for the follow-on full and open competition. The shoot-off consisted of modeling and simulation, and hardware in the loop, and culminated in a live-fire at White Sands Missile Range, New Mexico.
Prototype development will be performed in Huntsville, Alabama, and Tucson, Arizona, with deliveries to support testing beginning in the fourth quarter of fiscal year 2022. The first IFPC Inc 2 combat-capable battery will be available to the Army in the fourth quarter of fiscal year 2023. n
Miniature power packs for extreme applications
Soldier Modernisation talks to Simon Koehler, Product Manager Circular Connectors at ODU, about how digitization in the military is also placing ever higher demands on connectors
In the military sector and for security companies, the increasing complexity of tasks is also rapidly raising the requirements profile for the technology used. This applies in particular to the reliability of the connector systems used. Weight reduction, robustness, easy handling and fast cleaning can be just as vital as the secure transmission of high data volumes in extreme cases. Civilian rescue forces and applications, such as in mining, agriculture and forestry, also benefit from this development.
A look at ODU's development laboratories shows where the journey is currently headed. With 2,300 employees, the group of companies from Mühldorf in Bavaria is one of the leading international suppliers of connector systems. The expansion of digitally networked systems is currently leading to a sharp increase in data volumes in many sectors. In military and security technology, there are additional central requirements.
On the one hand, this applies to the flawless functioning of resistant materials in extreme and robust environments. Temperature differences, dirt, dust, water, vibrations or pressure must not affect the material used. Future Soldier systems also require heavy-duty, user-friendly, lightweight and space-saving plug-in systems, for example in field radios, portable computers, night vision devices, GPS devices, control units and navigation modules. The growing number of cyberattacks and hacker attacks highlights the importance of security in transmitting even large amounts of data as quickly as possible. In addition, there is the demand for the best possible shielding against external interference.
Robust solutions for harsh environments
In its almost 80-year company history, ODU has repeatedly distinguished itself through its high innovative strength, great flexibility for customer-specific problem solutions and the development of coherent complete solutions. About ten years ago, the Advanced Military Connector (AMC) was the first push-pull circular connector to be used to create highly robust solutions for various applications in the military sector. They were mostly created by overcoming numerous application problems in joint research and development projects.
The ODU AMC® Easy-Clean, for example, was developed so that soldiers can easily clean their equipment or replace interfaces even during a mission. These highly robust connectors with a non-reflective ruthenium surface can be cleaned quickly and easily, even in the field, under extreme conditions and stress. When the connector is unmated, the contact is flush with the surface of the insulator.
An additional new locking kit offers the option of making the original breakaway function even more secure by means of a screw lock. This improves protection against tear-off and contamination in the extreme environment. Optical and mechanical color coding, which can also be plugged in blind and excludes operating errors, ensures maximum reliability in use.
Virtual reality and complex situation images
In defense and security technology, it is becoming increasingly important to transmit as much data as possible reliably and without interference in the shortest possible time. This applies both to the real-time transmission of video sequences and to the display of complex situation images. Stably functioning technology is also an important factor when training soldiers or highly specialized technicians via augmented or virtual reality programs. With its ODU AMC® High-Density connector series for high-speed data transmission, ODU opens up the possibility of combining many common data transmission protocols at rates of up to 10 GB and transmitting them without interference.
Miniature power packs withstand high loads
With a diameter of 10 to 15.3 mm and a pole density of up to 27 contacts in three sizes, high performance is combined with minimal space requirements. The waterproof and salt-spray resistant connector (IP6K8), which is also designed for temperature differences from -51 ˚C to + 125 ˚C, offers various inserts for signal, power and data transmission.
In addition to the lack of space, manufacturers of military equipment in vehicle use also have to deal with extremely strong vibrations time and again. In response to this, ODU has developed a connector with screw locking and locking mechanism.
The protection of data against unauthorized external access by standard devices is also becoming increasingly important. ODU has therefore developed a waterproof, durable and portable 64 GB Flash Drive data storage device with twelve poles for use in harsh environments. It can be used to securely download and upload data for defense systems, computers or other embedded devices that operate independently of a static infrastructure. In addition to the military, this also applies to heavy machinery and equipment in the fields of agriculture, forestry, waste, mining and construction. Data protocols in USB® 3.2 Gen 1x1 format can be transferred.
Big Data and complex networked systems
The advent of artificial intelligence, big data and complex networked systems calls for expertise at a very high technical level. This now combines military technology with a range of civilian applications. An in-house research department with a test center, many years of market experience with individually developed assembly solutions, and the high level of vertical integration in its own operations enable ODU to drive development on the technological front in close cooperation with customer requirements.
If required, ODU can put together the complete connector package, including plastic overmolding, bend protection and the appropriate pole pattern for your application. This means that everything is available from a single source. n
More information: www.odu-connectors.com/odu-amc
ODU AMC® Series T – three locking options in one connector for additional security
The latest connector series launched: the "T" stands for 3-in-1 or the “Triple”. Three locking options fit on one connector or receptacle part: Push-Pull, Break-Away or Thread-Lock. Additional security is provided by the built-in trapezoidal threaded locking.
The new ODU AMC® Series T connector is even more rugged, sealed, proven reliable and offers unlimited possibilities. Following the motto everything is possible, the customer chooses locking type, cable connection, size, insert and number of contacts.
Its strengths:
• high vibration resistance
• waterproof according to MIL standard 810
• Sealed mechanical area, thus completely protected against water, dirt and dust
• Easy to handle and install
• Suitable for MIL backshell and MIL crimp contacts
The ODU AMC® Series T connectors are available in two sizes and are compatible with standard backshells.
The ODU AMC® Series T is suitable for use in military, security and communications applications. The connectors are field terminable and thus time saving. The individual contacts can be replaced or repaired in the field. In addition this connector offers protection against water, dirt and dust.
Characteristics at a glance:
• high performance under vibration
• protection class IP6K9K, immersion capability 1m
• high flexibility: 1 receptacle, 3 locking options
• test methods acc. to MIL-DTL 38999
• crimp contacts according to MIL standard
• reverse gender
• high temperature range: -65°C up to +175°C
• highly robust
• sealed locking area
• isolated mechanical area and one piece housing
• backshell opportunity
• smaller than competitive 38999 products
• optimized assembly process - quick & easy
• full mate indicator
• mechanical and coloured coding
The author: Simon Koehler is product manager for circular connectors at ODU. His main focus is on expanding the product portfolio and developing future-proof solutions in the field of military and security applications. Through his own experience in the military, he has seen first-hand the special demands placed on people and materials. It is precisely these that he incorporates into the development of new system solutions. For him, the trend towards cross-platform and highly networked applications that are exposed to particularly harsh environmental influences is still unbroken and will play a major role in new developments in the future.
Making carriage systems integrated and personally fitted
Soldier Modernisation talks to Glenn Nelson of Crossfire Australia about their unique Crossfire carriage systems
Q: What sets Crossfire apart from other military pack manufacturers?
A: Crossfire Australia has a heritage born in white water rafting and back country hiking, this combination of skills and experience has allowed Crossfire, over the last four decades, to approach the science of design and manufacture of military packs with a solution-based approach.
Crossfire employs a methodology that integrates evolutionary design with advanced material components, resulting in improved performance and operational efficiency while delivering a load carriage systems that is designed to function interactively as an integrated system. By utilizing the equipment as a system, an overall weight reduction, weight transfer and operational scalability is achieved that is far superior to systems that fail to consider the challenges that the end user must face in an operational environment.
What is integrated into the Crossfire line is reflective of constant dialogue with end users that wear and rely on our packs. This includes, but is not limited to, military, emergency services globally, from the Australian outback to the frozen tundra of Northern Lapland.
Crossfire achieves this relationship by putting complete focus on the user’s needs and their overarching requirements. Each subcomponent of the overall system integrates field feedback from concept development, through rapid prototyping, and ultimately production and delivery. Impact to the overall weight, form, function and durability is considered in every detail down to fabric and hardware selection.
Q: What is the Crossfire load carriage system?
A: Every Crossfire pack, from the frame to the pack itself is designed as an integrated system. Our DG Frame is unique in design and function, the frame is tuned to flex with the wearer's gait pattern.
Our reasoning lays in biomechanics, as the user moves under load the spine will flex with every stride, hips and shoulders move in opposition.
Rigid pack frames lock the back into a stressed system where muscle groups fight each other. Soft frames allow the load to slew sideways with each step forcing the shoulders to fight angular momentum.
The Crossfire live frame allows 6% of flexion in the frame to support gait whilst spreading the load across the frame. Our unique harness system will all but mitigate against brachial plexus compression via our laminated tapered shoulder straps which are kinked to allow integration with Combat Body Armour (CBA).
The Frame itself is designed via a frame window to allow the integration of the wearers CBA back plate into the frame without frame slap or need for additional bolsters etc.
The Frame itself is robust and has been rigorously tested in extreme conditions weather (+50c to –55c) and extremes of use. Our frame isn’t perfect nor have we ever claimed it to be, however, it is a mature product that continues to evolve and develop as we receive feedback and technology and material also evolve.
Q: Logistically it makes sense if one size fits all
A: We couldn’t agree more, but unfortunately not everyone is the same size, nor do most current military pack harness systems take into consideration the anatomical differences between the sexes.
The Crossfire Frame has three levels of adjustment in both harness and back length (adjustments can be completed quickly and easily in under 5 minutes without tools). We have also designed and tested a female's harness that is scaled and proportioned to support female wearers (this also swaps into the frame's system easily, again without any tools).
Q: What is Crossfire's design methodology?
A: Our design methodology comes 100% from feedback from end users; warfare continues to evolve alongside textile and design technology.
We continue to evolve and support end users from the outback of Australia to the tundra of Northern Norway. Each environment has its own unique requirements but Crossfire’s load carriage systems are equally at home in both environments.
We apply the lessons and advice from end users to provide cutting edge, light-weight, durable and robust design solutions. Because we own the whole process from design to manufacture we can, at short notice, make 1 to 50,000 units.
We have a proud history of excellence, but the future is where we are focused. Crossfire is the choice of professionals who demand load carriage solutions manufactured without compromise. n
For more information, please visit:
crossfire.com.au | www.crossfirepacks.com
LinkedIn:
https://www.linkedin.com/company/crossfire-australia/
New Army Aviation Command established
The Chief of Army, Lieutenant General Rick Burr, AO, DSC, MVO, on December 2 announced the establishment of a new Army Aviation Command, at a ceremonial parade and helicopter flyover at Blamey Square, Canberra.
Lieutenant General Burr said the formation of Army Aviation Command is a significant achievement for the Australian Army and the Australian Defence Force.
“The alignment of Army’s aviation capability under its own command optimises Army Aviation to better support land, amphibious and special operations,” Lieutenant General Burr said.
“The command will improve resilience and adaptability and ensure Army’s training system is agile and contemporary.
“The unity, sense of purpose and focus in a single command will optimise Army Aviation and support our land forces to achieve more tasks, in more difficult environments.
“The command also represents the delivery of another key milestone set out in the 2020 Defence Strategic Update and 2020 Force Structure Plan.”
Commanded by Major General Stephen Jobson, AM, CSC, Aviation Command will deliver aviation capability to support Army’s land power to enable the Joint Force.
“Aviation Command will coordinate the introduction into service of new helicopters and unmanned aerial systems, and enhance and assure the safety, effectiveness and sustainability of current aircraft,” Major General Jobson said.
“The changes to Army’s aviation command and control structure will simplify the management of Army’s helicopters—one of the most multifaceted and resource-intensive platforms used by the land forces.”
As of 2 December 2021, 16th Aviation Brigade and the Army Aviation Training Centre will transfer from Army Forces Command to Aviation Command.
Army’s aviation capability provides aviation reconnaissance, firepower support, air assault, and battlefield support and surveillance, in combined, joint and interagency environments.
Army operates various types of aircraft including the Boeing CH-47F Chinook, Eurocopter Tiger armed reconnaissance helicopter, NH Industries MRH90 Taipan multi-role helicopter and leased civil light utility helicopter. n
Codan launches next generation manpack
Codan's Sentry-H 6110-MP delivers a powerful 30W RF power output and up to 79 hours of battery life in less than 4 kg of weight
Thanks to an upgraded waveform suite, the next generation Sentry-H 6110-Manpack can now support open-Standard Digital Voice (DV) and frequency hopping compatible data.
The 6110-MP forms an integral part of the Sentry-H product family that meets the demands of the modern battlefield whilst offering full backwards compatibility with legacy products. The 6110-MP is one of the smallest, lightest form factor manpack HF radios available, without compromise on capabilities. It delivers a rugged Software Defined Radio (SDR) solution for military organisations that demand uncompromised, secure voice and data communications, while on the move.
• Software Defined IP Based Radio
• Powerful, lightweight, extended battery life
• Secure Digital Capability Set
• Mission Customisable
• Global Service and Support
SwaP Optimised
The 6110-MP can be configured with a standard size, high capacity BB-2590 style rechargeable battery, resulting in an overall unit weight of less than 4.7kg and providing an industry leading battery life of up to 79 hours.
The 6110-MP is now offered with a shorter battery compartment and compatible rechargeable battery that effectively makes it the smallest and lightest HF manpack radio available today with a weight of less than 4kg. Even with the lower capacity battery the radio will still provide an impressive battery life of up to 23 hours.
The radio is robust and compact, built and tested to MIL-STD 810G and its durability exceeds that of the typical MIL-STD manpack.
As a true SDR incorporating field programmable gate array (FPGA) technology all the functionality in the 6110-MP is field upgradeable. Future improvements can be easily incorporated with no requirement for the equipment to be returned for hardware alterations. In addition, dormant features are available in the software and can be activated if and when a customer desires to expand the equipment capability simply by issuing a software code. This enables future technology developments to be integrated at little cost and provides a strong protection against being overtaken by those developments so-called 'future- proofing'.
Because the 6110-MP is an IP-based radio it can be controlled remotely, offering a number of siting options to suit the tactical or physical situation. The radio can be linked either by Ethernet cable or by a point-to-point link to a remote antenna site to achieve better communications conditions or for tactical reasons. These could include siting the antenna outside or on the roof of a building while operating from inside, or displacing the antenna site from the headquarter's site by some distance to reduce the headquarter's electronic vulnerability and the exposure of its location to ECM detection of transmissions. The remote capability also enables the radio to be controlled via a LAN or WAN, which combined with Codan's Virtual Control Point (VCP) software offers flexibility of control and allows HF network communications to be managed from workstations within a headquarters via a Windows PC or a tablet.
The 6110-MP has a three-year extendable warranty, which has a significant impact in reducing sustainment budgets. It is also ITAR-free, which enables it to be repaired in-country, unlike some products which have to be shipped back to the United States or out of the host country for maintenance. This means that the radios, when necessary, can be repaired by Codan's global network of trained service centre engineers and quickly returned to the front line, or customers can be trained to sustain their radio fleets themselves. However, the Mean Time Between Failures (MTBF) record of Codan's products is so good that experience has shown that the need for service and support is minimal. n
Exploring the future of intercom systems for mounted and dismounted users
In the world of intercom systems, development in recent years has focused on providing users and customers with lighter, smaller and more cost-efficient systems than were previously available. Such systems facilitated group communications in environments and situations where previously they had been impossible. In this way, they heralded a new method of communication in the field.
But the new generation of intercom systems has the potential to offer even more flexibility in the future. Digitalization and adaptability means that while typical uses for such systems may have been for small numbers of users, their capability moves far beyond that, allowing use on a larger scale. This ability to offer seamless communication that can be adapted to a range of platforms opens the door for further use cases, future-proofing intercom systems for defense programs and users across the world.
Small yet scalable
The aim of the Intercom system developed by INVISIO was for small, portable technology that allows communication within small groups, the company told Soldier Mod. But customers’ needs have seen it develop the capability of communication on a larger-scale among multiple users. This uses the same cost-effective, lightweight equipment but by daisy-chaining several intercom devices together can allow communication in larger groups. The key to those developments lies in the company’s philosophy of developing solutions in close relationship with the end-users, says Jacob Tranegaard, Director of Intercom Product Management at INVISIO. “From the very beginning the mindset was primarily for the intercom to connect a couple of radios and users to enable inter-group communication and transmit/receive on radios. But it has become much more powerful as a result of us adapting to different use cases that have come from ideas or requirements from users or just the question, ‘would it be possible to do it like this? Previously the focus was on this small, portable intercom system but we can interconnect multiple intercom units to scale up the system for more users. Also, an important part of the idea with the intercom is to reduce the cognitive burden of the users of a system.” That means ensuring that the existing, personal comms equipment worn by the soldiers can be used when mounting a vehicle and integrate seamlessly into the vehicles comms equipment. In this way, the system is not only flexible and scalable, but simple to control.
Creating a ‘live’ product that adapts to users’ needs
The ability of INVISIO’s intercom system to enable communication between larger numbers of users makes it scalable and adaptable. Digitalization allows the system to communicate over ethernet, CAN-Bus, UART and USB, making it even more flexible to operational needs. INVISIO’s IntelliCable® technology allows the system to automatically detect and distinguish between connected communication devices and connected users. This means it can flex between smaller vehicle platforms like UTV or ISV and larger platforms like Stryker, UH-60 Blackhawk, CH-47 Chinook, and also from small to medium sized maritime vessels. The system is also compatible with existing or legacy intercom systems.
Its modular nature, supported by INVISIO’s Configurator software, allows customers and users to customize their intercom system. That may be by limiting classified radio or device access to certain users or, performing system firmware or feature updates, or expanding the system to larger user numbers. “Digitalization allows us to develop new features into the products - it’s really a live product that can keep expanding as the needs expand,” explains Jan Larsen, INVISIO’s Sr. Vice President R&D. “This means the future is a tailor-made system where you have one kind of mission one day, and then another kind of mission the other day.” INVISIO’s Configurator software is in its early stages, says Larsen, but the future lies in the ability to build profiles into the intercom systems. Those profiles would allow the system to be adapted in real-time by communication specialists on the ground.
A tailor-made solution
In the world of defense, seamless and uninterrupted communications are paramount. That includes both personal tactical comms equipment as well as vehicle-based comms. Such seamlessness is a “key philosophy” for INVISIO, says Marcus Jaeger, Director of Mobility Systems, EMEA & APAC. “That means that the same products can actually be used for very different scenarios. So even though we are looking at serving different needs, you still can because our products can be adapted and used together.” This focus on seamless comms, combined with the scalability and adaptability of the new generation of intercom systems, means it can be adapted to different missions without having to change equipment or worry about device interoperability and connectivity.
“You can be a very small group one day, or two very large groups the next day,” adds Tranegaard, “Or the same people can be on a mission where they need to do something where they are based on a RHIB boat and then transition to another kind of platform. The whole idea is that you can almost tailor-make your comms solution from one day to another.”
Out in the field
The idea of an adaptable solution that is both cost-effective and light, yet also scalable, is undoubtedly appealing to a range of customers, but only if it is proven to work in the field. The key is to test such systems in various situations across land, sea and air platforms. That’s something INVISIO is keen to say it has done, proving the system’s advantages in different platforms. The company already has an agreement with leading RHIB boat provider Zodiac. Here, its intercom enables clear communication between team members whose safe and seamless inter-group communication is accessed directly from their INVISIO personal system. On land, the INVISIO intercom system can be installed and operational within minutes on light military vehicles such as Polaris or heavier vehicles like the Lenco BearCat. This allows users clear communication with fellow crew members as well as connected radios and mobile devices. On top of this, the system’s light weight, small size and relatively low cost, coupled with its facilitation of seamless, safe inter-group communications also makes it an ideal solution for air platforms. The INVISIO intercom has been approved for use within systems used by Black Hawk helicopters in the US military and it will come as a standard option on every SkyRunner light-tactical aircraft.
The original aim may have been to develop a light, cost-effective and flexible system for use by both mounted and dismounted professionals, but its adaptability and scalability makes it much more powerful, says Larsen. “We’re using this on platforms and in situations where customers have never looked at this kind of capability because it’s either been too expensive or too heavy, too bulky, too complex. But we’ve actually taken that capability or function into platforms that we normally don't use it in and never approached before. It can be applied in all sorts of platforms and in any environment, especially environments where it has not made sense, but where they have been in need. It’s efficient - not only in cost, but in size, weight, power.” n
For more information visit: www.invisio.com
Army Digital Transformation Strategy to create a more lethal, ready force
U.S. Army Public Affairs
The U.S. Army defends and serves the nation by land, sea and air, protecting the nation’s most vital interests. Today that mission requires new, innovative capabilities to enable national security and defense strategies, primarily because the modern battlespace has adversaries waging information technology wars. Therefore, the Army's modernization strategy identified digital transformation as imperative to achieving its goal of a lethal and modern force by 2028. Keeping pace with rapid changes in technology now requires the Army to create more flexible institutional processes, legacy policies that keep up with new technologies — such as the cloud and artificial intelligence — and a workforce that is empowered to innovate at scale.
To position the Army to do this, Dr. Raj Iyer, the Army’s chief information officer, is driving a comprehensive digital transformation strategy — the Army Digital Transformation Strategy.
“Going digital is a mindset, it’s culture change,” Iyer said. “It’s about how we can fundamentally change how we operate as an Army through transformative digital technologies, empowering our workforce, and re-engineering our rigid institutional processes to be more agile.”
Aligned with the Army Modernization Strategy, ADTS will create the conditions for a digital Army to deliver overmatch through joint multi-domain operations by using innovative and transformative technologies. This kind of digital transformation requires a holistic doctrine, organization, training, materiel, leadership, personnel and facilities approach that enables new digital technologies such as cloud, data and AI to fundamentally transform processes. This will enable an Army culture change that is agile, innovative and tech-savvy. As the Army’s modernization strategy states, such an approach is critical to the Army maintaining digital overmatch against strategic competitor adversaries both in competition and conflict.
The Army Digital Transformation Strategy
The Army CIO established the ADTS to lead the Army through changes in technology, processes and overall culture, in response to the rapid evolution of digital and modernization programs. The strategy establishes the vision for how a digital transformation can help achieve Waypoint 2028, the Army's construct for victory in MDO. The strategy includes clear lines of effort tied to three objectives, identifies priorities for the Army to resource, and outlines an integrated master plan to synchronize and better integrate all ongoing activities to achieve the digital-age Army.
Several integral strategies in addition to the AMS, including the Department of Defense Digital Modernization Strategy and the Army Business Modernization Plan, provided significant direction for the ADTS and influenced the objectives, LOEs and overall priorities. The ADTS objectives were organized to indicate their alignment with the Army’s strategic pillars: modernization and readiness; reform; and people and partnerships. Each objective, LOE, and future initiative will be outcome-driven and metrics-based to ensure that it is operationally effective in a resourced constrained future.
OBJECTIVE 1: Modernization and Readiness
A digitally-enabled, data-driven Army propelled by digital transformation
The Army’s current digital initiatives are siloed across mission areas, inhibiting the interoperability needed to support MDO. In addition, the Army faces resource constraints, leading to conflicts with prioritizing resources for modernization over current-year operational readiness. This has led to costly maintenance of legacy systems that are not sustainable while simultaneously investing in priority modernization efforts like cloud computing. Similarly, the Army faces challenges to balancing resourcing IT service delivery and cybersecurity across the enterprise while also prioritizing modernization of the unified network.
Between 2021 and 2028, the goal is to converge current digital initiatives that support readiness and modernization into a single integrated plan and enable these initiatives at the enterprise-level so they are available to the total Army from the tactical edge to the enterprise core. Simultaneously, the Army must establish standardized service delivery processes, methods and tools — all fully leveraging the cloud as an enabler. This will enable an Army that seamlessly shares data and information for timely insights to the warfighter, commands and enterprise functions in direct support of Army readiness and modernization.
OBJECTIVE 2: Reform
Optimized and mission-aligned digital investments providing greater value to the Army
Operational excellence is an imperative for the Army in light of the tight fiscal reality. With the evolution of technology, commercial organizations are finding lower-cost, more efficient and innovative ways to run and invest in their enterprises. The Army seeks to maintain pace with evolving technologies, but this goal requires a re-evaluation of priorities, resourcing and investments. Current challenges include limited visibility into IT portfolios, inflexible and waterfall IT acquisition processes and ineffective IT investment accountability and oversight. These challenges prevent the Army from ensuring its resources and spending are best aligned to save costs, improve operations and ultimately harvest these savings to modernize the Army.
The ADTS seeks to optimize the Army’s resources and enable confident investment decisions that are data-driven and objective while simultaneously ensuring direct alignment of these investments to Army priorities. With improved and more efficient institutional processes for acquisition and portfolio management, the Army can better align digital resources to current and future digital requirements.
OBJECTIVE 3: People and Partnerships
A tech-savvy, operationally effective digital workforce partnered with a robust network of allies, industry and academia
People drive success. The Army’s people and relationships with allied partners are vital to achieving the goal to dominate in MDO. In today’s digital transformation revolution, simply having the newest technology is not sufficient – the Army must possess the right digital skills to optimize and fully apply the technology through innovation. Similarly, having strong partner relationships is not enough – the Army needs proper channels, networks and systems to effectively collaborate and communicate.
The goal is to embrace the recognition that people drive the Army’s success on and off the battlefield. Robust recruiting, training programs, digital career models and partnerships with academia and industry will build a digital-ready, adaptive and innovative workforce. In addition, sustained communications and interoperability with allied nations will ensure the Army optimizes the ability to collaborate in all domains.
What is Next?
The ADTS sets the stage for digital transformation and collaboration across the Army enterprise and around the world. Secretary of the Army Christine E. Wormuth stated that “The Army must be manned, trained, equipped and modernized to be ready to fight today, but also to meet the demands of an uncertain and unpredictable future.” Coordinated, prioritized efforts supporting modernization, readiness, reform, and people and partnerships will make the vision of a digital Army of 2028 a reality. Building an Army mission-ready for the challenges of tomorrow requires adopting transformative technologies, efficient processes and a culture of continued education and innovation today. n
Future Cognitive Radio Technologies for Dismounted Soldier Communications
Rob Garth, Product Director, Domo Tactical Communications (DTC) talks to Soldier Modernisation
Q: What is cognitive radio?
A: Cognitive radio networks gather information about the local RF spectrum environment and use it to drive decisions around the radios operation to mitigate interference and optimise throughput. They can be invaluable in combatting accidental “blue on blue” interference - or “spectrum fratricide” as it is sometimes described - as well as playing a critical role against deliberate jamming when operating in a contested battlefield RF environment. Cognitive radio systems can also play a key role in managing electromagnetic signature to optimise Low Probability of Intercept/Low Probability of Detection (LPI/LPD) performance and to drive directional Mesh Networking capabilities.
Q: What are the potential benefits of cognitive radio systems for the warfighter and what challenges do you see?
A: Warfighter tactical radio systems have advanced immeasurably from the days when all the user had was a channel switch and a Push-to-talk (PTT) button and the only traffic was voice. Today’s Software Defined soldier radios employ MANET Mesh algorithms and advanced waveforms and can operate on a variety of frequencies with a wide range of channel bandwidths. They can support multiple services including Position Location Information (PLI), UxV control, imagery and messaging as well as traditional voice applications. Cognitive techniques can ensure that a radio network is optimally configured without user intervention and continues to self-optimise to deal with a dynamically changing RF environment. This allows the warfighter to concentrate on the mission at hand and supports the deployment of advanced capabilities at a pace without the need for forward deployment of specialist technical resources.
But to make the most of the promise of Cognitive Technology, it is important to think not just at the level of the radio network but at a wider system level. As a cognitive radio adjusts the various parameters available to it to maintain connectivity, the data capacity available for user services will inevitably vary – in some cases bit rates from tens of Mb/s right down to a few Kb/s. To make the most of the available capacity it is necessary for the various data generators within the system to be aware of the bandwidth available to them and if necessary to flex the amount of data generated in response to this. Surveillance cameras might be instructed to move to a lower frame rate or resolution, voice codecs to a lower data rate mode, PLI generators to a lower update rate etc. DTC’s open JSON API allows for real-time interaction between the radio network and connected systems to support this flexing.
It is also important to ensure that cognitive radio systems are easy to interact with and configure, again by non-specialist users, and can present information in an easily understood and mission-relevant format - less talk of megahertz, watts and decibels and more of mission duration, operating range and number of users. Cognitive radios systems also have the potential to deliver relevant data on the battlefield RF environment – for example localising an adversary’s jamming attack – but again this is only useful if delivered in an actionable format such as a heat map displayed on an ATAK End-User Device. DTC’s open API again provides an excellent foundation for the delivery of these soldier-friendly systems.
Q: What cognitive radio features does DTC offer today?
A: DTC MANET Mesh Networks have long offered an “auto-adaptive modulation” (AAM) capability in which modulation mode is adjusted based on the signal to noise ratio (SNR) measured on a link. Transmissions adjust from high throughput 64QAM at high signal to noise ratios through 16QAM and QPSK right down to an immensely robust BPSK modulation which requires only 5dB SNR and is capable of successful communication at the extremes of range or in the most hostile of raised noise floor jammed environments.
DTC’s flagship MeshUltra™ and MeshUltra-X™ waveforms go much further by adding “Interference Avoidance System” (IAS) which is an “every radio a sensor” cognitive radio capability. Every radio in the network contributes information about the noise floor on many alternative operating frequencies and this information is shared around the network. Should one of the alternative frequencies show a significantly lower noise floor than the current frequency – as reported by the network as a whole, not just at a single monitoring point – then IAS will coordinate a seamless switch to the new operating frequency. It is important to understand that this capability uses the existing radio hardware so has no impact on Size, Weight and Power (SWaP) – and also that it is implemented without any effect on network performance. IAS also does not introduce a single point of failure into the network, as the interference avoidance decisions are made cooperatively.
Q: What is DTC’s cognitive radio roadmap?
A: For today’s users, AAM and IAS offer significant benefits in terms of spectrum deconfliction and the ability to operate – without user intervention – in a congested RF environment, but for DTC they are only the start. Future Cognitive systems will not only adjust operating frequency and modulation mode but other waveform characteristics such as channel bandwidth and power level – or even switch to a completely different waveform better optimised for the operating environment and data throughput requirements.
DTC also sees Machine Learning (ML) playing an increasing role in future cognitive radio systems. Decisions on the frequency and operating mode will be made not only on the situation now but also from the experience of what happened on previous occasions that a particular frequency or operating mode was chosen. ML is particularly important when countering responsive Jamming Systems which can lie dormant ready to pounce when activity is seen on a particular frequency or when a specific waveform signature is detected.
Cognitive radio systems also offer the potential to optimise LPI/LPD performance and to detect and counter advanced jamming techniques. Directional Mesh Networking is an important tool here – minimising unnecessary emissions and protecting from interference. DTC has demonstrated a Mesh “SuperNode” made up of Multiple radios - each with a directional antenna – which can ensure RF is only transmitted in the desired direction. The SuperNode can be deployed as a fixed or “at the halt” base station, a vehicle fit or even as a bodyworn solution based on DTC’s tiny SOL8SDR-M single-board Software Defined radio platform. n
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The Connectivity Challenge: a new revolution in military affairs
A new “revolution in military affairs” is driving land force transformations worldwide. Like the precision guidance revolution of the 1970s, today’s digital revolution demands new ways of thinking, equipping and operating modern armies.
In the 1970s, U.S. Army General Donn Starry saw the precision guidance revolution take shape in the Arab-Israeli conflict. Surveying the outcome of the conflict, he explained the revolution that was already underway:
“On the modern battlefield, anything that can be seen, can be hit – and anything that can be hit, can be killed.”
General Donn Starry, 1974
GEN Starry’s straightforward observation drove the Army’s transformation to Air-Land Battle and re-shaped Army acquisition, force development and training.
Today, the outlines of a new revolution are emerging, driven this time by a confluence of three digital technologies – ubiquitous full-spectrum sensing, 5G networks and artificial intelligence. These technologies invite an update of General Starry’s insight, to guide future Army modernization:
“In the modern battlespace, anything that can be known will be known, and anything that is known can be acted upon.”
Just as the precision guidance revolution re-shaped army requirements for doctrine and materiel development, the digital revolution is poised to re-shape how modern armies collect, manage and act on information. Gaining military advantages from the digital revolution is the “Connectivity Challenge” facing commanders and Ministries of Defense.
THREE TECHNOLOGIES ARE DRIVING THE REVOLUTION
In the 2020s, armies are racing to incorporate three related technologies into the materiel base, and the most successful armies are likely to be those that can weave these technologies into an integrated military decision-making capability. Sensors, 5G and AI are the drivers of the digital revolution.
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Anything That Can Be Known…
Army leaders at every level can now expect real-time, full-spectrum information from arrays of advanced sensors on satellites, piloted and non-piloted aircraft, ground vehicles and individual soldiers. Darkness, smoke, topography and distance are no longer barriers to situational awareness, and sensor-generated information can support decision-making with high-resolution video, audio or other digital information streams. General Starry’s environment, with cavalry scouts carrying binoculars and small tactical radars, has been replaced by full-spectrum, unblinking sensors. This new fact leads to a huge torrent of available information, pouring over commanders in a continuous wave. How will all this information reach commanders in time to be useful? The second revolutionary technology solves this problem.
![]()
Connecting Commanders to Knowledge
As the volume of sensor-generated information increases, military 5G networks bring the immense bandwidth, high transmission speeds and low latency necessary to link vast sensor networks to the commanders who need to act on sensor-generated information. The analog, FM–voice radio networks of the precision guidance revolution are being replaced by secure 5G technology capable of moving any amount of information to any point on a military network instantaneously and continuously.
Current efforts by the Services to build common operating pictures and shared situational awareness point to the revolutionary potential of 5G networks. Joint, all domain air defense has always been a difficult challenge because the Army and Air Force have different sets of sensors generating huge volumes of data. Moving this vast amount of situational information to the right interceptor requires the kind of speed and bandwidth available on the highest-speed military networks.
But when unlimited amounts of information are available instantly, anywhere in the battlespace – how will commanders and staffs discern between essential information and chaff? How can insights from multiple sources be synthesized in time to shape decisions and create military advantages? The third revolutionary technology will solve this challenge.
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Anything Known Can Be Acted Upon
Huge volumes of data arriving from multiple sources, in diverse forms and contexts, could simply wash over commanders and staffs and never produce actionable insights. The tasks of synthesizing data, identifying decision points and generating options are the domain of artificial intelligence (AI) applications – the third technology of the new revolution in military affairs.
The Army’s efforts to enable joint fires by empowering Army and Air Force platforms and shooters through ground-based sensing networks are ripe for AI-based solutions operating on high-speed, low latency 5G networks. As the Services develop their approach to Joint All-Domain Command and Control (JADC2), artificial intelligence applications will help filter flows of data and create insights from continuous flows of information.
THE CONNECTIVITY CHALLENGE: GAINING MILITARY ADVANTAGES FROM THE DIGITAL REVOLUTION
Just as the precision guidance revolution required commanders to think about the battlefield in new ways, the digital revolution and the rise of ubiquitous sensors, high-speed networks and artificial intelligence demand new ways of thinking about equipping and operating land forces. The armies that succeed in adopting three innovation practices seem most likely to realize the greatest advantage from the 21st century digital revolution in military affairs.
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Optimize Decision Processes, Not Individual Devices
In the precision guidance revolution, a single new capability drove changes in materiel and doctrine. Optimizing individual anti-armor and other precision-strike weapons, and aligning doctrine with better weapons, created real military advantages.
The digital revolution is not that simple. Because the source of advantage in the digital revolution comes from accelerated decision cycles, the old approach of optimizing individual devices may just waste money and capability. Optimizing sensors without improving the networks that carry sensor data means that information flows are bottlenecked. Optimizing the speed and bandwidth of networks without providing analytics and decision support means that users are overwhelmed with data they are unable to act upon.
In the digital revolution, Army innovators need a comprehensive view of end-to-end decision processes. Money and time – always in short supply – need to focus on optimizing decision processes rather than the individual devices and systems that enable the processes. Real military advantages come from digital technology only when technology improves in the speed and quality of decision-making. Finding the bottlenecks and barriers, and creating solutions that accelerate the decision process, is the new burden for innovators in the digital revolution.
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Design The Soldier Experience
As new digital devices, screens and power supplies proliferate, Army innovators will need to keep a close eye on the soldier experience. Unlimited amounts of data moving across tactical networks at 5G speeds can overwhelm soldiers in both physical and cognitive dimensions.
Soldiers are already carrying too much equipment. A 2017 Government Accountability Office report identified individual Marine loads of 90 to 159 pounds, with an average of 117 pounds, and Army soldier loads of 96 to 140 pounds, with an average of 119 pounds. Adding “just one more” small digital device could prove to be the microchip that breaks the soldier’s back.
The cognitive burden is increasing as well. Multiple screens, alarms, digital feeds and other information sources may appear useful in isolation, but designers will need to ask new kinds of questions about the potential for information overload. The soldier experience should enable each user – shooters, staffs and commanders – to process only the information needed to make timely, accurate decisions. In the digital revolution, Army innovators may find that “less is more”, and that user experience design becomes decisive.
Simply adding “more gear” will be counterproductive in the digital revolution – innovators will need to address the impact of new devices on the physical and cognitive experience of every user.
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Make Small Bets As Fast As Possible
Moore’s Law – the observation that processing capability doubles every two years – now shapes the Army’s innovation environment. As sensor capability, network speeds and throughput, and artificial intelligence capabilities demonstrate Moore’s Law in the military digital revolution, old acquisition and fielding practices that took years or decades have become irrelevant – even dangerous.
Big bets on systems with long lifecycles cannot possibly keep up with the speed of technical innovation on every dimension of digital technology. A recent Stanford study found that the time to train an artificial intelligence network to recognize images dropped from three hours in 2017 to about 88 seconds in 2019 – a capability doubling time of less than four months, far outpacing Moore’s Law. Military innovation cycles have never coped with this kind of speed, but the digital revolution demands materiel development and acquisition practices that can do so.
The practical answer may be that the Army will constantly be making small bets on marginal improvements in sensors, networks and AI – innovating and fielding at the speed of technology, rather than the speed of acquisition bureaucracies. Not easy, but essential to capture the military benefits of digital technology.
In the digital revolution – anything that can be known will be known, and anything that is known can be acted upon. n
Why our values should drive our technology choices
Dr Ulf Ehlert, head of Strategy and Policy in the Office of the Chief Scientist at NATO headquarters
It is fair to say that our relationship with technology is complicated. Just look at headline topics like renewable energy or Artificial Intelligence (AI), or consider pharmaceuticals, automotive, consumer electronics, social media and biotechnology. On the topic of any of these technologies, you’ll almost certainly hear a cacophony of voices that range from promising a new era of happiness to predicting the doom of humanity. How can we make sense of these confusing perspectives, and how can we maximise the benefits of emerging and potentially disruptive technologies while effectively minimising their risks?
How technology evolves
As individuals, we have many different interests in technology. Some are interested in technology itself, but most are interested in the impact technology could have. These interests are often competing, and sometimes downright conflicting. Here is a simplified overview:
• the customer is looking for an affordable solution to a given problem, whereas the designer seeks to improve a given product;
• the innovator strives to demonstrate that her idea will work, while the investor is keen on the return on his investment;
• the corporate manager is committed to increasing his company’s revenue and market share, whereas the regulator focuses on questions of
• the citizen wants to maximise her freedoms and have her rights protected, while the politician tries to balance all the aforementioned interests in devising policies for the benefit of all.
This massive entanglement of interests includes technological ideas, economic and business interests, societal needs, and political considerations. Most of us, most of the time, pursue several of those interests in parallel: certainly as customers and citizens, but also as individuals and members of communities that affect our thinking and the choices we make.
None of these considerations are predetermined, nor are the resulting choices and decisions. Therefore, the collective outcome cannot be predicted. We cannot pre-state the developmental path of any technology. However, it would be hare-brained to conclude that technology follows a path of its own or that we have no influence on technology at all. Quite to the contrary, we all influence technology development, only, this influence is rarely direct or immediately visible. The complexity researcher W. Brian Arthur summarised our multi-faceted relationship with technology as follows: “Technology areas co-evolve together with society in a process of mutual adaptation.”
In other words, our choices today affect the trajectory of a given technology’s further development. That development will in turn present new opportunities and challenges that we will respond to, and this response will influence the further evolution of that technology in an open-ended process.
Take the steam engine for example. This machine marked the beginning of the Industrial Revolution when it was first introduced to pump water from coal mines. That successful application triggered further imagination, as developers and users alike came to look for other problems a steam engine could solve. Those considerations led to the mechanisation of agriculture and manufacturing, so that the steam engine would ultimately replace horse and oxen as humankind’s primary power sources. The story did not end there. Railroads, factories, work contracts, and labour unions all emerged in response to that new technology. None of these long-term impacts were foreseeable, intended, or planned. Rather, they were the result of mutual influencing of technology and society.
The history of the steam engine showcases how technology itself is neither good nor bad. But it is not neutral either. Technology is what we make it. Our choices matter. The question is “How can we make technology what we want it to be?”
Shaping technology
Any attempt at shaping the trajectory of a given technology faces a genuine dilemma between today’s knowledge about the future and the available means to affect or change that future. David Collingridge was the first to frame the major challenge of policy making on emerging technologies: “When change is easy, the need for it cannot be foreseen ; when the need for change is apparent, change has become expensive, difficult and time consuming.”
We are literally caught between a rock and a hard place. For a nascent technology, we cannot know all its future applications, nor can we anticipate all its future impacts. Still, at this time, we can exert some control over its development path. In the future, when that technology is mature, we see its full impact. We can thus define what we would like to change. Alas, because the technology is already in the market, broadly distributed and widely used at that time, our means of control are very limited.
We are struggling with a fundamental characteristic of technology development: the principle uncertainty inherent to an open-ended process without a knowable end-state. We cannot know in advance the future target for today’s policy intervention. But what can we actually do? Would it not be a fair choice to accept the limits of our knowledge, to simply “let things run their due course”?
Think about social media. These services promised connectivity across the planet, facilitating new forms of meaningful information-sharing and enabling global communities of unprecedented scale and scope. Their free-of-charge operation is naturally attractive to users, but “behind the scenes” they rely on an advertising-backed business model. For that to work, users should ideally stay connected 24/7 in order to feed the evermore-sophisticated micro-targeting algorithms. Such addictive behaviour and the increasing manipulation facilitated by it are not in the users’ interest. Nor are echo chambers, hate speech, and the tampering with democratic elections in the interest of our societies.
While the promise of social media is compelling, we made two cardinal mistakes. First, we accepted proprietary platforms operated by business enterprises. Second, we forgot that the purpose of business is profit, not philanthropy.
The case of social media demonstrates that the users’ immediate choices can counteract their longer-term interests. Furthermore, a market left to its own devices can spin out of control. Both findings apply in particular to promising nascent technologies during their emerging early development. These fledglings still need to find the products they could successfully deliver and the markets they could serve. And all the various interest-holders still need to learn how they might be affected by those technologies.
As such as technology evolves, we can be sure that innovators, investors and users will be the first on the scene, pursuing their specific interests. Designers and corporate managers will soon join, once the technology demonstrates its effectiveness and first product ideas prove viable. Only after the maturing technology’s impact has become tangible, will regulators, citizens, and politicians enter the discussion. I argue that –in the case of emerging and potentially disruptive technologies– these last interventions come too late.
What we want technology to be
Throughout history, we harnessed technology to gain or maintain military advantage. Without much differentiation, we did what we could do: whatever was technologically doable appeared the right thing to do. Is that “can-do” attitude sufficient to guide us into the future? My answer is no, and I will argue in favour of a values-driven approach towards technology for defence and security purposes.
Humanity lost its innocence
Historically, humanity did not have the means to hurt its immediate existence, neither intentionally nor unintentionally.
Early in the 20th century, we learned about the power of the atom. For the first time, we created a tool that could potentially destroy our very existence. Once that genie was out of the bottle, by mid-century, we worked hard to regain control by weaving nuclear arms control into the nascent international order.
Whether we like it or not: humanity lost the innocence of ignorance. We have access to potentially destructive means and we know it. Hence, we can neither deny nor reject the responsibility we have for our technologies’ impact, both intended and unintended.
These technologies are different
Today, we face multiple emerging technologies that promise to disrupt our established ways, including AI, bio- and quantum technologies. They mature in parallel, at 21st century speed, in a hyper-connected world.
Take one specific area: the combination of AI, Big Data (as input to AI), and autonomy (as one of the main applications of AI). This technology area promises to disrupt the information sphere and “change everything”, from maintaining situational awareness to supporting decision-making, from predictive maintenance to cyber defence.
Yet amidst the euphoria about opportunities, we must afford a sober reality check and ask ourselves critical questions on how we want to develop, feed, and use such systems: would we consider the Chinese Social Credit System as a role model for collecting data? Should we accept black-box algorithms for data processing, when they present results, but cannot explain their plausibility? Should we apply AI in critical decision-making, where we seek to maintain human oversight?
Most of the key technologies operate in the information domain. Given their superior connectivity and speed, their development is particularly challenging to follow, let alone anticipate. Yet, developers focus on civilian applications with global consumer markets in mind, and the Big Tech companies pushing these developments have become the most influential non-state actors on the planet.
All of these factors increase the complexity of the problem space, while at the same time accelerating the speed to technological evolution. In short: our challenges keep growing, while our response time shrinks.
The West is not alone
Our Western values, including the rule of law, democracy, individual liberty, and human rights, provide a solid frame for tackling those challenges. However, we must recognise that their universality is contested, sometimes subtly, sometimes overtly. As the political economist Jeffrey Sachs observed, “Geopolitical power and technological prowess are no longer the privileged preserve of the North Atlantic.”
It would be short-sighted to assume that Western countries could globally enforce emerging technologies’ compliance with Western values. Instead, differences in values may well result in divergent technological competences that can, in turn, affect the global distribution of power.
Setting norms – a role for NATO?
Emerging and Disruptive Technologies (EDTs) came into NATO’s political focus in 2019, when NATO leaders adopted an implementation roadmap for seven such technologies. Regardless of their tremendous promise, we must realise that these technologies are not yet mature, not yet “fully out there”. Therefore, considerable uncertainty remains to which extent these fledgling technologies and their foreseeable applications are appropriately contained within established legal, ethical, and moral norms. These questions are not limited to military applications, nor do they stop at national borders: rather, they cut across many government departments and business sectors, and they affect humanity in its entirety.
In this complex, fast moving, high-stake setting, we must view technology and values as intertwined. While our values should guide our use of technology, we must recognise that our technology choices will, whether intended or not, reflect the values we adhere to.
As inaction is not an option, we must take active measures to establish norms for the future use of technologies; norms that are deeply rooted in our values; technologies that are currently emerging and have recognised disruption potential (such as AI, biotechnology, and quantum technology). How could we realistically master this novel challenge? The following three proposals could pave the way.
1. We must effectively cope with the uncertainties of technology evolution. Hence, I suggest evolutionary policy-making, building on current knowledge, but flexible enough so that today’s decisions can be adjusted or corrected in the future.
2. We must strive to limit potential harm without unduly constraining the benefits a technology can bring. Therefore, our policies should set limits for the application of technologies (such as genetically optimised super-soldiers) rather than banning entire technology areas (in this case, biotechnology).
3. We need to understand when policy changes are necessary and what those changes should be. Reflecting the diversity of interests, we need to institutionalise a broad stakeholder engagement that reaches out to all parties affected by a technology and influencing its evolution.
Within this broadly applicable framing, NATO’s role is specific. As the international organisation committed to defence and security in the North Atlantic area, it convenes considerable political, military, economic, and technological power. Building in particular on its political and intellectual capital, the Alliance can credibly spearhead norm setting for technology applications in defence to comply with Western values.
With its recently published AI Strategy, NATO fulfils its traditional role in an innovative way. This Strategy embraces principles of responsible use, which express the value-driven norms that NATO and its member nations will adhere to in the application of AI. By making these principles public, they set an example for other nations to consider and potentially adopt NATO’s principles. This is an effective approach towards proposing and gradually implementing an international norm, not unlike the European Union’s General Data Protection Regulation.
At the same, NATO responds to the globally distributed innovation landscape. The NATO2030 initiative highlights the need to forge new coalitions with like minded partners beyond the North-Atlantic region. This broad outreach should not only extend to governmental organisations, it should in general expand the types of partners to collaborate with (even within Allied nations), to include non-governmental organisations, the private sector, academia, and civil society.
Establishing norms to frame technology development within the limits of our established value system is a defining challenge of the 21st century. Our values alone should be the driving force for the policies we devise and the capabilities we field. As technologies keep emerging, so should our policies for setting appropriate norms bounded by the values we hold dear. n
The Mounted/Dismounted Interface
With the advent of digitised vehicles and digitised soldiers comes the often-spoken problem of the Mounted/Dismounted interface. That is, how does a soldier connect with the vehicle when they climb in and what benefits might that enable.
Many modern military vehicles have digitised architectures and distributed power backbones. Documents such as the UK’s Generic Vehicle Architecture (GVA) and the US Victory standard define how power and data infrastructure should be implemented within the vehicle and how platform mission systems may be integrated. Theses mission systems usually include Local Situational Awareness (typically cameras to give the crew all round vision), Communications (giving the crew access to the radio comms) and the Battlefield Management System (giving the crew access to mapping, location of assets and areas of interest). All these are accessed via a common display located at each crew station.
For these subsystems to communicate with each other, the architecture standards define a set of databus messages or “services” that are used by each vendor to ensure interoperability. For GVA, these messages are defined as topics within a Data Distribution Service (DDS) which resides within each sub-system on the platform. DDS, an open standard middleware, defines a near real-time, publish-subscribe architecture for connecting critical systems.
Each sub-system simply publishes and/or subscribes to a series of available services. For instance, “Vehicle location” is published by the navigation sub-system, allowing each crew-station to subscribe to it as opposed to having individual GPS hardware.
By defining the DDS messages, GVA enables a kind of plug and play architecture, where new sub-systems can be added and easily integrated as long as they comply with the message set, also known as topic definitions (these are found in the UK Land Data Model).
Recognising that modern military platforms offer these power and data architectures we can easily start to explore the benefits the Mounted/Dismounted Interface might offer. Firstly, there are obvious benefits to re-charge the soldier’s battery from the vehicle, but what about accessing the vehicle sub-systems? The potential to gain information from vehicle camera feeds or perhaps updating GPS and situational awareness from the BMS enhances preparedness. Another use case may be that data from the soldier can be ‘uploaded to the vehicle (things like battery usage, imagery and even 9 Line reports).
For the dismounted soldier to “plug in”, their own digital architecture must be able to send and receive DDS messages. The soldier would appear as a new “sub-system” on the vehicle and be able to subscribe to any of the platform services as well as publish their local information onto the platform. This is exactly what Ultra has done with its UltraLYNX smart hub. Utilising the hubs application processor, DDS middleware has been deployed within its own software ‘container’ and via one of its data ports, the hub provides GVA compatible messaging allowing the soldier to access any of the connected vehicle sub-systems via an EUD (or smart goggles). Again, the application processor within UltraLYNX is used to translate the DDS topics to a data format understood by the EUD applications (for instance ATAK).
However, the Mounted/Dismounted interface story does not end here. The physical connection to the vehicle has always been a concern, especially if rapid egress is required, Ultra has been working on a “wireless” power and data solution that not only provides over 100W of electrical power, capable of charging the soldiers battery pack but also up to 100Mb data connectivity that can support DDS messaging.
Half of the Wireless Power and Data Transfer (WPDT) system is fitted to each crew seat in the vehicle. Here Power and Data connections are made to the vehicle architecture and the WPDT “paddle” is held in a cradle until needed.
The other half of the WPDT, a receptacle for the paddle, is fitted to the molle on the soldier’s vest. A connection from the receptacle is made to the UltraLYNX hub, where the power and data are routed as required. The paddle is designed to simply slide away, allowing rapid egress when required. In an infantry vehicle or troop carrier, it would be possible for each dismount soldier to simply “connect in” by sliding the paddle into the receptacle.
By combining the DDS data messaging with the WPDT system, Ultra’s concept for the Mounted/Dismounted interface offers a true operational advantage for the digitised soldier of the future.
The potential in the Mounted/Dismounted Interface will undoubtedly not be limited to simply exchanging power or small data updates. As new technologies are developed it is our hope that we can integrate them rapidly and in turn offer greater integration between dismounted soldiers and vehicle crew, ultimately delivering greater collaboration and capability. n
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Connecting the modern soldier
Soldier Modernisation talks to ITT Cannon about their innovative military selected connector range
Whether it’s gathering critical intelligence to executing a targeted reconnaissance mission, today's modern soldier must be prepared to operate in a variety of austere environments, which include desert, jungle, arctic and sometimes sub-surface domains. To aid in these ISR missions, modern soldiers are outfitted in a variety of body-worn, situational awareness electronic systems, also known as C4ISR. The successful functionality of these complex, integrated systems is highly dependent on how the soldier-worn electrical interconnect system is designed, built and maintained.
ITT Cannon LLC is focused on current and future needs of the modern soldier, and how the electrical interconnect system provide mission critical performance every time. Cannon’s design team is focused on meeting or exceeding the defined electronic system requirements that takes into consideration power/data demands, operating temperature, water submersion, shock/vibration and EMI/EMC environment. One of the newest standards driving power and data requirements is outlined in the US Nett Warrior specification. Cannon’s robust breakaway connector series, MKJ Warrior, meets these requirements in addition to being qualified to GOSSRA and NATO STANAG 4695 specification. “This solution is proven for 1 meter submersion for an hour, and operates at USB 2.0 data requirements with 5 amp current carrying,” states Wayde King, Product Manager from ITT Cannon. The MKJ Warrior connector series is used extensively for the core Nett Warrior system, which includes a radio, conformal wearable battery and End-User device (EUD). The system is expanded with tactical power/data hubs, power management controllers, GPS receivers, and power scavenging devices.
King went on to mention, “given the wide range of extreme terrain our soldiers face, Cannon’s circular Nemesis (NEM) series has found broad adoption for soldier worn radios with its +20 meter immersion performance and up to 10,000 mating cycle durability.” The NEM series has both positive latching and break-away coupling options to provide additional mating security when needed.
“Size, weight and power (SWaP) continues to be a key theme for soldier-worn equipment,” says Mike Finona, Field Application Engineer from ITT. To fully understand the soldier and system requirements, Finona has interviewed many end-users from the Marines to Special Forces, and also works closely with system designers to bring new interconnect technologies forward. “Additional requirements and future product roadmaps look at higher data rates, increased power demand, 20 meter sealing and increased mating-durability cycles.” Electrical connections for this soldier-worn equipment often need to be coupled with gloved-hands, which limit dexterity, in arctic cold weather and icy environments and/or in low or no light which limit visual coupling-confirmation. Soldiers are also looking for body-worn cables that are less bulky, body-conformal to eliminate field-snag conditions and that are lighter weight.
“Several of Cannon’s soldier-worn connector products address these requirements. Cannon’s rectangular Rock-in-Lock RIL series and Hot Shoe-style HSC series utilize a low profile positive latching coupling system that ensure cables can be easily routed through the MOLLE loops on a tactical vest or mounted to a tactical helmet rail system,” states Paul Alpers, ITT Cannon Business Development Manager. These interconnect systems provide robust easy-clean spring-probe contacts that allow for 10,000 plus mating cycles, and are sealed to withstand 20 meter of water immersion for multiple hours. Other applications require a quick disconnect decoupling designs that allows the soldier to quickly egress from a vehicle/aircraft or doff various gear components without becoming entangled.
One of the newest innovations at ITT Cannon is the miniature, high-density circular HDX series. This robust line reduces the size and profile of connectors and cables, allowing designers to increase data rates to USB 3.2 Gen 1 (5.0 Gbps) and power up to 5 amps. This series is also immersion sealed to withstand 20 meters for 2 hours, mating durability of 5,000 cycles and the coupling can be offered in both positive-latching or break-away variants.
With over 100 years of harsh-environment interconnect heritage, ITT Cannon is focused on mission success for our soldiers and NATO allies, and is continuously developing new interconnect solutions and materials to provide our troops with full-spectrum dominance of the battle space. n
For more information, please see: www.ittcannon.com
Targeting the future
Working with industry partners SEA, Qioptiq and Lantac, Dstl’s Future Individual Lethality System (FILS) technology demonstrator programme delivered a next-generation prototype assault rifle with increased range, integrated data and power and a radically improved fused multispectral Surveillance and Target Acquisition system.
It is the first assault rifle capable of tasking third party effects, for example Remote Weapon Stations and Remotely Piloted Air Systems (RPAS). Further stages will explore integrated AI-enabled target detection and classification capabilities for passive range estimation and real time automated ballistic solution to increase the speed and accuracy of engagements.
New territory for wheeled demonstrator
Wheeled armoured vehicle mobility could break new ground with technologies being demonstrated on a one third scale Mobility Test Rig (MTR) invented by Dstl and QinetiQ to test functionality and capability.
The MTR features fully articulating active suspension, QinetiQ electric drive, advanced multi-wheel steer and wheel traction control. The unique platform will test solutions that provide a compact configuration for transportation or operation in urban areas, good stability at high speeds or on side slopes, enhanced step climbing, enhanced gap crossing, improved soft soil mobility and variable ride height that can be optimised for high ground clearance or low silhouette.
Countering IEDs
Dstl has played a major role in MOD’s £400 million CRENIC programme, which will deliver the next generation of electronic countermeasures to protect against improvised explosive devices (IEDs) for future force protection.
Dstl’s role involved designing an innovative technical architecture. The benefits of this include reducing the amount of time taken to upgrade as new technology becomes available, and enabling an ‘ecosystem’ of suppliers who can provide and incorporate new solutions as the capability develops. CRENIC has been held up as an example of best practice in the Defence and Security Industrial Strategy 2021.
UGVs breaking new ground
Dstl is conducting scientific assessment of the potential use of autonomous systems for resupply operations to understand how they will integrate with the wider defence logistics capability for the Army under the Joint Tactical Autonomous Resupply and Replenishment (JTARR) project.
This will inform the wider Project Theseus to “define and deliver an end-to-end, highly automated ground and air resupply network, enabled by a logistic information system; 24/7 and in all conditions.”
Separately, Dstl is exploring autonomous robotic solutions to detect life threatening chemical, biological and radiological (CBR) hazards. A demonstrator CBR sensor suite will be developed to be mounted on an uncrewed ground vehicle (UGV) to better understand the possible strengths and weaknesses of autonomous systems for CBR Recce and Survey and whether they can replace crewed vehicles.
New technologies span natural boundaries
Amphibious vehicles, bottom-crawling robots and drones with autonomous control are just 3 of the technologies being trialled under the Map the Gap competition, run by Dstl on behalf of DASA, to find new ways to help UK armed forces cross a body of water, or ‘wet gap’, safely and covertly while increasing the tempo of operations.
The prototypes are expected to retrieve vital information such as the depth and flow of the water, the distance between both banks and their respective heights and the ground-bearing capacity of the nearby land.
Diversity on the virtual battlefield
Dstl has been working with Slitherine Software and Battlefront to create a new version of Combat Mission that previously just featured white characters to represent groups from different ethnic backgrounds and use a more diverse set of accents to reflect today’s armed forces. The changes aim to open wargaming up to new audiences and ensure content is engaging and inclusive to all participants.
Largest military drone swarm
A swarm of 20 drones completed the largest collaborative, military focused evaluation of swarming uncrewed aerial vehicles (UAVs) in the UK.
The swarm consisted of 5 different types and sizes of fixed wing drones, with different operational capabilities, together with 6 different payload types, flying representative tasks. The UAVs flew simultaneous Beyond Visual Line Of Sight (BVLOS) cooperative tasks, with Blue Bear collaborative autonomy ensuring they all contributed to overall mission goals. The trial will inform and de-risk future choices and decisions about swarming drone capability. n
Rising to the CBRN challenge for the modern soldier and first responder
Soldier Modernisation talks with Chris Jackson, General Manager, OPEC CBRNe
Providing soldiers with the right CBRN protection for the threats they face has always been key, but as with any element of soldier modernisation, keeping up with changing threats, environments and situations means it is vital the soldier’s equipment can do the job. Protection for armed forces, as well as their counterparts in other sectors such as first response, requires a dynamic, innovative approach that works not only to shield them but to allow them to operate effectively.
Within the arena of those designing protective suits, including CBRN suits, recent work has focused on reducing the burden to end users, ensuring they are simultaneously protected yet able to work efficiently. The benefits in reducing thermal burden as well as literal burden are clear and come directly from end user feedback, says Chris Jackson, General Manager at OPEC CBRNe.
“Whenever we've met with major military countries and scientific advisors to those organisations, the feedback is that there actually is a greater threat from thermal burden in terms of numbers and statistics than there is a chemical warfare threat. So, you're actually going to get more casualties in a high humidity, high temperature situation from wearing the equipment than from the threat itself.”
Jackson uses the 7/7 London terror attacks as an example, where first responders and police found themselves in a high-temperature environment on the London Underground system. “Traditional systems create severe heat stress in high humidity and high temperatures. It is debilitating to lose fluids at that rate, and it results in the soldier, police officer or first responder not being able to do their job as efficiently as they would with a low thermal burden suit on. The traditional suits are difficult suits to work in for any length of time.” Add to that the fact that many soldiers are operating in environments with higher temperatures and higher humidity than London and it is clear that creating protective suits that can reduce that thermal burden on the end user is key.
The solution is the creation of a suit system that has higher air permeability, explains Jackson - something that may seem counterintuitive but was proven by expert research at Loughborough University1, published in 2010, which looked at heat gain from thermal radiation through protective clothing with different insulation, reflectivity and vapour permeability. They found that end users using a system with higher air permeability had a lower core body temperature than those using suits that are non-air permeable or had lower permeability.
The need to reduce both thermal burden and literal burden is something OPEC CBRNe has worked on, as well as developing a layered solution allowing those on the frontline to adapt their protective gear to the environment they operate in, says Jackson.
“We've achieved that mainly by suit design and the use of lighter and more permeable fabrics.” Those suits, including the two-piece Kestrel suit - the preferred CBRN garment for the Australian military - are around 30 per cent lighter than conventional suits, helping strike a balance between protection and user comfort. Such suit systems are developed from legacy products designed by OPEC CBRNe’s predecessor, Remploy.
“The legacy is inherited, and we've improved upon that. We've moved those suits onto lighter and better levels in terms of protection and comfort.”
One major step included the development of OPEC CBRNe’s Kestrel suit, moving away from the heavy, old protective systems and towards these lighter, more efficient suits, but it continues to innovate based on feedback from its end users, says Jackson. “Every time we put suits into trial with end users when it comes to thermal burden and comfort, feedback indicates ours are significantly better than conventional suits. We hear that repeatedly.”
Developments in protective equipment not only work to improve on legacy systems, but to address new threats and challenges as they arise, explains Jackson. Changes in the requirements from end users have constantly ‘ebbed and flowed’ over the years, says Jackson, but concerns over country vs country aggression in recent years has brought with it new requirements from end users. “Threats previously have been focused on small groups or terrorist groups. Now, when we have personnel from other nations coming into our country and using lethal chemical warfare agents, it makes it so much more important to advance the technology in offering both high protection and end user comfort.”
OPEC CBRNe’s team has also focused on aerosol protection, aimed at addressing newer threats involving reduced particle sizes. “Threats are constantly evolving and the weaponisation of threats of a reduced particle size is a relatively new area of concern. These threats are more difficult to protect against. In response to that, we've developed an air permeable system, which also gives aerosol protection or small particle protection.” The result is the two-piece Kite suit, which is also 30 per cent lighter whilst also providing protection from aerosol threats as well as air permeability for user comfort.
Adapting to threats as they emerge is nothing new for the company, who also developed the Viper Type 4 anti-viral suit in response to a specific request at the outset of the COVID pandemic. The reusable, highly protective coverall was designed to provide lightweight, full body coverage for first responders in healthcare, law enforcement and security operational environments where airborne, particulate and depository pathogen challenge is likely. The Viper provides protection against contaminated liquids, aerosol particulates, blood and blood borne pathogens and, critically, against viruses like COVID-19.
While changes to adapt to ongoing threats can be carried out dynamically, long-term work is also underway to continue the drive to reduce the burden of protective suits - both literally and thermally - and to allow them to be adapted to different environments faced by soldiers on the ground. That includes the development of a ‘layered solution’ that allows end users to adjust their protection up or down depending on the threat scenario.
“It makes sense to create a suit system which allows a level of versatility to match the protection level to the threat. Otherwise, it becomes highly likely that the soldier or end user is over protecting themselves and putting themselves in unnecessarily high heat-stress conditions.” n
1 Broede, Peter; Kuklane, Kalev; Candas, Victor; Hartog, Emiel A. den; Griefahn, Barbara; Holmer, Ingvar; et al. (2010): Heat gain from thermal radiation through protective clothing with different insulation, reflectivity and vapour permeability. Loughborough University. Journal contribution. https://hdl.handle.net/2134/6362
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By Jackson White, Business Development Director, Enterprise Control Systems
Innovation in defence: the next generation of RF Data Link technology
During the past year we’ve witnessed a shift in how defence organisations embrace innovations and implement new technologies. As we enter 2022, defence teams will rely more than ever on technologies to gather Intelligence, Surveillance and Reconnaissance (ISR) data for Situational Awareness (SA) so they’re better placed to identify and respond to threats and make informed decisions to ensure operational and mission success. Confronted with more sophisticated and frequent threats these teams will greatly rely on the next generation of Radio Frequency (RF) Data Link solutions – the first of which is already being deployed today.
Responding to unmanned environments
Delivering data accurately, securely, in real time, over great distances relies on the technical capabilities of Tactical Data Links (TDLs) or Data Downlinks. These securely exchange mission-critical SA data between air and land based fixed and rotary wing platforms and decision-makers in command centres. However, as the nature and frequency of threats continue to increase and the cost of unmanned systems decreases, defence organisations are demanding more agile, cost-effective and responsive options. For instance, surveillance via manned platforms can be expensive, have limited range and be complicated to instruct in the air space. Today, the appeal of drones in such scenarios is increasingly apparent.
In response, RF Data Link capabilities are being developed to take advantage of the opportunities presented by the evolving Unmanned Aerial Vehicle (UAV), Unmanned Ground Vehicle (UGV) and Unmanned Surface Vessel (USV) markets. For over 30 years Enterprise Control Systems (ECS) has designed, manufactured and supported teams in the defence sector, including with RF solutions in Counter-UAS. This technology is currently being deployed on active military and security operations across the world and used extensively within the UK home market as well as by NATO allies and global coalition forces in the defence sector.
The new RF Data Link solution: Tove
In ongoing support of the defence industry and the challenges they face, ECS has introduced a low-power, high-performance, lightweight small form factor data downlink certified to DO-160 (RTCA), designed specifically for unmanned, autonomous vehicle markets. When integrated into an unmanned system such as a drone, the Tove RF Data Link can cost-effectively distribute ISR data in air, sea or on land operations, which in some cases, require extreme ranges of up to 100 kilometres. Tove is the first in a family of low-profile lightweight form factor data downlinks developed by ECS.
Shifting to such a small form factor opens up new opportunities. With a significantly reduced profile, Tove can be added to a UAV to increase its capability or increase its endurance on a task. UAVs undoubtedly present significant cost, time and capability benefits in certain scenarios compared to carrying out the same task via high-value fixed or rotary-wing or land platforms.
Tove also benefits from Software Defined Radio (SDR) technology, allowing a seamless integration with existing ECS ground receiver infrastructure whilst maintaining robust long-range connection with rapid re-gain of the link – delivered in a lightweight form factor with a significantly reduced Size, Weight and Power (SwaP) requirements, making it the ideal UAV payload. Furthermore, this technology can be provided with a proprietary encryption and encryption management system that provides a sovereign capability to any nation’s defence and security forces, ensuring the complete protection of their data.
Increased data security and efficiency
Intelligence gathering requires the ability to share information securely, especially where such large volumes of data are transferred in real time. In this context, when it comes to Data Links, data throughput can become vulnerable to attacks as the demands from sensors and unmanned robotics grow. ECS capabilities mitigate this and ensure data security while keeping the robustness it is known for, with the Tove solution offering highly secure data transmission using sophisticated, in-house designed, encryption software.
Furthermore, Tove’s onboard high-definition, low-latency video encoder provides superior compression, reduces channel bandwidth, increases spectral efficiency, and offers best-in-class range. GPS and bidirectional telemetry data is also added to the Tove stream to provide positional information to the fixed or mobile receive stations whilst allowing for the remote control of onboard sensors. New and legacy third party sensors can be connected via various common inputs, extending the platform’s capabilities without hindering its task. Data collected by digital or analogue sensors – such as video, audio, radar, or platform management information – is securely transmitted to the ground control centre.
As well as consistently acting ahead of the threats in the defence sector, ECS understands the developments that directly affect and inform technologies – such as broadcast technology and the latest video compression trends – to ensure that the most cutting-edge developments and innovation can be deployed at speed. Equally critical is ensuring capabilities are not dependent on third party infrastructure such as LTE communications, guaranteeing a seamless data transfer in the event of a mobile network outage.
The next step in innovation
ECS’ agile approach and ability to design products in-house is strengthened by long-term reliability through proven quality management processes. Having recently been acquired by SPX Corporation and joining its TCI business division, ECS is now able to combine expertise in RF countermeasures and encrypted Data Link systems with SPX’s strengths in RF detection and location systems. Ultimately, hardware and software integration across offerings from both companies will optimise signals intelligence, paint a clearer battlefield picture and facilitate threat interdiction.
ECS is continuing to build close and trusted partnerships with defence organisations across the world to ensure they are equipped with the necessary tools and insights to confront new and emerging threats. Combined with its agile UK-based team of highly-skilled engineers and former defence professionals, the organisation’s deep expertise brings the next generation of innovations to market at speed and at scale.
While there’s a clear shift towards unmanned air platforms, interoperability between manned and unmanned platforms is a key challenge in today's security and defence environment. The ability to share data and utilise shared assets and Data Links can ultimately help inform better decisions and take the best immediate action. Tove is just the first step in ECS’ strategic roadmap of RF Data Link capabilities for miniature environments, and the next step towards greater innovation in the defence industry. n
For more information: www.enterprisecontrol.co.uk
Future Soldier unveils radical transformation for the British Army
The British Army has announced further details of Future Soldier, its most radical programme of transformation in over 20 years.
Launched as part of the Government’s Integrated Review in March 2021, Future Soldier outlines how the Army will be organised and structured in the future and how it will deal with emerging threats across the world.
The latest announcement includes details on the future Army roles that Regular and Reserve units will perform. It also outlines where the Army will be based, and when changes will take effect.
Commander of the Field Army, Lieutenant General Ralph Wooddisse CBE MC said: “Future Soldier is the next step in the evolution of the British Army; it is the most radical change for the British Army in 20 years. It will change the way we fight and operate, and make us more lethal, agile and lean. It will be underpinned by changes to structure, technology, and workforce. Future Soldier is fundamentally about ensuring the British Army is a competitive and resilient organisation able to meet the challenges of today and tomorrow, wherever they may be.”
Supporting army personnel
Future Soldier will see an overhaul of training for soldiers, with a new British Army Soldier Academy set to be launched that will sit alongside officer training delivered through the Royal Military Academy Sandhurst. Together, with a virtual NCO Academy, these will deliver coordinated foundation training for everyone that joins the British Army.
Army personnel will be given more control over their career choices as part of The Army People Plan, scheduled to be published in early 2022. A new Career Management Portal, for both Reserve and Regular personnel, will allow soldiers to apply to change their role, cap badge or trade online.
The announcements are part of a series of pioneering changes to maximise opportunities available to all Army recruits regardless of education and background. Soldiers commissioning from the ranks will not be limited on how far they can be promoted, increasing the opportunity for a Private soldier to leave the Army as a General.
A Force Mental Health Team will be established within the Field Army, who will be able to help support the promotion of mental health & wellbeing as well as provide a deployable healthcare capability in support of persistent engagement.
Ranger Regiment cap badge unveiled
The Ranger Regiment, announced in March as part of the new Army Special Operations Brigade, will stand-up from the 1st December 2021 to commence selection and training of its four battalions.
The regiment cap badge has also been revealed, taking its inspiration and spirit from the Peregrine Falcon. Fast, agile and fiercely loyal to its partner, the Peregrine operates around the world in all environments including deserts, mountains and cities.
The Army Special Operations Brigade will deploy alongside partner forces around the world to counter Violent Extremist Organisations and hostile state threats. The design for the Army Special Operations Brigade formation flash is inspired by the badge of the Special Service Brigade, which was a formation of the British Army during the Second World War.
Changes to army units
Future Soldier has been designed to optimise a force of over 100,000 personnel, with the Army’s workforce re-sizing and re-shaping over the next decade.
Army Reservists will play a vital role in delivering Future Soldier, taking principal responsibility for Homeland Protect and Resilience operations, supported by the Regular forces. The infantry will be reorganised into four new Infantry Divisions, each with an affiliated Ranger Battalion.
Deployable forces will be re-modelled around Brigade Combat Teams (BCTs), creating more self-sufficient tactical units that integrate the full range of capabilities at the lowest possible level, including artillery, un-crewed aerial systems, cyber, air defence, engineers, signals and logistical support.
A new Experimentation and Trials Group will be established in 2022 and will drive innovation and competitiveness across the force. Built around 2nd Battalion Yorkshire Regiment and the specialist trials and development units, it will lead on trialling new technologies and integrating them into the way that we will fight and operate.
The Army will target achieving a fully modernised fleet of fighting vehicles by 2030, built around a combination of Ajax, Boxer, Challenger 3, AH64E, long range precision fires and un-crewed aerial systems. An Armoured Brigade Combat Team Transition Team will minimise the disruption of replacing vehicles by synchronising the phasing out of the old fleet with the introduction of new vehicles (like Warrior to Boxer).
The restructuring and reorganisation of Army Units will occur progressively in the next 4 years and will be supported by a rebalancing of Army basing across the United Kingdom. The proportion of the Army based in Wales, Scotland and Northern Ireland will be sustained or increased.
These changes will also see the Army investing heavily in its basing through the Army’s whole-force basing plan. This is anchored on the Army’s share of a revised c.£3.35 billion Defence Estate Optimisation (DEO) Programme and a new RFCA Estate Optimisation Programme (REOP), supported by additional Army investment of over £1.2 billion in the remaining sites.
Driving cultural change
Maximising the potential of every individual in the Army will be critical to our success, as will be the creation of a culture where everyone is comfortable and empowered to perform to their very best.
An independent audit of Army culture will identify where change will be targeted, and an extension of 180/360 degree reporting to include middle-ranking officers will drive transparency and showcase the best leaders. Change will also be driven at the highest level; a review of the selection, education and training for commanders at Lieutenant Colonel and above will better prepare our leaders for the command challenges in our future Army.
Announcing the new details in the House of Commons, Defence Secretary Ben Wallace said, “Future Soldier is reinforced by the ambition outlined in the Defence Command Paper to transform the Army into a more agile, integrated, lethal and expeditionary force. We have underpinned this generational work with a £24 billion increase in defence spending over the next four years.” n
In the midst of chaos there is also opportunity
Situational awareness is defined as the perception of environmental elements and events with respect to time or space, the comprehension of their meaning, and the projection of their future status. Soldier Modernisation talks to Rich Waldrom PgA, MAPM, Business Development & Programmes Director, Kinected Solutions Ltd
The importance of Situational Awareness on the battlefield cannot be understated. Throughout history understanding the terrain has almost always played a decisive role in any battle. The battlespace of the future will be a contested space for information superiority and Situational Awareness. The first responsibility of a leader is to define the reality of the ground for their team; it is the leader’s job to interpret and translate the operating environment before stepping into a fight.
Sun Tzu states in the Art of War: “in the midst of chaos there is also opportunity”. Never has this been truer than in today’s modern operating environment. Battlefields have become increasingly congested and complex, placing an even greater reliance on reliable and detailed situational awareness. The side with the greater knowledge of the operating terrain around them will almost always have a significant advantage and will likely dominate the battlespace. Whether the adversary is a peer competitor, insurgent or criminal; the imperative for reliable and accurate Situational Awareness will not change.
Information tools will always be available to all sides, whether through technological means, expert knowledge of the terrain or good human intelligence (Humint). Situational Awareness tools and enablers are a critical element to achieving superiority on the battlefield.
Sensing the environment with Smart, low Size Weight and Power (SwaP), ergonomic and long life comm sensors will be key attributes for achieving Situational Awareness, enabling the development of pattern of life and activity awareness through advanced analytics. Ever evolving and advancing embedded processing capabilities will continue to grow and provide better opportunities to sense the environment.
In order to achieve higher level pattern awareness, sensors must be easy to use and able to integrate with other systems, including legacy platforms. Cyber and Electronic Warfare (EW) domain awareness will also play an increasingly important role in achieving Situational Awareness superiority.
The Phalanx Shield Q5i, features new cyber detection/counter-detection capability, detection ranges well in excess of current fielded systems, multiple classification types, enhanced magnetic and double the autonomy of current products. New generation highly scalable ultra-low power 15+ km line-of-sight communications back to the Tactical Operations Centre (TOC).
The i5 PIR comes in wide angle/short range or long-range pencil beam/tripwire configurations. Either as a stand-alone sensor or coupled with Phalanx Shields Q5i UGS, the i5PIR adds improved target detection and sensor queuing capability.
Phalanx Shield offers an impressive 15+ km line-of-sight direct transmission range, as well as complete Cellular, Iridium SBD-to-SBD, 4G/LTE Tactical Network (e.g. Fenix BANSHEE) or MANET Radio based beyond line-of-sight relay/repeater capability. Each sensor can be monitored using the Phalanx Shield User Interface, or Cursor-on-Target (CoT) platforms to include ATAK, WinTAK or Raptor-X.
Phalanx Shield is the next level of performance in technology, advancing capabilities beyond yesterday’s Unattended Ground Sensors (UGS). Now with cyber detection/counter-detection, advanced processing (based on machine learning algorithms), long range communication and data management capabilities. These advances open the door to artificial intelligence implementation at the gateway/server level, intelligent processing, and algorithms, while achieving lower power consumption. Reduced False Alarm Rates, reliable long-range detection, and integration with an advanced User Interface, makes Phalanx Shield the most innovative Unattended Ground Sensor system on the market today.
Increased Performance:
• Multiple target classification types
• Best in class range/sensitivity
• 3x lower power consumption – up to 18 months
Next Generation Technology:
• Cyber detection capability (optional)
• Increased scalability – 100s of nodes
• Intelligent Algorithms Processing/Machine Learning
• Capacity for AI implementation at the Gateway
• Advanced sensor/data capture
• Ultra-low power wireless – 15+ km
Flexible Employment:
• AES encryption
• Full integration with the Phalanx Shield User Interface (2.0) as well as ATAK, WinTAK & Raptor X
• Backhaul via Cellular, Iridium SBD-to-SBD (optional), 4G/LTE Tactical Network (e.g. Fenix BANSHEE) or MANET Radio based repeater capability for beyond-line-of-sight. n
For more information visit: kinectedsolutions.co.uk
Email: rich@ks1services.com
Soldier Modernisation talks to SAN Ltd's CEO, Mr Ran Nakash about the growing use of electro-hydraulic breaching in tactical operations, the importance of knowledge share in training and correct breaching gear selection
Tactical Breaching in the Battlefield
Q: With the modern war-fighter facing more and more urban situations as part of operations, building entry and clearance are a day-to-day scenario; what have been the main problems in this area?
A: There are three major elements which we would like to address in building entry and clearance operations which also highlight some of the added values we bring to tactical operators:
Mobility – Tactical operators from Police & HLS units, Firefighters & Rescue teams, Military & Special Forces are faced with multiple challenges when clearing out a high rising building. Mobility is a major challenge faced when moving from one floor to the other for partial or full apartment scans. Such missions require light yet multifunctional equipment which allows for versatility when encountering different elements in the urban environment. Being mobile and fast-moving saves lives and valuable time.
Another aspect of mobility is the ability to reach the location of the operation. Nowadays, tactical operators, especially emergency response teams, are faced with huge delays due to heavy traffic in city centres. Efficient manoeuvring capabilities via motorbikes or other light vehicles can be achieved with SAN’s equipment as it is carried on the operator’s back while heading to the location in need.
Energy – This element is divided into two aspects, the first is addressing the physical energy of the operator, or alternatively his physical fatigue. Tremendous effort is required by the operator just by climbing up the stairs and carrying equipment. Breaching a building entry and clearance in minimum time require concentration, therefore, using light yet rapid breaching equipment is essential for saving the physical energy of operators.
The second aspect is the energy (power) source of the equipment which needs to be self-sufficient and light while enabling the tactical operator to complete his mission. SAN’s electro-hydraulic breaching gear is operated by a Li-FePO4 rechargeable battery, capable of opening a minimum of 25 doors. Each system is normally equipped with 2 batteries (one battery only weighs 900 gm, so operators can carry even more if needed).
Versatility – Modern construction in urban environments is shifting to high rising buildings. Additionally, urban citizens are installing higher security doors in their homes, these two factors are creating a challenging environment for the tactical operators in their breaching operations. This increases the necessity of breaching tools which are light and provide certainty in their ability to breach any object in the urban environment. With over 15 years of operational experience, SAN’s tools have breached thousands of objects as inward, outward, rolling, sliding, zero-gap and high-level security doors in various structures, residential and commercial areas, shelters, ships, aeroplanes, trains, cars, armoured vehicles, etc. Moreover, the operator can be equipped with additional tools like cutters and spreaders in different forms which will allow them to overcome any element in the urban environment.
Q: What are the major differences for the use of hydraulic breaching instead of explosive?
A: The explosive breaching method has been common within military forces for years, yet it presents many disadvantages, for example: it may risk the target/object as well as operators due to exposure to collateral damage, i.e. "shockwave". It might injure innocent bystanders and may cause environmental damage, such as brain damage to the operator. The operators may lose eye contact with the object during the breach, the method takes a longer operation time and does not enable the operator the solution needed to handle a second door breach. In addition, explosives can't be used in undercover operations or explosive environments, such as drug labs. Approvals to use explosive in a civilian environment are very rare as it also disturbs the normal life of the surroundings or might raise liability issues when an error in identification of the target may occur. The high command also needs to take into consideration that in the long run, explosive breaching is very expensive as the explosives can't be reused and it takes a long time to reach a high professional level in this field, which also requires many additional follow-up training courses.
In hydraulic breaching and specifically with SAN electro-hydraulic tactical breaching systems, there are no liability issues as it creates minimal damage necessary to breach, the operator always has eye contact with the door while standing behind a secure location while achieving a fast breach. An additional advantage is the ability to quietly breach into a house which allows the operator to utilize the surprise element and be ready for a second door breach if necessary. Basic training takes around three days and there is very low maintenance required to keep the tool running within 100% of its capabilities.
Q: At SAN one of the areas you look at, as well as training, is specifically tailoring your range for Security Forces, Special and Tactical Forces and Police; could you talk about the main differences in needs between them?
A: At SAN our additional challenge is to identify and customize our breaching gear to suit the needs of each tactical operator. This can be found in the different kind of carriers we develop, or in the tools which we supply. For example: rescue teams will normally be equipped with our longer spreader and the Guillotine cutter which can provide them with better capabilities in the scenarios they are facing. Our individual work with each end-user helps us make the right adaptation to create the perfect fit with their gear, while also offering customized training courses at SAN's academy in Israel or at the operator's location. SAN also provides reusable training aids that were developed to train the tactical operators for every foreseeable scenario.
At SAN we have in-house capabilities from design through engineering, different manufacturing methods and disciplines which allow us to develop a customized solution in a very short time frame according to the end-user’s operational requirements. As our equipment was created FOR breachers BY breachers we are in constant discussions with the end-users to tailor the right adjustments according to their requirements. For example, accessories such as a magnet for quick work with the door breaker, special handles, different breaching tool docking placements and of course design of additional tools, such as our last development of a hydraulic piston which is designed for prison doors and bunkers.
Q: Could we talk about the history of the company and who you are supplying, both in Israel and internationally?
A: SAN Ltd. was established in 1995 with a focus on design, production, engineering and project management. In 2005 we opened our tactical breaching division to bridge the breaching capability gap shared with us by the Israeli Special Forces, who commissioned us to find a solution for them. Today, we are the biggest supplier in this sector for the Israel Defense Forces (IDF), in addition to police and firefighter units. Globally, our breaching gear is operational in special forces units in over 30 countries in North and Latin America, Europe, Asia, Australia and Africa. We cannot disclose the names of specific units due to their line of work and confidentiality agreements, but we can state that the breaching capability upgrade which we are presenting has become standard breaching equipment for special forces around the world dealing with terror attacks, hostage scenarios, war against drug dealers (DEA) organized crime, target arrests, intelligence operations, operations in remote sites, mass evacuations, disaster areas, etc.
Q: We mentioned training earlier on, how do you work with forces to ensure correct training and correct use of tools in different scenarios?
A: As SAN’s breaching gear was created FOR Breachers BY Breachers we see ourselves as a solution provider, not only a systems manufacturer. At SAN we supply tactical operators with our breaching systems, but we always try to build and improve their breaching capabilities by training and sharing lessons learned from our broad operational experience (accumulated experience of over two decades in challenging environments). Our in-house ex-special forces instructors have a rich and broad operational background in breaching from different segments which are studied by the tactical operators in our academy or travelling around the world to ensure that our systems are capable of breaching into any element in their local environments.
In addition to our basic training, we offer advance courses which are built according to the end-user unit’s activities, in order to address and train them on breaching scenarios which they have to face in their operations. We assist in analysing and constructing different local elements they will be facing and sometimes we are requested to give our advice and share our knowledge ahead of a live operation, as this is part of our ongoing support in the tactical operator’s community. n
At SAN YouTube channel over 25 videos are published, 50% of them presenting live operations -
www.youtube.com/c/SANLtdHaifa
For more detailed information, please visit SAN’s website:
www.santactical.com
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