Welcome to the new issue of Soldier Modernisation, there seems to be a bit of a buzz around modernisation at the moment, new technology, lighter systems, new connectors, better power management and the delivery of new systems into operation. So is all well in our corner of the industry? Well it’s better than it was, but who is spending the money? Your usual suspects, but also Western and Eastern European countries. It seems that due to pressure in the US the NATO allies are starting to spend and develop systems from 190 Million euros in the Benelux countries through new expansion in Germany, Poland etc.
But this is also spreading worldwide: Malaysia’s new programme, the reinstatement of the Indian programme, through to spending in Brazil, as well as New Zealand, so things are looking up and should increase throughout 2019 and 2020 .
We have some great updates throughout the journal, with articles from Rheinmetall and Thales on their new up-to-date systems, Darpa on the new technology coming in for dismounted soldier. Also from Natick and PEO on new solutions coming into those programmes and also our friends in the UK Paras.
So on to technology, after the shut down of Gatwick and now Heathrow it beggars belief that with drone killers regulary available on the market in the military that no one in airport security is up to date with this technology. We have featured the IXI Technology solution for the past few years, which can be viewed on our website at: www.soldiermod.com.
We have new products in the connector area, new sight technology, power mangement solutions etc. One of the new companies that we are working with is iTrinegy, who have a great solution to test communication systems for battle arenas before deploying, a really smart product. New and innovative armour products from our friends at Diamond Age which are really clever and also worth a read.
Soldier Modernisation will be at over 60 military events this year as media partner through our special agreements with our conference partners, we are currently discussing with Clarion about the dismounted soldier area at DSEI, which will be next to the British Army area this year.
Please use our website, www.soldiermod.com, or if you have any comments – good, bad or indifferent, please email me, we only get better through constructive criticism and good comments are always welcome.
Kind regards,
Robert Alcock
Editor, Soldier Modernisation | robert.alcock@intercomms.net
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Tap into the Power of the Next Generation Soldier System
Soldier Mod interview with Alain Tremblay of Rheinmetall Canada
The development of cutting-edge soldier systems is a topic that’s currently sweeping the globe. The “next generation” of this technology is shrouded in mystery, raising a variety of important questions as we ride the wave of its evolution: which trends will be influencing future soldier systems? How do we maintain a focus on addressing user needs while avoiding the temptation to jump on each shiny new bandwagon?
For some brief context, soldier systems exist to streamline and simplify the in-field experience for combat personnel. While military vehicles come with integrated communication systems, dismounted soldiers who travel on foot require specialized equipment to maintain razor-sharp situational awareness. The vehicle-mounted equipment is too heavy to take with them, and the engine is what powers their batteries, so a fully-mobile solution is a necessity.
What do they need? A portable system that collapses all the information they need onto a compact screen. A tool that is as lightweight as it is rugged. An instrument that can connect to various networks for increased uptime, with a battery that can take them anywhere. A piece of equipment that facilitates uninterrupted real-time communication and streamlined mission fluidity. We spoke to Alain Tremblay of Rheinmetall Canada to understand how the company’s next-generation Argus soldier system meets and exceeds these modern-day requirements.
Rheinmetall’s new system was born of a need for innovative development. “We need to listen to our customers, and in particular, the end user,” said Tremblay. “We needed to make a shift while still retaining the DNA that made Argus successful, as used by the Canadian military.” This soldier system is ready for action, fielded in multiple national and multinational operations. Rheinmetall Argus is found in mature and deployed systems around the world, including Infantryman of the Future IdZ-ES for the German Army.
According to Tremblay, to achieve this goal, it’s all about providing a customer-centric solution and asking the important questions: what types of issues are they experiencing? How can we solve their problems? How can we provide a complete solution while accommodating each customer’s needs? The answer: scalable and modular equipment.
“Every Army and department is different, so they need different systems,” said Tremblay. “This is due to their specific choice of radio, peripherals, connectivity, and more.” Rheinmetall Canada is the only organization that is not bound to a single hardware; given that Argus’ framework is completely open, it allows for non-discriminatory integration of hardware devices.
To complement Argus’ capacity for customization, Rheinmetall goes to great lengths to future-proof their soldier system as much as possible. This means updating the integrated technology as it evolves, giving clients an “insurance policy” that the system they choose will serve them well for years and years to come.
The system is engineered by soldiers, for soldiers, putting the end user first when it comes to usability, but also in terms of the system’s ideal weight. The average soldier carries 36 kilograms on their person, so the equipment added to their arsenal has to be exactly what they need, both on the frontline and in other highly challenging environments.
“Adapting our solution to any battlefield architecture means providing a seamless, reliable flow of information between all levels of command,” said Tremblay. “It also means being able to maintain operations in the most challenging of conditions.”
When it comes to collaboration, Rheinmetall is all about pooling expertise. “We are always happy to foster relationships with other companies and bring on their wisdom and know-how,” said Tremblay. “Collaborating with BAE Systems and the Broadsword® Spine® is a great example of how we are able to integrate with nearly any type of equipment. Their smart vest, with our Argus system imbedded, provides a high-tech bespoke system for the end user.”
Another partnership, this time with Ultra Electronics, has brought Ultra Lynx to life: a Soldier Worn Power Data system that aims to take the headache out of power management, effectively optimizing the system without adding any extra battery weight.
Remember – the average warfighter carries at least 36 kilograms, so each addition of weight to their physical burden needs to be backed up by an exceptional value proposition. “We need to be able to power any product so we can continue to improve on the system,” said Tremblay, “from Micro UAV’s to specific MDE’s.”
On the whole, the battlefield is experiencing a sort of “digitization” in the modern age, and it’s no small feat to ensure that all relevant systems can effectively communicate with each other that’s where Argus comes in.
“To accomplish such streamlined communication, we needed to integrate BTA, create the ability to paint a target, facilitate compatibility with different radio transmission feeds, and build a unified network with our software,” said Tremblay. “This allows every soldier to be part of server-supported situational awareness in the battlefield.”
Information is power in the battle space, according to Tremblay. From a single soldier to artillery to air power, being part of the same chain of command requires a no-fail communications system. “By keeping the important players connected, we hope to help eradicate blue on blue fatalities.”
The next-generation Argus soldier system gives the user an unparalleled capacity for communication and mission readiness, wrapped up in one lightweight, ergonomic package. And no matter what kinds of challenges the modern soldier will face on the battlefield, Rheinmetall’s future-proof technology is sure to stand the test of time.
www.rheinmetall.ca
Unlocking the Urban
The evolving nature of world conflicts has changed the battlefield from rolling plains to ruined cities. The “Urban” is now the preferred choice of battleground for non-peer enemies as they know that environment severely degrades the capability of high tech military assets, and becomes a real “leveller”.
As armies find themselves dragged into more and more urban based conflicts the ability of existing systems to operate effectively is severely challenged. It has been a long standing “Cold War” doctrine that tanks should not fight in built up areas, but this is has been overturned by the strategy of necessity. However a quick google search will demonstrate the vulnerability of tanks used on their own without infantry support in Syrian cities. The success of armour in the “Urban” depends on co-operation between mounted and dismounted assets to achieve mutual support, this is a capability not well catered for in current vehicle and equipment designs.
The Challenger 2 Streetfighter is a British Army project to produce a Main Battle Tank Concept Demonstrator that showcases what could be done to the UK Main Battle Tank to make it more suitable for operations in the “Urban”.
The tank features numerous modifications but Ultra Electronics Precision Control Systems fitted a Local Situational Awareness System (LSAS) that as well as enhancing the SA for the platform “streams” the cameras feeds so they can be viewed by the soldier systems of the dismounts working with the tank.
This streaming is achieved by the use of a wireless network, which while being considered insecure for military communications, is a cheap and effective way to “publish” video sensor feeds around the tank. The creation of this wireless bubble is also an effective bearer for video streams from other systems such as drones or Unmanned Ground Vehicles (UGV), or allow centralised viewing.
This network is not used to transmit any type of tactical information but just the video streams from cameras that are either on the tank or in its immediate vicinity.
Using the End User Device (EUD) of their Soldier System, this system allows dismounts to safely view the camera feeds from the AFVs that they are working with while using the cover provided by those vehicles. Although the range of the network is limited it does allow the stream to be viewed from local cover or to view from one vehicle while taking cover behind another. It also provides a “common” picture that allows dismounts to see what the vehicle crews can see, providing a “common” SA picture.
Not all dismounts may have a soldier system, so as part of the Streetfighter Concept a screen is fitted to the rear of the tank to show the LSAS camera feeds, either from that vehicle or from others. This also provides a centralised briefing focus prior to an assault.
Once the network has been established a rugged laptop or tablet can also be used to view the video stream. This can provide a centralised access to sensor feeds for planning or observation.
Wi-Fi was used to demonstrate this concept but this network could be created by using soldier radios to broadcast the stream if required.
Futures Command Tops 2018 Modernization Stories
By Devon L. Suits, Army News Service
The Army has initiated many changes to help modernize the service, bolster readiness and increase lethality.
Below is a list of some of the biggest modernization stories that impacted the force in 2018.
FUTURES COMMAND FINDS HOME
In July, senior leaders announced that Austin, Texas would be the new home for Army Futures Command.
Selected from about 150 competing locations, Austin offered a growing community of professionals within the science and tech industries. Further, the city hosted academic institutions with thousands of graduates in science, technology, engineering, and mathematics fields.
Back in October 2017, the Army announced its intent to create a new command to drive the service’s modernization efforts. Army Futures Command was heralded as one of the most significant Army reorganization efforts since 1973.
In August, Army senior leaders converged in Austin to unveil AFC’s new headquarters in the University of Texas System building.
During the assumption of command ceremony, Chief of Staff of the Army Gen. Mark A. Milley unfurled and presented the Army Futures Command flag to Gen. Mike Murray, the newly-appointed AFC commander.
Closing out the year, AFC unveiled its new “golden anvil” shoulder sleeve insignia and distinctive unit insignia, harkening back to former Gen. Dwight D. Eisenhower’s personal coat of arms.
MULTI-DOMAIN BATTLE
Army leaders recently released “The U.S. Army in Multi-Domain Operations 2028,” which outlines possible solutions to counter and defeat layers of stand-off created by adversaries.
Referred to as MDO Concept 1.5, the new pamphlet published by U.S. Training and Doctrine Command refines the force’s Multi-Domain Battle concept released last year.
The concept asserts that over the years adversaries have studied how the U.S. military operates. Emerging technologies -- such as artificial intelligence, hypersonics, machine learning, nanotechnology, and robotics -- have also changed the character of war.
The release of TRADOC Pamphlet 525-3-1 serves as a first step in the force’s doctrinal evolution, officials said.
MARKSMAN RIFLE & NIGHT BINOCULAR
This fall, the Army began fielding the new Squad Designated Marksman Rifle to the first selected units. A limited-user test of the SDM-R is also underway now at Fort Bliss, Texas.
The rifle is based on the Heckler and Koch G28E-110 Compact Semi-Automatic Sniper System, or CSASS, and provides infantry, scout, and engineer squads the capability to engage with accurate rifle fire at longer ranges.
Additionally, this year the Army tested a new binocular with a wireless connection to rifle sites. The Enhanced Night Vision Goggle-Binocular, or ENVG-B, is scheduled for release to selected units sometime in fiscal year 2019.
The new device has both night vision and thermal-sensing capabilities and stereoscopic binocular depth perception, providing Soldiers with an illusion of depth on a flat image.
During testing, Soldiers had a 100 percent improvement in weapons qualifications, along with a 300 percent increase in detection of targets in day and night environments, and a 30 to 50 percent decrease in the time taken to shoot a target.
Soldiers that tested the new ENVG-B considered it to be “a game changer.”
IMPROVED GHILLIE SUIT
The Army is working to replace its current Flame Resistant Ghillie System, which Soldiers consider to be bulky and somewhat uncomfortable at higher temperatures.
The new Improved Ghillie System will be modular and may be worn over a Soldier’s field uniform. Soldiers should be able to take apart the IGS and use pieces as needed.
The goal is for the IGS to cost less than the current $1,300 FRGS, and still have flame-resistant properties.
HYPERSONICS
The Army is working to develop unique hypersonic weapons, similar to precision technology currently in development by the Air Force and Navy.
Hypersonic weapons move five times faster than the speed of sound and are designed to potentially deliver a precision-guided airstrike anywhere in the world within an hour.
While the Army establishes its hypersonic program office, representatives from the Army and other services will continue to work together to develop the military’s hypersonic weapons capability.
Currently, the joint team is working to create a standard “hypersonic glide body” to provide a means to deploy a hypersonic weapon.
IP MANAGEMENT POLICY
Secretary of the Army Mark T. Esper recently approved the new Intellectual Property Management Policy to support the force’s readiness and modernization efforts.
Before the new policy, the Army lacked a coordinated strategy to secure IP rights and fulfill its long-term sustainment goals. Previous examples of the acquisition process have shown that the Army often requests either too little, or too much IP.
The new policy attempts to kick off a cultural change within the Army and create a proactive approach to IP management and acquisition.
IMPROVEMENTS TO COMMAND POST TECHNOLOGY, MISSION COMMAND
The U.S. Army Communications-Electronics Research, Development, and Engineering Center revealed 15 Soldier-vetted technologies this year designed to improve command post capabilities.
For the past three years, CERDEC’s expeditionary Mission Command Science and Technology Objective has worked to improve command post infrastructure.
Overall, the new technologies will make it quicker and easier for Soldiers to both setup and tear down a command post and will help improve command post connectivity, agility, and scalability.
ARTIFICIAL INTELLIGENCE
In the future, the Army could employ artificial intelligence to help process and simplify information, augment current or future systems, or enhance an operator or commander’s decision-making process.
Although the employment of artificial intelligence is still in its infancy, AI could aid Soldiers on the battlefield by providing leap-ahead technologies to help the force survive and win, according to Vice Chief of Staff of the Army Gen. James C. McConville.
For example, AI capabilities could control robotic loader and firing mechanisms or provide targeting recognition capabilities to support Soldiers in ground combat. Further, AI could help determine the best time to perform maintenance or replace parts.
Overall, AI is one of the Department of Defense’s top priorities. The development and implementation of AI will be a critical component of other DOD priorities such as hypersonic weapons, and autonomous ground and air unmanned systems.
NEUROSTIMULATION
The U.S. Army Natick Soldier Research, Development and Engineering Center has been experimenting with neurostimulation at the Center for Applied Brain and Cognitive Sciences in Medford, Massachusetts.
Volunteers in the program have shown an increase in ability or attention span, improved navigation performance, or enhanced motor skills when participating in a series of controlled tasks within a testing environment.
Further, Soldier participating in the program shortly after initial-entry training have shown signs of accelerated learning. This increase in learning has the potential of closing the gap between low and high performers on specific tasks.
NETWORK
Strengthening the Army’s network against increasing cyber threats, all while making it accessible across each level of the Army, has become a crucial point of emphasis for Army leaders.
With network modernization as a top priority, the Army has set initiatives to develop an integrated network to win battles in peer-contested environments and work toward joint coalition interoperability.
Moving forward, the Army plans to scale the integrated network to brigade-sized formations. The service will start fielding formations in 2020. nWi-Fi was used to demonstrate this concept but this network could be created by using soldier radios to broadcast the stream if required.
Breakthrough Technology Makes Connectivity EASY
The Fischer LP360TM connector offers a unique and breakthrough plug & use technology able to fulfill urgent needs for connectivity solutions that are easy to mate, easy to clean for end users, and easy to integrate for design engineers.
Fischer Connectors continues to push the boundaries of technological innovation that fulfills customers’ needs for connectivity miniaturization, high-speed data transmission, sealing and ruggedness.
Now, with its brand-new product line the Fischer FreedomTM Series and Fischer LP360TM connector, it meets the needs for interconnect usability and integrability in portable and wearable devices, and, by extension, in the Internet of Things (IoT).
The importance of connectors and their cabling to the functioning of electrical devices is critical. Should a single connector malfunction, the equipment and electronic system breaks down. It is vital, therefore, to provide design engineers with high-end, high-performance and highly engineered connectivity solutions in order to meet their urgent needs for easy and smart integration. In that sense, the connectivity industry is instrumental to driving innovation in the electronics world in general, and for the defense & security industry in particular, within its Dismounted Soldier Systems and Future Soldiers programs. In networked wearables sharing a common power and data bus, connectivity is a key innovation driver, helping to make devices smaller, lighter and smarter while maintaining or enhancing their performance.
In the Defense & Security environment, the innovations provided by the Fischer LP360TM connector enable design engineers and integrators to easily integrate connectors and cabling into the portable devices and those body-worn by soldiers in their armor and tactical vest, such as: cameras, weapons sights, switches/hubs, night vision goggles, radio and radio microphones embedded in helmets, sensors, light, GPS, and batteries hidden under armor to charge nanodrones designed to silently reconnoitre enemy positions.
The Dismounted Soldier Systems and Future Soldier programs have been working for years to make the soldier “connected”. Sharing information in real time about the area he is operating in will make him more effective and bring faster and safer mission execution.
The Fischer FreedomTM Series fulfills two urgent needs: 1) optimized cable management, 2) shared data & power bus.
Optimized cable management
The Fischer LP360TM connector eliminates the key code, meaning it can be plugged and routed in any direction, ensuring that the cable on the vest can always go straight to the device. No more twists and turns means shorter cables in the kitted equipment. This also eliminates tangles, reduces clutter and increases usability, making equipment lighter and faster to set up.
As the Fischer LP360TM has no key code, it offers 3600 mating “freedom”, meaning it can be plugged and routed in any direction, ensuring that the cable can always go straight to the device. No more twists and turns means shorter cables in the equipment body-worn by dismounted soldiers, healthcare professionals or patients, civil engineers, surveyors and operators, and law enforcement officers and security guards.
Shared data and power bus opens up new opportunities in smart clothing and IoT
The usability as well as the integrability of the Fischer FreedomTM Series connectivity solutions contribute to making wearable devices smaller, faster and smarter – and, ultimately, to making high-performance and smart clothing a reality.
The Fischer FreedomTM Series enables design engineers to build an intelligent vest which works as a hub with multiple portable and body-worn devices connected to a shared data and power bus. Clutter is reduced and usability increased, making equipment lighter and faster to set up. These benefits also open up further opportunities in the Internet of Things (IoT).
Usability is threefold: “easy mating”, “easy cleaning” and “easy integration” are fundamental to the Fischer FreedomTM Series:
The Fischer LP360TM makes life easier for end users by reducing cognitive, weight and reliability burdens thanks to:
1. Easy mating. Mating the lightweight and compact LP360TM connector becomes as easy and intuitive as buttoning up a vest – without compromising on the high-performance reliability required in harsh military environments.
2. Easy cleaning. The connector is fully cleanable (both plug and receptacle), and is easy to use and maintain, with a faster set up and improved durability.
Integrability is the capability and versatility that Fischer Connectors’ direct customers, design engineers, need in order to easily and seamlessly integrate connectors – with or without cables (as explained below) – into the multifunctional devices that are part of the modern soldier’s armor and tactical vest.
3. Easy integration. Thanks to its compact and low-profile design – which is also MOLLE compatible – the LP360TM connector is easy to integrate into clothing with devices and subsystems; via the panel-mounted plug interface, cables can even be removed completely, and the connector can be directly integrated into the housing of the device, for example a camera or a sensor.
Wim Vanheertum, Director of Product Management at Fischer Connectors, explains: ”The Fischer FreedomTM Series offers a unique connectivity solution that has been thought of and designed entirely from the outset for the benefit of our customers. It fulfills in a unique way the need for usability and easy integration that our customers, the design engineers, constantly express – and also our customers’ customers: those who use the applications they have designed. Our breakthrough lightweight, compact, extremely reliable and intuitive solution is easy to integrate into applications operating in diverse and challenging environments, including portable and wearable electronic ecosystems delivering power and data with optimized cabling: the cable can always go in a straight line to the device, without any twists, turns and tangles. In certain applications, the need for cable can be eliminated completely when the plug is integrated directly into the housing of devices such as a camera, a sensor, a light, or a GPS. It offers, in that sense, the “wireless (cable-free) without the hassle of the wireless” and thus paves the way for further expansion into breakthrough connectivity solutions for the Internet of Things (IoT).” Vanheertum concludes: “The creation of a brand-new product line with breakthrough connectivity technology at its heart, as embodied by the Fischer Freedom™ Series, isn’t something that happens every day. It’s an exceptional honor for me to have managed this product development and to plan the future expansion of this new product line.”
Thanks to these innovations, the Fischer FreedomTM Series facilitates integration, maximizes usability and optimizes cable management for a wide variety of applications within markets such as defense, security, medical, industrial and civil engineering – to name just a few.
“Our core mission at Fischer Connectors is to make our customers’ lives easier with a collaborative approach and tailored connectivity solutions,“ says Jonathan Brossard, Fischer Connectors Group’s CEO. “The creation of the Fischer FreedomTM Series is evidence that our mission actually strengthens our customers’ abilities to design for their markets. Reimagining connectivity like we’ve shown in the new Fischer Freedom™ Series allows those customers to turn their ambitious ideas into solutions that fit their world and help them break into new markets as well.
Superior Connection in All Conditions
Soldier Modernisation looks at TT Electronics connector
2019 will see the introduction of more complex vest systems, which will carry more varied equipment, coming from numerous suppliers. Though this will be welcomed by the troops themselves, this has brought with it numerous problems for the prime contractors in that connection on the vest systems is critical, not just in terms of correct working of the system itself, but ease of connection and disconnection of the varied products. With many companies providing products in this field to many different militaries it is important to view the many options which are available.
TT Electronics, AB Connectors designs and manufactures leading edge connectivity solutions for today’s soldier-borne systems which include personal and tactical radios, tablet PDAs, active hearing protection, push-to-talk headsets, personal area networks and much more, with features such as magnetic connectors that help reduce weight as well as the cognitive burden of using such equipment.
TT Electronics have released three new products for the dismounted soldier market: Miniature MIL-DTL-38999 MABAC series, miniature push pull connector Mil-PP and a new ground breaking magnetic connector, mag-Net.
mag-Net® magnetic textile mounting
Wearable electronic soldier systems in harsh environments require invisible power and data connectivity. mag-Net® is a ground breaking connector solution that provides incredible ease-of-use and reliability.
Unlike circular barrel connectors, mag-Net® is a robust, flush rectangular solution with a self-aligning, automatic magnetic latching system, enabling the easiest one-handed blind mating.
• Auto-aligning, self-coupling, mechanical latching
• Allows direct connection of equipment to garments
• For power and high-speed data transmission
• Ultra-lightweight
• Fully environmentally sealed mated and un-mated.
• Flush flat receptacles with abrasion resistant design.
• Specifically designed for garment mounting; to vests or load carriage systems
MiL-PP ultra-lightweight push-pull:
• Very robust for in theatre field use
• Excellent weight savings
• Very high density contact arrangements
• High speed data compatible inc USB and Ethernet
• Fully immersion proof, and sealed to IP68
• Improved key way system, for easy blind mate
MABAC micro circular threaded and bayonet:
• Coupling systems as 38999 series 1 & 3
• Integrated backshell
• MIL 39029 crimp contacts (#22 & #26)
• 100% scoop proof
• Plating finishes as per MIL 38999
• Smallest solution providing real 38999 performance
The world’s demand for electronics is increasing as new technologies, with a higher dependence on complex components, are being adopted by a broader customer base. This growth provides TT Electronics an assured future as we focus on efforts to deliver excellence in customer service and quality products to these markets. From our strong UK base, the company has achieved truly global reach. We have established technical and manufacturing facilities in strategic countries maintaining the successful formula of close liaison with our customers in all major overseas markets.
In addition, through strategic relationships with Original Equipment Manufacturers around the world, we are now in the enviable position where we gain double benefit - from growth in their markets and from the increase in the electronic content of end products.
Find out more: info@ttelectronics.com
or visit: www.ttelectronics.com
Squad X Improves Situational Awareness, Coordination for Dismounted Units
Portable, integrated systems allow infantry squads to detect threats and synchronize manoeuvres, extending combat power with fewer people
The first test of DARPA’s Squad X Experimentation program successfully demonstrated the ability to extend and enhance the situational awareness of small, dismounted units. In a week long test series at Twentynine Palms, California, U.S. Marine squads improved their ability to synchronize manoeuvres, employing autonomous air and ground vehicles to detect threats from multiple domains – physical, electromagnetic, and cyber – providing critical intelligence as the squad moved through scenarios.
Squad X provides Army and Marine dismounted units with autonomous systems equipped with off-the-shelf technologies and novel sensing tools developed via DARPA’s Squad X Core Technologies program. The technologies aim to increase squads’ situational awareness and lethality, allowing enemy engagement with greater tempo and from longer ranges.
The Squad X program manager in DARPA’s Tactical Technology Office, Lt. Col. Phil Root (U.S. Army), said Experiment 1 demonstrated the ability for the squad to communicate and collaborate, even while “dancing on the edge of connectivity.”
The squad members involved in the test runs praised the streamlined tools, which allowed them to take advantage of capabilities that previously had been too heavy or cumbersome for individual Soldiers and Marines to use in demanding field conditions.
“Each run, they learned a bit more on the systems and how they could support the operation,” said Root, who is also program manager for Squad X Core Technologies. “By the end, they were using the unmanned ground and aerial systems to maximize the squad’s combat power and allow a squad to complete a mission that normally would take a platoon to execute.”
Two performers, Lockheed Martin Missiles and Fire Control and CACI’s BIT Systems, each are working on different approaches to provide unique capabilities to enhance ground infantries. Manned-unmanned teaming is critical to both companies’ solutions.
Marines testing Lockheed Martin’s Augmented Spectral Situational Awareness, and Unaided Localization for Transformative Squads (ASSAULTS) system used autonomous robots with sensor systems to detect enemy locations, allowing the Marines to engage and target the enemy with a precision 40mm grenade before the enemy could detect their movement. Small units using CACI’s BITS Electronic Attack Module (BEAM) were able to detect, locate, and attack specific threats in the radio frequency and cyber domains.
Experiment 2 is currently targeted for early 2019.
OMNETICS: the Leader in Ruggedized Miniature Connectors for Military Applications
Bob Stanton, Director of Technology
Modern soldier electronic systems are being developed and deployed at a tremendous rate. Key parameters include short run interconnections, high portability, small size, low weight, rugged performance and higher speed electronics. Combining all of those parameters within one operating interconnection unit takes a lot of engineering, which is where Omnetics comes in. Quick and efficient engineering is completed to meet the objective of the application needed for the mission. Often times, system designers consider ruggedized connectors currently available, and when existing products don’t meet their application requirements, must consider modified connector designs. They may be needed to meet the challenge of their new products and how they are used.
Omnetics assists by not only offering samples of the standard connectors for evaluation, but will have a “solid model” design team leader work directly with you to modify the interconnect design to meet your requirements. New connector formats evolve and the changes can be reviewed with those involved directly in the electronics they will be used with. Omnetics begins by using proven connector components from existing QPL certified and military tested connectors. Omnetics connectors employ a BeCu (beryllium copper) spring pin to socket system in their rugged interconnects proven to exceed the shock and vibration testing in Mil. Spec 83513 and 32139. A new connector can be formatted quickly for early field testing with assurance it will perform well in the battlefield arena.
Keeping the modern armies of the world up to date is a daunting challenge. As silicon and other chip capabilities evolve, we see a wide range of new technologies that can support military missions more rapidly than in the past. Whatever the electronic application, first and foremost is assuring the highest level of signal integrity being processed during field operations. In all cases, constant signal availability and quality is required in harsh and rugged environments. Cables are designed specifically for the application and environmental requirements, such as high flexibility through long range thermal and U.V. exposure, as well as their ability to handle various signal types. In some cases, the cable designs are very niche specific and other times they serve multiple units on the soldier.
Modern soldier signal technologies can vary and have various critical performance parameters. Omnetics’ USB capable connector and cable designs work with Black Diamond’s Hub and Power management systems and have exhibited positive performance for dismounted soldiers in the field. Miniature circular connectors are used to route high performance signals to and from processing units worn by the soldier in the field. Today’s high end vision systems range from long range surveillance devices to weapon mounted LIDAR scopes. LIDAR produces a lot of data in a short time for image processing. Omnetics maintains a special cable group that designs high speed differential twisted pair cable and connectors. These Micro and Nano connectors offer Gigabit signal processing with exceptional low loss by matching cable impedance to the driver and receiver circuits. Completed testing and certification of our performance is readily available via our signal integrity engineer.
With cyber and EMI interference and/or detection becoming a critical element in the battlefield, soldiers and their equipment must remain electronically invisible and yet continue to be functional in their environment. In response to this, Omnetics offers fully shielded and tested cable that are interconnected to full-metal back shells for full body cable isolation from outside effects.
Omnetics’ Micro cable and connector designs serve troops wearing biosensors and environmental warning detectors that can be interconnected with flat-format connectors that are designed to fit within and match the uniform. The Omnetics COBRA connector is aimed at soldier modernization programs such as Broadsword. The COBRA low profile interconnect system is designed for simplicity, easy cleaning and attachment to various soldier worn clothing and equipment with the ability to be attached to the molle strap or be sewn directly into the uniform.
Beyond the dismounted soldier, Omnetics is heavily involved in soldier-hand-launched UAVs that are often used for short distance surveillance. Micro-D and Nano-D connectors handle multiple signals, power and even RF cable when designed into the format. The Micro sized connectors are built to be rugged and lightweight in order to maintain reliable signal processing during the constant vibration often experienced in small unmanned aerial vehicles.
Hybrid connectors are designed to combine larger power pins and smaller signal pins within one connector and cable system. These tailored designs are rapidly appearing as a standard format and often used in new designs. They range from dismounted soldier circuits to designs for UAV (unmanned aerial vehicles), helicopter and portable surveillance electronics. Custom cable design offering SWaP (small, low weight and power) has come of age as rapid cable design and processing is now readily available. Connectors are quickly designed to match the multiple signal demands of the electronics by modifying the insulators within standard connector shells and shapes of shells. Omnetics has taken a lead in offering rapid design review of new format of these hybrid cable to connector systems.
When designing Micro and Nano sized cable and connector systems used in advanced systems, consider Omnetics. Our advanced design group works directly with your engineers and forwards early designs to our fast-turn product development group. Early samples give the system designer a big advantage in formatting and modeling our next generation soldier electronics package.
Please contact our sales team at: www.omnetics.com
STAS – Open for Business
By Craig Taylor, Head of Marketing Communications, Excelitas Qioptiq
£3.7m STAS Facility designed to deliver vital support to the British Armed Forces has been opened by Major General Colin McLean CBE, Director Land Equipment.
Back in the early part of 2017 UK Minister Harriett Baldwin announced the award of an £82 million MoD contract to Qioptiq. The award would see Qioptiq in St. Asaph, North Wales provide support for surveillance and targeting equipment to the UK Armed Forces over the course of the six year contract. This would ensure vital mission critical equipment is available to UK personnel around the globe.
On the 9th May 2018 a brand new, state-of-the-art £3.7m facility was declared open by Major General Colin McLean CBE, Director Land Equipment at the MoD’s procurement organisation, Defence Equipment and Support. Major General Colin McClean, said: “This exceptional facility will ensure our Armed Services have the Surveillance and Target Acquisition devices they require, be it in training or on the battlefield, today and in the future. DE&S worked innovatively with industry and our customer to secure an exceptional solution that has resulted in a reduction of cost to the tax payer, as well as also securing the future of a world-class engineering capability here in the United Kingdom.”
Work under the new STAS contract merges 20 individual support contracts into one, saving the MoD £47 million over the next six years. The contract covers equipment used right across the UK Armed Forces delivering capability to all three front line commands. Chief Executive Officer of the MoD’s Defence Equipment and Support organization, Tony Douglas said, “Crucially, the STAS contract will deliver improved support to Her Majesty’s Armed Forces.”
The Surveillance and Target Acquisition Support (STAS) contract with Qioptiq will provide:
• An Integrated Logistic Support (ILS) capability for over 50 types and 200 thousand pieces of battle-winning STA equipment out to 2023 and beyond
• A flexible, firm priced, fit for purpose and value for money support solution
• Our troops with the equipment capability they need to stay safe
Major General McLean unveiled a plaque commemorating the opening. Others in attendance included Major Gareth Davies - Chief of Staff, James Hennessey – STAS Project Manager, Colonel Paul Armstrong - Army HQ, Sue Towell - Supply Chain Manager, Dickie Davis - Deputy Director, Adv Materials & Manufacturing (Welsh Gov), others included representatives from Industry, Cardiff University and the Reserve Forces & Cadets Association. Excelitas Qioptiq where represented by Doug Benner – EVP Defence and Aerospace, Peter White – MD at St. Asaph and VP of Land Equipment, Chris Bigwood – VP Advanced Optronics, and Phil Ainscough – STAS Director and others. A tour of the facility, product and capability briefings, and video presentations where also included as part of the event.
Peter White, Managing Director at Qioptiq said, “For this opportunity we acknowledged we needed to take a more collaborative approach, which has helped secure a major contract from UK MoD to support equipment vital to the safety of our soldiers in front line operations.”
Welsh Government played an important role in supporting the growth and expansion of Qioptiq in St. Asaph, North Wales by investing in the new purpose-designed facility, which opened next to the current Qioptiq plant in the St. Asaph Business Park. Economy Secretary Ken Skates commented, “Qioptiq is one of our most innovative, high-value manufacturing companies working in a priority sector. The partnership has significant economic impact on the local economy through local employment and supply chains.”
Welsh Government also supported Qioptiq by co-founding the innovative Knowledge Transfer Partnership (KTP) toolbox – developed by Cardiff University for Qioptiq. Experts from Cardiff Business School spent two years developing the toolset to improve Denbighshire-based Qioptiq’s inventory forecasting operations.
This approach is innovative and affective but the concept is nothing new for us. Qioptiq has long been considered the in-service support partner for many of our customers around the world. With 30+ years of experience in providing tailored through life support solutions designed to optimise our service levels and value for money, driving down overall cost of ownership with resilient support solutions integrate seamlessly with our customers supply chain.
The Qioptiq Mission:
• To deliver a fully integrated support service that totally satisfies the customers’ needs
• Qioptiq has the skills, experience and commitment to meet the challenges of Customer Services – today and in the future
• Tailored to provide flexible, cost effective, Customer-focused services
• Applied by experienced, highly trained staff with widely acknowledged expertise in all aspects of support
• Working in partnership with the customer to drive down costs across the life of the equipment
• Maximise equipment availability Guarantee continuous through-life customer service
Doug Benner, Excelitas Executive Vice President Defence and Aerospace said “it is an honour to be selected for the STAS contract. We appreciate the confidence the UK MoD has placed in us. This selection will allow us to continue the mission of ensuring STA equipment is available to the end user when needed. Whether serving defence ministries around the world or meeting the critical requirements of the world’s largest defence prime contractors, Excelitas’ Defence and Aerospace mission is “Keeping our Troops Safe” with the best technology/products/services.”
Excelitas’ Qioptiq is a recognised, first-tier supplier to many of the defence and aerospace sector’s leading companies with a product range that includes some of the most sophisticated advanced optical technologies ranging from Night Vision Sights... to Head Up Display Optical modules... through to Space Components. Excelitas Technologies is a US corporation with locations throughout Europe, Asia and North America employing more than 6000 people. It employs over 500 people in North Wales on two sites at St Asaph and Bodelwyddan. Qioptiq are proud to provide in service support to the UK MoD’s Surveillance Target Acquisition and Night Observation (STANO) equipment supply chain.
For more information visit: www.qioptiq.com
British and French Paratroopers Ready for Joint Operations
British and French paratroopers are showing their readiness to deploy together on joint operations
Across two demanding weeks (12-21 Nov) in south west France, Exercise Falcon Amarante tested the Airborne Combined Joint Expeditionary Force (A-CJEF) – a partnership between 16 Air Assault Brigade and 11e Brigade Parachutiste. The two brigades provide the airborne rapid reaction forces for their respective armies, and the A-CJEF has been trained and ready since 2013 to deploy on short-notice operations ranging from war fighting to disaster relief.
Exercise Falcon Amarante is the A-CJEF’s annual test exercise, taking place this year under 11e BP’s command. Some 650 British troops and 170 vehicles of the 3 PARA Battlegroup - built around the airborne infantry of 3rd Battalion The Parachute Regiment bolstered by artillery, engineers, medics, signallers and logisticians – took part.
British troops were paired with the 3e Regiment de Parachutistes d’Infanterie de Marine as the A-CJEF, with US paratroopers from the 173rd Airborne Brigade working alongside. After mission planning and reconnaissance, the exercises started in earnest on with some 600 British, French and US paratroopers jumping onto the Caylus training area near Toulouse. From there, a series of simulated missions tested the skills and capabilities of the 2,000-strong force.
General Patrick Collet, Commander of 11e BP and the A-CJEF for the exercise, said:
“We are working to develop a fine understanding and a real ‘operational culture’ between our units, with a mutual knowledge of equipment, procedures and language with a view to future joint commitments. The common state of mind and the powerful historic links between British and French paratroopers are a key factor in the success of A-CJEF, which is interoperable and ready to engage anywhere in the world.”
Colonel Andrew Jackson, Deputy Commander of 16 Air Asslt Bde, served as the A-CJEF’s deputy commander for the exercise. He said: “The A-CJEF is a mature partnership between British and French airborne forces, and with our shared role and ethos as paratroopers it is a natural fit. Exercise Falcon Amarante has been a great opportunity to work together on a demanding and realistic mission. It has refreshed and reinforced the links between us, demonstrating that we stand ready to deploy together now.”
Lance Corporal Ruaidhri Bird, 28 from Edinburgh, said: “I’ve trained with French airborne forces a few times before and it’s always been a good experience. They’re pretty much the same as us in terms of their role, skills and approach and we get on well together. There is a bit of a language barrier, but we can work through it on the ground and paratroopers always manage a bit of banter!”
Lance Corporal Craig Vessey, 24 from Looe, Cornwall, said: “We can always benefit from training with other armies. It’s very unlikely that we would ever go on an operation without allies, so it’s best to get to know each other beforehand. Also, as soldiers, we all do the same job but everyone has their own quirks. Working with other armies and looking at how they operate gives us a wider perspective and helps makes us better soldiers.”
Advanced Hearing Protection Technology Designed to Preserve, Protect and Enhance
Soldier Modernisation interview with Craig Mackey, Manager of Military/Federal Global Business Development, OTTO Engineering
Hearing loss and tinnitus (ringing in the ear) remain among the most prevalent military-related disabilities for veterans. Exposure to harmful noise levels is an inevitable part of being a soldier, but hearing loss due to overexposure to noise does not have to be a foregone conclusion. Craig Mackey, Military/Federal Global Business Development for OTTO Engineering, answered our questions about OTTO’s dedication to protecting soldiers’ hearing in the field.
Q: Mr. Mackey, How would you introduce OTTO Engineering to Soldier Modernisation readers?
A: The truth is, most SoldierMod readers are probably very familiar with the quality and performance of OTTO’s products; they just may not know the products are made by OTTO Engineering. For nearly 60 years, OTTO has designed and manufactured precision control products for demanding applications and environments. The OTTO Controls division supplies all types of switches, grips, joysticks and more to major military manufacturers. OTTO products can be found in weapons systems, robotic/unmanned equipment, armored vehicles, military fixed wing and rotary aircraft and NASA’s manned space missions.
OTTO’s tactical radio communications accessories are trusted by military forces worldwide. What’s more, seven of the eight major two-way radio manufacturers rely on OTTO for accessories for their products. The OTTO Communications’ product line includes tactical communication headsets, push-to-talk (PTT) systems, speaker microphones, cable assemblies for connecting accessories to radios, tactical surveillance kits and wireless intercoms for virtually all radio platforms. OTTO is recognized for excellence by military, law enforcement agencies, public safety agencies, retail and commercial customers worldwide.
Q: Why is OTTO focused on hearing protection for soldiers?
A: It is well-documented that hearing loss is a problem in the military. In the USA, tinnitus and hearing loss are the top two service-connected disabilities according to the U.S. Department of Veteran’s Affairs 2017 Annual Benefits Report. Nearly 16 percent of new disability claims in 2017 were for some type of hearing dysfunction caused by military service. That’s more than the claims for limited motion injuries to the knee, back and arm combined!
Whether in training or in active combat, soldiers are continuously exposed to noise levels significantly higher than what is deemed “safe” to avoid hearing damage. Generally acceptable noise levels range from 82dB to about 115dB depending on the number of hours of continuous exposure during a day. It’s safe to say military weapons emit noise levels about 150 percent higher. That’s not to mention exposure to the continuous high-noise levels in armored vehicles or other machinery.
OTTO Engineering has industry-leading expertise in high-NRR (Noise Reduction Ratio) headsets including advanced in-house acoustic and reliability testing capabilities, that puts us in a great position to address the problem of hearing loss in the military.
Q: Hearing protection is not new. What is OTTO bringing to the category?
A: A soldier’s sight and hearing combine to detect, locate and recognize the enemy. Many headsets use traditional passive hearing protection to cover or plug the ears to keep damaging loud and percussive sounds from reaching the sensitive inner ear. The problem with passive hearing protection is that it also blocks nearby, low-frequency sounds, and thereby hinders the ability for soldiers to maintain awareness of their surroundings. Many soldiers don’t like wearing the traditional headsets because they feel, and understandably so, the inability to hear those quiet sounds could impact their safety.
OTTO collaborated with tactical operators worldwide to design and engineer advanced headset technology that actively reduces loud sounds to safe levels while enhancing the low frequencies. The NoizeBarrier™ Headset product line incorporates this new technology. NoizeBarrier™ headsets provide unsurpassed situational awareness with a three-dimensional, 360-degree soundscape where low-frequency sounds, including normal speech, can be heard clearly, even in the midst of loud, continuous machinery noise or impulse noise situations from gunfire or blasts.
Q: Does the NoizeBarrier™ technology have any affect on radio communications?
A: Clear, concise radio communications during tactical operations are critical to the safety of today’s soldiers. To protect hearing, many traditional headset systems indiscriminately distort and cut-out (“clip”) to bring sound to safe levels when the noise levels in the surrounding environment are too high. Essential transmitted messages can be fragmented or even lost, which clearly jeopardizes safety and mission success.
OTTO’s NoizeBarrier™ headsets automatically adapt the incoming sound to be heard above the surrounding noise level in a manner that is seamless to the user. Loud and impulse sounds are suppressed to internationally-accepted safe levels while normal-level sounds, nearby conversation and radio communications are easily heard without clipping or shut-down of the situational awareness functionality. The user experiences more natural hearing across a broader frequency range. In short, soldiers can simply hear better for greater safety without damaging their hearing.
Q: Is there anything else that makes OTTO stand out?
A: OTTO headsets and our other two-way radio accessories are compliant to MIL-STD-810G and MIL-STD-461. Most manufacturers serving the military are required to be ISO Certified, but it’s important to note that OTTO has maintained its ISO 9001 certification for 22 years. OTTO is also RoHs Certified, ATEX Certified, ITAR registered and Berry Compliant. All these certifications mandate explicit quality assurances for our customers. OTTO goes beyond the mandates to deliver product innovations driven by our customer’s needs.
OTTO takes product quality to the next level with our own onsite acoustic performance and product reliability testing labs, in which every product is thoroughly examined under realistic use conditions. Our extensive testing process ensures our customers can trust that our products will provide superior, dependable service in the field.
Q: What products are included in the NoizeBarrier™ product family?
A: NoizeBarrier™ TAC Headset is the choice of warfighters in need of maximum tactical hearing protection with full communications capabilities. The versatile headset can be configured to meet a wide variety of comms needs, ranging from single radio and push-to-talk (PTT) options to multi-channel, multi-radio options controlled by the OTTO Multi-Port Hub PTT.
NoizeBarrier™ Range SA Headset is the premier headset for conventional and tactical firearms training and other situations requiring hearing protection without radio communications capability. It combines military-grade performance with industry-leading hearing protection.
NoizeBarrier™ H3E Headset is a lightweight, low-profile, in-ear headset that provides an NRR of 28dB for exceptional hearing protection. The NoizeBarrier™ H3E is used with the OTTO Multi-Port Hub PTT to provide mission-configurable and modular control of as many as three unique communications platforms, each with a separate Push-To-Talk (PTT) button.
OTTO Multi-Port Hub PTT connects up to three individual communication devices to a single headset. The small, lightweight Hub has PTT buttons for two-way radio communications and controls the volume levels of the situational awareness (talk-through) functionality of the attached OTTO headset. Transmissions from each communications device are directed to specific ears in the headset to help warfighters maintain clarity and focus during critical operations. The Hub is compatible with all major radio platforms.
For more information, please visit: www.ottofedmil.com
Soldier Systems: An Integration Challenge Like No Other
John Foley & Amyas Godfrey
For many years people have talked about ‘Soldier Systems’ when referring to equipment for dismounted soldiers. However is the title ‘Soldier Systems’ in regard to how the equipment carried by a soldier interacts, a true statement? Is it a system? And if not true today can we ever deliver a true Soldier System that interacts and works like a system? Who is responsible for ensuring that the system, and its various elements, all work together as a system and deliver a desired capability? How does the military ensure that the future addition of capability does not have adverse impact on the system? Most importantly, who ensures that the system is there to serve the soldier’s needs and the soldier isn’t there just to carry the system?
With a wide product portfolio of Soldier Equipment, years of experience in delivering Soldier capability, and a ‘first principles’ design Thales UK now feel that they have got the right approach to delivering the Soldier System of the future. From concept to design, development and potential delivery this is an integration challenge unlike any other.
The Soldier System: A True System?
A system, to use one definition, is ‘a set of things working together as an interconnecting network, forming an integrated whole’. Most people would agree that the equipment carried by soldiers today does not currently work together ‘as an interconnecting network’ in and of themselves, except in small parts, but rather needs the ‘connection’ to be carried out by the soldier themselves. It is certainly a long way off from being considered an ‘integrated whole’.
Whilst you could argue that most modern militaries soldier equipment is physically integrated as a system (a rifle sight fits onto a picatinny rail) or tactically integrated (the magnification of the sight is appropriate to the range of the rifle) it is still largely true that the integration of information or data between items of equipment is done in the soldier’s brain. The arrival of Smart Phone-like End User Displays (EUDs) has started to take on some of this processing, but not in any real integrated manner. The brain is still largely the processor of the current Soldier System.
The Soldier Systems equipment market over the last twenty years reflects this. There are three types of equipment procurement, roughly sitting on a progressive timeline but with significant overlaps dependant on customer, they are; Equipment Procurement, C4ISR Procurement, and Capability Procurement, all of which have been and still are referred to sometimes as Soldier Systems.
Equipment procurement is the simple procurement of soldier equipment with, if well done, conscious ‘overarching and interlocking’ capabilities, procured in a systematic way which should increase capability beyond the sum of the parts when delivered together with training. Militaries have done this for the last 100 years and will continue to do so.
C4ISR Centric Procurement began to appear with advances in technology especially around mapping, EUDs, and communications. C4ISR focused procurements look to deliver better Situational Awareness (SA) and connectivity to the soldier. However all of the systems of this type delivered to date within this category have been ‘locked down’ systems and either do not allow additional capability to be added by third parties or are proprietary in their software applications. In this way they are not true ‘Soldier Systems’ but rather C4ISR or Dismounted Situational Awareness (DSA) Systems.
Increasingly we are also seeing the procurement of ‘packets of capability’, which may be an STA system, or a lethality package consisting of a few connected elements, or something else. But these ‘packets’ are still essentially Equipment centric and do not form part of an integrated whole, or Soldier System.
Initially referred to as Man-Worn Power and Data (MWPD), now more often called Soldier Worn Power and Data (SWPD) this concept of a true Soldier System allows the user in principle to share data from any connected device, utilise that data in Software Applications, share and manage power between the devices, and add/attach additional devices (3rd party or future) into the system. It is in effect the soldier’s equivalent of what we have come to expect in our homes and offices where devices, bought from different suppliers, can connect, share data and generally make multi-step processes easier.
Receiving an image by phone and then sending it to your printer is a good example of this where the communications bearer (4G), interconnection hardware (router), WiFi, phone, Apps and printer are supplied by different manufacturers. However, they all recognise the same software programmes (or interact with other programmes) and share data even when the image has been sent by someone with all those same element supplied by different and competing manufacturers/suppliers. Imagine a Soldier System that worked like that?
This type of system by its very nature requires an underlying architecture and is therefore ‘open’ in its intention, however the challenge of inserting that architecture into an existing soldier equipment plan that includes locked down C4ISR-centric equipment, a communications infrastructure, and additional stand-alone equipment capabilities at various stages of their life-cycles adds complexity to an already challenging problem.
Critically, the soldier themselves must remain at the heart of this system. All the other elements must integrate with them – physically and cognitively – in a manner which enhances all their natural attributes and adds the minimum of additional load.
Here is where the problem lies for Soldier Systems. The Soldier System needs to be fully integrated, from human to power and data harness, attached devices to central interface, and all to a communications bearer. A simple statement which conceals a very complex, interrelated, and to quote a DSTL scientist, “wickedly difficult” problem to solve. In fact, one might say that it is the integration itself which defines a true Soldier System, and that very challenge of integration is what has defined how Thales have approached our next generation Soldier Systems Capability. Thales UK have started to look at the Soldier System Integration issue from first principles, and understanding the difficulties of integration has led to our own distinct Product Design philosophy.
Thales Soldier Systems Product Design Philosophy
Thales globally produces a wide portfolio of Soldier equipment from communications products to night vision goggles, and data processing modules to rifles, which is in service across dozens of militaries worldwide.
Thales in the UK has also derived unique benefit from its position as Prime for the UK Army’s Future Integrated Soldier Technology (FIST) Soldier System, a Cat A programme running from 2003 to 2015. This early attempt to introduce a holistic Soldier System entailed wide-ranging analysis, trials and user consultation, along with close co-operation with DSTL OA (Operational Analysis) work. This experience gave real insight into the priorities for such a future system.
In developing our future Soldier Systems offer Thales has started with the end user, placing a high value on the soldier themselves, their experience and requirements. Thales has worked closely with former soldiers, Army Trials and Development Units, taken feedback from current users, and used operational analysis tools to better understand impact and use even before the first CAD drawing was attempted or prototype developed.
It has also led to an understanding that whilst a Soldier System can significantly improve most phases of combat including targeting, planning, approach, observation, support, and later the phases of reorganise and resupply, the phase that consists of ‘closing with and killing the enemy’ is still a very physical, personal activity. Therefore the technology that soldiers are required to carry to conduct all of the other phases with improved capability cannot hinder them physically, burden them cognitively or blind them situationally from understanding the immediate environment around them in the most dangerous phases.
Additionally – and during all phases – the extent to which a Soldier System needs to be intuitive to the user and not place significant cognitive burden on them cannot be overstated. Ideally the benefits of shared data should reduce any new cognitive load associated with managing or carrying an SWPD capability. The connection methods, power and App management, and general use of the capability should be completely intuitive and appropriate to the type of user who will be adopting it.
Lastly a Soldier System should also be easily maintainable. This is not only limited to replacement of cables, and the upgrade of connectors but should also mean easy access to upgrading and updating software and Apps as required including facilities for highly distributed fleet management.
Safety and security of the system are crucial elements but are not covered in this paper as they require quite a significant analysis and would warrant a paper all on their own.
Through a lengthy concept and design process and with all of the above in consideration Thales has adopted the following guiding principles for the development of our future Soldier Systems:
• Flexible – Flexibility of use is a critical feature in the design of soldier products. It is vital that all such products allow users to reconfigure and adapt them to match varying circumstances and individual needs.
• Scalable – the system must be able to scale up and down for different levels of command and user roles in order to maintain commonality throughout the fleet. The requirements of ‘step-up’, where a sub-ordinate takes command when the commander is wounded or killed, is particularly challenging.
• Low Cost – the cost of the system must be low at procurement and through life, including replacement of damaged elements, because the nature of the user’s role. The Whole Life Cost aspects of Thales soldier products are addressed from the outset, in terms of ensuring the products offer excellent reliability and maintainability and that significant product consumables (e.g. batteries) are open to competitive tendering.
• Low SWAP – the system must be as close to negligible in the addition of size and weight. The power it requires just to run should not be a reason in itself to carry more batteries.
• Intuitive and Appropriate – the system has to be as easy to use as possible so as to not increase burden or activity on the user. The Human-centric nature of soldier products lies at the heart of the Thales design process. The Human Factor (HF) implications are assessed and tested at each development stage.
• Maintainable – the system must be easily maintainable in order to allow upgrade and update of both hardware and software elements.
In order to address and develop each of these concept design principles, Thales has embarked on an approach that uses a spiral development methodology at its heart. Spiral development has two advantages which particularly suit the development of Soldier Systems. Firstly SWPD is a new area for the user and they are still developing their own understanding of requirements. Spiral Development will allow the user to test capability and derive requirements. Secondly, spiral development will allow us to include user feedback early on in the development cycle thereby maintaining a minimalist, light touch element to the capability and ensure that the system is intuitive and unobtrusive for the end user. The Army Warfighting Experimentation (AWE) programme run by the UK MoD and facilitated by the Infantry Trials and Development Unit (ITDU) has been very helpful in providing access to end users, realistic scenarios, and honest feedback.
Integration Issues
Whilst the Thales Soldier System has been designed with a core set of guiding principles, the System itself does not sit in isolation from the soldier or from other elements such as vehicles. It must be integrated into its environment, that of the dismounted soldier. The entire Soldier System, as Thales sees it, consists of a number of capability areas, which can be delivered individually or together. These capability areas include: Situational Awareness, Communication systems, Surveillance and Target Acquisition, Power Management, Weapon sub-systems, Vehicle Interfaces, and Data Usage and Accessibility.
Whilst technology evolution has now made many of these proposed capability enhancements viable individually the introduction of multiple and diverse, electronic devices brings its own integration challenges. There are, perhaps uniquely, a complex range of ‘Integration Issues‘ that arise in dealing with Soldier Systems. Some of these challenging issues are:
o Human Platform - No other area of System integration has a human as the platform. Whereas vehicles and ships as a fleet are all the same size, weight, and performance there is infinite variability in soldiers including both physical and cognitive characteristics.
o Diverse Range of Tasks - Whilst a vehicle or ship can be defined more easily by a role, a soldier may act differently within each role depending on task, operation, phase of operation, activity, theatre of operations or environment. Additionally, they may again act differently in any of these combinations based on command position. Highly complex and diverse Operational Analysis (OA) and user assessment is needed to capture the full extent of capability needed for a Soldier System to remain relevant against this staggering range of applications.
o Non-homogenous user groups - There is no “one size fits all”, even within a single Army. Dismounted users need the freedom to adapt their systems at local unit level to match the way they operate. Marines have different requirements from Artillery, as do Engineers from Infantry. Each may have a different way of carriage, or specific environmental requirements such as submersion, extreme cold, or ingress/egress from armoured vehicles, to name but a few.
o Platform within a Platform - A Soldier System needs to operate alongside and within other major platforms. They also need to be able to operate in isolation and not have a critical dependence on those platforms. The range of Platforms is very large so managing and optimising the Soldier System interfaces to all of them is a challenge, especially when those platforms are also evolving and may be variable within a platform fleet.
There is no such thing as ‘the right Soldier System configuration’ because of the sheer range of variety amongst the soldiers as platforms, tasks, operations, operating environments and interactions with other systems. Whatever is provided needs to be flexible with regards to the location of devices around the user. This includes load carriage that allows re-position of items with an inherent cabling or connecting approach that lets users share power and data with devices which are re-located both on a day-to-day basis as well as being able to be radically reconfigured to meet specialised and emerging needs.
Flexibility is as much true of the software as it is for the hardware. Software used to access, process and share the data around all the connected devices, and to cater for new devices when they are attached, must be ‘open’ or flexible. The use of suitable MiddleWare (MW) appears to be the optimal approach to achieve a solution that offers this, but the precise definition of all the relevant performance parameters and requirements for that MW is a complex task. This MW definition has very significant implications for downstream system integrity (e.g. safety and security compliance) and needs to carefully considered before any system is brought into service.
Every aspect of integration points to a paramount need for the Soldier System to be flexible. This cannot be stressed enough and an inflexible Soldier System is a costly, temporary solution, for limited users, conducting a limited range of tasks.
Soldier Integration Diagram
“If you can’t draw it then you don’t understand it”.
An often quoted aphorism, none-the-less, whilst difficult, it is a worthwhile activity. The diagram shown in Fig 1 is an attempt to capture the entirety of Soldier Systems Integration in a single view. In particular it seeks to provide a basis for identifying and managing all of the key interface relationships.
Figure 1: Thales Soldier Integration Diagram (T-SID)
A good diagram should not need a lot of explanation however here are some guidelines about the Key Elements of the Thales Soldier Integration Diagram (T-SID):
• Soldier - The model builds on the “naked soldier” – who has a host of attributes, some fixed and some dynamic. Selection and training are the two major activities that operate at this level.
• Load Carriage & Protection - The soldier is fitted with a layer which contains all the clothing, protection and load carriage items.
o These have a “is fitted to” interface relationship with the soldier (blue arrow – services and fit).
o “Protection” encompasses the range of threats (environment, ballistic, blast, etc) but in this model only includes passive elements which have no power or data needs. So it would include, for example, foam ear plugs but not protective audio headsets.
o There are few “services” between soldier and this layer. User adjustments of load carriage fittings might be one example. One question that arises is: ‘Does the imposition of load onto the user also count as a “service” across this interface, from the load carriage to the user?’
• Independent Elements - ‘Independent Elements’ are items and devices attached to the soldier load carriage but not electrically or electronically integrated to it (i.e. not “e-devices”). Some of these are illustrated in Figure 1.
o Independent devices do not interact directly with each other. They are all independent for power, data and if applicable, the user interface. If they are interconnected via some form of hub – so that they share power and/or data – then that hub is functioning as a limited form of “Power & Data Harness” and needs to be represented under that part of the model (and they all become “e-devices”).
o The “Independent class” of devices includes inherently “dumb” items such as food, water, ammunition etc., as well as powered devices which contain their own batteries and do not exchange data directly with other devices. This latter set may transition to becoming integrated “e-Devices” in future systems (and are marked with an * in the diagram).
o Devices which exchange data wirelessly with other co-located devices (e.g. via Bluetooth or similar) would still be classed as “e-Devices”. The interconnection does not need to be wired.
o Historically all of the devices on a soldier were independent. If they consumed power they had their own internal batteries and data input/output required manual user interaction. Where appropriate, some of these are now migrating to being inter-connected and are becoming “e-Devices” (see below).
• Power & Data Harness:
o “e-Devices” on the soldier are those which do share power and/or data with each other.
o The management of “e-Devices” in a coherent fashion around the soldier requires the introduction of some form of power/data harness. This provides the infrastructure for sharing power and/or data between all the e-Devices. This might offer just centralised power, it might offer both power & data or it might even offer just shared data (e.g. over a wireless net).
o The introduction of this form of Soldier Worn Power & Data (SWPD) layer is now underway on several national programmes.
o The SWPD layer defines the interfaces for current and future e-Devices and its correct definition is critical in ensuring that the system remains suitable for future needs as well as current e-Devices.
o It is vital that the design of the SWPD layer offers all the flexibility that soldier systems require. It is unacceptable that the introduction of this layer should also seek to constrain where and how users can fit e-Devices about their bodies.
o This SWPD layer is an additional load on an already overburdened soldier so there are severe constraints on the size, weight and power required to implement it and these must be balanced at user level against the benefits it confers.
o The infrastructure needed to link a small, pre-defined set of e-Devices can be achieved using fixed or “dumb” hub which is designed to cater for just those specific devices, but offers no growth. The infrastructure to cater for a wider range of non-specific and future devices needs the hub to be “smart” so that it can be adapted to cater for the power and data exchanges with new devices and new classes of devices. This can also include the ability to host complete sub-systems (e.g. weapon or head sub-system).
o The benefits conferred by the SWPD layer can be calculated in terms of enhanced user power management (fewer batteries), enhanced logistics, simpler and more reliable integration of data devices and ease of future device upgrades. That is a topic which is not expanded on here since it requires a whole paper in its own right.
o Issues with evolving to an SWPD layer, such as the introduction of a single point of failure, can be addressed in the detail of the SWPD architecture.
• e-Devices & Sub-Systems:
o There is a steadily increasing range of soldier devices and sub-systems which consume power and which import/export data. Some of these are illustrated in Figure 1.
o There is a growing imperative to connect these via some form of SWPD layer to derive the benefits of shared power and data.
o The obvious current e-Device candidates would be data radios, control/display devices (e.g smartphone), GPS sensors etc. These can also be expected to be joined by other environmental sensors and user Health & User Monitoring Sensors (HUMS).
o Next Generation head and weapon sub-systems will also become complete e-SubSystems in their own right, operating independently (if required) but also exchanging power and data with the torso-based SWPD layer when connected.
o Just as Internet Of Things (IoT) has spawned a host of new possibilities the same can be expected with Soldier System e-Devices. This will only fully develop, however, where the SWPD layer is genuinely “open” for 3rd party devices to be integrated.
• Soldier System Level:
o This ensemble comprising the soldier; load carriage & protection; independent devices; the SWPD layer and the e-Devices represent the actual “Soldier System” at an individual level.
o This is the level at which the overarching “Soldier Platform Authority” has to impose the strict constraints on total load, bulk and location, training burden, cognitive load etc in order to ensure the central soldier remains fully functional, unimpaired and viable.
o This is also the level at which the Soldier System can be defined, individually and collectively, for analysis of overall Capability.
o It is also at this level that a “Soldier System Integrator role” is needed in order to ensure that the SWPD layer and associated e-Devices are properly integrated and function coherently. Issues such as collective EMC (which may include Independent devices) need to be addressed at this level.
o Installing an “open” SWPD layer does not, on its own, guarantee that the collective system will function as expected when new devices are introduced. Even when all the devices are compliant with common system interface standards there can be ‘unexpected emergent features’ There is a need for an on-going System Integrator Role to ensure that System Integrity is maintained especially in relation to safety and security concerns.
o The System Integrator role also needs to be a through-life function so that the impact of degradation of system elements can be managed. This is especially important in the Soldier System domain where natural usage will impose severe mechanical strain on user worn elements.
• Integration to Platform & External Systems:
o The Soldier System representation shown in Figure 1 can also be used to identify and assess all the interface implications with external platforms and systems. Doing this analysis at each of the layers in the diagram will help to separate the specific responsibilities for each aspect of interface management, so these can then be allocated as requirements to the right devices or sub-systems.
o Interfaces to vehicles, for example, need to be analysed at each level:
n Soldier level addresses basic human issues (seat size, noise levels etc)
n Load Carriage & Protection level also addresses sizing for seats and ingress/egress along with stowage demands.
n Independent devices add to sizing and stowage impacts and potential EMC concerns.
n The SWPD layer interface primarily addresses vehicle power and data exchanges.
n The e-Devices layer again poses sizing, EMC and stowage concerns as well as potential data exchange needs.
o This analysis at each Soldier layer can be done for each different type of platform or external system. The whole range of interface requirements between Soldier Systems and all of the Platforms/External Systems can then be identified, grouped and managed.
o The use of this Soldier Integration Diagram (SID) can assist in the visualisation and tracking of the vast array of combinations of potential external interface requirements in a manner that spreadsheets or similar formats are not well suited to.
• Integration to Logistic & Support Systems:
o The final interface tracked in the diagram in Figure 1 is for Logistics and Support. This is critically important and is a key driver for both operational outcomes and Whole Life Costs.
o With extensive usage of e-Devices to provide both HUMS (user and system) and to track consumable status the whole support and re-supply process can become more proactive, efficient and cost-effective.
o This approach will reduce the user’s physical burden when re-supply is more reliable. The cognitive burden can be reduced when the task of tracking consumables and requesting re-supply is more automated and indeed more predictive.
o System reliability will be enhanced by the use of HUMS for preventative maintenance.
How does this diagram help and what practical use is it?
In the development of the Thales Soldier System it has proved to be an invaluable gauge against which we can measure and test assumptions, product design (including understanding what is ‘good enough’), and ensure that the role and function of the soldier remains at the heart of the development of Soldier Systems. It provides a single overview of the whole of Soldier Systems, its relationships with other platforms and systems, and with the external world. As a visual adjunct to the ITDU Soldier Reference centre’s physical representation, the SID can provide a means for tracking the vast array of future variations and combinations.
When fully populated it can show where every item or sub-system fits within the overall soldier system and what relationships it may have. For specific discussions it only needs to be populated with the items of interest – for which it provides a single common view for all parties. For example if discussing integration with the external Morpheus system, only those devices and elements which have some potential impact on that relationship would be shown in that version of the diagram. In this way it is a flexible ‘aide memoir’ to help test multiple soldier equipment issues.
This diagram also provides a common understanding for multiple suppliers. For successful integration management and interfaces it is critical that all parties share a single common view of the problem space. This diagram, therefore, provides a means to capture that in a way which allows it to show the full context for each relationship.
The Soldier System Integrator
One of the most important aspects that is fully brought out in the construction of this type of integration diagram – and in any significant critical thinking about the future of Soldier Systems – is the absolute importance of both the ‘Platform Authority’ and the Soldier System Integrator role that are needed to manage the complex relationships between system elements and external systems.
The Soldier Platform Authority role is required to both determine the optimum capability mix that needs to be delivered by the Soldier System and to police the necessary constraints that protect that platform. No single combination of equipment, devices and sub-systems can meet all soldier-related capability needs. There has to be a range of elements which can be integrated onto both individuals and teams of users in different combinations in order to meet the wide range of varying demands on that system.
It is important that limits be imposed, and policed, in order to ensure that the capability being sought is not compromised and that neither the platform nor the user is impeded or harmed by any form of system overload.
It is now widely accepted that future systems need to offer “open” interfaces so that 3rd party devices can be designed to integrate easily. This is a ‘necessary but insufficient’ condition. On its own, the definition of a suitable set of well-defined interfaces (for example in some form of Generic Soldier Architecture) will not ensure that all systems constructed with compliant elements will function correctly under all relevant conditions.
‘Openess’ is a broad term that can be subject to many interpretations. There will be a learning curve as “Open Soldier Systems” evolve regarding exactly what features have to be defined in the open standards, and to what level of detail. During this period there will inevitably be a series of incompatibility issues to be resolved, so some form of technical System Integrator will be needed required who is in a position to resolve these issues and to ensure that the systems remain functional.
Even when the “openness” aspects are matured, there will always be a need for the existence of someone with responsibility for the Soldier System’s Integrity. Even the most well-designed of systems can exhibit unexpected, emergent properties as additional elements are added and different combinations evolved. Some form of enduring System Integrator role will be needed to take responsibility for managing System Integrity, especially in relation to security and safety concerns. The requirement for this role needs to be factored into the Soldier System procurement process from the outset and should form part of the down-selection decision for any future Soldier System.
CONCLUSION
For a Soldier System to be adopted today it must be minimalistic; dismounted users have enough to carry. It must be financially minimalistic as military procurement and Through Life budgets are invariably constrained, especially at the dismounted soldier level when most money is going to high-end platforms. The System must also be flexible otherwise it will have no application to the infinitely flexible roles and activities of the Soldier themselves.
The art of “Soldier System Engineering” is to recognise that which is absolutely needed for any given set of users and to ensure they can be given just that, whilst being flexible enough to allow future changes as well as being the most cost-effective (where “cost” covers weight, power, bulk, cognitive load, as well as finance).
Understanding the context and application of capabilities into an open system also requires some form of management best fulfilled by a System Integrator role. This role ensures the required capabilities are still being achieved throughout an ever-evolving programme whilst ensuring that both safety and security are not compromised.
John Foley is a Thales Senior Expert in the field of Soldier Systems and has been active in this domain continuously since the NATO NIAG Sub-Group 48 Soldier Study in 1993-4. He subsequently led the UK industrial consortium (Pilkington, Racal & Royal Ordnance) which delivered the UK FIST Technology Demonstrator programme for DERA (1998-2000). He was Technical Director for the Thales Team which won and delivered the Cat-A FIST programme (2003-15), which included a comprehensive Main Gate submission on FIST-C4I and subsequently delivered the CLB (Casualty Locator Beacon) UOR which implemented many of its features. He is now fully involved in leading the development of a suite of Thales Soldier System products and in developing a Thales Soldier System Architecture Model which will be used to guide the definition of soldier-related activities and ensure coherence across Thales’s multi-national and multi-functional organisational structure.
Amyas Godfrey was the Thales Product Line Manager for Soldier Systems from 2014-2018. During this period he was involved in the concept, design and initial trials and experimentation of the new suite of Thales Soldier System products including the vision for a future Soldier System. He is a former British Army Infantry Officer with operational and training instructor experience and has now worked in the Land Defence area within Thales since 2009. Previously he was the Head of the UK Armed Forces Programme at RUSI where he conducted analysis and research into the operational, doctrinal, procurement and training performance of the British Military.
For more information visit: www.thalesgroup.com
Exercise Terminal Strike Delivers Capability
Exercise Terminal Strike recently took place in the challenging terrain of the Scottish Highlands, and provided a valuable training opportunity for Royal Artillery and Royal Armoured Corps Joint Terminal Attack Controllers (JTACs), who are able to guide in close air support on the battlefield.
By the end of the exercise soldiers will maintain their qualification as ‘Joint Terminal Attack Controllers’ or JTACs and they have been training in five locations across Scotland, North East England and the East Anglian coast. Normally taking place over two weeks, twice a year, Exercise Terminal Strike was extended to 4 weeks to maximise on Operation Shader preparations for those due to deploy in early 2019.
Soldiers belonging to the Tidworth-based 1st Artillery Brigade have been training alongside the Royal Air Force and troops from the USA, the Czech Republic and Estonia, as well as observers from Switzerland and Canada. They have been controlling fire from a plethora of aircraft, including a squadron of USAF F15 fast jets, RAF Typhoons and Tornados, Lightning 2 (F-35B), Wildcats from the Commando Helicopter Forces and Army Air Corps Apache helicopters from the ground and from state of the art simulators.
Joint Terminal Attack Controllers facilitate Close Air Support in direct support of ground units. Close Air Support has been a key force multiplier on the battlefield since 1918. Forward Air Controllers (now called JTACs) have been employed within the British Military since 1941. The UK Military currently draws JTACs from serving personnel from the Royal Navy (Royal Marines), British Army (Royal Artillery and Royal Armed Corps) and Royal Air Force (RAF Regiment) for service within 3rd (United Kingdom) Division, 1st Artillery Brigade, 1st Intelligence, Surveillance and Reconnaissance Brigade, 3 Commando Brigade, 16 Air Assault Brigade, RAF Force Protection Force (RAF Regiment) and within the Special Forces Support Group.
JTACs are selected through aptitude screening before undertaking the 8 week JTAC-Certification Course at the Joint Forward Air Controller Training and Standardisation Unit (JFACTSU) based at RAF Leeming. After initial Certification the JTACs complete (up to) 12 months of continuation training before undertaking exercise Initial Strike to gain their initial Qualified statues. Once Qualified, JTAC must maintain their skills through a series of training requirements with frontline aircraft and simulators.
The opportunities also continue from there on as a JTAC from Corporal/ Bombardier to Warrant Officer. Officers are selected for JTAC training (from (Army) Lieutenant/ Flight Lieutenant) to lead Battle Group and Brigade level Tactical Air Control Parties (TACPs). These officers have opportunities to continue to use their JTAC skill set in positions within the Joint Air Liaison Organisation (JALO) and UK Air Support Operation Squadron (ASOS) up to Commander/ Lieutenant Colonel/ Wing Commander.
in the surrounding environment are too high. Essential transmitted messages can be fragmented or even lost, which clearly jeopardizes safety and mission success.
OTTO’s NoizeBarrier™ headsets automatically adapt the incoming sound to be heard above the surrounding noise level in a manner that is seamless to the user. Loud and impulse sounds are suppressed to internationally-accepted safe levels while normal-level sounds, nearby conversation and radio communications are easily heard without clipping or shut-down of the situational awareness functionality. The user experiences more natural hearing across a broader frequency range. In short, soldiers can simply hear better for greater safety without damaging their hearing.
Q: Is there anything else that makes OTTO stand out?
A: OTTO headsets and our other two-way radio accessories are compliant to MIL-STD-810G and MIL-STD-461. Most manufacturers serving the military are required to be ISO Certified, but it’s important to note that OTTO has maintained its ISO 9001 certification for 22 years. OTTO is also RoHs Certified, ATEX Certified, ITAR registered and Berry Compliant. All these certifications mandate explicit quality assurances for our customers. OTTO goes beyond the mandates to deliver product innovations driven by our customer’s needs.
OTTO takes product quality to the next level with our own onsite acoustic performance and product reliability testing labs, in which every product is thoroughly examined under realistic use conditions. Our extensive testing process ensures our customers can trust that our products will provide superior, dependable service in the field.
Q: What products are included in the NoizeBarrier™ product family?
A: NoizeBarrier™ TAC Headset is the choice of warfighters in need of maximum tactical hearing protection with full communications capabilities. The versatile headset can be configured to meet a wide variety of comms needs, ranging from single radio and push-to-talk (PTT) options to multi-channel, multi-radio options controlled by the OTTO Multi-Port Hub PTT.
NoizeBarrier™ Range SA Headset is the premier headset for conventional and tactical firearms training and other situations requiring hearing protection without radio communications capability. It combines military-grade performance with industry-leading hearing protection.
NoizeBarrier™ H3E Headset is a lightweight, low-profile, in-ear headset that provides an NRR of 28dB for exceptional hearing protection. The NoizeBarrier™ H3E is used with the OTTO Multi-Port Hub PTT to provide mission-configurable and modular control of as many as three unique communications platforms, each with a separate Push-To-Talk (PTT) button.
OTTO Multi-Port Hub PTT connects up to three individual communication devices to a single headset. The small, lightweight Hub has PTT buttons for two-way radio communications and controls the volume levels of the situational awareness (talk-through) functionality of the attached OTTO headset. Transmissions from each communications device are directed to specific ears in the headset to help warfighters maintain clarity and focus during critical operations. The Hub is compatible with all major radio platforms.
For more information, please visit: www.ottofedmil.com
Glenair: A World of Interconnect Solutions
Soldier Mod talks to Andrew Murdoch, Global Business Development, Tactical Interconnect Products at Glenair
Q: Glenair is a connector and cable company, right? What aspects of your work relate to soldier modernisation?
A: Glenair has a 60-year-plus history of meeting interconnect and networking requirements for all branches of military service. Glenair connectors, cables, embedded systems, fibre optics and more serve on thousands of mission-critical platforms – from the Joint Strike Fighter to the Mars Rover. Glenair small form factor tactical connectors – including our ultraminiature Mighty Mouse series – have revolutionized size and weight reduction efforts in dismounted soldier systems since the onset of the first future soldier programs. We invented the Mighty Mouse push-pull (QDC) connector used on so many of the fielded equipment sets in use today including radios, end user devices, laser range finders, heads up displays, batteries and of course soldier power and data hubs.
Q: Would you talk about STAR-PAN™, the Glenair C4ISR power and data hub?
A: Ruggedized soldier-worn electronics have revolutionized mission effectiveness. That being said, the evolution of integrated C4ISR technology for the Joint Terminal Attack Controller (JTAC) and other dismounted mission specialists has added significant weight to the soldier ensemble. Battery power management for the broad range of integrated electronic gear – from tactical radio communications, real-time video downlink, precision targeting and night vision technologies, GPS/navigation, blue force tracking, personal computing, smart phone integration and more – is a significant challenge in terms of mission length, battery weight and supply logistics.
STAR-PAN™ is a soldier-worn Personal Area Network (PAN) hub and interconnect cabling system that delivers open non-propriety system network data access, peripheral device connectivity and user-controlled charging, scavenging, and battery power distribution / management.
STAR-PAN™ hubs and cables provide the soldier with:
• Ethernet, USB, and RS232 compatible peripheral support
• Data distribution to Battlefield Management Software (BMS)
• Software-defined radio support for all Mil-Std. and NATO platforms
• Charging, scavenging and battery power control
• Full compatibility with operating systems including Windows, Linux and Android
• Power management and monitoring
• Across-the-board interoperability with US and NATO standards.
Q: Is this a one-size-fits all solution, or is it scalable to different missions?
A: STAR-PAN™ hubs can be daisy chained together and are available in 2, 4 and 6 port hub configurations. Scalability actually begins with the connector interface technology and cables. For example, we supply a simple bifurcated cable with a 5V regulator for plug-and-play EUD, radio and battery connectivity. The same peripheral cables can be deployed in a simple two port hub, or as part of a six port dismounted soldier or vehicle configuration. The point here is that peripheral cables are all upward and backward compatible.
Scalability also applies to interface connectors for specialty devices, such as side-hat connectors for radios available on catalogue cable-sets. Specification of cable lengths is a simple dash number choice. Our C1-Extension cable (used in hub to EUD of Battery connectivity) is a catalogue solution available in whatever cable length is required by the user. Basically, we have connectorized cables for virtually every foreseeable combination of peripheral device and power supply as well as plenty of engineering talent to create new designs should they be required.
Q: Situational awareness is a primary factor behind soldier modernisation. But size, weight and power (SwaP) are equally important. What has Glenair’s role been here?
A: All STAR-PAN™ technologies, from the high-density Glenair Mighty Mouse quick-disconnect connectors and cables to the low-profile STAR-PAN™ hub enclosures are designed for optimal size and weight reduction as well as ruggedized environmental and EMC sealing and shielding.
Glenair JTAC-Tough™ STAR-PAN™ technologies optimize power monitoring, conditioning, and distribution performance with on-board smart power management for longer missions and lighter loads. STAR-PAN™ power management software (an Android compatible app called SPAR) integrates seamlessly with all popular battlefield management software (BMS) packages and extends user control over available battery power, again with the goal of reducing battery weight.
Let’s look at an example, the JTAC, an asset of modern warfare. JTACs are responsible for linking ground and air combat elements together for the greatest possible effect on the enemy while keeping friendly forces safe. To perform this role JTACs carry a mountain of electronic equipment, most of which is delivered with unique power and battery types placing a huge burden on the JTAC ultimately hindering their performance.
STAR-PAN™ alleviates this problem by centralizing power distribution from multiple source while simultaneously delivering data to a common operating system or BMS. This lessens the SWaP to the JTAC while delivering the high levels of SA required to do their job.
STAR-PAN™ is a key component element in the mission. It meets the open system architecture, interoperability and smart power management benchmarks required by today’s dismounted soldier missions, significantly improving situational awareness – all while optimizing SWaP. In fact, STAR-PAN™ – thanks to many years of battle-tested service – has become the hands-down industry standard for size and weight reduction in both US and NATO soldier applications.
Q: In the end, personal area networking hubs are just as much about power management as data management, isn’t that right?
A: Yes, and here’s why: STAR-PAN™ is an open-system USB 2.0 highspeed data hub. Its role here is essentially passive, routing network data from multiple peripheral devices to the dismounted soldier’s phone, tablet, computer or radio. Power is a different story however, and it is here that STAR-PAN™ earns its stripes.
Board-level, embedded system power monitoring, conditioning and charging makes STAR-PAN™ the most powerful tool for extended mission life and operational effectiveness. We like to say smart power equals longer missions and lighter load because STAR-PAN™ significantly reduces the number of batteries that must be carried by the soldier.
STAR-PAN™ is compatible with a wide range of military power sources and batteries for planned missions use as well as scavenged power from other power sources within the military logistical chain, including radios, conditioned DC power sources such as portable generators, vehicles and mains supply, perfect for mission use and post-mission charging.
The rest of the story is built in embedded system functionality including charging of central batteries and trickle charging of radio batteries.
Glenair STAR-PAN™ power management functionality is further supported with Application Program Interface (API) codes and our power management App. The codes enable customers to integrate the power management option directly into their own software.
Q: Any final thought regarding Soldier Modernisation?
A: How about a big shout-out to end users and integrators for their valuable feedback that has helped us turn STAR-PAN™ into the industry leading DSS hub. We are more committed to the warfighter than ever and look forward to another 60 years of service.
For more information: www.glenair.com | amurdoch@glenair.co.uk
Rapid Equipping Force in Afghanistan Enables Soldiers’ Ideas into Battlefield Solutions
By Jon Micheal Connor, Army Public Affairs
At Bagram Airfield, Afghanistan, there is a place that wants to know about your tactical problems.
The forward team of the U.S. Army Rapid Equipping Force or REF, wants soldiers to bring their ideas regarding equipment on how to accomplish their missions more efficiently.
REF’s mission is to provide innovative materiel solutions to meet the urgent requirements of U.S. Army forces employed globally, inform materiel development for the future force, and on order, expand to meet the operational demands. Its focus is on immediate-need materiel solutions at the small-unit level.
“We try to paint that picture for them that you know there’s a lot of capabilities that reside in this building, in the organization,” said Lt. Col. Scott Cantlon, REF forward team chief.
Cantlon is not new to this position as he has also spent time as the REF Forward Team chief in Iraq, Kuwait and Afghanistan for periods in 2016 and 2017.
“If you need something here and now and rapidly produced, if you have an idea, a problem, and you think you have a solution in your head, you can sit down and talk with our engineers and there’s a good chance they’re going to be able to design something,” Cantlon said. “Not only design it, but prototype it, and give it to you for some operational feedback.”
The REF team in Bagram offers the capability of rapid prototyping through the Expeditionary Lab or Ex Lab.
The engineers in the Ex Lab are capable of taking a soldier’s concern, and if feasible, fabricating the solution through 3D printing, sewing, machining, or electrical work.
“Three-Dimensional printing has come a long way in the last 10 to 15 years. Today we have 3D printers where you can drop a design on a computer, hit print and the next morning have a full made-out part that is of the same quality as a machine part in terms of tolerance and the cavities (compartments) it can do,” said Dr. Patrick Fowler, former lead engineer of the Ex Lab, who redeployed back to the U.S. Army Research, Development and Engineering Command at Fort Belvoir, Virginia, in late October.
“And in fact, it exceeds what you can do with a machine because you can create spaces that you would never be able to reach with a tool,” Fowler said.
Fowler has a bachelor’s, master’s and doctorate degrees all in mechanical engineering. Fowler volunteered for this deployment – his first – to fulfill a lifelong dream of serving in his own way with Warfighters.
“This is the only job that I’m aware where an engineer can get a requirement directly from the Warfighter and give them something that goes out the next day on a mission and immediately get feedback, and be able to keep the Warfighter in the design loop,” Fowler said.
The Ex Lab is equipped with design software and other limited metal bending capability among other things.
And depending on what it is, these new products can be made in limited quantities to equip soldiers.
“We make things that have never been made before to respond to a tactical gap,” Fowler said.
“If you can imagine it, then we can make it for you,” he said. “The capabilities that we have here are broad ranging even though we use a lot of 3D printing, we can do traditional metal parts, we can do electronics fabrication, we can do programming, there’s a lot of capability here.”
The REF, headquartered at Fort Belvoir, Virginia, started in 2002 after soldiers realized the need for non-standard equipment to meet the demands of their wartime mission.
The Ex Lab has reachback ties with the RDECOM for its expertise and additional manufacturing capabilities.
The REF is the Army’s quick-reaction capability for getting urgent material solutions in the hands of Warfighters. It’s able to do this using a request document known as “10-Liner”, where soldiers capture the requirements and submit.
Sometimes, the need is met with commercial and government off-the-shelf technologies. But when not available and if approved, the engineers will design and fabricate a solution to meet a soldier’s needs.
“The work out here, the things we do, it’s very rewarding,” said Ryan Muzii, a support engineer with the Ex Lab. “We can do things no other organization can do. A Warfighter can come in with a problem and we can get after it. It’s just such a great asset.”
Muzii has nine years total working for the REF’s reachback support element, Edgewood Chemical Biological Center’s Advanced Design and Manufacturing Division, whose headquarters is at Aberdeen Proving Ground, Maryland. He also has a bachelor’s degree in mechanical engineering and a minor in mathematics.
As of November, Muzii will have been deployed two years to Afghanistan in support of the Ex Lab. The time to procure and deliver nonstandard equipment. REF’s goal is to fill a requirement within 180 days. The Ex Lab typically produces a solution in less than 30 days… sometimes in a few days depending on the requirement.
Locations and manning requirements for the REF have varied during the last 16 years based on the missions and number of personnel in theater. The REF also has forward teams in Kuwait and Iraq.
Since 2002, many new technologies have been equipped to help accomplish the mission more efficiently. Current projects include persistent duration unmanned aerial systems, electronic warfare, unmanned and counter-unmanned aerial systems, expeditionary force protection and so much more.
“Honestly, practically all these projects [we do here] someone walks in on I never would have thought. I have no prior military experience… I’ve always been an engineer,” Muzii said.
“Some of the things they [soldiers] come up with are so innovative and creative, but not reliable, you know, it’s kind of thrown together,” he said. “But a lot of times people make it work; I mean we’re the U.S. Army, we make it work.”
On January 30, 2014, the Army declared the REF an enduring capability. It now reports to the Army’s Training and Doctrine Command where it will continue to support soldiers deployed globally for years to come.
“Hey, you have this asset at your disposal. It doesn’t matter what rank you are,” said Muzii. “It doesn’t matter where you are in the CJOA-A – Combined Joint Operations Area-Afghanistan – we will come to you. It doesn’t matter how big or small your problem is, as we can help you.”
Bren-Tronics is 45 years old and still an expert in smart and reliable power solutions for the dismounted soldier
EVOLUTION OF TECHNOLOGIES
Operational improvements must address the challenge of evolving needs, threats and technologies. Recent war theatres have shown the increasing need for reduced weight and greater modularity, along with renewed requirement for protection and appropriate information for soldiers. Energy systems also must consider this need for improvements. Modern communication and optronics systems tend to always need more energy whereas soldiers are longing for more autonomy.
Capitalizing on feedback from operations, innovation and experience since 1973, Bren-Tronics has always managed to offer the highest specific energy (> 200Wh/Kg) coupled with the highest safety and reliability of power solutions to soldiers on the field.
Today, our unique 10.8V SMP® and 14.4V NETT+® rechargeable batteries offer the highest possible energy density (+212Wh/kg) to provide true wearable soldier power systems. Especially designed to support soldiers in their mission, thousands of these batteries have been successfully field tested and used by NATO countries such as Germany and the Netherlands (IDZ and VOSS programs) since 2005.
Energy is a key aspect in operational superiority
Bren-Tronics has developed a standard family of rechargeable battery packs offering various form factors and voltages but limited to about 15 different types. Standardization is the key for the logistic deployment of consumable products such as battery packs within the armed forces, but it is also the key to interoperability.
Autonomy is an operational advantage, and light-weight Li-ion rechargeable batteries are the only available and mature technology that can maximize autonomy, not just for the warfighter, but also for armored vehicles during silent watch missions.
Bren-Tronics anticipated the need for field recharging several years ago and is now able to provide a variety of chargers that can be tailored for one specific type of battery (e.g. BB-2590 or Félin-type), or that can be used to recharge different types of batteries at the same time using solar energy (Flex-Charger).
Each charger includes advanced features such as Solar Maximum Power Point Tracking, DC Vehicle capability coupled with simultaneous battery charging.
Enabling and maintaining high performance in harsh environments is also Bren-Tronics’ expertise. The warfighter needs maximum energy performances at -40°C just like at 60°C and the challenge is to meet these requirements, while always guaranteeing safety and reliability. Even after years of experience, Bren-Tronics is always working to continuously improve protection circuitry, Li-Ion chemistry selection and mechanical integration focusing on lighter weight, colder temperature operation and/or higher discharge rate.
As a conclusion, managed and safe energy solutions are an operational advantage if key factors such as standardization are considered for greater interoperability, higher autonomy and maximum performances in harsh environments.
Bren-Tronics designs and manufactures military batteries, universal chargers and complete power systems. Our 45 years’ expertise to only serve the war fighter.
For more information see: www.bren-tronics.com
Exploring Soldier Lethality, Protection and Performance Optimization at Natick
By NSRDEC Public Affairs
Brigadier General David M. Hodne, the commandant of United States Army Infantry School at the Army Maneuver Center of Excellence, Ft. Benning, Georgia, recently visited the Natick Soldier Systems Center in Natick, Mass. to learn more about recent efforts in technology development and human performance optimization.
Brig. Gen. Hodne is also dual-hatted as the director of the Soldier Lethality Cross Functional Team focusing on narrowing the capability gaps that affect Soldiers - especially the 100,000 close-combat soldiers who close with, engage and destroy the enemy.
The visit was hosted by Mr. Doug Tamilio, director of the US Army Research, Development and Engineering Command Soldier Center and covered a wide range of technologies and capabilities developed through Army science and engineering efforts to optimize soldier/squad performance and develop modern equipment to increase soldier readiness and lethality.
“It is crucial that we, as a technology developing organization, develop and maintain strong and lasting relationships with Army leadership to demonstrate how our work aligns and supports the priorities of the Chief of Staff of the Army and the Soldier Lethality Cross Functional Team,” Tamilio said of the visit.
While at Natick Brig. Gen. Hodne received updates on the Natick Soldier Research, Development and Engineering Center’s work in the areas of biomechanics and soldier performance efforts that enhance mobility and lethality, as well as the Squad Performance Model, a critical component of the Soldier Lethality Rating being developed as a product of the recent Monitoring and Assessing Soldier Tactical Readiness and Effectiveness, or MASTR-E study conducted at Fort Bragg. The MASTR-E study looks to Identify the human dimension ‘x-factors’ that reliably account for sustained dismounted Soldier and Squad performance.
Brig. Gen. Hodne also met with representatives from NSRDEC’s other efforts in the areas of precision aerial delivery of cargo, personnel and airdrop safety, the Soldier Borne Sensor and its interface and integration capabilities as well as the latest developments in combat rations and performance nutrition. While trying a coconut performance nutrition bar developed by the Combat Feeding Directorate, Hodne said “That’s very good, that’s lunch.”
The visit also included an introduction to the US Army Research Institute of Environmental Medicine, also located at Natick and a critical partner in the development of a number of performance optimization technologies and programs.
One of the those specialized efforts is the Human Research Volunteer program where Soldiers right out of their initial and advanced individual training volunteer to come to Natick for 90 to 120 days to serve as subjects in USARIEM’s and NSRDEC’s tests, studies and evaluations.
Brig. Gen. Hodne met with the HRV Soldiers and thanked them for their service and commitment to making the Army more lethal. “Soldier lethality is really important and I really appreciate everything you are doing, and when you are a sergeant major and you look back twenty or thirty years from now you’ll realize you did important things for our Army, and I appreciate that and want to shake your hands.”
As commandant of the Infantry School and the director of the Soldier lethality Cross Functional Team, Brig. Gen. Hodne was also very interested in NSRDEC’s developments in footwear, camouflage, and load carriage. While being briefed on the latest load carriage innovation, the new MOLLE 4000 rucksack, Brig. Gen. Hodne remarked “I wore rucksacks for 30 years and like the path forward on these load carriage efforts.”
Other demonstrations included helmet and body armor technologies, vision protection equipment and a four-second burn testing of one of the Army’s flame resistant uniforms. When briefed on new head protection efforts, Brig. Gen. Hodne said that he “liked the direction that the project was going.”
When describing some of NSRDEC’s other capabilities, Tamilio explained that “We are developing innovative material and future performance technologies for the next generation Soldier in tomorrow’s multi-domain battlefield. The work that our scientists, engineers and researchers do here is critical to Soldier lethality and to the future of the Army.”
Protection for a New Age
Soldier Mod talks to Diamond Age about their innovative products
Q: Diamond Age are at the innovative edge of protective products for the dismounted soldier, could you talk about how the company evolved to where it is now?
A: We have a design unit and a research unit. The design unit is focused on functional ergonomics, load distribution and managing the trade-offs associated with wearing armor - to mitigate, insofar as possible, the reduced mobility and combat efficacy that all armored soldiers experience.
For that to be most effective, we need to research and develop lighter and more effective armor materials. When Diamond Age was founded, our materials research group was primarily interested in boron nitride. First, in the form of cubic boron nitride ceramic materials for hard armor plates, and, second, as boron nitride nanotubes and nanoplatelets for both reinforcement and density reduction in ceramic and metallic materials.
Cubic boron nitride is a fascinating substance. It’s one of the hardest materials on the planet; in fact, it’s much harder, and slightly tougher, than all of the armor ceramics in use at present. But, as it turns out, it under-performs as an armor material - and to such an extent that its performance is actually inferior to some of those common armor ceramics. As this started to become apparent to us, we shifted our research efforts to other high-pressure materials, including bulk diamondoid carbon materials, which exhibited astounding levels of performance. Their bulk production has just begun, and we’ve started producing hard armor plates from those diamondoid carbon materials, which are capable of stopping the 5.56x45mm M855 (SS109) round, at muzzle velocity, at a weight of just 1kg. (Size M SAPI-cut plate.)
Our first successful experiments with bulk high-pressure carbon materials led to experiments with thin carbon films, and other related technologies, which resulted in the Forcefield Multi-Threat soft armor panel.
To answer your question, the story is one of continuing research combined with an experimentalist ethos. We’re a small company, but we have excellent analytical and engineering capabilities, and there are huge advantages to being a small team: We can move fast. We can get things done. And for every armor product we’ve announced, we’ve run dozens if not hundreds of tests, in many different configurations. We fight for every .1mm of plate thickness, and for every gram of weight - and I mean that quite literally.
Armor science is necessarily the domain of experimentalists, because ballistic armor is not well understood on a theoretical level. It’s very easy to make basic errors of reasoning, like: “Ceramic A is harder than Ceramic B, so it has to be a better body armor material on a per-thickness basis,” when in truth that conclusion doesn’t follow. It’s also very easy for materials research to become unhinged, so that the systems it describes are of no practical relevance. The recent articles in the press on composite metal foams for armor purposes, and the dozens of articles on 2-atom thick graphene sheets for armor purposes, definitely fall into this category. The former because, breathless headlines notwithstanding, those metal foams actually perform worse than boring old solid armor materials on both a per-weight and a per-thickness basis. The latter because a 2-atom-thick layer of anything isn’t stopping a bullet; even with bulk diamond, the thicknesses required for meaningful ballistic efficacy are equivalent to millions of atomic layers in total.
Which is not to say that there aren’t general scientific principles that can inform the design of better armor. They exist, and we’ve discovered several. One of them, in particular, is interestingly counter-intuitive. The story of our company is simply one of empiricism, of research, and of subsequent attempts to turn that research into superior and innovative armor products.
At present, we’re working on a next generation of carbon and carbon-composite materials for armor purposes, and on new silicon ceramics that perform very well at a much lower cost.
Q: I understand that since the last issue you have a new product line; could we look at the product and the need for it in the defense industry?
A: While we’re engaged in hard armor R&D, with only limited product releases, we’re heavily involved in soft armor production and distribution.
We have, essentially, two soft armor packages: The Liberator, which is rated to the NIJ’s Level II, and the aforementioned Forcefield, a multi-threat panel which is rated to what I like to call “IIIa+.”
The difference between regular Level IIIa and Level II is smaller, more marginal, than most people assume: Level IIIa vests are rated to stop the .44 Magnum SJHP at muzzle velocity with less than 44mm backface deformation (BFD); Level II vests are tested against the .357 Magnum instead. That’s essentially the entire difference. And I’d add that the vast majority of Level II vests will also stop the .44 Magnum SJHP, but with more than 44mm BFD.
This performance differential is insignificant for all practical intents and purposes. The FBI keeps statistics on police officers murdered in the line of duty, and “Level IIIa” threats like the .44 Magnum and .50 Caliber were used in less than 1% of fatal officer shootings with handguns from 2004-2013. Level II threats or below - Level I or Level IIa threats, for the most part - were encountered by officers over 99 percent of the time. When non-fatal shootings are also taken into consideration, this discrepancy grows even further.
Which brings me to another matter: There has never been a single recorded death due to armor backface deformation. This is true for hard armor, and it’s true for soft armor. There have been instances where officers wearing Level IIa vests were shot with heavy rounds, resulting in backface deformation estimated to be in excess of 80-100mm, and those officers all survived, without exception. There was even a case where an officer wearing a Level IIa vest was hit at close range with buckshot from a 12 Gauge shotgun, resulting in an estimated 131mm of backface deformation. That officer survived with minor injuries.
So, clearly, for most police and security personnel, Level IIIa armor is too much. Too thick, too heavy - at root, simply overbuilt for improved BFD performance against a threat that they’re very unlikely to ever face.
Level IIIa armor also has serious shortcomings. Most worryingly, handgun rounds that can easily defeat most Level IIIa armor panels are proliferating. I’m talking about rounds like the solid copper 9mm Fort Defense SCS and the Lehigh Defense Xtreme Penetrator series. Sufficiently fast rounds fired from the 7.62x25mm Tokarev, the FN Five-SeveN, and the HK 4.6x30mm will also easily penetrate most soft armor panels that are rated to Level IIIa. The latter two, in particular, were designed specifically to penetrate soft armor.
The Forcefield was designed to address all of the shortcomings of standard Level IIIa armor; it is a soft armor panel that does much more than just stop .44 Magnum hollow-points with less than 44mm BFD. It’ll stop fast-moving solid copper handgun rounds, and it’ll stop high-penetration submachine gun rounds like the 7.62x25mm Tokarev, the 4.6x30mm FMJ, and the 5.7x28mm FMJ, all at well over submachine gun muzzle velocities - in some cases at over 2500 feet per second. The Forcefield also exceeds, by a significant margin, the US military’s most stringent fragmentation requirements for their IOTV Gen III soft armor. Lastly, it offers very good protection against knife and spike threats.
If you need enhanced protection, the Forcefield will do what other IIIa panels can’t. And it’s not significantly heavier or thicker than other products in its class - at just 6.5mm thick and 5.7 kilograms per square meter. (1.17 pounds per square foot.)
As mentioned previously, this level of protection isn’t always needed or warranted, so we created the Liberator to address the daily-wear needs of police and security personnel. It offers unparalleled comfort, concealability, and mobility in daily wear. At just 3.5mm thick, it is the thinnest Level II armor package in the world, and it’s as flexible as a regular article of clothing. And, most importantly, if offers a degree of protection that is beyond merely adequate. Level II armor is more than sufficient to stop the ballistic threats that police officers and security personnel face in the streets. Your average street criminal isn’t rocking a 5.7x28mm PDW, and isn’t going to use fairly exotic solid copper rounds that cost more than $1 apiece. No, your average street criminal is using the cheapest .38 hollow-points that he can find on the shelves of Wal-Mart - or, in Europe, whatever old rounds turn up on the black market.
So a Level II for daily wear, and a IIIa+ for SWAT, military, and crisis response. I think that with just these two products, which were both designed to be as thin and as light as possible, we’ve got our soft armor bases covered.
Q: Your products caught the eye at Eurosatory with a very busy stand, has anything evolved from that and where are you with placing product?
A: We’re working with a number of partners on interesting projects, and on tenders for various militaries. I can’t talk about most of ‘em, but I believe I can mention that we’re working with the Australian composites experts XTEC on a very interesting project for the USMC. A lot of very innovative products are in the works - to such an extent that I feel confident in the assertion that a revolution in armor is coming. Stay tuned.
For more information visit: http://diamondage.org
De-risking the Deployment of Applications over Military Networks
Soldier Modernisation talks to Frank Puranik from iTrinegy about their Network Emulation technology and how it helps the modern dismounted soldier
Q: Your technology isn’t directly deployed with frontline troops, so how is it applicable to the modern soldier?
A: I think the expression “No comms / No bombs” will be well understood by military personnel as it relates to the criticality of ensuring information (these days voice and data) is successfully delivered where and when it is needed in order to determine what action needs to be taken. All modern military, whatever arm - Army, Navy, Air Force - need effective data communications. Information flow is key and this is not just confined to battlefield situational awareness but also extends into other areas such as logistics because making sure your troops have access to the right kit is key to their fighting effectiveness.
So, while our technology is never going to be used in frontline situations it plays a vital role in verifying that the networks, systems and devices the military rely upon to deliver vital information are not going to fail due to inherent limitations in the network. Our network emulators do this by creating accurate working facsimiles of different types of networks (Satellite, Mobile, Wireless, WAN, Cloud etc.) in which to test applications, devices and data delivery prior to deployment into the field. Taking this approach helps to mitigate the risk of application or system failures in poor networks. For the soldier this means the systems and devices they rely upon are going to work and in extreme cases it could be the difference between life and death.
Q: Could you talk us through a few examples of how your equipment helps the modern soldier?
A: Sure, let’s start with a soldier-carried situational awareness system. The basic problem these are solving is “Where are we? Where are our friends?” and “Where is the enemy?” The contractor tasked with creating this system used our network emulation technology to create a realistic test MANET environment which connected 30-50 devices simultaneously across different types of ad-hoc wireless networks, but rather than doing this in the field, all within the lab. They could then understand how, when a soldier entered a new input into their situational device, the system propagated information to other troops. Being a virtual test network, the contractor was able to fully control different network characteristics such as available bandwidth, latency and data packet loss to reflect changes in factors such as terrain, weather and enemy jamming and see how the system coped when operated in networks ranging in quality from desired, disadvantaged to disrupted. It helped the contractor identify and resolve issues long before the system was trialled in the field, leading to significant cost savings. More importantly, from the soldier’s perspective, because of the indepth pre-deployment testing undertaken, it provided them with a high degree of confidence that the system was going to work as expected when used in real deployed situations.
A second example is the British MoD’s Land Systems Reference Centre which uses iTrinegy’s network emulation technology as an integral part of its test and reference facility to ensure the resilience of military communication and information systems throughout their lifecycle. Every application destined for use across for the core network needs to be proven as being viable to deploy in the live environment. Using the facility, applications are effectively “certified” as being fit for purpose in this environment and our network emulators provide a synthetic version of the network in which to conduct these tests. Any applications or systems that fail are sent back for reengineering or modification. Our emulators are used to faithfully reproduce the conditions of the live military network including changeable or varying quality experiences as they are tried in different scenarios/theatres.
A third example involves a distributed logistics system developed for a leading European army to help it deliver equipment, and spares, including armoured vehicles into theatres around the globe. Often, the locations will be in parts of the world where network availability is limited and quality is variable and their system needed to be able to cope with that, in order to ensure that appropriate asset information was available at all levels. The contractor developing this system used our emulator technology to provide them with a working replica of the network conditions that the system might be expected to operate under by mimicking a wide range of real-world conditions in their test lab. Again, our technology enabled them to truly understand and optimize the system’s performance and achieve a successful rollout.
Q: What is next for iTrinegy and how are you hoping to develop out in government and defence areas?
A: We have been working alongside our military customers and leading defence contractors for over a decade now and our objective remains the same, namely to perfect the most accurate and realistic test network environments available from extremely low bandwidth, high latency environments through to high speed, high volume set-ups in order to ensure application and systems performance is thoroughly tested prior to deployment by the military and government organizations.
Looking forward, we know that network technologies will continue to evolve as witnessed by the imminent (at the time of writing) launch of 5G mobile networks and work being undertaken in the development of large scale satellite constellations operating in LEO (Low Earth Orbit). While these new systems should improve the soldier’s ability to access data and stay connected they also present new challenges. If you take LEO satellite constellations as an example, while the large number of satellites circling the Earth means you will never have to wait too long to be connected to the network, the high speeds (typically 17,500 mph) at which they are travelling relative to each other and land forces makes for an extremely dynamic network environment with parameters such as bandwidth, latency and error rates changing in fractions of a second. Understanding how applications, systems and devices cope with the possible “break-before-make” nature of these satellite circuits is going to be key to ensuring data will be completely downloaded onto soldier-carried devices. This is an area we are already actively engaged in and we can only see this becoming increasingly important in the military context.
We also continue to work directly with the MOD, numerous branches of the US military, the Australian Government Department of Defence and leading global defence contractors as well as being involved in consortia such as CSIIS (The Command, Control, Communications, Computing, Intelligence, Surveillance and Reconnaissance - Secure Information Infrastructure and Services (CSIIS) Research Programme established by Dstl.
For more information please visit: www.itrinegy.com/solutions/by-industry/military
PEO Soldier’s Enhanced Night Vision Goggle-Binocular
By Alton E. Stewart, Program Executive Office Soldier, Public Affairs Office
The cold and snow in the marshlands of Aberdeen Proving Ground, Maryland, could not keep Program Executive Office Soldier from conducting a Soldier Touch Point on the Enhanced Night Vision Goggle-Binocular.
The STP included Soldiers from Bravo Company, 2nd Battalion, 504th Parachute Infantry Regiment, 1st Brigade Combat Team, 82nd Airborne Division from Fort Bragg, North Carolina; and Marines from The Basic School, Quantico Marine Corps Base, Virginia. They subjected ENVG-Bs to a variety of scenarios to see how effectively they worked and aided the Soldiers.
“This was the first time we’ve had multiple vendors put their ENVG-Bs through a practice operational assessment,” said Capt. Josh Redmond, ENVG-B Assistant Product Manager. “We’ve never done an obstacle course, navigated tunnels or fired Rapid Target Acquisition with any variant of the ENVG-B.”
Captain Redmond said the Soldiers wore the ENVG-B while going through obstacle courses and a tunnel complex, and they also carried out weapons and reflexive firing with RTA. In additional, they conducted squad attacks with room clearing and a movement to contact. All testing occurred both day and night.
ENVG-B employs both night vision and thermal-sensing capabilities. The use of white phosphorous tubes, as opposed to the previous green phosphorous tubes, means Soldiers no longer see a green-tinted image. They now see nearly as clearly as one sees normally. Marine Cpl. John T. Fenley said the ENVG-B is so clear he is able to read with them. Being binocular, it also provides users increased depth perception versus that which is offered from the traditional monocular view.
“They have a natural aptitude for this technology,” said Captain Redmond of Soldiers who grew up playing video and computer games. “This will make them move faster, observe targets from behind cover and update the command post instantly with situational awareness icons.”
The second purpose was a formal test by Aberdeen Test Center on APG to qualify the Universal Helmet Mount Assembly for the Enhanced Night Vision Goggle III and ENVG-B, according to the captain. The UHMA will establish a standardized mounting fixture for legacy and future night vision devices.
At the end of this seventh STP, Captain Redmond was pleased with the results.
“I’m overjoyed with the outcome,” Captain Redmond said. “The Soldiers genuinely like the equipment and want it now. The things that need to be improved aren’t difficult engineering challenges and the vendors are working fixes now.
“We proved this technology is mature enough to head into a formal qualification as we rapidly approach our late Fiscal Year 2019 deliveries and fielding,” Captain Redmond said.
One of the Soldiers participating was Staff Sgt. Tanner Trapp, who especially liked the ENVG-B and Family of Weapon Sight--Individual, or FWS-I. The FWS-I wirelessly transmits an image captured from a reticle mounted on the M4 Carbine to the ENVG-B. This allows the Soldier to see the carbine’s aim point in the ENVG-B. Using RTA, Soldiers are able to engage a target without having to bring the carbine to the standard shoulder firing position. This cuts down valuable reaction time to a threat.
“Overall, I think it will make us more lethal,” Sergeant Trapp said. “That thing is phenomenal. The capability it provides is ridiculous.” He especially liked how the ENVG-B and FWS-I RTA bubble does not emit a light signature like the PEQ-15, which near-peers can see.
During an After Action Review following a day of weapons zeroing on the range, vendors solicited feedback from Soldiers who are working on variants of the ENVG-B. This gave Soldiers the opportunity to bring up issues they discovered. They told engineers that the ENVG-B locking mechanism seems to come loose, and the release buttons are too close together.
Soldiers noted that one side of the ENVG-B feels a bit heavier than the other. Because of this, helmet balance was off, affecting how the helmet sat on their head. Having the engineers present allowed the Soldiers to ask about addressing the issue.
Engineers also learned that the Soldiers tended to butterfly the binocular tubes to the side when not using them as opposed to pushing them up. This gave the engineers information on how Soldiers use the ENVG-B and could come in handy as they make design adjustments going forward.
Nevertheless, the feedback was not one-way only, resulting in teaching moments. For example, one Soldier mentioned that the compass on the ENVG-B seemed to be off by four degrees. An engineer explained that the ENVG-B compass is set for true north, not magnetic north, as typical commercial compasses use. An engineer clarified that the augmented reality of ENVG-B would automatically account for the differences between Magnetic and True North.
During the AAR, Soldiers explained the need to make the already durable ENVG-B as indestructible as possible. A common refrain from Soldiers was, “’Joe’ is going to do what ‘Joe’s’ going to do.”
Marine Cpl. Fenley echoed a similar refrain for Marines: “’Indestructible’ hasn’t met a lance corporal.”
Soldiers also expressed the importance of being able to secure the ENVG-B to their helmets, possibly with eyelets to allow cord or carabiner security. However, PEO Soldier stresses that every ounce matters and additional features could add nominal weight to the device. Undeterred, Soldiers replied that “Joe” was still going to do what was necessary to secure the device, regardless, and encouraged engineers to address the issue.
Captain Redmond said there were a couple of surprising points they learned from the STP. One was the size of the halo when using previous night vision devices. Bright light sources typically created a large halo that interfered with the view through the devices. The ENVG-B has a smaller halo that doesn’t wash out the view as much as devices in the past. Soldiers learned the ENVG-B thermal sensors pick up right where the Image Intensification fails due to obscurants, according to the captain.
“One of the Soldiers stated the [ENVG-B] goggles have a small halo and don’t wash out when looking at lights or even during day operations,” he said. Night Vision and Electronic Sensors Directorate officials generated the specification to reduce the halo prior to the STP, which Industry fixed before the event. The fix clearly served a tactical purpose, according to the captain, and the STP validated it.
Finally, Marine Sgt. Peter J. Leon, The Basic School, said he liked the compass headings visible in his field of view with the ENVG-B. As a machine gunner, having a visible compass in his view while firing his weapon helps him to maintain the Minimum Safe Line that keeps him from endangering his fellow Marines. Previously, determining MSL meant he had to look down at a compass and determine the headings for the MSL.
“It allows me to keep my eyes on target while engaging,” Sergeant Leon said.
With each Soldier Touch Point and feedback from Soldiers and Marines, PEO Soldier learn more ways to make the ENVG-B into a device that will improve Soldier lethality.
Russell Petcoff of PEO Soldier Public Affairs contributed to this article.
British Army’s SOURCE VIRTUS Soldier System
VIRTUS is the integrated combat and protective gear developed by SOURCE for the UK MoD to meet the challenges and needs of the modern infantry soldier
In January 2015 the British Army awarded SOURCE the contract for VIRTUS, the world’s first integrated soldier system, after months of exhaustive trials and tests. The SOURCE VIRTUS SOLDIER SYSTEM has been proven in lab and field experiments to improve the cognitive and physical performance of the combat infantryman under the most demanding conditions.
The Virtus Soldier System comprises 7 subsystems. The integrated design of the different components results in a significant improvement to the physical and mental performance of the infantry soldier, his mobility, agility and survivability in complex combat missions.
The world’s first dynamic weight distribution system DWD
In today’s theatre of war, the infantry is expected to operate with gear weighing from 66 lbs up to his full body weight. The Dynamic Weight Distribution (DWD) system enables the individual to dynamically transfer weight between the shoulders and the hips, varying the distribution to delay the onset of fatigue and improve comfort and agility.
The soldier on-the-move is able to easily regulate the weight distribution via the ultra-light Spine - from 100% load on his shoulders to 100% on the hip-belt, and anything in between - while maintaining full flexibility and freedom of movement. This dynamic weight distribution capability not only mitigates against potential back injuries it also improves comfort, reduces the perception of the weight carried and allows better ventilation & thermal control.
Extensive field trials have shown the DWD to reduce the perceived burden on a soldier during long hauls, improving the ability to adapt to the mission and terrain. The system connects to the soldier’s vest or pack, switching between gear is fast and easy, especially with the latest series of modifications for the UK customer.
SOURCE Scalable tactical vest (STV)
All Virtus protective gear can be scaled to the demands of the mission – eliminating unnecessary weight. Our Scalable Tactical Vest (STV) allows for rapid response, using minimal number of parts, cleverly designed to allow the soldier to quickly and easily scale up or down according to different threat levels and missions.
Building on our proven human factors integration capabilities, Source have produced a novel sizing regime that enables us to cover the range of 5th to 95th percentile of male and female UK Army user population with only 8 sizes. Our patterns and materials do not only provide anatomically correct coverage, but also a comfortable fit.
The Scalable Tactical Vest (STV) is also fully in line with US Army Technical Statement of Needs (TSN) for the SPS TP system. The front ballistic insert covers the torso from the suprasternal to the omphalion (navel) and is cut inward 1 inch from the anterior scye (armhole) on the torso. The back ballistic insert covers the torso from the C7 vertebrate to the omphalion.
Virtus STV and protective gear is fully adaptable to threat and mission while providing improved fit and functionality
The smart design allows for full scalability. The single textile vest scales up to 4 different configurations: from a concealable vest to a full-up tactical vest with side and extremity protection. A soldier reconfiguring his Scalable Tactical Vest from a Plate Carrier to Tactical Vest or vice versa takes less than 3 minutes, without help. As there is one textile vest for all 4 configurations, the DWD and the MOLLE pouches attached to the vest stay intact.
Donning and doffing the vest can be done either over the head (when helmet is off) or from the left shoulder (when helmet is on). The STV design represent a complete new approach of fitting the vest to the user waist circumference with no Velcro front closure. Infinite buckle/strap adjustment allows easy fine tuning to avoid any restriction to normal breathing.
Thanks to the Quick Release System developed for the STV, the soldier can remove the torso vest with front, rear, side plates, DWD and protection of the extremities in less than 5 seconds - and reassemble his gear within 30 seconds. The Scalable Tactical Vest remains in one piece after the quick release is activated. The DWD is quick released by the same mechanism keeping the hip belt on the soldier. Essential ammunition & fighting gear are kept on his hip belt ready to go.
Protection for the extremities is quickly and easily integrated into the system and provides full integration of the pelvic protection and the lower back protection with the hip belt providing continuous back protection.
Last but not least, the Virtus MOLLE pouches use a unique assembly mechanism which is 20% lighter and 50% faster to assemble when compared to traditional standard issued MOLLE pouches.
Meeting the demands of the mission
The groundbreaking “SOLDIER AS A SYSTEM” philosophy, created by SOURCE, allows the gear to be scaled to the demands of the mission - eliminating unnecessary weight. Protective gear can be adapted to the threat level, packs are available in different sizes according to soldier’s mission.
The integrated design results in significantly improved physical performance for the infantry soldier, enhancing mobility, agility and survivability in complex missions.
ABOUT SOURCE
SOURCE was founded in 1989 by Yoki Gill and Daniel Benoziliyo and now employs more than 200 workers. SOURCE has always been a groundbreaker pushing for genuine innovation and creating new standards.
SOURCE Gear is designed by soldiers and much of its key personnel are officers in IDF elite forces. SOURCE products are used by armed forces, professionals and athletes around the globe.
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