As we move into the second half of 2018, we are seeing an increase in spending from most programmes: we have updated 18 programmes within our Programmes at a Glance section. Some of the most notable are the increase in troop modernisation from countries like Brazil, Benelux and Russia. Nett Warrior’s use of modern off-the-shelf technology, to see if the cost reduction will allow simpler troop effectiveness, is one that also should be read. Please come back to me with your thoughts.
Within the journal we have notable new products, with two innovative approaches from goTenna and Diamond Age, one in effective use of combat communications and the other in tactical body worn amour. The spread of the digital battle field has led to the need for up-to-date communications between ground based troops, artillery and air support; we have great articles from Viasat and DTC. The use of drone technology to provide support to ground troops is growing, with both the US and Denmark looking at handheld devices, we have an up-to-date article on SWARM 2 from DARPA and counter drone technology from IXI Technology.
Vest technology is also still a key area of development with many countries selecting manufacturers and in the final selection process. This brings us on to exactly what technology will be deployed on these vests, how to power them and keep them powered, we have articles from Ultra Electronics to Getac, Bren-Tronics and Source. The main problem is to keep the technology but, as always, to lighten weight.
We also have an interesting update from the US Marine corps on the technology they will be deploying and why. Interconnection still remains an issue on the vest systems themselves: we have this covered by Fischer, ODU and Omnetics providing well covered options all round.
We have an interesting article on the medical side from the US Military on field problems and solutions and innovative products from Molecular Products and Zoll, this is an area that we will be looking at as it relates heavily now on a unit’s effectiveness to carry out objectives and to care for unit members.
Sight technology is moving on at pace and we have the new offerings from UK Military supplier Qioptiq and the US Military supplier Raytheon ELCAN, these are both worth a read on how they over come some battle situations in a unique and innovative way.
As always, please send comments to my email below, good, bad or otherwise, as we read and evolve the project from this.
Kind regards,
Robert Alcock
Editor, Soldier Modernisation
robert.alcock@intercomms.net
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Marines Take Strides
Marines announce changes to ground combat element aimed at improving lethality and agility
The Marines are making strides to become more lethal and agile based on the threats of the future battlefield.
At the annual Ground Awards Dinner, Commandant of the Marine Corps Gen. Robert B. Neller, offered his recent decisions to many of the Corps’ top officer and enlisted ground combat leaders.
“We are going to change,” offered Neller. “Not that we aren’t good; we are. But we must continually strive to get better.”
Neller added that improvements in technology, mobility, and firepower offer the Marines an asymmetric advantage against potential adversaries, but only if they seize the opportunity.
“The surest way to prevent war is to be prepared to dominate one,” Neller said. “And that is what we are going to do.”
The Marine Corps Operating Concept (MOC) identified the development of the future force as a critical task and emphasizes that “superior infantry is a Marine Corps asymmetric advantage.”
The infantry has always been the heart of the Marine Corps’ warfighting capability and the Commandant wanted to ensure that Marine Corps infantry formations remain the most lethal, agile, and adaptable in the world.
The MOC, Marine Corps Force 2025 (MCF 2025), as well as the associated Sea Dragon 2025 experiments and evaluations, have informed the Commandant’s decision to make several foundational decisions to increase the lethality, agility, and adaptability of the infantry battalion.
Reorganization of the infantry will occur over the next three-to-five years, although some of the changes are happening now, such as the move to arm infantry Marines with the M27 Infantry Automatic Rifle and the distribution of quadcopters.
Highlights of the announced and recent changes throughout the ground combat element:
12-Marine Rifle Squad
One of the most anticipated changes Neller announced was the structure of the Marine rifle squad. The new 12-Marine squad reflects changes aimed at better equipping the small unit leader with increased lethality and enhanced situational awareness. It will be organized into three fire teams of three Marines each with two new positions added to account for an assistant squad leader and a squad systems operator. Additional riflemen, one for each fire team, will remain on the books (Table of Organization) as an unmanned requirement to allow the Corps to quickly add depth to the squad, if needed.
This new squad will be implemented across all Marine infantry battalions during the next three-to-five years. One of the key factors is that each squad leader would have 5-7 years of experience and formal training as a squad leader. The new squad systems operator will also receive formal training on a variety of technologies. The squad, by billet, will be organized as such:
• (1) Squad Leader (Sgt)
• (1) Assistant Squad Leader (Cpl)
• (1) Squad Systems Operator (Lance Cpl)
• (3) Fire Team Leaders (Cpls)
• (3) Grenadiers (Lance Cpls)
• (3) Automatic Riflemen (Lance Cpls)
Squad Firepower, Comms, and Optics
Neller added that every Marine in the rifle squad will be armed with an M27 Infantry Automatic Rifle with suppressors and improved optics. The current rifle squad is built around three automatic weapons, however, the future squad will have 12. Marines will also have improved binocular night-vision devices, improved optics, including a thermal capability, and multiple improved grenade launchers (M320).
Marines are fielding the Multi-Role Anti-Armor Anti-Personnel Weapon System (MAAWS), “Carl Gustav”, as a replacement to the Mk-153 Shoulder-Launched Multipurpose Assault Weapon (SMAW), for additional firepower and increased rocket range and variety.
They will receive enhanced communications equipment and the Marine Corps common handheld device that provides a digital link to close-air support, indirect fires, and adjacent units to increase shared situational awareness.
Each squad will also have an M38 Squad Designated Marksmanship Rifle with a suppressor and variable 2.5-8 power optic. This rifle is organizationally assigned to the rifle squad, not to a specific billet, to provide improved identification and engagement of targets out to 600 meters. The individual employing this weapon will not be a sniper, but a Marine who is given additional training on range estimation, scope theory and observation.
Sniper Rifle Upgrades
Mk13 Mod 7 Long Range Sniper Rifle (LRSR). The Marine Corps will field a limited number of Mk13 Mod 7 LRSRs during FY18 to provide increased range and hit probability. The Mk13 Mod 7 LRSR is currently used by elements of U.S. Special Operations Command; it employs a .300 Winchester Magnum round.
Unmanned Aerial Systems/Counter UAS
Each squad will have a UAS ‘quad copter’ to increase situational awareness of the squad leaders. Beyond the squads, each platoon will have an additional UAS operator, and the rifle companies will add a UAS/Counter-UAS section of five Marines.
More Javelins, Less TOWs and 81s…but Increased Range and Mobility
Weapons companies are going to get four additional Javelin systems bringing the total to 12. Javelins are man-portable, anti-armor missiles; Javelins will have extended range with the command launch unit. This is to off-set the elimination of four Tube-launched, Optically-tracked, Wire-guided (TOW) missiles in the company, and the eventual elimination of TOWs in the battalion. The Commandant also announced the decision to reduce the number of 81 mm. mortar systems by two in each weapons company, as eight was a hold-over from days when we had four rifle companies in the battalion. The six remaining will have extended ranges through ammunition improvements, and Marines will leverage the Polaris MRZRs (all-terrain vehicles) for enhanced mobility.
More Tanks, Rockets
2nd Tank Battalion will get an additional tank company, and the Corps is upgrading its M1A1 active protection systems and target acquisition and sensor suites.
5th Bn, 10th Marines is coming back as a High Mobility Artillery Rocket System (HIMARS) Battalion, with plans to stand up this unit in FY23.
Marines are fielding the Light Armored Vehicle Anti-Tank Modernization (LAV-ATM) upgrades – improved weapon systems, ability to acquire targets while on-the-move with a precision long-range anti-armor/anti-materiel capability, using an advanced thermal sight and guidance system.
More Information, Intel and Logistics
Each rifle company will have an Operations/Intelligence section, as well as a logistics cell and a Small Arms Repairer (Military Occupational Specialty designation 2111). At the battalion level, Marines are adding an Information Management Officer and an Information Environment Operations Officer and Chief to integrate Information Warfare capabilities.
More Combat Engineers
Combat Engineer squads will increase to 13 Marines, and each infantry battalion will have an engineer platoon aligned to it.
More FACs (Forward Air Controller)
With an additional FAC assigned to each infantry battalion, each rifle company will have an assigned FAC. n
Soldier Worn Power and Data (SWPD): putting the power back in the users’ hands
Soldier technology is not a new concept; indeed, we have been providing our soldiers with “technology” since man first understood the need for defence. Early commanders on medieval battlefields had at their disposal a “flag bearer” who would communicate across the battlefield via a series of coloured and marked flags. A very basic and early precursor to today’s modern battlefield radios which are issued to almost every soldier.
As the technology has grown, the need to understand better how to integrate it and how to use it to better interoperate with partners and allies has grown significantly. In those more simplistic times of sword and shield the battlespace was more often than not a muddy field somewhere in northern Europe and the day’s work was likely over and done within a matter of hours. Today’s operational space is much vaster and the burden we place upon our Soldiers is a great deal more complicated than waving a flag while chasing someone around a field in France with a sword.
As we continue to load our soldiers with more and more technology in an effort to decrease the physical and cognitive burden; something it has arguably begun to achieve well, it has also begun to create a potentially more complicated challenge, namely how to support it.
The need to continually integrate will always be present. Utilising current “dumb” hub technology has achieved much of the basic technical integration and allowing devices to share power and data. Dumb being defined as routing power and data only and requiring a high degree of technical input via the EUD from the user to configure individual ports, assign IP addresses and generally maintain a network. However, it has done little for the physical integration, often requiring users to route cable upon cable though their carriage solutions which in turn limits their freedom of movement and increases the weight of their overall load significantly.
A new generation of hubs, (both dumb and smart) are emerging that allow for many of these cables to be routed inside load carriage solutions. Significantly reducing the amount of weight and sheer bulk being experienced by many users currently.
Whilst the evidence for smarter, lighter, better integrated systems is readily available, there still remains a reluctance in some quarters to bring this capability into main stream use. In part this is driven by cost, but also by logistics and through life support. Delivering a capability into any end user group is one thing, funding it, maintaining it and supporting it is something else entirely. And this is where the next great challenge is beginning to emerge.
When it comes to load carriage and putting equipment on the Soldier you are entering into a deeply personal realm. Each user has different needs, different body shapes and different requirements of their load carriage and associated technology.
Ultra Electronics have taken steps to tackle these challenges head on and early in the development of the UltraLYNX Smart Hub.
UltraLYNX represents an evolutional step change in the development of smart, scalable, soldier worn technology. Not only is the hub smart and allows for the simple plug and play of a range of common (and some not so common) bearer and end user devices; The hub itself can be employed in multiple roles, configurations and carriage solutions each as the user requires.
By empowering the user to employ the UltraLYNX hub and cable harness as they need, and dependent upon their role and/or mission, the system becomes a great deal more personawl and can adapt and evolve with the changing situation on a modern battlefield. The user is free to utilise the capability provided by UltraLYNX regardless of the threat level posed, be that in full, high threat body armour, a simple pouch attached via MOLLE to belt kit or light tactical vest, or as part of a wider comms fit inside a daysack.
By making the system fully adaptable, UltraLYNX tackles head on one the chief problems with soldier worn systems, namely forcing the soldiers to employ the systems only one way. UltraLYNX puts that power very much back into the users’ own hands.
Addressing the issues of logistics was one of the key design drivers for the UltraLYNX Hub. To provide versatility and flexibility of use by the soldier, environmental robustness and closely followed by through life support requirements. It is no good having a game changing solution that has to go back to base if a connector fails. First line repair was a key design requirement, to ensure system availability was built into its design. Allowing the hub and harness to be removed from body armour and load carriage as the carriers reach end of life allows for storage, maintenance, software updates and data interrogation to be handled much more efficiently and cost effectively. Importantly it also enables managing any data at rest issues by bringing each hub back into a secure environment after use.
By giving the soldier the flexibility to employ smart SWPD (Soldier Worn Power & Data) technology as they need it; Coupled with the ability to field repair the hub, connecters and harness cables by a simple mechanical release within the vest, UltraLYNX has taken SWPD to a new level of scalability, dependability and flexibility. n
For more informatoin, contact:
richard.waldrom@ultra-pcs.com
With Argus NG, Rheinmetall Canada created a modular soldier system which can be accurately customised and ready to deploy to meet the forces needs today. For the first time in soldier system solutions, the focus is taken off the hardware and placed on the soldier with a system designed to augment their situational awareness and decrease the effects of physical burden and cognitive load imposed by modern warfare. Argus NG s engineered by soldiers for soldiers, with usability in mind. An open and flexible system.
The high interoperability of Argus NG creates major advantages for the modern military market including an increase in operational tempo, maximization of military efficiency, and better use of existing capabilities and investment, among others.
“Our UltraLYNX Smart hub offers an open, lightweight, scalable power and data architecture,” says Richard Waldrom from Ultra Electronics. “When integrated with the Argus NG soldier system, it provides users with the very latest in smart, adaptable and scalable technology partnered with world-class situational awareness.”
Visit the Rheinmetall and Ultra Electronics booth at Eurosatory to learn more about Argus NG and its unparalleled advantages.
learn more about Argus NG: soldier@rheinmetall.ca
www.soldiermod.com SoldierMod
Bren-Tronics Launches the Newest Generation of Universal Chargers
When Bren-Tronics first introduced the lithium ion electrochemistry for military batteries back in 1995, the question of the charging solution occurred.
Indeed, Lithium Ion requires a strictly controlled charging profile for safety purposes.
Instead of designing one charger per battery type, or upon customer demand, we took the lead on designing chargers per operational usage (vehicle mounted, soldier portable and maintenance) and not per battery type. The same charger supports all types of chemistry (NiCd, NiMh, Li-Ion), battery voltage and form factor. New charging profiles can be downloaded for charging capability evolution. As of today, more than 70 different types of military battery packs are supported by Bren-Tronics Universal Chargers.
Decades after the first universal charger, Bren-Tronics was awarded in September 2017 by the United States Marine Corps the Advanced Battery Charger program (ABC) which is the next generation of Military-Grade battery chargers.
The Bren-Tronics Advanced Battery Charger (ABC Charger) is a portable battery charging solution that offers next-generation improvements in size, weight and efficiency, while providing selectable power, faster charging times, increased environmental survivability, and other significant innovations.
The charger is designed to quickly and efficiently charge current and future-format military and commercial batteries used on communication, electronics, robots and other tactical platforms.
Battery charging capabilities include but are not limited to: BB-2590/U, BB-390B/U, BB-2557/U, Conformal Wearable Battery (CWB) and many others.
The charger will accept multiple power inputs including universal AC, wide range DC, power from solar panels, fuel cells, wind turbines, etc.
For vehicular and tactical charging needs, Bren-Tronics presents its new VMC Mini charger. This vehicular universal charger is 30% lighter and smaller than the VMC Light. It can recharge up to 4 BB-2590/U batteries at the same time.
Our main concerns have always been safety, reliability and performance.
Safety is controlled by the internal battery management system monitoring and balancing each cell in charge and discharge mode to prevent any internal electrical abusing. It is also guaranteed thanks to the state-of-the-art lithium-ion charging profile CCCV (Constant Current – Constant Voltage) integrated on all universal chargers.
With these new generation chargers, Bren-Tronics continues to lead the way in cutting edge operational improvements to power the modern war fighter!
Both chargers can be seen during Eurosatory in Paris between the 11th and 15th of June 2018, on Bren-Tronics Booth Hall 6 # B660. n
For more information see:
www.bren-tronics.com
OFFSET “Sprinters” Pursue State-of-the-Art Solutions
OFFSET second “swarm sprint” to enhance swarm autonomy for heterogeneous swarm systems in urban environments
DARPA’s OFFensive Swarm-Enabled Tactics (OFFSET) program envisions future small-unit infantry forces using small unmanned aircraft systems (UASs) and/or small unmanned ground systems (UGSs) in swarms of 250 robots or more to accomplish diverse missions in complex urban environments. By leveraging and combining emerging technologies in swarm autonomy and human-swarm teaming, the program seeks to enable rapid development and deployment of breakthrough swarm capabilities.
To continue the rapid pace and further advance the technology development of OFFSET, DARPA is soliciting proposals for the second “swarm sprint.” Each of the five core “sprints” focuses on one of the key thrust areas: Swarm Tactics, Swarm Autonomy, Human-Swarm Team, Virtual Environment, and Physical Testbed. This second group of “Swarm Sprinters” will have the opportunity to work with one or both of the OFFSET Swarm Systems Integrator teams to develop and assess tactics as well as algorithms to enhance autonomy.
The focus of the second sprint is enabling improved autonomy through enhancements of platforms and/or autonomy elements, with the operational backdrop of utilizing a diverse swarm of 50 air and ground robots to isolate an urban objective within an area of two city blocks over a mission duration of 15 to 30 minutes. Swarm Sprinters will leverage existing or develop new hardware components, algorithms, and/or primitives to enable novel capabilities that specifically demonstrate the advantages of a swarm when leveraging and operating in complex urban environments.
The conclusion of the second sprint is aligned with a physical and virtual experiment, where “sprinters” will be able to more deeply integrate and demonstrate their technology developments. The sprinters will have the opportunity to work with DARPA and the Swarm Systems Integrators to further expand the capabilities relevant to operational contexts.
“As operations in urban environments continue to evolve, our warfighters need advanced capabilities to keep up with the ever-changing complexity of the urban scenario,” said Timothy Chung, program manager in DARPA’s Tactical Technology Office (TTO). “The focus on enhancing autonomy in operational contexts will further advance future swarming capabilities allowing the warfighter to outmaneuver our adversaries in these complex urban environments.”
The announcement for this second swarm sprint follows the awarding of contracts to the first cohort of OFFSET Swarm Sprinters to:
• Lockheed Martin, Advanced Technology Laboratories
• SoarTech, Inc.
• Charles River Analytics, Inc.
• University of Maryland
• Carnegie Mellon University
Each of these inaugural sprinters will focus on generating novel tactics for a multi-faceted swarm of air and ground robots in support of the mission to isolate an urban objective, such as conducting reconnaissance, generating a semantic map of the area of operations, and/or identifying and defending against possible security risks. n
Please email questions to: OFFSET@darpa.mil
More information about OFFSET and swarm sprint thrust areas: https://youtu.be/c7KPBHPEMM0 and http://www.darpa.mil/work-with-us/offensive-swarm-enabled-tactics.
The Future of Sight Technology: ELCAN‘s New Optical 1X and 1XL Sights
Soldier Modernisation discusses Raytheon ELCAN’s new 1X and 1XL sights with Dan Pettry, Product Manager Rifle Sights and former US Army Ranger
Q: Could you tell us why you felt that there was a need in the market for the new sights?
A: Specter sights have become known to allied forces globally as dependable, battle proven solutions for changing and evolving mission requirements. We saw a need for reflex sights to be used as stand alone optics or paired with our ELCAN Specter OS 4x and 6x or as additional red dot capability for our dual role sights (Specter DR 1-4x and 1.5-6x),
Q: What do these sights offer that doesn’t exist already in the market place?
The short answer is the rugged, reliable performance of the proven ELCAN Specter brand. Rather than looking to modify an existing solution, our product development team examined the problem the end user is trying to solve.
The Specter 1X mini red dot provides a larger window than existing solutions. This provides a solution that can be used on a variety of weapons.
For the Specter 1XL close quarters sight, the challenge is to provide a reliable solution to draw the user’s eye to the point of aim quickly in close quarters battle and in open terrain. The ELCAN Specter 1XL close quarters sight (CQS) will be released in 2018 and provides a solution into this market space. By incorporating the ruggedness, premium light gathering capability and reliability of ELCAN Specter optics, this sight provides a new solution to an ongoing challenge. The Specter 1XL is being shown at SOFIC in Tampa 22-24 May.
Q: Could you explain the specific uses of both sights and how they differ?
A: ELCAN Specter® 1X MRDS mini red dot sight: The ELCAN Specter® MRDS mini red dot sight is a large window reflex sight that offers the robust, battle proven ELCAN optics. This allows the ELCAN Specter MRDS red dot to be used on more weapon systems and increases its effectiveness as a stand-alone sight while still being effective in combination with a fixed or dual role weapon sight (ELCAN Specter OS 4x or 6x fixed magnification sights or the ELCAN Specter DR 1-4x or 1.5-6x dual role magnification sights.)
ELCAN Specter® 1XL CQS close quarters sight: Our customers require a reliable solution to draw the user’s eye to the point of aim quickly in close quarters battle and in open terrain. This wide field-of-view, unlimited eye relief, close quarters sight utilizes LED technology (instead of holographic) which provides a competitive advantage in theatre:
• Reduced power requirements while still meeting mission requirements and reducing cost, weight and increasing battery life.
• The LED creates a more defined, less grainy reticle which is extremely important once used in combination with a magnifier.
• More reticle options (switch from circle dot to just dot or just circle) because of the optical/LED technology solution.
Q: How can people go about testing the new sights and are they available now for global purchase?
A: Demo units are being shown at various trade show events around the world starting with NDIA SOFIC in Tampa. Demo units are also being made to military customers around the world. Customer interested in seeing the new sights can contact Dan Pettry at:
Daniel.Pettry@raytheon.com or +1.706.905.1283. n
Future Tactical Body Armour for Specific Roles
Soldier Mod talks to Diamond Age Armor about their innovative products
Q: Would you introduce Diamond Age and the differences that you have with other supply companies in the armour area and your unique thought process in regards to design?
A: Diamond Age is two things: first, we’re an R&D firm that focuses on the identification and development of novel ceramic and metallic materials for anti-ballistic armor purposes. Second, we’re an industrial design studio that looks for the best ways to utilize those materials in armor systems.
The materials R&D side of things is working towards complete vertical integration, in the sense that we even do our own raw material powder synthesis. We work from powder synthesis, to shaping and pressing, to densification, and then finally to characterization. We’ve now finalized two ceramic materials that are heading into production.
The design studio has an entirely different role. It first asks: What’s causing casualties among our troops? Is it fragmentation from indirect fire? Fragmentation from IEDs? Concussive blast? Head shots that penetrate the helmet? Shots to non-covered areas of the head, neck, or face? Torso shots that penetrate soft or hard armor? Damage to arteries in areas not covered by body armor?
Q: What projectiles are our troops facing on the battlefield? What’s the velocity and size distribution of the artillery, mortar and IED fragments that they can be hit with? How does body armor affect concussive blast waves? How does body armor affect mobility and one’s ability to conduct effective combat operations?
A: With those questions answered and I think that we have a database of satisfactory answers, covering all conflicts since the Korean War, we design systems which are tailored to defeat the most likely threats, while keeping mobility and the needs of the infantryman in mind.
Q: Moving on to products in use and already shipped, can we talk about the Bastion Helmet, its unique design and innovation that makes it multi use and in advance of other products?
A: The Bastion was created to address one of the primary issues of ballistic protective headgear, namely that it’s ineffective against rifle rounds. Combat helmets offer protection from artillery/IED/mortar frag, from blunt force trauma, and from ricochets and glancing or very high obliquity projectile impacts, but are almost always perforated when struck by high-velocity rifle rounds, and this has always been the case, going back to the first steel helmets of WWI.
But now, thanks to recent advances in ceramic armor and helmet shell construction, it’s possible to construct a lightweight helmet that stops virtually all common rifle threats. And we’ve gone ahead and done it.
The Bastion is essentially an ultra-light, high-end combat helmet that’s up-armored with a modular ceramic shell. This exterior shell is comprised of five separate tiles: a front, a back, two sides, and a top. The tiles which comprise this shell are all individually removable and they can be mixed and matched to suit various tactical purposes. For instance, soldiers in turrets and those who perform SWAT-style breaching raids may want to wear a fully-ceramic-clad helmet, for maximum protection. Infantrymen who need better mobility may want to wear only the front and rear tiles. The front tile by itself can be used as a sort of sniper plate, which would look like a modernized version of the WWI German Stirnschild, the nearly six-pound steel plate that was used to up-armor sniper and machine-gunner helmets.
In the Bastion’s case, the entire helmet with all plates weighs less than six pounds. And the front-tile-only configuration would weigh approximately three pounds.
Which brings me to an interesting point: we’ve run a thorough epidemiological analysis and review, and it turns out that the front of the head – an area which corresponds with the extent of the frontal bone of the skull – is the point-of-entry for as many as 70-80% of casualties who are shot through the helmet. The area on the top of the head – which corresponds to the occipital bone – sees virtually no bullet entry wounds. As such, the front tile alone – which is of negligible weight – should offer very meaningful protection from firearm threats.
We’ve tested the helmet against standard-issue assault rifle rounds such as the 5.56x45mm M855 and M193, the 5.45x39mm 7N10, the 7.62x39 Type PS Ball, and others, at muzzle velocity. The rounds are stopped, and backface deformation is nominal. We’ve also pitted the Bastion against small-caliber AP rounds, such as the 5.7x28mm SS190, which was stopped with virtually no backface deformation at all. Suffice it to say that all of the aforementioned rounds, at 0° obliquity and muzzle velocity, would have no trouble punching through an ACH.
Ultimately, what we have is the first helmet to offer meaningful protection from rifle rounds, including steel-cored rifle rounds at muzzle velocity. And it’s not excessively heavy, thick, or unbalanced.
Q: One product that caught my eye with the Bastion Helmet is the Paladin Armor System head-face-neck shield, can you talk through the design reasons and the safety implications?
A: It’s not just the frontal bone of the skull that’s vulnerable: if you compare wound density to body surface area, it turns out that the face and the anterior neck are the two most vulnerable spots on the modern soldier’s body. This was noted in casualty surveys from Vietnam, Israel’s 1982 Lebanon War, OIF/OEF and elsewhere. And protecting the face and neck is a very difficult problem.
The past 15 years have seen a number of solutions, which are all very similar: the combat helmet is fitted with a mandible (jaw) shield and a transparent visor, so that it looks something like a motocross helmet. As admirable as the efforts to field these mandible helmets have been, and I view them as extremely admirable indeed, there are three drawbacks that are inherent to the design. First, they don’t offer protection from rifle rounds or sufficiently fast-moving frag. Second, they interfere with shouldering and aiming a weapon. Lastly, the mandibles offer no neck protection – and, in fact, they only offer anterior protection, for they usually don’t protect the suprahyoid region of the lower chin, which is worth mentioning as frag, from IEDs in particular, often rises from a low angle.
The Paladin armor system – which is still in working prototype stages, but will soon be available for fielding trials – is a patent-pending system which sidesteps a couple of those drawbacks by design. It’s a mandible and visor that isn’t connected to the helmet at all, but is supported by the armor carrier and by an integrated load-distribution system. The fact that its weight is supported by the body, and not the head and neck, allows us to use armor ceramics and high-strength alloys in its construction, so it is fully capable of stopping rifle rounds at muzzle velocity, and this level of protection covers the entire anterior neck, jaw, and lower face. For all that, the Paladin Armor System is not very heavy; our present model weighs less than four and a half pounds (2kg.) For comfort and convenience’s sake, it’s designed so that it can be raised and lowered with one hand.
Q: I understand that your business is heavily engaged in materials science, research and development. Can you tell us more about that?
A: The synthesis, research and development of armor materials is the foundation of our business. The vast majority of that effort is dedicated to ceramic materials, where we’re presently working with a number of candidates for further commercial development. The challenge here is to produce something that exhibits better performance than boron carbide, yet is still cost-competitive. So therefore, e.g., beryllium and scandium ceramics can immediately be ruled out, despite their excellent performance, on account of the very high cost of the elemental raw materials we’d need for their synthesis.
Two of the candidates materials we’re working with are especially attractive on basis of performance and price, and our present efforts focus on scaling them up. In the longer run, we’re working on applying higher pressures to bear on raw materials – for there is great, and almost entirely untapped, potential in metastable high-pressure ceramic phases. These are ceramic compounds which can only be formed at very high pressures (typically around 2-6 GPa, roughly 300,000-900,000 psi,) but which are indefinitely stable when brought back down to atmospheric pressure post-synthesis. A whole new world of interesting oxides and nitrides, which are typically inexpensive to produce insofar as elemental raw materials are concerned, opens up at high pressure. For instance, it’s highly likely that the high-pressure boron subnitride B13N2 would outperform all of today’s armor ceramic materials by a wide margin. So the development and commercialization of bulk high-pressure materials is one area where we’re focusing our longer-term efforts, but it does demand significant investments in time and engineering.
The bottom line is that we’re developing new armor materials to help lighten the load and enhance protection and survivability. This is the hard science of the business; the rest is design and craftsmanship. n
Connecting the modern warfighter
ODU AMC connector solutions find many applications within C4ISTAR systems that require significant weight and space reduction. This is absolutely crucial particularly for the soldier with field radios, portable computers, night vision, digital scopes, GPS antennas and soldier control units, and also for equipment such as UAVs, airborne vehicles, navigation modules and even more.
Designed especially for military and security technology, this extremely robust metal circular connector series satisfies every demand when it comes to loading capacity and transfer reliability. The ODU AMC is in its element even under the most extreme conditions: tough, watertight and easy to clean even in the field. The low weight, low-reflection surface, excellent EMC properties and compact construction make these connections ideal elements for military and security technology.
ODU also provides turn-key solutions that include complete advanced cable assembly and overmolding.
ODU AMC Push-Pull & Break-Away
With its Push-Pull design, the ODU AMC Push-Pull can be swiftly mated without force and unmated quickly – and you can do both blind, without needing to see the connector. The locking state is unambiguous and reliable even in hard-to-access places.
The ODU AMC with Break-Away function was designed for connections that can be mated or demated in seconds, even under field conditions. One pull on the cable is enough to demate the connection. Naturally the plug can be mated again just as quickly.
ODU AMC offers flexibility for all system engineers and hardware designers. The Push-Pull and Break-Away versions are interoperable, using the same receptacle and in-line receptacle. This way the cable can be changed later without modifying the receptacle (housing). The equipment designer has options.
• Quick and simple mating, including blind mating
• Quick and easy demating
• Low space requirements for devices
• Several housing and contact configurations (3-55 poles)
• 5 sizes
ODU AMC Easy-Clean
No matter how harsh the environment, whether exposed to snow, mud or dust, the Easy-Clean capability of these connector solutions enables high performance and high usability. The unique spring loaded pin system and the design of the connector meet all the stringent requirements of the most challenging environments.
• Fast and simple cleaning of connectors in the field
• Contact inserts with pogo pins
• Break-Away connector receptacle and docking connector available
• 7-19 poles
• 3 sizes
ODU AMC High-Density
High-Density connectors provide the highest possible number of contacts in the most compact space. It gives developers new possibilities and solutions, whilst simultaneously challenging the manufacturer - because the connectors’ reliability and electrical & mechanical robustness must remain intact despite the compact size.
Starting with a diameter of under 10 mm and going up to 18.5 with 40 contacts, the ODU AMC High-Density series proves that premium quality can also come in small packages. In addition to the High-Density signal connector, the range also includes versions for “Power” (up to 15 A) and Data Transfer in the most compact space.
In military and security technology, ODU offers not only first class quality connections such as the ODU AMC, but also the complete assembly of the customer’s system solution.
• Smallest and compact designs
• Break-Away function
• 2-40 poles
• 4 sizes
Customer-specific solutions
As a specialist in connection systems, ODU develops solutions matching the exact requirements and specifications that the market demands. Working in partnership with its customers, ODU creates the connection system that is needed for the application, resulting in a solution that is both technically and economically sound. n
For more information: www.odu-connectors.com
ODU AMC®
About ODU
Diverse connection solutions for a broad range of tasks: whether for transferring power, signals, data or media – when the demand is for perfect quality and absolute reliability ODU always delivers. When innovative applications call for new solutions in connection technology we provide the connection you need, tailored to your requirements – we can also offer a complete system, including cable assembly, from a single source. As specialists in the development and manufacture of connections with turned and stamped contacts, ODU combines all the relevant vital skills in one company.
About ODU Group
The ODU Group is one of the world’s leading suppliers of connector systems, employing 1,900 people around the world. In addition to its company headquarters in Mühldorf am Inn, Germany, ODU also has production sites in Sibiu/Romania, Camarillo/USA, Shanghai/China and Tijuana/Mexico, supported by an inter¬national distribution network. ODU combines all relevant areas of expertise and key technologies including design and development, machine tooling and special machine construction, injection, stamping, turning, surface technology, assembly and cable assembly.
Army Harnessing Power of Artificial Intel to Build Smarter Robots
It’s time for robots to replace soldiers for certain specialized tasks involving “dull, dirty or dangerous work and to reduce their cognitive load,” said Maj. Gen. Cedric T. Wins
So the Army is now investing $30 million to harness the power of big data analytics, machine learning and artificial intelligence in order to create unmanned ground and aerial vehicles such as future vertical lift and the next generation combat vehicle, said Wins, who is the commander of U.S. Army Research, Development and Engineering Command.
Wins spoke on May 4 at an Association of the United States Army “Sustainment” Hot Topics event at the Virginia State University in Petersburg, Virginia.
Besides investing in this new, enabling technology, the Army has taken two other significant steps toward enhancing robotics, he said.
First, RDECOM, which is a subordinate command of Army Materiel Command, will instead fall under Army Futures Command once it is stood up this year, he said. This will allow AFC to enlist the talent and resources of some 10,000 engineers and scientists in RDECOM, along with its vast network of partnerships throughout industry and academia.
Second, RDECOM has entered the Department of Defense’s Algorithmic Warfare Cross-Functional Team, code-named Project Maven, he said.
Project Maven was stood up to “integrate artificial intelligence and machine learning more effectively,” according to an April 26, 2017 memorandum from then-Deputy Secretary of Defense Bob Work, announcing its establishment.
“Although we have taken tentative steps to explore the potential of artificial intelligence, big data and deep learning, I remain convinced that we need to do much more, and move faster …” the memo states.
Wins explained some of what the Army expects to get from Project Maven.
The project is divided into two phases, he said. Research in phase one involves developing computer decision algorithms to help analyze full-motion video input. Phase two consists of improving on the first phase by broadening the scope, scale and speed of the process to analyze data more quickly and comprehensively.
Although this all sounds simple, it’s really not, he said.
“To maximize big data, you need a very, very, very robust high-performance computing capability, focused on being able to deal with the volume of information, harness the speed by which data can be generated, and be able to deal with the diversity of data to make it meaningful and informative for the user and then having the ability to trust the information and verify and validate that data and then make it useful,” he said.
Why invest in this?
“The operational risk is if we don’t pursue these, we will continue to plow down the road of the status quo,” he said. “That means while we’re not taking advantage of these technologies, our adversaries will. And, we will continue to put Soldiers in harm’s way when this meaningful technology might allow Soldiers to avoid coming to harm.”
Other uses for AI, big data
Besides powering robots, the Army has other areas of interest for AI, machine learning and big-data analytics, said Brig. Gen. Rodney Fogg, commandant, U.S. Army Quartermaster School.
AI, big data and machine learning could utterly transform mission command, he said. The technology is already there to do it and it’s very likely that will happen in five to 10 years.
Fogg provided an example of what the technology could do for mission command during a battle.
Imagine an operations officer at a command post directing a battle, he said. With an AI system in place, the Soldier could voice-activate a smart computer by saying “logistics updates.”
An AI-driven system would then quickly respond with an update on quantities and types of ammunition on hand, fuel, maintenance required and medical readiness across the brigade, he said, to include sustainment estimates for the next 48 hours.
The computer would also inform the Soldier when the next resupply mission will arrive and what it is carrying, he said.
All of this would be possible with powerful software, sensors in vehicles monitoring fuel level and maintenance requirements and relaying it wirelessly to the Soldier in a useful and easy-to-understand, secure format, he said.
Lt. Gen. Aundre F. Piggee, G-4, said that the Army has already begun to leverage big data in useful ways.
“Last year, we successfully finished fielding the first increment of the Global Combat Support System--Army,” he said. “Now, we are working to bring in aviation units, and provide business intelligence capabilities through the employment of big data. This will move us close to our goal of total asset visibility.”
GCSS-Army does things like track supplies, spare parts, organizational equipment, maintenance, total cost of ownership and other financial transactions related to logistics for all Army units.
“We have changed the way we manage our supply chain,” he continued. “We’re giving units repair parts that we have concluded will be the parts most needed in austere and high op-tempo environments.
“The goal is to have these parts mobile so our units can move in one lift. We are already finding it is saving money. We are filling more of what is demanded. And we are repairing weapons systems faster. All of this has already improved readiness in our formations,” he concluded.
Retired Lt. Col. Jennifer Chronis, general manager, DoD Amazon Web Services, added that Soldiers are already harnessing the power of big data through cloud services, utilizing computing storage and power right to the forward edge of the battlefield.
The cloud offers secure data transfer and storage, she said. It is being used by Army cyber protection teams and others to analyze data 500 times faster than before, she said, adding that their analysis has resulted in identifying 60 malicious activities recently. n
By David Vergun, Army News Service
STAS – Open for Business
By Craig Taylor, Head of Marketing Communications, Excelitas Qioptiq
£3.7m STAS Facility designed to deliver vital support to the British Armed Forces has been opened by Major General Colin McLean CBE, Director Land Equipment.
Back in the early part of 2017 UK Minister Harriett Baldwin announced the award of an £82 million MoD contract to Qioptiq. The award would see Qioptiq in St. Asaph, North Wales provide support for surveillance and targeting equipment to the UK Armed Forces over the course of the six year contract. This would ensure vital mission critical equipment is available to UK personnel around the globe.
On the 9th May 2018 a brand new, state-of-the-art £3.7m facility was declared open by Major General Colin McLean CBE, Director Land Equipment at the MoD’s procurement organisation, Defence Equipment and Support. Major General Colin McClean, said: “This exceptional facility will ensure our Armed Services have the Surveillance and Target Acquisition devices they require, be it in training or on the battlefield, today and in the future. DE&S worked innovatively with industry and our customer to secure an exceptional solution that has resulted in a reduction of cost to the tax payer, as well as also securing the future of a world-class engineering capability here in the United Kingdom.”
Work under the new STAS contract merges 20 individual support contracts into one, saving the MoD £47 million over the next six years. The contract covers equipment used right across the UK Armed Forces delivering capability to all three front line commands. Chief Executive Officer of the MoD’s Defence Equipment and Support organization, Tony Douglas said, “Crucially, the STAS contract will deliver improved support to Her Majesty’s Armed Forces.”
The Surveillance and Target Acquisition Support (STAS) contract with Qioptiq will provide:
• An Integrated Logistic Support (ILS) capability for over 50 types and 200 thousand pieces of battle-winning STA equipment out to 2023 and beyond
• A flexible, firm priced, fit for purpose and value for money support solution
• Our troops with the equipment capability they need to stay safe
Major General McLean unveiled a plaque commemorating the opening. Others in attendance included Major Gareth Davies - Chief of Staff, James Hennessey – STAS Project Manager, Colonel Paul Armstrong - Army HQ, Sue Towell - Supply Chain Manager, Dickie Davis - Deputy Director, Adv Materials & Manufacturing (Welsh Gov), others included representatives from Industry, Cardiff University and the Reserve Forces & Cadets Association. Excelitas Qioptiq where represented by Doug Benner – EVP Defence and Aerospace, Peter White – MD at St. Asaph and VP of Land Equipment, Chris Bigwood – VP Advanced Optronics, and Phil Ainscough – STAS Director and others. A tour of the facility, product and capability briefings, and video presentations where also included as part of the event.
Peter White, Managing Director at Qioptiq said, “For this opportunity we acknowledged we needed to take a more collaborative approach, which has helped secure a major contract from UK MoD to support equipment vital to the safety of our soldiers in front line operations.”
Welsh Government played an important role in supporting the growth and expansion of Qioptiq in St. Asaph, North Wales by investing in the new purpose-designed facility, which opened next to the current Qioptiq plant in the St. Asaph Business Park. Economy Secretary Ken Skates commented, “Qioptiq is one of our most innovative, high-value manufacturing companies working in a priority sector. The partnership has significant economic impact on the local economy through local employment and supply chains.”
Welsh Government also supported Qioptiq by co-founding the innovative Knowledge Transfer Partnership (KTP) toolbox – developed by Cardiff University for Qioptiq. Experts from Cardiff Business School spent two years developing the toolset to improve Denbighshire-based Qioptiq’s inventory forecasting operations.
This approach is innovative and affective but the concept is nothing new for us. Qioptiq has long been considered the in-service support partner for many of our customers around the world. With 30+ years of experience in providing tailored through life support solutions designed to optimise our service levels and value for money, driving down overall cost of ownership with resilient support solutions integrate seamlessly with our customers supply chain.
The Qioptiq Mission:
• To deliver a fully integrated support service that totally satisfies the customers’ needs
• Qioptiq has the skills, experience and commitment to meet the challenges of Customer Services – today and in the future
• Tailored to provide flexible, cost effective, Customer-focused services
• Applied by experienced, highly trained staff with widely acknowledged expertise in all aspects of support
• Working in partnership with the customer to drive down costs across the life of the equipment
• Maximise equipment availability Guarantee continuous through-life customer service
Doug Benner, Excelitas Executive Vice President Defence and Aerospace said “it is an honour to be selected for the STAS contract. We appreciate the confidence the UK MoD has placed in us. This selection will allow us to continue the mission of ensuring STA equipment is available to the end user when needed. Whether serving defence ministries around the world or meeting the critical requirements of the world’s largest defence prime contractors, Excelitas’ Defence and Aerospace mission is “Keeping our Troops Safe” with the best technology/products/services.”
Excelitas’ Qioptiq is a recognised, first-tier supplier to many of the defence and aerospace sector’s leading companies with a product range that includes some of the most sophisticated advanced optical technologies ranging from Night Vision Sights... to Head Up Display Optical modules... through to Space Components. Excelitas Technologies is a US corporation with locations throughout Europe, Asia and North America employing more than 6000 people. It employs over 500 people in North Wales on two sites at St Asaph and Bodelwyddan. Qioptiq are proud to provide in service support to the UK MoD’s Surveillance Target Acquisition and Night Observation (STANO) equipment supply chain. n
www.qioptiq.com
Technology for the Modern Dismounted Soldier
Modernisation and digital transformation of defence is firmly on the agenda with much focus on Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance (C4ISR). The demand for C4ISR systems is being driven by the need to achieve modernisation, a rise in asymmetric warfare and the growing requirement for flexible interoperability and integration of systems and networks to support military operations.
Robust standards have to be met before a device can be considered by a defence organisation. So what are the major challenges facing defence organisations when it comes to deploying end user devices in the dismounted soldier space, and what are the solutions?
Data Security and connectivity
Challenge: Equipping dismounted soldiers with the technology that allows them to securely collect, access and manipulate sensitive and critical data is a necessity; it could mean the difference between a successful and failed mission. With the threat of cyber warfare, hacking systems and infiltration, security of data continues to be the top consideration for any defence digitisation strategy. Commercially available traditional endpoint security is generally insufficient for the high levels of data protection required to meet rigorous security requirements and minimise exposure.
Solution: Data needs to be encrypted and protected against attack, theft or intercept when it is at rest, in use or in transit. This means both hardware and software must be encrypted, and extends to system hardening, peripheral control and centralised management, all of which significantly improve the ability to control devices, enforce security policies, and provide audit trails and reporting, while reducing support and maintenance overheads. Administrators can have complete control to create separate encrypted user accounts or personas, enforce strong authentication, and manage different application and device policies. To counter any limitations of software and hardware encryption, blister packs and bolt-ons for specialist devices can be added that meet the hardware security required by government.
Getac devices have the built in security measures to secure both data at rest and data in use. It has an ecosystem of partners such as Trivalent that provide next generation data protection services. Trivalent’s unique Data Alchemy™ solution renders data completely unusable by unauthorised parties. Trivalent Protect for Android is the only NSA Commercial Solutions for Classified (CSfC) certified data-at-rest (DaR) solution. It is developed exclusively with the warfighter in mind to securely handle Top Secret and below data. The integration of Trivalent’s software security into Getac’s line of Android tablets, delivers seamless, robust data protection for the first time on rugged computing devices.
Connectivity
Challenge: Defence teams rely on mobile connectivity to enable mission critical communications between responding resources, control rooms and other crews. In a situation where there is a congested network or where connectivity is patchy as troops traverse different environments, vital communication is reduced, delayed or cut off completely, resulting in additional risk to life or a mission.
Solution: Secondary and tertiary communications systems should be made available to provide a limited capability with minimalistic functionality.
COTS vs Consumer
Challenge: There is a dichotomy between technology trends and what is actually functional in computing for defence. Traditionally specialist mobile devices for the defence sector have been power hungry, heavy and cumbersome, but today mobile devices have become smaller and more powerful in the consumer world. Defence are eager to adopt this capability in the battlefield because they are small, lightweight, fast, easy to use, intuitive, and have interoperable operating systems, loaded with apps. But consumer devices will quickly fail in military environments and cost more in the long run.
Solution: A new breed of ‘consumer rugged’ COT devices can provide the right balance. Getac manufactures natively rugged mobile devices that combine an intuitive consumer-like experience with longer battery life, robust hardware that will stand the test of the battlefield, all the while providing the necessary security, interoperability and performance needed.
Getac Mobile Rugged Devices
Getac offers a full range of customisable rugged mobile devices and software integrations specifically designed to support battlefield digitisation strategies and evolving modern warfare practices. Its devices have an average life span of three to five years, while products are refreshed every 12 to 18 months, meaning that they’re consistently up to date with the latest technology, components and features.
Tablet for the Dismounted Soldier
Getac’s MX50 5.7 inch IPS display tablet is its first rugged mobile device built specifically to address the mobile computing challenges of dismounted soldiers. Its consumer device-like experience, running on Android, is combined with more power, robustness, security and functionality required dismounted soldiers on the battlefield. It is powered by the latest Intel mobile system on chip (SOC) processor for high processing speeds and low power consumption so soldiers can quickly view, manipulate, send/receive data, access battlefield applications, disseminate blue and red forces tracking, fire control orders, and mission command information. The device has undergone rigorous testing and is certified to Military Standards 810G and 461G, meeting current, legacy and future GSA standards.
The rugged nature of the device means it can withstand drops and other impacts, operate seamlessly in extreme weather conditions - from -21 to +60 degrees celsius - and EMC environments, and has an Ingress Protection (IP) rating of 67. It includes Getac’s signature LumiBond® screen technology for readability in sunlight, and brightness of up to 480 nits. Multi-touch means dismounted soldiers can use glove, touch or and pen modes even in the rain. Getac’s Bumper to Bumper support solution gives end users confidence and peace of mind that, should the device be damaged, it will be repaired or replaced free of charge.
Getac’s MX50 is compatible with a large number of IEEE communication protocols, making it interoperable with a range of external hardware and drivers, such as Tactical Hubs which provide USB 2.0, USB 3.0 and power to the device. The latest Android OS makes it easy for third party applications and soldier Battle Management Systems (BMS) to be loaded onto the device as required.
Getac MX50 is also designed to be quickly snapped into a tactical vest check mount. There is also an option to achieve limitless power with Getac’s Life Support technology, with an additional snapback hot swappable battery.
Mobile big data storage and management
Getac’s X500 notebook and X500 server products, further strengthen its proposition for the defence industry. The fully rugged 15-inch X500 is Getac’s most powerful notebook available today with the latest high performance processors, Wi-Fi and connectivity capabilities. It allows deployed soldiers to rapidly access and process high density data such as 3D graphical mapping of an operational theatre or terrain for situational awareness, while keeping them agile in extreme environments.
Getac’s X500 mobile server, a portable device that resembles a rugged briefcase, can store up to 6TB of data. It meets the intensive data and mobile cloud storage needs of temporarily deployed, rapid early entry and emergency response teams. It can be used to capture analytical and mission data from dismounted troops, ground or air platforms using X500 notebooks or other mobile data devices. Teams can also use the device to analyse platform, mission and engine data to ensure operational sustainability in high demand environments.
The X500 devices are certified to military standards MIL-STD 461G and MIL-STD 810G, providing reliability in the harshest theatres. Due to its open architecture it remains fully compatible with current, legacy and future Generic Base Architecture and Generic Vehicle Architecture standards. The Getac Secure ecosystem delivers robust multi-layer security to the highest standards for both hardware and software. Robust encryption protects data in use and at rest. Both the X500 notebook and server benefit from Windows 10 security features including tamper-free start-up, data protection and multifactor authentication. In the event that the system is compromised or stolen, optional Mobile Device Management software will allow it to be disabled remotely. n
For more information, please visit: en.getac.com or contact sales-Getac-UK@getac.com or call +44 (0)1952 207200
Ruggedized Micro & Nano Interconnect Systems for Dismounted Soldiers in Highly Portable Environments
Omnetics military connector systems are focused on ground troops newest electronics that must be small, lightweight and perform constantly
As technology evolves, so does Omnetics. A full line of military specification 83513 Micro-D connectors and specification 32139 Nano-D connectors deliver higher speed signals and are matching voltage and current levels used in today’s most modern electronics. For example, Light Detection and Ranging (LIDAR)-based surveillance and weapon sight systems demand reduced size and increased ruggedness while processing higher speed digital signals than previously imagined. Omnetics fills that role with specialized Micro and Nano connectors tailored to fit the needs of military weapon designers. Often times, high reliability standard products are first considered because of their proven history, but then are physically modified to fit within the defense instrument needed. Using solid model designs, the system engineer gets a perfect fit quickly with limited variations from standard product prices. One must remember that the key elements built within these connectors already offer a tried and proven history of reliability and performance. Using proven military grade pin to socket systems inside the new connector modules expedites the testing and qualification to the rugged requirements set forth by the military.
On the ground, troops are dependent on good communication with command, and need to collect and store data during operations. Portable computer systems are getting smaller, running faster, and are built to withstand the rugged behavior of those operating in a battle environment. Omnetics has designed and built Micro connector interconnects to serve that purpose. Black Diamond offers a portable APEx Controller that employs a 5 Gbps SuperSpeed USB (3.0) on four sealed circular military-grade universal peripheral ports. This system allows the user to connect multiple tactical peripherals to nearly any computer, tablet, or smartphone. The APEx Controller provides a unique human factored design that facilitates cable routing of connected interfaces in one-direction from the controller. This has been shown to greatly simplify cable routing to accommodate mounting the APEx Controller both vertically or horizontally. (see Black Diamond for more details.)
Ground troop helmets are rapidly becoming a data collection center in the battlefield. Helmet vision systems offer GPS position and routing, direct verbal communications, and image collection. Higher speed digital systems are most often being used to manage the data routed on Omnetics high speed Micro cables. To help meet these challenges, Omnetics maintains a “High Speed Interconnect Specialist” for direct phone calls and support to answer generic questions and work interactively with customers.
Helmet and/or clothing-mounted cameras also need to be small, lightweight, and rugged. See the image below of a miniature camera module with a 16 position Nano connector mounted on its processing board. Data can be routed from the camera to other equipment and power can be constantly supplied to run the camera. Cables are often custom designed to match each system and operate with rugged flexibility within the field gear worn by the troops. Digital signal rates from newer high speed CMOS chip cameras often use differential signal technology that runs up to 10 gigabits per second. Newer field cameras and LIDAR systems can also offer multi frequency surveillance from visual range to wave infrared (MWIR) and longer wave infrared (LWIR) imaging. There are larger systems for battlefield analysis that face the same challenges during transportation and set-up as cameras worn by the soldier. In all cases, cables and connectors are most often designed specifically for high speed data processing and contain separate sections to provide the power to the camera. During final cable assembly, an aluminum wrapping offers shielding from section to section within the cable to prevent outside electromagnetic interference and ensure cyber protection. The aluminum wrapping also maintains flexibility when wrapped over the cable before a polyethylene over-jacket that ensure ruggedness. In more extreme conditions, a braided shield is added to the cable, which unfortunately causes some cable flexibility loss and weight increases.
Omnetics has designed a new dis-mounted soldier personal interconnect system named the “COBRA.” It focuses on the power and signal routing of electronics integrated into the soldier’s clothing. It is aimed at meeting the NATO Army Armament Group (NAAG) specifications that are focused on Dis-Mounted Warrior programs. The key to the design is the ability of the connector to slide through the standard MOLLE straps of a soldier’s vest. The COBRA interconnect system can be attached to a standard MOLLE Strap or integrated directly to the fabric. The 8 contacts can handle 5 amps each on 24 AWG wire and are IP69 sealed in mated state. The current NATO specification calls for USB 2.0, but fluid demands may require additional protocol support such as VGA, Ethernet, camera links, 5 Gigabit digital signal routing, and others. The low profile COBRA connectors use plunger contacts for easy cleaning on the battlefield. Omnetics is a key source for rapid design and prototyping of interconnect systems and can offer rapid adjustments to fit specialty program requirements in both connector and cable routing needs. Omnetics has worked directly with and supplied a number of military teams in the U.S and throughout the world.
Miniaturized microwave systems connect field personnel with airborne and central command centers. Omnetics Nano Coax connectors and cabling fit well into miniature RF modules. With a focus on minimum size and weight, these interconnects serve well into the 20 Gigahertz range. Micro Coax connectors from other retailers often use button snap-connections that offer lower frequency performance and are vulnerable to shock and vibration. Omnetics Nano Coax connectors are designed similarly to larger screw-lock coax to ensure constant strong attachments and constant signal integrity during shock and vibrations at ¼ the size.
These connector innovations have propelled Omnetics to a state of readiness and capability to provide adaptive connector and cable design services. We provide direct communication with sales representatives and inside sales teams as needed. Omnetics features its military standard products in addition to solid modeling for application-specific needs. We also feature our High Speed Interconnection Specialist aimed at Micro and Miniature connector and cables for the Dismounted Warrior.
Please contact our sales team at: www.omnetics.com
Breakthrough connectivity technology in usability and wearability
Fischer Connectors’ expert in military connectivity solutions: Wim Vanheertum, Product Management Director
How is Fischer Connectors addressing the urgent need for easy-to-use connectivity solutions that can be seamlessly integrated into portable and wearable applications? The answer is in this interview with Product Management Director Wim Vanheertum, just before the official launch, in June at Eurosatory, of the breakthrough connectivity technology which lies at the heart of the new Fischer FreedomTM Series.
Q: Mr Vanheertum, why is it so important to provide manufacturers of soldier’s equipment with “smart” connectivity solutions?
A: Never before has the modern soldier been expected to carry so much advanced electrical equipment into battle as today: cameras, weapons sight, night-vision goggles, radio system with microphones embedded in helmets, sensors, light, GPS, as well as switches, hubs and batteries hidden beneath their armour to charge rugged tablets and nanodrones, etc.
The importance of connectors and their cabling to the functioning of these electrical devices is critical. Should a single connector malfunction, the equipment and electronic system breaks down. It is vital, therefore, to provide design engineers with high-end, high-performance, highly engineered connectivity solutions in order to meet their urgent needs for easy and smart integration. In that sense, the connectivity industry is instrumental to driving innovation for the entire defense & security industry, and particularly in the Dismounted Soldier Systems program.
Q: Which specific trend is Fischer Connectors currently addressing here?
A: Our job at Fischer Connectors is to facilitate the latest interconnect and communications technology, as well as to lighten the load for soldiers on patrol. The “Dismounted Soldier Systems” and “Future Soldier” programs have been working for years to make the soldier “connected”. Sharing information in real time about the area he is operating in will make him more effective and bring faster and safer mission execution.
The numerous electronic devices body-worn by soldiers all need to be interconnected – and all of them are currently independently powered. The need that Fischer Connectors is now fulfilling is to build an “intelligent vest” based on a shared data and power bus with wiring on the inside, one central battery for all, and connectors that work as a hub interface at strategically chosen locations. This keeps the number of cables on the outside of the vest to a minimum, and enables standardization and further miniaturization of the entire electronic ecosystem, with more functionality in smaller devices.
At Eurosatory this June, we will officially launch a brand-new product line: the Fischer FreedomTM Series, whose first product, the Fischer LP360TM, offers real breakthrough technology in this domain: the low-profile and concentric-circle connector with 360° mating “freedom” and easy cleaning maximizes the usability, efficiency and performance of soldiers’ equipment in a revolutionary way.
Q: How “revolutionary”?
A: It is revolutionary because, firstly, it offers breakthrough technology in mating (360 degrees, no key code), in locking (ball-locking mechanism with sealing and variable pre-defined force), and in materials (specially designed contacts are IP68 sealed with a membrane). These technological innovations enable this solution – and this is the second revolutionary benefit – to play a major role in lifting one of the most basic roadblocks for Future Soldier Programs: cable management. The LP360TM eliminates the key code, meaning it can be plugged and routed in any direction, ensuring that the cable on the vest can always go straight to the device. No more twists and turns means shorter cables in the kitted equipment, eliminates tangles, reduces clutter and increases usability, making equipment lighter and faster to set up.
Usability is indeed a key benefit here and it is threefold – “easy mating”, “easy cleaning” and “easy integration” are fundamental to the Fischer FreedomTM Series:
1. Mating the LP360TM becomes as intuitive as buttoning up a vest; it’s easy – without compromising on the high-performance reliability required in military harsh environments.
2. The connector is fully cleanable (both plug and receptacle), and is easy to use and maintain with a faster set up and improved durability.
3. Thanks to its lightweight, compact and above all low-profile design – which is also MOLLE compatible – the new connector is easy to integrate into clothing with devices and subsystems; via the panel-mounted plug interface, cables can even be removed completely, and the connector can be directly integrated into the housing of the device, for example a camera or a sensor.
Q: “Easy to integrate” for design engineers: that’s what you call integrability?
A: Yes, integrability is the capability and versatility that our direct customers, the design engineers, need in order to easily and seamlessly integrate connectors – with or without cables, as outlined above – into the multifunctional devices that are part of the modern soldier’s armour and tactical vest. The integrability of our new solution contributes to making the modern soldier’s wearable devices smaller, faster and smarter – to making, ultimately, high-performance and smart clothing a reality. n
FISCHER CONNECTORS
Revolutionary Handheld Link 16 Radio Offers Greater Digital Situational Awareness
Soldier Modernisation talks to Andy Kessler from Viasat about their Battlefield Awareness and Targeting System - Dismounted (BATS-D) Radio
Q: Could we discuss how the hand held link 16 product came about?
A: The handheld Link 16 radio, or BATS-D, came about based upon our assessment that the market needed such a product in a handheld form factor. The BATS-D handheld radio combines decades of experience in both Link 16 radio technology and Type 1 encryption solutions. BATS-D is a unique product, based on Viasat patented radio communication technology, providing direct access to a line of sight tactical datalink network for aircraft and ships in a handheld, dismounted form factor for ground forces for the first time. It comes to the field compliant for the Link 16 cryptographic modernization initiative (CMI) mandate.
Q: Why was this deemed a necessary product for Viasat to innvovate and its interaction on the modern battlefield?
A: BATS-D was specifically designed to enable direct, digital communications between a dismounted Joint Terminal Attack Controller (JTAC) and supporting Close Air Support (CAS) aircraft.
It is imperative that U.S. ground forces have the capability to interact with CAS aircraft in order to quickly and efficiently communicate the position of the enemy and their own location. Prior to the advent of Viasat’s BATS-D handheld Link 16 radio, communications of this nature required a series of voice communications exchanges risking confusion or interception, and delaying support to forces under fire. A Defense Science Board study on air operations during Operation Iraqi Freedom stated that Close Air Support’s “utility was limited by what several called an unreliable and overly complex process for requesting and coordinating fires.”
The Viasat BATS-D radio is a game changer for dismounted warfighters. Ground forces now have access to the same digital Common Operational Picture and situational awareness that aircraft and higher echelon units have had for years, and in real time. This access will help prevent potential blue-on-blue engagements and increase the lethality of dismounted forces carrying the radio. The BATS-D handheld Link 16 device is comparable to introducing a smartphone where there were only desktop computers; it holds the potential to completely transform the battlespace. BATS-D is yet another example of Viasat’s unique approach to serving the defense market by bringing innovative solutions to solve real warfighter problems that improve mission effectiveness.
We are producing certified BATS-D units today to support U.S. and overseas contingency operations immediately.
Q: How are you looking to move forward with the BATS-D? What are the prospects for the future of combined air-to-ground operations?
A: All of the advantages of having a direct, digital connection between air and ground forces over Link 16 using the BATS-D/PRC 161 have not been fully realized yet.
Imagine a scenario involving extraction of dismounted ground forces from a hostile area where supporting fixed and rotary wing aircraft conducting the extraction have a detailed, digital understanding of the locations of the friendlies on the ground and can broadcast their position over Link 16 using the PRC-161.
Or perhaps there is a scenario where ground vehicular convoys can broadcast their position to aviation elements in the same manner. This would further enable commanders on the ground to have situational awareness of nearby air assets to more rapidly seek assistance in the event of an unexpected troops-in-contact (TIC) situation.
Over time, Link 16 has evolved from being an isolated network of large fighter and command and control aircraft into the widely adopted solution for line-of-sight situational awareness and command and control for essentially every manned and unmanned platform in today’s air domain. By enabling direct connectivity with these platforms and now ground forces, many of the theoretical advantages and principles of network-centric warfare can be fully recognized.
These advancements in technology also require additional thought in terms of leveraging different approaches to the sharing of information among participants in the network (by adjusting the network designs). This will enable greater local awareness, potentially trading awareness at the theater or operational level and perspective.
At Viasat, we have a deep and enduring commitment to our support to coalition warfighters. As a part of that commitment, we will continue to exploit opportunities to apply our cutting edge commercial technologies to rapidly develop and deploy new and advanced military operational capabilities in support of the military’s most critical missions. n
DTC Offers Enhanced MANET Mesh Networking
Rob Garth, Product Director, Domo Tactical Communications (DTC) talks to Soldier Modernisation about MANET Mesh Networks and the technology behind them
Tactical MANET Mesh networks have become a key part of the battlefield communications picture, most notably in solving the “Dismounted Situational Awareness” challenge - delivering media and data rich applications as well as video to and from the dismounted soldier. Mesh networks have many advantages over traditional military communications systems, not least in their ease of configuration, ease of deployment and in-built resilience.
But as Rob Garth, Product Director at Domo Tactical Communications (DTC) notes “Mesh networks are resilient and very tolerant to poor deployment, however to get the most out of the Mesh it is important to understand a little about the technology so that the right equipment can be chosen and sensible deployment decisions can be made.”
MANET Mesh networks share some key characteristics: They are self-forming - Mesh radios or “Nodes” automatically connect or “Mesh” with surrounding units. And routing across the network should be seamless without the need for user intervention or setup. In the case of DTC’s Mesh, this is achieved using Dijkstra’s Algorithm - essentially a cost table routing approach, much like that in an automotive Satnav - but in this case based on the signal quality and supportable data rate for each “hop” rather than mileage or drive time.
MANET Mesh Networks are also seamlessly self-healing - if a node is removed or a link is broken, for example due to interference or the introduction of a large obstacle, then the Mesh will try and re-route via another path. For a dense cluster of nodes, this can provide significant redundancy and resilience. But Garth notes “This is not magic. The resilience achieved is dependant very much on network topology - if for example nodes are arranged in a long line, with each link operating at the extreme of its range, and the node in the middle is taken out then connectivity between the two ends of the line will be lost.”
But when it comes to resilience, not all Mesh networks are the same - some are reliant on a central “Master Node” or “Mobility Controller” to disseminate routing and path quality information, which can lead to a single point of failure. DTC’s mesh by contrast has no such master node and all nodes have access to the path quality information necessary to make routing decisions - “In DTC’s Mesh,” Garth jokes, “all nodes are created equal...”
At the air interface, most MANET Mesh systems use some form of COFDM modulation (see inset below.)
However, there are significant differences between the ways in which this is implemented by different vendors as Garth notes “some Mesh products use a WiFi derived waveform, even in some cases using the same ‘chips’ used in domestic WiFi routers. In our experience, these waveforms, whilst very effective in a domestic environment, where very high data rates at very short ranges are the order of the day - are not well suited to long range links, nor operation in difficult conditions - such as under heavy interference or jamming.” In contrast, DTC employs a proprietary Tactical COFDM mesh waveform designed specifically for long range and robustness in the presence of interference and multipath reflections. Moving away from Wi-Fi and other standards based technologies also has other advantages - in particular it means that DTC can offer numerous different channel bandwidth options to allow an optimum trade-off between data rate and range as well as making the best use of available spectrum.
One other way in which MANET Mesh implementations differ is in the channel access mechanism - the means by which each node is allowed access to the shared radio channel in order to transmit data. Most Mesh systems use “contention based” access - also known as CSMA - which essentially means that the Node radios listen to see if the channel appears to be free before transmitting their data. Contention-based access works pretty well when there is not much data traffic, but as the traffic level increases there is a higher and higher chance of collisions when two or more radios make a decision to transmit at the same time. The normal outcome of this is that all messages are lost and need to be sent again. “You can see that this becomes a self-feeding problem,” Garth says, “the more traffic, the more chance of collisions and the more retries are required, increasing the traffic level further and leading to yet more collisions - and so on. Poorly designed networks can sometimes be brought down completely by this. Even if the network limps on, the latency and quality of service deteriorate rapidly as the number of nodes increase.”
DTC takes a completely different approach to channel access, based instead around the use of an access “token” which is passed around all the mesh nodes in turn. Only when it has this token can a node transmit data, after which it passes the token on to the next node. “DTC’s token-based access mechanism leads to much more efficient channel utilisation” says Garth “and also much more consistent latency - really important for low delay video applications.”
DTC recently launched the SOL8SDR-H “Special Role Radio” a Mesh transceiver designed for Soldier-worn Tactical MANET networks. The SDR-H employs standard Military radio batteries and accessories and includes built in dual video encoders, Ethernet, USB and serial ports. ITAR-free and offering AES256 encryption, it also incorporates an inbuilt GPS receiver and provides a full 2 Watts of RF output power, as well as MiMo capability to support increased data rate in a given channel allocation.
Other DTC MANET Mesh radios are used in artillery applications, providing Mesh links between Fire Batteries and to the Fire Control Management System (FCMS) to allow for co-ordination of fires. Embedded DTC Mesh radios are also widely used in military UxV systems - on land, sea and in the air.
Garth concludes “We are excited to be able to offer this new ‘soldier radio’ form factor. But as well as offering industry leading performance, our strength is also in the breadth of our product range - for example we have a tiny 63g Mesh radio (Sol8SDR-C) which fits perfectly into small UAV and UGV applications. And at the other extreme, the highest power Mesh radios - 5 or even 10 Watts - which are great for long range maritime links. All of our Mesh products are available over a wide range of frequency bands to suit different countries and user groups.” n
COFDM Modulation
Coded Orthogonal Frequency Division Multiplexing - or COFDM for short - is today widely used in wireless mobile communications systems and for Digital Broadcasting, both Television (DVB-T) and Radio (DAB). It provides significant advantages in terms of robustness and multipath rejection over traditional “single carrier” communications systems. COFDM works by splitting the information to be transmitted over a large number of signals or “carriers,” each transmitting at a very low data rate. These carriers are separated just enough to avoid interfering with each other - this is the “Orthogonal” bit in COFDM. This contrasts with traditional high speed communication links which use a single very high data rate carrier.
Garth explains “Traditional single carrier transmissions are like having a super wide bridge crossing a river. Lots of cars can cross at the same time, so if everything is ok the traffic flow can be very high. But if the bridge has to be closed due to, say cracks being found or a boat crashing into it, then no traffic at all can flow.
COFDM is like having a large number of narrow bridges across the river. Each bridge can only carry a small number of cars, but together the bridges provide an overall traffic flow just as high as the single super wide bridge. But now if a boat now hits one of these narrow bridges and maybe another one has to be closed due to cracks, yes some cars will be stopped but most of the traffic will still get across the river on the other bridges.”
And COFDM systems can make up for some “bridges being closed” - carriers lost or corrupted- by employing redundant error correction coding - this is the “Coded” in COFDM.
The Advent of New Communications for USSOCOM’s Tactical Assault Kit (TAK)
Soldier Modernisation looks at goTenna’s tactical radio system
There is an interesting and unconventional new player in the tactical communications space that has garnered the attention of leading soldier modernization programs such as NettWarrior (US), Morpheus/DSA (UK), Network-Enabled Army (NZ), as well as a variety of Special Operation Forces combatant commands across the globe.
This new player is goTenna. Originally a recreational product company focused on hikers and skiers, goTenna creates mesh-networking radio systems designed to work with smartphones to allow them to communicate securely over large distances without any dependence on external infrastructure. Working with apps such as the USSOCOM’s Android Tactical Assault Kit (ATAK), that recently became the primary battlespace management platform for NettWarrior1, the goTenna radios enable these systems to continue to communicate critical situational awareness information like blue force tracking (BFT), cursor-on-target (map marking), biometrics, and text messaging in environments where they would traditionally be off-grid.
However digital mesh networking tactical radio systems are a relatively well-known product space for soldier communications systems, and a few radio systems that support these kinds of smartphone-based platforms exist already, so why is this Brooklyn-based startup drawing the eye of major program managers?
The answer is surprisingly simple.
goTenna systems are less expensive. Radically less expensive.
A goTenna Pro radio system is a 5-watt VHF/UHF software-defined cognitive mesh radio that costs only $499 per unit, as opposed to the $15,000+ unit cost that traditional systems will run a program office. Not to mention they also only weigh 79 grams and take up 60 cubic centimeters in volume.
When a product arrives on the scene that cuts SWaP and cost at unprecedented levels (1/30th the cost on average), and provides similar core utility to legacy comms systems; it shouldn’t be surprising that leading programmes are taking keen notice.
As interesting and possibly disruptive as this is, one must answer the question of “how.” How is it that a small Brooklyn-based startup can suddenly enter the highly competitive and mature tactical radio market, where billions of dollars and decades of research have been invested, and suddenly provide a truly new tactical radio system that delivers on the holy grail of reduced cost, size, weight, and power that every soldier system program has been looking for for decades?
The answer is relatively straightforward.
goTenna re-examined the requirements for tactical communications from the ground up, and in doing so found that there was a very different way to think about the needs of a soldier at the tactical edge that enabled the design of a entirely new class of radio. Unlike legacy radio designers, who historically seem to be solely striving for ever higher and higher bandwidth – goTenna decided to go a different path.
The designers at goTenna didn’t try to provide support for the wireless communication of everything and anything that one could ever possibly imagine might be useful over a radio link, instead they asked a simpler question that focused on, as said by co-Founder Jorge Perdomo, “What is enough? What is the most important information that is needed at the tactical edge? What if we trim away all the extraneous bells and whistles and just give you a comms system that gives you the core of what you need to fight effectively, and nothing more?”
Effectively goTenna is forcing program offices to re-examine their requirements and draw a line between capabilities they may want, versus capabilities they truly need. goTenna’s thesis is that situational awareness data in the form of blue force tracking, red force map marking, and messaging form a 99% solution for the overwhelming majority of combat roles. They do not discount that certain higher bandwidth services may sometimes be needed, like video, but they challenge the approach that such large data streams are capabilities that should be broadly distributed to every role.
goTenna’s insight then was to see that these critical red and blue dot data streams, as well as messaging, could be achieved with incredibly small bursts of data, allowing them to create a radio and associated mesh networking protocol that was radically more energy and spectrum efficient than anything else out there, which in combination with leveraging the smartphone platforms for processing and user interfaces, allowed them to significantly cut SWaP and cost for the radio system itself.
The end result has been a radio system that program offices are able to look at as not only a technical capability, but a practically deployable capability which they can rapidly field to their entire combat force at a fraction of the cost of trying to deploy legacy systems to just a small subsection of their forces.
These radios are enabling program offices to deploy creative architectures like strapping radios to drones, or breadcrumbing them in tunnels, to establish comms in RF-denied environments without fearing the loss of a capital-expense level piece of equipment. This is particularly powerful considering the importance of partner/coalition force operations in modern conflicts – the new goTenna systems provide a practical and affordable solution to interoperability through the simple distribution of spare radios to anyone you need to get on the network – without worrying about loss, crypto security (more details on this later), or restrictions like ITAR.
It is a rare event when an entirely new class of tactical radio enters the market, a low-bandwidth low-cost low-SWaP radio for SA and C2, but it seems like we’re currently witnessing the beginnings of just such an occurrence. n
1 Citation
Why Advanced Development Matters to the Warfighter
By Erin Bolling, USAMMDA Public Affairs
Scenario 1: A soldier sweeps a field for land mines while on patrol in a war-torn area. She is ever-vigilant. Suddenly, she hears an explosion. Two soldiers are lying on the ground; one is crying in pain, the other is unconscious. Automatic machine-gun fire erupts. Her team is being ambushed. She looks down at her uniform; she is injured and bleeding from a shrapnel injury to her left bicep. Quickly, she reaches down into her Improved First Aid Kit and grabs her Combat Application Tourniquet. She applies the tourniquet with one hand to slow the blood loss. Meanwhile the two soldiers who were down are being treated and loaded into a Mine-Resistant Ambush-Protected Vehicle, converted into a Non-Standard Causality Evacuation Platform.
These soldiers will survive. They are not medics by training, but they were equipped with lifesaving medical devices that helped them stay alive.
Scenario 2: An 18 year-old has just joined the Army and reported for basic training. He falls into formation with the other recruits and enters the Company aid station to receive vaccines. He is handed a small paper cup with two round white pills, these are the Adenovirus Vaccine. The recruit takes his pills and marches off.
This soldier will avoid adenovirus-related acute respiratory disease, an illness associated with pharyngitis, conjunctivitis, rhinitis and pneumonia. Researchers estimate that since use of the vaccine was resumed in October 2011, it has prevented the loss of roughly 150,000 training days to sickness.
As you can see in the scenarios above, our soldiers face a broad array of dangers and setbacks, from training to deployment. To keep them safe and healthy in this ever-changing military climate, product developers must ensure that the Warfighter’s medical equipment meets their evolving needs. Personnel at the U.S. Army Medical Materiel Development Activity at Fort Detrick, Maryland, are the Department of Defense’s advanced medical developers. They are the coordinators who work behind the scenes to get medical support products, like the IFAK, and vaccines, like the Adenovirus Vaccine in the hands of the soldier.
“At USAMMDA we establish partnerships with research laboratories, universities, small businesses and biopharmaceutical companies in order to facilitate the development and fielding of innovative medical products for the Army Medical Department,” said USAMMDA Commander Col. Stephen Dalal.
As part of this process USAMMDA managers must have a firm grasp of Army requirements so that they can ensure the advanced development of products meet soldiers’ specific needs. According to Dalal, these requirements are generated through the Joint Capabilities Integration Development System and the validation of those requirements are further refined through the Army Medical Department Center School Directorate of Combat and Doctrine Development.
USAMMDA product managers then work with industry, academia and other government agencies to license and field these items to the Warfighter. To do this the Agency operates within the framework of DOD acquisition regulations and U.S. Food and Drug Administration and U.S. Environmental Protection Agency consumer protection laws.
“In essence, USAMMDA serves as the investor, broker, manager and facilitator for such efforts on behalf of the USAMRMC, the Army Medical Department and the DOD,” said Dr. Larry Lightner, USAMMDA product manager for Pharmaceutical Systems.
Going back to our scenarios of the soldier injured in battle and the recruit in training, one can see that USAMMDA advanced developers are helping protect our men and women in uniform. From closely tracking Army medical requirements to helping coordinate FDA licensing, they are ensuring that the Army continues to forward cutting-edge medical equipment designed to save lives. n
High quality care from the battlefield to hospital and all the patient data too
ZOLL Focused on the Worldwide Medical Needs of the Military
ZOLL® Medical Corporation has partnered with militaries worldwide for over 30 years, with an emphasis on advancing resuscitation and acute critical care technology. ZOLL’s traditional products have focused on defibrillation and monitoring, circulation and CPR feedback, data management, fluid resuscitation, and temperature management.
In October 2014, ZOLL acquired Impact Instrumentation’s line of respiratory care products. Impact Instrumentation has been designing and manufacturing portable and automatic emergency ventilators, portable aspirators, custom mounting systems, and specialized testing systems for over 35 years. Products include the Uni-vent® Series of portable critical care ventilators, and the Ultra-lite® Series of portable aspirators, which are used aboard ships, aircraft, and other military medical and transport services. These products complement ZOLL’s comprehensive portfolio of innovative lifesaving equipment for military applications worldwide.
Impact Ventilators Join the ZOLL Military Portfolio
Impact ventilators have been the standard in military environments for over 30 years. The latest addition to the ventilation portfolio is the 731 Series Model EMV+. This ventilator lever-ages the technology the military has come to expect from the Impact 754 Eagle™, while providing a portable ventilator that is rich in features, small in size, durable, and intuitive to use. With its multiple modes of operation (AC, SIMV, CPAP and BiPAP), it can support patients, infants through adults, presenting with significant respiratory pathology.
The 731 Series ventilators have achieved airworthiness certification for both fixed and rotary-winged aircraft, a requirement for militaries worldwide. Based upon input from the military, the 731 Series was designed with a broad operational temperature range, a high IP rating (IPX4), an NVG-compatible mode, and real altitude compensation that automatically adjusts over a range of –610 to 7620 meters (–2,000 to 25,000 feet.)
Since power availability is always a challenge in a deployed environment, the 731 was designed to run for a minimum of 10 hours and can be charged in approximately 2 hours. To minimize its dependence on an external source of oxygen, the 731 has a high performance internal compressor and oxygen control system that can deliver 100 liters/min of continuous flow. Our Smart Help™ display helps users to identify and resolve alarms when they occur. All of this capability is provided in a lightweight configuration weighing only 4.3 kg (9.5 lbs.)
Expanding ZOLL’s Military Portfolio
The Impact 731 Series Ventilator and Ultra-lite® Model 326 Aspirator, both the standard of care within the military, now join the Propaq, the standard in military monitoring and defibrillation. ZOLL’s Propaq® MD Monitor/ Defibrillator and the Propaq M Monitor, are the next generation versions of the Propaq Encore 206 Monitor, with more advanced monitoring parameters and robust data communications. With over 12,000 Propaq monitors in use throughout the U.S. and NATO militaries, Propaq is the trusted and proven standard of care vital signs monitor.
Trusted and Proven
The Propaq MD/M was developed specifically to meet the unique needs of the military worldwide. Development of this product line was a joint undertaking between the Department of Defense and a cooperative arrangement between Welch Allyn and ZOLL.
ZOLL’s Propaq MD/M provides everything the military expects from a Propaq, trusted and proven technology, but now available with more features. The Propaq MD/M both come with 12-lead capability with interpretation, two continuous temperatures, motion-tolerant NIBP, and more importantly, three invasive pressures. For those who have always desired a Propaq with defibrillation, an optional defibrillator and pacer are available on the Propaq MD. No longer is there a need to deploy with a vital signs monitor, defibrillator, and an ICP monitor. The Propaq MD provides all this capability and more in a single device. The Propaq MD/M operates continuously with a long battery life (over 7.5 hrs. with the Propaq M), and its “hot swappable” battery design is unique to the ZOLL Propaqs.
ZOLL has incorporated the latest Masimo rainbow® SET technology into the Propaq M and Propaq MD. Total haemoglobin (SpHb), arterial oxygen content (SpOC) and pleth variability index (PVI) are the latest clinical parameters that have been added to the Propaq. ZOLL also entered into a development agreement with Reflectance Medical Inc. to incorporate a ruggedized version of the Mobile CareGuide™ sensor into the Propaq. The CareGuide provides clinicians with the ability to non-invasively measure SmO2 for early identification of haemorrhagia and efficacy of resuscitation and noninvasive pHm for efficacy of resuscitation to reverse acidosis or as a possible adjunct to assessing septic shock.
Compact Yet Rugged
Minimizing size, weight and cube is critical for the military. The new Propaqs are no exception. The Propaq MD is 60 percent smaller and 40 percent lighter than other similar monitor/ defibrillators. Propaq is synonymous with ruggedness. De-signed for the austere environment, both the Propaq MD and M have an IP55 rating, which is the industry’s highest ingress protection against water and dust. The extra-large multifunction display with a normal, daylight, and NVG settings, allows optimal viewing regardless of the operating environment. Additionally, the Propaq MD offers a robust data management capability integrated into the most fully featured monitor/ defibrillation on the market today.
Advanced Data
Communication of critical vital signs data is essential to improving patient outcomes. Even more important is the quality of the vital signs data being transmitted. The Propaq MD/M addresses both of these needs. The Propaq, for the first time, has an open data architecture, ideal for the communication needs of the military. Data is easily transmitted from the device using either a wired or wireless connection. By partnering with key data integration companies, ZOLL can offer the ideal telemedicine solution needed in today’s theatre of operation. Data from the ZOLL Propaq MD/M can remain with the patient or the data can be transmitted to the receiving facility prior to the arrival of the wounded warrior. It is ZOLL’s goal to help facilitate the transfer of the complete medical record flowing into the military’s EMR system.
Remote Viewing
With the increasing desire to adopt telemedicine into the military environment, a new feature has been developed for the Propaq line of monitors and defibrillators. Each Propaq has the ability to be remotely viewed. Advancements in the dedicated communication processor within each Propaq now allows for streaming of both vital signs and waveform data. Information from up to 40 individual Propaqs can be viewed at a single remote location. Customized patient reports generated on the individual Propaq, can be requested remotely. This capability is ideally suited in casualty evacuations / air transports, disaster medicine or any military scenario where monitoring multiple patients at the same time is required.
Future Developments
ZOLL continues to evaluate technologies to support the needs of the military and improve combat casualty care. In January 2015, ZOLL acquired Advanced Circulatory Systems, Inc., which develops technologies to non-invasively increase circulation. These innovative technologies use the body’s own mechanisms to treat hypertension and shock without the use of pharmaceutical or other agents. This non-invasive therapy can potentially protect the heart, brain, and other vital organs when blood flow is compromised.
ZOLL continues to focus on delivering mission-ready technology that provides clinically accurate and reliable information for optimizing combat casualty care on the battlefield. ZOLL consistently delivers technologically advanced products driven by customer requirements without compromising our commitment and focus on improving clinical outcomes. As a global company and leading military supplier, ZOLL is proud to pro-vide innovative and reliable products that help improve health care from point of injury to definitive care for military service members. n
Joint Warfighting
British and coalition forces take part in a multinational exercise. This lays the foundations for a stronger future with our allies
The Joint Warfighting Assessment has taken place in Grafenwohr, Germany, with the UK’s 1 Armoured Infantry Brigade exercising within the US 1st Infantry Division as part of a multinational exercise, which also sees the British Army work alongside German, French, and Canadian forces. Danish troops were also taking part and they provided a Battle Group working within the British brigade. The UK collaborates extensively with the US in concept development and experimentation. The designation of 1 Armoured Infantry Brigade as the experimentation brigade serves to reinforce this relationship and commitment.
All of the countries taking part were NATO allies and this demonstrates that the UK stands by its collective defence agreement with NATO and its ambition to work more closely with our international partners to provide flexibility and capability when and where it needs it most. It also provides opportunity for all members of the Army to meet every challenge by training in all environments with all partner nations with the same strong bond and shared values.
Maintaining security is no longer purely a national matter and events over recent years have shown that threats take no account of national boundaries but are interconnected and interrelated. Exercises such as Joint Warfighting Assessment 18 sees staff from many nations working together to practise command and control of an operation within a fictional scenario. As a forward-looking and technologically advanced Army, it helps us to be ready for the challenges of the future, both at home and overseas.
Brigadier Zac Stenning OBE, Commander of 1 Armoured Infantry Brigade, said: “This is a hugely efficient exercise because it brings five countries together and really starts to determine what are the human, procedural and technical issues that we can overcome. Having so much collective wisdom, thought and technical capacity means that we’re achieving wins far quicker.”
He continued: “What this means is not being insular, not just relying on our own technology but looking globally, understanding who we can fight alongside and whose technology we wish to be compatible with to continue to deter and if necessary defeat those threats to UK security.”
Elaborating further on brigades plans, he added: “We were given the task around a year ago to redefine the way the British Army fights in the future. That has enabled all of us in the Brigade to think differently and to try and understand how we are going to harness AJAX (a new armoured fighting vehicle), MIV (the Mechanised Infantry Vehicle) and the new communications systems MORPHEUS to deliver us a more decisive future Strike Brigade effect.”
The 1st US Infantry Division is a combined arms division of the United States Army. It has seen continuous service since its formation in 1917 and is nicknamed “The Fighting First.” The division is currently based at Fort Riley, Kansas. 1 UK Armoured Infantry Brigade has a distinguished history of service, and is based in Tidworth, Wiltshire. n
British Army’s SOURCE VIRTUS Soldier System
VIRTUS is the integrated combat and protective gear developed by SOURCE for the UK MOD to meet the challenges and needs of the modern infantry soldier
In January 2015 the British Army awarded SOURCE the contract for VIRTUS, the world’s first integrated soldier system, after months of exhaustive trials and tests. The SOURCE VIRTUS SOLDIER SYSTEM has been proven in lab and field experiments to improve the cognitive and physical performance of the combat infantryman under the most demanding conditions.
The Virtus Soldier System comprises 7 subsystems. The integrated design of the different components results in a significant improvement to the physical and mental performance of the infantry soldier, his mobility, agility and survivability in complex combat missions.
The world’s first dynamic weight distribution
system DWD
In today’s theatre of war, the infantry is expected to operate with gear weighing from 66 lbs up to his full body weight. The Dynamic Weight Distribution (DWD) system enables the individual to dynamically transfer weight between the shoulders and the hips, varying the distribution to delay the onset of fatigue and improve comfort and agility.
The soldier on-the-move is able to easily regulate the weight distribution via the ultra-light Spine - from 100% load on his shoulders to 100% on the hip-belt, and anything in between - while maintaining full flexibility and freedom of movement. This dynamic weight distribution capability not only mitigates against potential back injuries it also improves comfort, reduces the perception of the weight carried and allows better ventilation & thermal control.
Extensive field trials have shown the DWD to reduce the perceived burden on a soldier during long hauls, improving the ability to adapt to the mission and terrain. The system connects to the soldier’s vest or pack, switching between gear is fast and easy, especially with the latest series of modifications for the UK customer.
SOURCE Scalable tactical vest (STV)
All Virtus protective gear can be scaled to the demands of the mission – eliminating unnecessary weight. Our Scalable Tactical Vest (STV) allows for rapid response, using minimal number of parts, cleverly designed to allow the soldier to quickly and easily scale up or down according to different threat levels and missions.
Building on our proven human factors integration capabilities, Source have produced a novel sizing regime that enables us to cover the range of 5th to 95th percentile of male and female UK Army user population with only 8 sizes. Our patterns and materials do not only provide anatomically correct coverage, but also a comfortable fit.
The Scalable Tactical Vest (STV) is also fully in line with US Army Technical Statement of Needs (TSN) for the SPS TP system. The front ballistic insert covers the torso from the suprasternal to the omphalion (navel) and is cut inward 1 inch from the anterior scye (armhole) on the torso. The back ballistic insert covers the torso from the C7 vertebrate to the omphalion.
The smart design allows for full scalability. The single textile vest scales up to 4 different configurations: from a concealable vest to a full-up tactical vest with side and extremity protection. A soldier reconfiguring his Scalable Tactical Vest from a Plate Carrier to Tactical Vest or vice versa takes less than 3 minutes, without help. As there is one textile vest for all 4 configurations, the DWD and the MOLLE pouches attached to the vest stay intact.
Donning and doffing the vest can be done either over the head (when helmet is off) or from the left shoulder (when helmet is on). The STV design represent a complete new approach of fitting the vest to the user waist circumference with no Velcro front closure. Infinite buckle/strap adjustment allows easy fine tuning to avoid any restriction to normal breathing.
Thanks to the Quick Release System developed for the STV, the soldier can remove the torso vest with front, rear, side plates, DWD and protection of the extremities in less than 5 seconds - and reassemble his gear within 30 seconds. The Scalable Tactical Vest remains in one piece after the quick release is activated. The DWD is quick released by the same mechanism keeping the hip belt on the soldier. Essential ammunition & fighting gear are kept on his hip belt ready to go.
Protection for the extremities is quickly and easily integrated into the system and provides full integration of the pelvic protection and the lower back protection with the hip belt providing continuous back protection.
Last but not least, the Virtus MOLLE pouches use a unique assembly mechanism which is 20% lighter and 50% faster to assemble when compared to traditional standard issued MOLLE pouches.
Meeting the demands of the mission
The groundbreaking “SOLDIER AS A SYSTEM” philosophy, created by SOURCE, allows the gear to be scaled to the demands of the mission - eliminating unnecessary weight. Protective gear can be adapted to the threat level, packs are available in different sizes according to soldier’s mission.
The integrated design results in significantly improved physical performance for the infantry soldier, enhancing mobility, agility and survivability in complex missions. n
ABOUT SOURCE
SOURCE was founded in 1989 by Yoki Gill and Daniel Benoziliyo and now employs more than 200 workers. SOURCE has always been a groundbreaker pushing for genuine innovation and creating new standards.
SOURCE Gear is designed by soldiers and much of its key personnel are officers in IDF elite forces. SOURCE products are used by armed forces, professionals and athletes around the globe.
The IXI DRONEKILLER™
The IXI DRONEKILLER™ is a cost-effective hand-held neutralization system that defeats small, unmanned air systems (sUAS). The IXI DRONEKILLER™ has been specifically designed for detecting and defeating radio frequency communications with common “quad-rotor” sUASs, such as those available from DJI, as well as command and control (C2) radios used with commercial and fixed-wing systems. The IXI DRONEKILLER™ uses discrete frequency narrowband techniques to disable the target or send the target home. A separately-switched function also allows the IXI DRONEKILLER™ to disable GPS.
Design and Performance Capabilities:
The IXI DRONEKILLER™ range and efficacy is superior to typical broadband jammers due to its software defined radio (SDR) design and its advanced modulation techniques. Other hand-held broadband jammers have been shown to be largely ineffective against frequency-hopping drones. The IXI DRONEKILLER™ narrowband jamming waveforms has proven to be successful against these types of drones. More importantly, the SDR is field programmable to accommodate the latest waveforms should the drones receive an update to their frequency-hopping algorithm.
At 7 pounds, the IXI DRONEKILLER™ is a hand-held mobile device designed to be used by dismounted security personnel or in convoys. The Bullpup design allows for ambidextrous use and can easily be fired from a vehicle or a helicopter. It takes less than 3 seconds to activate and engage targets. Once a drone is engaged in the IXI DRONEKILLER™’s 30° degree cone of fire, the drone will be negated in 10 to 15 seconds. For the protection of fixed bases or sites, the IXI DRONEKILLER™ is best used as part of a layered defense or as a gap-filler.
The IXI DRONEKILLER™ can effectively jam and minimally detect the following frequencies:
433 MHz
915 MHz
2.4 GHz
5.8 GHz
GPS (GLONASS, Galileo and Beidou) L1 and L2 bands
The transmission power per band is from 100 mW to 1W depending upon channel type with an effective range of “line-of-sight.” A sUAS will return-to-home when C2 is disrupted but may descend slowly or proceed on an automated waypoint. If the GPS is jammed, then return-to-home and waypoint flight functions will be compromised, and the target will drift or crash.
A self-assessment after the NSWC ANTX event determined that IXI DRONEKILLER was less effective in the later sorties, especially those when multiple drones were used. In-house testing revealed that prolonged use created excessive heat that caused the voltage controlled oscillators (VCOs) to drift off their assigned frequencies and initiated the battery protection circuitry, thus reducing the effectiveness of IXI DRONEKILLER. On December 1, 2017, version 1.3 was released. This version included both a software and hardware upgrade. The software improvement compensated for the temperature rise by active temperature compensation of the VCOs, keeping IXI DRONEKILLER within its tuned frequency spectrum. The hardware improvement provided a larger heat sink and improved heat dissipation path that significantly removed the heat from the crucial areas. Additionally, a new battery design improved the operating temperature range and extended the operation of the battery to two hours in active mode. The results were proven when we demonstrated the new 1.3 version to the Beverly Hills Police Department.
Technology Maturity Assessment:
Operator feedback from handheld testing throughout 2016 and early 2017 led to many advances toward the present technology readiness level (TRL) 9 system. Numerous ruggedness and integration problems of early commercial units were identified by these tests and updated in the current version.
The IXI DRONEKILLER™ was first deployed in January 2017 by FBI Los Angeles and Los Angeles County Sheriff’s Department Special Enforcement Bureau at the 2017 Rose Parade in Pasadena, California.
It then underwent controlled field-equivalent testing in March 2017 by Air Force Global Strike.
Controlled field-equivalent mission testing in May 2017 was conducted by DHS Counter-Terrorism and Coast Guard, Los Angeles County Sheriff’s Special Enforcement Bureau, and Ventura County Sheriff’s Department.
Demonstration and limited field testing in July 2017 was done with Oceanside SWAT Team, San Diego SWAT Team and San Diego Police Department Special Events Team, Border Patrol Specials Operations, and Border Patrol Intelligence Unit.
Demonstration and limited field testing in July 2017 was done with Los Angeles Sheriff’s Department, Los Angeles SWAT, FBI, Orange County Sheriff’s Department, and San Diego Naval Station Force Protection Team.
Demonstration and limited field testing in August 2017 was done with Marshall University Police Department and Huntington, West Virginia SWAT Team.
Participated in Naval Surface Warfare Center (NSWC) Crane’s, Advance Naval Technology Exercise (ANTX) Innovation and Sensor Fusion Experimentations August 2017 at Muscatatuck Urban Training Center, Camp Atterbury (MUTC), Indiana.
Demonstration and limited field testing in September 2017 was done with San Luis Obispo County Sheriff’s Department, Pismo Beach, San Luis Obispo and Morro Bay Police Departments, and Special Agents from California Department of Corrections and Parole.
Demonstration and limited field testing in September 2017 was done with Orange County Sheriff’s Department, Orange County Fire Authority, San Bernardino County Fire, Department of Forestry and Fire Protection (CAL FIRE), Los Angeles County Regional Training Center, and 4th Light Armored Reconnaissance Battalion.
Estimated Size, Weight, and Power Requirements:
The IXI DRONEKILLER™ is a self-contained unit that is less than 27 inches long and weighs approximately 7 pounds. The unit contains a lithium-ion battery that can run for 8 hours in standby mode or 120 minutes in active mode. Its nominal power is 145 watt hours. The IXI DRONEKILLER™ also comes with an external power cable that can be plugged into a power source for continuous power.
The IXI DRONEKILLER™ operates between –20°C (minus twenty degrees centigrade) and +40°C (plus forty degrees centigrade). n
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