Welcome to the new issue of Soldier Modernisation, things are starting to build again with in the development programmes, as can be seen within our programmes section in the middle part of the journal. This is in part due to what we are calling the ‘Digital Battlefield‘, what is the purpose of this, it is in Telecoms terms M2M (machine to machine) connectivity, the ability of front line troops sighting equipment to automatically send GPS co-ordinates to artillery and aircraft, which in turn take the strike themselves automatically. So what are the benefits, for spotters, scouts and special forces, no muzzle flash, no giving away of position and no radio chatter. The downside if any is going to be the legitimacy of automatic targeting once in the system and the ability to counter act the signal, also this brings in the area of network security and protection against cyber attack. We have some great articles on this side, from broadband battlefield to grid in a backpack.
We have input again from our friends in DARPA and various Defence Forces from Australia to USA, we are also looking at the downside of drone technology and counter measures that can be carried by front line troops to take down drones, with the ‘Digital Battlefield ‘ giving advantages to these squads, drone technology can take these away and the ability to deactivate drones from 2kms away brings these advantages back.
We will be at more events this year thanks to our partners at the conference companies, who take these directly to their events: a list of where we will be is in the back of the journal.
As always, we have all previous projects available to read online and via e-reader, our help service is there for any questions you may have at: www.soldiermod.com.
If you have any comments positive or negative, please email me at:
Robert.Alcock@intercomms.net, we can only improve by your comments.
Kind regards,
Robert Alcock
Editor, Soldier Modernisation
robert.alcock@intercomms.net
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BAE Projects Advance
BAE Systems are forecasting to hit major milestones in 2018 for two projects aimed at improving power and data distribution on the battlefield. Broadsword® Spine® and Tactical Hotspot are technologies being developed to support dismounted soldiers of the future.
Broadsword® Spine® is a power and data network built directly into clothing through the use of ‘e-textiles’ developed in partnership with Intelligent Textiles Limited. BAE Systems states the system allows electronic devices to be plugged straight into a vest, jacket, belt, or backpack, with custom-built connectors hooking directly into power and data sources via USB 2.0 connectivity.
One major advantage is weight savings, said Richard Cross, Engineering Lead for new products and capabilities at the company, with Broadsword® Spine® offering significant reductions when compared with alternative solutions.
“Soldiers carry a huge amount of equipment which can affect their ability to do their job, while long-term health issues could arise,” he said. “We’re looking at ways of reducing that through Broadsword Spine.”
There are two aspects to this, he said. First, the e-textile is lighter than the equivalent cable. Second, the use of ‘smart’ electronics leads to greater efficiency in the use of power, reducing the number of batteries that need to be carried. This can be particularly beneficial to personnel who use highly complex equipment, such as those in Forward Air Control.
“There are significant savings in the weight of batteries simply by consolidating to one battery type and using that energy more efficiently,” he explained.
BAE Systems initially developed some prototypes of Broadsword Spine several years ago, which were evaluated by elements of the US and British militaries. The company then decided to develop the system internally, using a more commercial approach than the standard military process. Rather than wait for a requirement to emerge, BAE Systems has taken on the cost and risk of development, and is marketing the product globally.
As of December 2017 the company was in the final stages of environmental qualification of Broadsword® Spine® which aims to “prove that it’s suitable for all the harsh environments it’s likely to encounter out in the field”. Because e-textiles are a new product, “there’s been some manufacturing techniques to perfect and to develop around an e-textile based production line”, Cross added.
There has been interest in Broadsword® Spine®, said Cross, with a number of pre-production units being evaluated by a number of NATO countries. Production units should be available from some point in 2018, Cross said.
BAE Systems also expects to see progress on its Tactical Hotspot system over the course of 2018. Tactical Hotspot is a compact, mobile solution that can be securely deployed in an armoured patrol vehicle, the capability integrates the Falcon Tactical Trunk Network System (Broadband for the Battlefield) with the Bowman TacCIS and SATCOM-on-the-move, along with 4G, WiFi, the company’s Web-Enabled Data Links (WEnDL®) and a full suite of Operational Communication Information Services. The system is being developed with General Dynamics and Airbus, and is designed for use with the British Army’s new Strike brigades.
The UK MoD has awarded BAE Systems a £1.2 million contract to supply two experimental versions of the system. The Tactical Hotspot capability will provide frontline troops at the tactical edge with the communications capabilities and services they, at present, only receive at the command headquarters, said Craig Stewart, Engineering Manager at BAE Systems.
“The concept behind the Tactical Hotspot is to provide the currently ‘disadvantaged’ frontline troops with richer information services, superior situational awareness, resilient connectivity solutions and secure mobile communications in the tactical battlespace, thus ensuring that he or she is no longer disadvantaged,” Stewart explained. “Currently the user cannot get the information they require when and where they require it. The Tactical Hotspot enables that.”
The programme is in its very early stages, said Dave Lord, Tactical Hotspot Project Manager, with the British Army still deciding what kind of communications capability it will require for the Strike Brigades. The company has delivered a concept demonstrator, which will be tested on an adapted Panther Command and Liaison Vehicle. An initial trial will take place in January 2018, with larger exercises conducted throughout the year, after which the Army will have a more informed view of what its future requirement might be for such systems, Lord explained.
“The programme that we’ve been working on is to provide them with a demonstrator, to give them something they can use to work out what their requirements might be for a future product,” he said.
In the future, Broadsword® Spine® and Tactical Hotspot could interact on the battlefield, said Stewart, with the latter providing the broader access to information and data that the former can then use. “Broadsword®Spine® is all about the use of power and data; the Hotspot provides a conduit to get that data to the soldier.” The development of these two products is an indicator that BAE Systems has a focus on the future of battlespace data integration. The integration of these systems will provide significant benefits to soldiers on the battlefield. n
Domo Tactical Communications Eyes MANET Market Growth
Domo Tactical Communications talks to Gerrard Cowan about the development of the MANET market and its plans for the future
Domo Tactical Communications (DTC) has seen strong military interest in its mobile ad hoc network (MANET) technologies, with the company preparing to launch a new, compact radio for soldiers later in 2018.
MANETs effectively provide soldiers with the same service they would expect from fixed network and communications infrastructure, though the associated equipment – including radios and antennas – can be transported on the move. They allow data to be routed efficiently across all possible paths, said Neil McSparron, chief technical officer at DTC.
“For example, a soldier wouldn’t need a direct radio connection back to the command vehicle, so long as there is a connection through a combination of the nodes in the network,” McSparron explained.
DTC provides a range of products in the area under its DTC Mesh brand, ranging from equipment for unmanned aerial, surface and ground vehicles to systems designed for use by soldiers. For example, it provides a 200mW radio that weighs a few hundred grams, as well as a robust tactical radio that weighs just under a kg.
These systems have been deployed with a number of Special Forces users, while the wider DTC Mesh family is in service with explosive ordnance disposal (EOD) robots, drone communications links, and other areas.
“We are now seeing significant interest from the broader military user community,” McSparron added.
DTC continues to upgrade its mesh systems with more frequency options, faster data rates, and higher maximum numbers of nodes, McSparron said. Later this year the company will launch its new Special Role Radio (SRR), a product aimed specifically at dismounted personnel. This has a familiar “soldier radio” form factor, McSparron said, a battlefield-optimised user interface, built-in GPS, support for standard batteries, pouches and charging accessories. It can be handheld, placed in a backpack or mounted on body armour.
“Crucially, this solution is built on a software-defined platform – DTC SDR – which allows DTC to offer different tailored radio waveforms to match different missions, but all using the same hardware,” McSparron said. “The DTC radio becomes a genuine multi-purpose tool.”
DTC has worked in MANET systems for over a decade, having started development in 2008 and shipping its first high-capacity mesh products to customers the following year. Since then the DTC Mesh has evolved from a network that could carry up to 3 Mbps of payload IP data to one that could provide up to 50 Mbps.
“Military applications for mesh have included covert tactical surveillance and UGV communications links– specifically EOD robotics, UAV surveillance links, USV communications, as well as unmanned surface vessels in marine environments and soldier-worn tactical situational awareness,” McSparron added. “DTC Mesh has developed from a single product type into a family of products targeting specific applications.”
When part of a MANET, soldier-carried nodes automatically mesh with each other and with fixed, vehicle-carried and airborne nodes; the result is a self-forming and self-healing battlefield network, McSparron said. He added that the mesh units can connect a range of different camera types, while the standard and high definition encoders provide a high level of integrated capability.
“It is all about situational awareness for the soldier, in the form of maps, friendly and hostile force positions, video from airborne and ground-based reconnaissance and tactical voice and messaging services,” McSparron added, “and awareness for commanders in the form of soldier position, health status and ‘soldier eye’ bodyworn video feeds. In short, it is a key element of the overall battlefield ISTAR picture.”
DTC Mesh is focused on tactical applications, with a range of different form factors suited for vehicle, aircraft, and personnel, as well as for use in fixed base stations. It is built from the ground up using the company’s Coded Orthogonal Frequency Division Multiplexing (COFDM) mesh technology and channel access mechanisms, and was designed specifically to meet the mission critical needs of the tactical user.
“DTC’s technical ability to design waveforms from scratch – based on the team’s history in developing the world’s first COFDM digital TV systems – means that the DTC waveform has been tailored for exactly the type of radio-frequency environment encountered by the warfighter,” McSparron said.
Looking forward, McSparron envisages three major areas of development for MANET technology in the coming years. First, he expects to see higher data rates “to meet the needs of emerging situational awareness and data fusion applications”.
Second, he pointed to more efficient spectral utilisation. The spectrum reserved for soldiers is shrinking worldwide, he said, so systems need to be more efficient at exploiting the available bandwidth. Finally, he highlighted the critical need to “continue outpacing adversaries when it comes to data security and jamming resistance”.
The company has seen an increasingly educated user base over the years, demanding real-world trials in realistic scenarios. This plays to DTC’s strengths, McSparron said.
“We do not over-promise with headline data rates that are unachievable in practice, but instead focus on robust, long-range performance for applications that are truly mission critical.” n
EDA, NATO Team on Soldier Systems
Soldier Modernisation talks to the EDA about its work with NATO on soldier architectures
The European Defence Agency (EDA) is harmonising its work on standard soldier architectures with NATO, with the aim of making a comprehensive open reference architecture for soldier systems available for national military use from 2020.
The EDA is working on two projects under the Standard Architecture for Soldier Systems (STASS) banner, said Marek Kalbarczyk, project officer – land systems technologies in the agency’s CapTech Ground Systems group. The first, known as STASS I, focuses on power infrastructure and management, while STASS II looks at information management and infrastructure.
“The aim of both of these studies is to develop a comprehensive open architecture for soldier systems that can be used by national militaries,” said Kalbarczyk. Individual nations could use elements of the reference architecture to support the development of their own national architectures, he explained.
The EDA is coordinating with NATO on the standard architecture project, Kalbarczyk said. There is a great deal of commonality of members between the EDA and the alliance, and it was felt to be a waste of time and resources for both organisations to not coordinate their efforts. The EDA’s work will therefore feed into and support NATO’s Generic Soldier Architecture, which should be available at some point around 2020, Kalbarczyk said.
“The idea is to have coordination at the expert level between the NATO group and EDA STASS I and STASS II, and use as many developments [as possible] from STASS I and STASS II to support the development of NATO Generic Soldier Architecture.”
The EDA’s work on STASS I and STASS II are the benchmarks for work under Preparatory Action on Defence Research (PADR), a European Commission initiative for financing defence research that is being implemented by the agency. The PADR work programme 2017 has three strands, with STASS part of the ‘Force Protection and Soldier Systems’ focus.
Under the Force Protection and Soldier Systems side of PADR, the EDA aims to prove the technical feasibility of the open architecture developed under STASS. Work under PADR will continue in 2018/19 as the EDA looks to develop the architecture and verify it from a technical perspective.
“This is a continuation of what we are doing in the EDA and NATO,” he said. “The idea is not to have only a theoretical assessment and analysis, but also to prove it from a technical perspective … by 2020 we should have a very solid, open reference architecture for soldier systems, which is technically verified and approved.”
The architecture will be open to anyone, without needing to be a member of NATO, the EDA or the EU. It will cover everything connected to the electronic aspects of a soldier’s equipment. The basic goal is to allow nations to develop systems that can readily adapt to the rapid speed of change in the IT sector or a changing mission profile. The GSA work therefore focuses on ‘interfaces’, Kalbarczyk said: if the most important internal and external interfaces in the soldier system are identified and standardised, then it should be possible to easily integrate subsystems as they change.
“So if a new sensor or component is available, you don’t need to change the entire soldier system,” he said. “You just need to change that sensor or component, and the rest of the equipment will continue to operate.”
PADR’s Force Protection and Soldier Systems arm also covers two other technologies that are relevant to soldiers, Kalbarczyk added. The first is tailor-made blast, ballistic and CBRN protection for military personnel, with an aim of reducing the weight of ballistic and blast protection equipment by at least 20% when compared to existing solutions.
The second additional focus is looking at novel developments in active and passive military camouflage methods. The aim is that a soldier could be camouflaged in both static positions and when moving, Kalbarczyk said, though technological advances in that area are some way off, he said. n
UltraLYNX: Dismounted Soldier Architecture
The need for improving how we fit technology and increase capability, such as situational awareness, onto the soldier is well understood.
Poorly integrated equipment and the batteries required to power it can actually inhibit a soldier’s ability to fight.
Finding a way to reduce this burden has been the driving force behind UltraLYNX; which provides an open man-worn architecture that enables the efficient distribution of power and data that is lightweight and scalable.
UltraLYNX is a key component in the realisation of the benefits of any future situational awareness system; Increased operational tempo, improved operational agility and effectiveness and more efficient force application in a Combined, Joint, Interagency, Intergovernmental and Multinational command (CJIIM) organisational context.
The benefits delivered by better situational awareness and more efficient power management will contribute to reducing the cognitive and physical burden on the soldier.
UltraLYNX provides the definitive standard for future soldier systems that provides a truly integrated and open systems solution.
Features :
• Connects up to 12 devices using smart hub and ports
• Seamlessly integrates data radio(s) with Battle Management Applications
• Open architecture complies with UK MOD/NATO standard
• Bearer, power source & connector agnostic
• Supports any End User Device
• Installs onto/into any vest systems reducing external cabling
• Ruggedised for battlefield use and fully submersible
Wearable Power & Data Architecture
Power Management:
UltraLYNX has intelligent power management, which allows devices to be supplied from a central power source, typically a Lithium Ion battery. This means that the use of technologies such as wireless charging extend mission operability.
Each port can individually switch power to and from the central power bus, providing the user with control of the sources and loads that are connected. In addition, each port also provides overload protection as well as real time monitoring of power consumed.
Data Management:
UltraLYNX has a smart hub allowing USB device drivers and message routing to be installed locally. This means that customisation of the End User Device (EUD) software kernel is no longer required. The EUD operates in device mode with network connectivity being achieved via reverse USB tethering.
UltraLYNX also supports applications where no End User Device is required such as autonomous sensing or minimal user interaction. n
For more informatoin, contact:
richard.waldrom@ultra-pcs.com
SMART HUB TECHNICAL SPECIFICATIONS | |
CPU | Dual-core 1.0 GHz ARM Cortex-A |
RAM | 1 GB DDR3 |
Operating System | Custom embedded Linux OS SDK and power API available for 3rd party integration |
Storage | 4 GB onboard flash memory expandable up to 64 GB |
HMI | System status LED (NVG compatible) User button power on-off / sleep |
Device Management | Web management console High integrity dual-partition software update, over-the-air update capable User initiated built-in self-test |
Platform Security | Secure high assurance boot Tamper detection Hardware RNG and encryption PBIT platform integrity verification Configuration of allowed USB devices |
Interface Options | Bluetooth Low Energy v4.2 WiFi 802.11b/g/n |
Sensors | On-board IMU |
Power Consumption | Idle: 130mW Typical: 2W |
GENERAL SPECIFICATIONS | |
Power Input | Power Input 8–36V DC Primary & secondary batteries Auxiliary & scavenged power sources |
Data Bus | USB 2.0 |
PAN Ports | 6 NATO/GSA compatible smart PAN ports (12 with scalable expansion unit) |
Power Output (Per Port) | 5A, 8–36V power (10A system total) 2A, USB 5V power (5A system total) Robust circuit protection |
Dimensions (Hub) | 115 x 58 x 15 mm (4.5 x 2.3 x 0.6 in) |
Weight (Hub) | 230 g (8.1 oz) |
Colour (Hub) | Black, Tan 499 |
Certifications | CE, FCC, WEEE, REACH, RoHS, IP68, MIL-STD-810G*, MIL-STD-461F* |
Temperature | Operating: -20 to 55°C (-4 to 131°F) Storage: -40 to 70°C (-40 to 158°F) |
Immersion | 2 metres for 60 minutes Fully functional with connectors covered / mated |
Reliability | MTBF: 20,000+ hrs, MTTR: 10 mins Independently field replaceable interconnect & connectors Reversionary mode ensures power distribution availability |
Safran, Linking up the Modern Theatre with Optical Solutions
Soldier Modernisation examines Safran’s JFSS product range
Safran’s Joint Fires Support System (JFSS) was designed with flexibility in mind, with the French company offering three variants depending on user needs.
The JFSS was produced in response to the growing importance of Digital Aided Close Air Support (DACAS), “a pivotal part of operations for NATO countries”, according to the company. Units on the ground deploy Intelligence, Surveillance, Target Acquisition & Reconnaissance (ISTAR) resources that need to be integrated into the command chain while allowing interoperability between different services and among allies, demands that led to the development of JFSS.
The JFSS family are made up of a precision inertial North seeker and electro-optical equipment produced by the company, Safran states. It also comprises a laser designator – or marker – a Geographic Information System and a radio.
“Depending on the mission, various electro-optical equipment can be chosen by the user, including in particular Safran products such as the PLRF rangefinder and Moskito or JIM binoculars in various versions,” the company states.
JFSS is available in three variants, a Safran spokesperson told Soldier Modernisation. The day-time version comprises the Sterna target location system and the PLRF25C pocket laser range finder.
“It has an ultralight weight of 3.2kg and a direct view,” the spokesperson added.
There are two ‘anytime’ versions of JFSS. The first is made up of Sterna and the Moskito TI lightweight multi-purpose target locator. The spokesperson said it was lightweight – at 3.8 km – and “is multispectral and has a multimedia and digital connectivity”.
The second ‘anytime’ variant is formed of Sterna and the JIM Compact. This is a long-range version, said the spokesperson. It has a weight of 4.8kg, is multispectral, and has a multimedia and digital connectivity.
As the battlefield becomes more integrated, increasing demands are placed on systems like JFSS. The spokesperson said that Safran addressed such demands through ensuring the system is highly interoperable, capable of interlinking with the command, control, communications, computers and intelligence (C4I) systems used by militaries.
“The JFSS has a high interoperability, with an open architecture, and is designed to be integrated with armed forces’ C4I systems.”
Safran states that the JFSS is a flexible system that can be tailored to the needs of the user. The company says it provides the lightest system on the market, a modular product line that can move from direct view to multispectral digital connectivity.
The precision of such systems is crucial, in order to avoid ‘blue on blue’ engagements. As such, the JFSS is Target Location Error (TLE) CAT1 out to 4.5 km. In addition, it provides minimised set-up time and “fully trustable coordinates”, according to the company.
The JFSS is designed for use by forward observers and controllers, the company states, with these users providing “real-time surveillance, identification, positioning and communication of TLE CAT1 coordinates for a given point of interest.” The system can transmit coordinates and tactical information digitally, according to Allied standards, according to Safran:
“This arrangement helps limit any risk of error or collateral damage,” the company states. “At the same time, these systems save precious time for operational forces by reducing the “sensor to shooter” cycle.”
Safran’s systems like the Sterna and its GonioLight pointers have proven popular on the market, the spokesperson said. n
Cable Connector Seals May Determine the Life of Systems
ODU connectors are ideally suited for mission critical military applications and their extreme environmental conditions. Seals are potentially the weakest part of the system. ODU ensures overmolding according to international standards and beyond.
Where reliability is paramount, cable connectors are often the most significant points of failure, particularly over prolonged periods of time. This is unacceptable under the extreme conditions in which military operations may take place, as immersion in water, exposure to dirt and dust, high humidity, extreme temperatures, shock and vibration, to name just a few. ODU offers a wide variety of connector families, many of which are capable to operate in harsh environments. Among them are the ODU AMC® and the ODU MINI-SNAP® series. Special overmolding technologies ensure watertight as well as dirt-proof seals where an ODU connector is mated with its receptacle.
Products that excel standards
A combination of O-rings, potting and overmolding is used to meet the IP68 specification. ODU has raised the bar by defining waterproof products to be capable of immersion at a depth of 2 meters for at least 24 hours, in accordance with the IEC 60529:2013 standard. Some members of the ODU AMC® family even meet the more rigorous IP69 specification, in which they are subjected to high-pressure jets from a steam cleaner. Although push-pull connectors such as the ODU AMC® and ODU MINI-SNAP® are not specifically covered in MIL DTL 38999, both these ODU connector families actually outperform the MIL spec in various areas. For customers who require true hermetically sealed (gastight) connectors, ODU offers customized solutions, in which sealing techniques utilizing glass to metal seals are incorporated in the product. ODU connectors have been adopted by numerous equipment manufacturers due, among other factors, to the outstanding reliability of their seals in harsh environment applications.
For tactical, reliable communication
Poor quality reception, listening fatigue and constantly having to wear a headset in or around one’s ears – these are common issues associated with military communication systems. To address this challenge, ODU, working with a special US Navy unit, helped its customer with the development of an advanced headset system. Combining a watertight, noise-absorbing microphone with bone conductors and electronic headphones, the system enables users, for the very first time, to be able to easily remove the headphones from their ears while the radio reception continues uninterrupted. This is possible by bone conductors which enable the radio communication to be transmitted directly into the inner ear via the bones of the skull. An ODU AMC® connector ensures reliable transmission of the signals. The circular connector connects the headset with the push-to-talk housing. This solution offers a non reflective surface, protection class IP 68 water tightness, durability of up to 5,000 mating cycles and a break-away function that protects the connected equipment in the event that the cable or any component becomes snagged on some immovable object. It allows for easy disconnection of the connector with one pull on the cable. The ease of handling and reliability enabled the headset to fully meet the requirements of military and security technology.
Glass-seal Connector for Weighing Systems in Raw Material Mining
ODU manufactures custom hermetic connectors for load cells used in stationary truck scales. The weighing systems in the raw material mining sector are equipped with a number of individual load cells. Trucks are weighed before and after being loaded, in order to determine the net weight of raw material they are transporting. A glass seal between the connector shell and shielded cable ensures that no dust or dirt can infiltrate the unit in its harsh outdoor environment, while also helping to make the entire weigh scale tamper proof.
Future Soldier Radio
FSR (Future Soldier Radio) is a compact “dual band radio” for use in military and security technology applications. It is reliable, lightweight, uses very little power, has integrated GPS and can handle extreme environmental conditions. FSR meets the most demanding military standards for electrical, mechanical and environmental conditions. A 16 pole ODU AMC® Easy-Clean plug connector is used to connect the radio’s headset to the function selector unit. The plug is overmoulded to meet the IP 68 specification and to offer a flexible bend relief to protect the cable in use.
Selecting electronic equipment that may be exposed to harsh environments, it is important to consider every point of possible leakage between the exterior and interior of the equipment. ODU offers customized overmolding solutions according to excelling international standards. n
For more information: www.odu-connectors.com
The ODU Company Group: global representation with perfect connections
ODU is one of the world’s leading suppliers of connector systems, employing some 1,650 people around the world, including 110 trainees for eight different occupational fields. Aside from its company headquarters in Mühldorf am Inn (Germany), the ODU Group also has production sites in Sibiu (Romania), Camarillo (USA), Tijuana (Mexico) and Shanghai (China). ODU covers all relevant areas of expertise and key technologies around design and development, machine tool and special machine construction, injection, stamping, turning, surface technology, assembly and cable assembly. The ODU group sells its products globally through an international distribution network including eight subsidiaries in Denmark, England, France, Italy, Sweden, the US, China and Japan, along with numerous worldwide sales partners. ODU connectors ensure the reliable transmission of power, signals, data and media in a variety of demanding applications: medical technology, military and security, eMobility, energy, industrial electronics, and measurement and testing.
Talisman Saber 17 Exercises Allies’ Capabilities
Exercise TALISMAN SABRE 2017 (TS17) is a biennial combined Australian and United States (US) training activity, designed to train our respective military forces in planning and conducting Combined Task Force operations to improve the combat readiness and interoperability between our respective forces.
This exercise is a major undertaking that reflects the closeness of our alliance and the strength of the ongoing military-military relationship. TS17 will involve a Command Post Exercise (CPX) which incorporates simulated forces and scenarios, and a Field Training Exercise (FTX) which will see manoeuvring of extensive forces in Australia.
The Talisman Sabre series of exercises is a major Australian and United States military training exercise focused on the planning and conduct of mid-intensity “high end” warfighting. This will be the seventh time the Exercise has been conducted and will involve over 30,000 Australian and US defence personnel.
TS17 will incorporate force preparation activities, Special Forces activities, amphibious landings, parachuting, land force manoeuvre, urban operations, air operations, maritime operations and the coordinated firing of live ammunition and explosive ordnance from small arms, artillery, naval vessels and aircraft.
Times and Locations
The majority of TS17 field training exercise activities will take place in Shoalwater Bay Training Area, near Rockhampton in Central Queensland. Field activities will also occur in Mount Bundy Training Area, south of Darwin.
Personnel and assets will also operate from Australia in Darwin, Townsville, Brisbane and Canberra; and from the United States in Hawaii, Indiana, Virginia, Colorado and Washington during the period June/July 2017. n
Leveraging Optical Expertise to Provide Overwhelming Advantage
Soldier Modernisation talks to regular contributor, Ricky Freeman, vice president US Sales & Business Development from Raytheon ELCAN Optical Technologies
Q: It would be good just to refresh over the Specter range of products and who alongside USSOCOM, Land 125 Australia and UK FIST are using this product range, and why it is so sought after?
A: Well over 600,000 ELCAN Specter® optical sights are being used in more than 50 countries by both military and commercial customers around the world. The Specter family of sights currently consists of:
• Specter OS 4x fixed magnification sight (designated LDS lightweight day sight by UK FIST)
• NEW - Specter OS 6x fixed magnification sight – first production sights to be delivered in 2018
• Specter DR 1-4x dual role sight (SOPMOD Kit 2 since 2006) Specter DR 1.5-6x dual role sight
• Watch for new product launches in 2018!
The ELCAN Specter family of sights are sought after for three primary reasons:
• The unique, one of a kind capability of the Specter DR dual role weapon sight. The ability to instantly switch between a close quarters sight and a magnified sight is still a capability that is unique to this optic.
• The optical quality of ELCAN Specter rifle sights. As a high precision optical systems designer and manufacturer, Raytheon ELCAN provides a distinct advantage with respect to clarity and light gathering capability of the systems.
• The uncompromised robustness of ELCAN Specter optical sights. ELCAN Specter optical weapon sights are rugged and combat-proven in the harshest, variable environments.
Q: With the use of integrated systems where technology is talking to other technology along either the fire command or target acquisition how are ELCAN adapting their products to fit with this?
A: In today’s threat environment and on the battlefield of the future, it is not good enough to be better; you have to overmatch adversarial forces – with clear, decisive and overwhelming advantages. Raytheon puts these capabilities in the hands of every warfighter, with a portfolio of integrated, precise and proven solutions.
Raytheon ELCAN leverages its expertise to provide overmatch advantage for sighting systems.
The era of digital sighting systems is now and Raytheon ELCAN believes it will become an increasingly important component of the integrated warfighter kit; significantly enhancing precision, accuracy, lethality and connectivity in the battlespace. Some key capabilities that digital sighting systems will allow in the near future include digital micro- display, integrated laser range finder, onboard ballistic computation module, digital targeting and aiming reticle.
Digital technology will give the warfighter first generation, push-button, macro-automated functionality that automatically ranges targets, calculates shot correction via the onboard ballistic computer and presents the shooter with a digitally disturbed, high color-contrasted targeting reticle in the field of view.
Beyond the first generation capabilities, future generations of digital sighting systems for the designated marksman, will allow capabilities such as designation for static and mobile targets, target tracking, dynamic ranging and ballistic computation, wireless offloading of digital targeting solutions and net-centric target data sharing.
Q: You have had slight adjustments in your International and US Strategy could you explain this and the benefits going forward in terms of purchasing from you and general day to day contact?
A: Raytheon ELCAN’s primary focus is on simplifying the acquisition process for our US and international customers. To that end, we are constantly evaluating new procurement vehicles that are intuitive, user friendly and streamline the acquisition process, thus allowing our global customers more efficient and cost effective access to Raytheon ELCAN products.
All inquiries for ELCAN Specter Sights can be sent to Dan Pettry, a former US Army Ranger and sniper, now a product manager for Raytheon ELCAN Rifle Sights at
Daniel.Pettry@raytheon.com or +1.706.905.1283.
Q: With the new technologies coming into the battle ground in the area of Optics how do you see this developing and where do you feel the most dramatic changes will be?
A: Incorporating internal research and feedback from SME end users, Raytheon has identified five key areas that will inform future development of ELCAN Specter sights
(1) optical design, (2) precision targeting, (3) survivability, (4) lethality and, (5) SWAP-C.
Optical design: Future combat sighting system optical designs will likely incorporate disruptive capabilities in adaptive optics including “liquid” polymer lens technology, free form optics and other highly specialized optical designs in lieu of moving tele-focal groups. This bio-mimicking lens technology will significantly advance future sighting system performance and functionality, while ultimately reducing SWaP-C.
Precision Targeting: Raytheon ELCAN believes that future generations of digital sighting systems will incorporate hyper-accurate wind sensing microprocessors in the visible and/or IR spectrum, internal laser marking and designation, enhanced target mensuration capabilities, internal laser spotter functionality and precision azimuth and vertical angle modularity (PAVAM) where sighting systems effectively incorporate the earth’s spin to provide increasingly precise targeting data.
Lethality: digital sighting technologies will incorporate capabilities including non-gyroscopic, weapon attitude stabilization technologies that nullify the effects of trigger flinch, shaking and shooter input error; sighting and weapon system electronic interface; helmet-mounted or goggle- based optics wirelessly slaved to weapon-mounted targeting systems; and portable forward entry device capability, giving the shooter the ability to forward ballistic solutions/targeting data to fire support C2 elements.
Survivability: digital sighting systems will eventually offer enhanced, reliable and secure Identification Friend or Foe (IFF) capabilities where non-enemy combatants are marked as friendlies within the FOV, thereby reducing the “fog of war” and minimizing friendly fire incidents.
In first generation systems, incorporating these capabilities will invariably require additional power and likely additional weight. However, we believe that the acceptance of digital sighting systems in combat arms will hasten the development of innovations in SWAP-C, including powered rail designs that will provide power to the accessories, thus reducing SWAP-C total battery requirements and usage.
Also, as future digital displays and other micro-technologies become more energy efficient, the overall SWAP footprint will be further reduced. Ruggedizing the electronics and reducing overall system cost will present a challenge in first generation designs. However, system reliability will increase as digital sighting systems gain wider acceptance in combat arms and costs will decrease as the systems are deployed in greater numbers.
Q: Looking into 2018 will ELCAN be hosting any events where your products can be tested?
A: The 2018 schedule is still being revised. Inquiries can be sent to Daniel.Pettry@raytheon.com to enquire about new products and events. n
Energy for the Dismounted Soldier
Bren-Tronics, Inc. is known and recognized worldwide for designing the first Li-ion rechargeable military batteries in 1995. Users are today using less and less primary batteries and their confidence in the rechargeable technology has grown every year, first due to the fact that they have been able to experience their durability on the field and also because the generation of today’s war fighters use rechargeable batteries in their everyday life.
Even though current rechargeable Li-ion batteries give satisfactory performance, it has been very clearly stated that the Future soldiers within 10 years will not be able to recharge their batteries at their support zone if they are in combat missions.
The 2025 Future soldier will need at least 48 hours of autonomy, and will not be able to change for charged batteries at the logistic support. It has been reported by officials that the logistic movements will not be undertaken if can be avoided. In Mali today, in order for war fighters to change their batteries, a logistic movement is needed and it involves an armed escort and associated vulnerability.
Consequently, the 2025 Future soldier will absolutely need highest available capacity batteries with centralized power and a recharging capability on the field (without the help of a vehicle).
Bren-Tronics anticipated the need for field recharging a number of years ago and are now able to provide different chargers, that can be dedicated for one type of battery, or that can recharge different types of batteries at the same time utilising solar energy (Flex-Charger).
Each charger includes advanced features such as Solar Maximum Power Point Tracking, DC Vehicle capability coupled with simultaneous battery charging.
With over 12 years experiences in major Future Soldier Programs, Bren-Tronics offers a centralized battery for the dismounted soldier. These lead edge technology battery systems drastically reduce weight and optimize running time. Today, our unique 10.8V SMP® and 14.4V NETT+® rechargeable battery family offers the highest energy density possible (+212Wh/kg) for a true wearable soldier power system.
Moreover, Bren-Tronics’s newest Advanced Battery Charger (ABC) can also be powered from solar energy, and weighs only 9 kg. For missions with a higher durability of 48 hours, such a universal charger is ideally suited for field use
Military power solutions must operate to the limits (or beyond). All Bren-Tronics products are designed, tested and manufactured to meet the most severe climate environment applications.
Bren-Tronics expertise remains focused where no one can compromise: safety, reliability and performance. n
Please discover our new video on Bren-Tronics website:
www.bren-tronics.com
Driving Forward to Engage, Enable and Excel
By Craig Taylor, Head of MarComms, Excelitas Qioptiq D&A
Excelitas Qioptiq is an R&D powerhouse with hundreds of people around the globe devoted to the design and development of state-of-the-art photonics and processes. This ensures we are able to meet all our customers present and future photonic needs. Always with one eye on the future, ready to evaluate and develop new technologies to best meet the requirements of our ultimate customers, the end User, by providing them with mission winning equipment and capability.
Today’s advanced defence and aerospace applications demand a partner who can deliver mission-critical performance, reliability and support. We are that partner, with over 50 years of experience in getting the job done right the first time. We work closely with our customers throughout the product lifecycle, while providing expert technical input at every step along the way. Our expertise in energetic safety systems, electro-optical modules and equipment, high-reliability power systems, sensors, defence lighting, frequency standards, and high-energy switching enables us to meet exacting application needs.
Dismounted Vision Solutions – We are the world’s principal designer and manufacturer of infra-red, image intensified and fused night vision equipment. More than 100,000 individual night sights have been supplied to over 56 different countries for a wide range of defence, police, border security, coastguard, and search and rescue applications. We deliver a range of world leading weapon sights for a wide variety of platforms including individual assault weapons, light support weapons, crew-served weapons, anti-tank/anti-materiel weapons, and specialised sniper applications, using image intensifying, thermal and Fused imaging technology.
Cameras for Ground Based Surveillance, Vehicle and Naval Platforms – We have a proud heritage of designing and manufacturing optical modules for defence and aerospace applications. We strive to create cameras that offer end users the opportunity to select the performance and sensor origin to match their application and its challenges. By being sensor agnostic we are able to address procurement issues that are related to restricted content. Our next generation product family of thermal cameras offer ruggedised, high performing solutions for tough, long range requirements. The portfolio of products includes systems utillising the latest optical and detector technologies in the medium wave infrared (MWIR), long wave infrared (LWIR) and the visible wavebands.
Optronic Defence Modules – We offer state of the art design and manufacturing to provide precision solutions optimised for low cost, high volume production. We provide a complete in-house capability for the design, simulation, manufacture, test and qualification of advanced optronic modules for soldier & vehicle systems and equipment, Tactical missiles, Missile warning and targeting, Surveillance systems and Ground Vehicle Systems.
Defence Sensors, Power & Energetics – from arming and fusing, rocket motor ignition and laser initiated ordnance systems to laser range finding, warning, terminal guidance and command and control modules. We provide the capability that enables critical mission winning systems and equipment.
Avionic Displays – a respected international reputation for the design and manufacture of optical modules for Head-Up, Head-Level, Head-Down and Helmet-Mounted displays. We have been designing and manufacturing optical modules for Head-Up Displays (HUDs) for more than 30 years, fulfilling over 50% of the world’s demand for HUD optical modules.
Space Technology – The only provider for OSRs and Coverglass to all the Wests satellites. Coverglass is micro sheet glass processed to be incredibly tough and designed to protect the photovoltaic solar panels from the harsh environment of space. OSRs or Optical Solar Reflectors are small mirrors that assist with the crafts internal thermal management. The space vehicle lighting systems we supply are widely used. Our high reliability RAFS (Rubidium Atomic (time) Frequency Standard) technology was developed specifically for mission critical space applications, providing 20 years of continuous, failure-free operations.
STAS - STA Support – It’s not all about supply - support plays a vital part of what we do. Earlier this year UK Minister Harriett Baldwin made the announcement that an £82 million contract had been awarded to Excelitas. The award will see Qioptiq in St Asaph, North Wales provide support for surveillance and targeting equipment to the UK Armed Forces over the next six years. This will ensure vital equipment is available to UK personnel around the globe.
The contract covers equipment used right across the UK Armed Forces delivering capability to all three front line commands. Chief Executive Officer of the MOD’s Defence Equipment and Support organisation, Tony Douglas said: “Crucially, the STAS contract, will deliver improved support to Her Majesty’s Armed Forces.”
As well as supporting equipment, we also look to support our service men and women. Qioptiq is a Gold member of Team Army. Sport is critical to the welfare and morale of our forces, yet taking part in sport is often expensive and in some cases, beyond the means of our personnel. Team Army helps to make sport more accessible by reducing the cost of participation as well as increasing the opportunity for our injured troops to take part in competitive sport. Our association with Team Army gives us the opportunity to support such events as Army golf, Sailing, skiing etc as well as other activities such as the Ice Maiden expedition.
The Ice Maidens –Six British women (all serving in the British Army or Army Reserve) are aiming to become the first all-female team to ski coast-to-coast across Antarctica in November 2017. No team of women, from any nation, has completed this formidable challenge. It is the ultimate opportunity to show that women have the mental strength and physical endurance to operate in the most hostile environment on earth.
The Ice Maiden team will cover 1,700km using muscle-power alone, pulling sledges and battling temperatures of -50°C and wind speeds of over 60mph during their three-month journey. Unsupported, and with only two resupply points along the route, they will carry all the supplies and equipment needed to survive for up to 600km at a time.
The Aim is to encourage a new era of female expeditionary spirit, inspiring women and girls of all ages to take up a challenge, get active and get outdoors by promoting an active lifestyle, female teamwork and leadership.
Like the Ice Maidens, we understand what it takes to get even the most complex project off the ground. From initial design to deployment, we consistently deliver innovative solutions. Our products are backed with exceptional design, production, and test capabilities and decades of systems integration experience. Every product, whether customized to exact customer specifications, ruggedized commercial off-the shelf (COTS), or build-to-print, is engineered to meet stringent performance requirements and operate in extreme environments.
Because of our proven heritage of leadership supporting critical defence and aerospace applications we are a preferred supplier for World Wide aerospace and defence contractors, with solutions in Air, Land, Sea and Space - keeping our troops safe is our only mission. n
www.qioptiq.com
New Military and Aerospace Systems Drive Changes in Connector and Cable Design
High-speed, lightweight electronics are making soldiers safer and military operations more successful
By Bob Stanton, Director of Technology, Omnetics Connector Corporation
Advanced electronics in high-reliability systems are improving military and aerospace equipment to meet the significant challenges that lie ahead. As new technologies expand and spread around the world, so have the potential threats from possible foes who have coopted modern consumer technologies, such as global positioning and information systems (GPIS), unmanned aerial vehicles (UAVs), and space systems, to serve their own purposes. Our technological battlefront now begins with military space equipment, surveillance, and position control. As such, our defense industry is developing improvements, expanding capabilities, and creating next-generation technical systems to provide immediate protection and prepare for potential threats. To that end, a new digital battlefield program has evolved.
We are seeing a wide range of technical methods emerge to meet these challenges, beginning with cutting-edge sensors for data image collection and distribution. There is a great need for mission and situation awareness monitoring with real-time data collection, faster signal processing, and central command guidance transmissions. The amount of time allotted for action and reaction, and for data control and usage, has diminished to a critical stage, causing electronic equipment and methods to be pushed beyond their barriers. In response, new cables and connectors are being designed and implemented to meet the application-specific needs of new military and aerospace systems.
Military satellite systems with wide-viewing capabilities will rapidly become a leading focus of technology expansion for surveillance and reconnaissance control. Multispectral surveillance cameras can provide images, while additional sensors monitor items such as weather, ocean levels, and other satellite and missile activities. Satellites also provide data for the new geospatial intelligence system (GEOINT), which features image analysis software that drives higher-speed digital signal data comparisons. Ruggedized, lightweight, high-density connectors with .050” and .025” pitch spacing are used to direct that data into the transmission modules that send it back to Earth.
UAVs designed for use at very low elevations and typically controlled by earth-bound ships or ground troops have added major advantages to our mission quality. UAVs provide a different value in surveillance, and offer close control for monitoring wide-area moving target indicators (MTIs), ground targets, and airborne early warning (AEW) radar surveillance in support of theater missile to ground defense. The thorough package of electronics in today’s UAVs includes directional control, GPIS referencing systems, high-resolution cameras, and ammunition launch and controls
A key to the success and performance of these highly mobile, fast-moving UAVs is extreme signal speed and integrity. Ruggedized, miniature connectors with small diameters and high-speed differential signal processing capabilities are essential for making cable connections between the data storage modules these systems rely on. They also enable some transmission-to-ground communications, but image and data modules are often quickly replaced at base stations on the ground. These applications have driven the use of ruggedized Micro- and Nano-sized latching connectors, and high-speed digital signal formats are used to handle speeds above 5Gb/s.
Phased array radar is rapidly eclipsing the old moving dish radar technology. These advanced systems use multiple transmission lobes (i.e., antennas) and send coordinated signals with slightly adjusted phase shifts to focus the radar beam directly at one point and define targets with serious resolution. Circuit speeds and logic systems continue to function more rapidly, allowing even the fastest missiles to be tracked electronically. The military industry is benefitting greatly from these systems due to both their increased capabilities and their ease of portability, which make them even more versatile.
One of the keys to phased array radar is the use of multiple sets of high pin- and socket-count connectors capable of handling rapid signal processing to and from radar modules, which helps adjust the phase angle of the antennas to follow rapidly moving targets. The high-speed signal capacity of these connectors also provides improved intelligence, surveillance, and reconnaissance (ISR), as well as targeting, weapons delivery, and threat warning systems. Additionally, the use of digital-signal interconnections has become critical in reducing the vulnerability of radar to electronic countermeasures (ECMs). Electronically scanned arrays, along with sophisticated software, manage variations in environmental conditions and identify jamming attempts.
Mass storage and portable Ethernet systems are some of the most rapidly evolving instruments in the mil/aero industry. Many requirements for handling data and processing signals must comply with Avionics Application Standard Software Interface (ARINC 653). This interface specification is aimed at ensuring that the aeronautics and space industries operate within a real-time operating system (RTOS) standard. The ability to host multiple applications of different software levels on the same hardware also provides universal performance while retaining a small physical size and low weight. The current focus is on routing both more and higher-speed signals into the main bank of equipment that stores the mass bulk of data being received. The new boards designed to enable this are highly condensed, lightweight, and rugged to suit the needs of equipment including the portable military electronic systems that are taken into battlefields. High pin-count edge-card connectors and mating cables are routed from detection and surveillance units back to the main system and provide the signal integrity and digital signal speeds that can prove critical during adverse battle conditions.
Meritec is now offering its Hercules interconnection system built into a ruggedized circular MIL-DTL-38999 shell. This provides a ruggedized, high-bandwidth interconnection scheme that is highly suitable for many of the newer military and aerospace applications. The Hercules connector interface was selected by the VITA Standards Organization (VSO) for its VITA-76.0, and was subsequently approved by the American National Standards Institute (ANSI) for the same.
Multiple sizes and pin count variations are aimed at optimizing the challenges of higher speed protocols into existing and new applications. Protocols including: USB 3.0 and 3.1, InfiniBand, SAS, SATA, and serial I/O connectors can be used to interface to existing systems, and applications include HD video, Ethernet, and high-speed data storage. The connectors can be configured with up to 44 differential pairs running at 10Gb/s per pair.
Portable Electronic Devices (PEDs) often specify micro-sized circular connectors for highly portable modules that require the combination of power and differential signal processing within a single connector and cable. This often requires customized cable designs and careful attention to wire hook-up protocols to ensure high signal integrity and offers up to 10Gb/s. Power levels depend upon the power pin and the size of the power wire specified. The number of signal pins can be designed to accommodate multiple digital signals, and metal shells are often used to provide 100% shielding from the cable to the connector.
Military robotics are used in remote battle situations to analyze, predict, report, and deliver a wide array of information. For example, the military employs both front line and perimeter IED detection for carrying pack loads and remote ground ammunition-firing systems. The Talon, by Qinetiq, is easily transported to battlefronts and can operate in adverse weather and terrain. This robot travels rapidly carrying customized electronic equipment that allows behind-the-front control and delivers rapidly even in very rugged conditions. It also has the capability of firing weaponry from its own chassis. Cable and connectors utilized in these types of equipment must be extremely rugged and waterproof, and efficiently distribute power and remote directional control simultaneously with image capture and transmission.
Many of the ground robotic connectors for military and aerospace applications require the combination of low weight and extreme reliability when exposed to shock and vibration. Special pin and socket systems using spring beryllium copper or twisted steel are used to retain constant contact during these events. In addition, each pin/socket set must be plated with nickel and then gold to help retain contact reliability over long exposures. Test specifications are defined to qualify and ensure reliable performance. Many applications will require metal back shells and braided metal shielding over the cable to prevent both damage and EMI (electromagnetic interference shielding). As signal speeds increase and as more electronic packages are crammed into tighter spaces, this is becoming more and more critical.
Soldier-worn electronic systems are being deployed extensively. This is the era of the high-technology digital battlefield. Constant communication with each ground trooper and biomonitoring are critical to protecting military personnel. Higher speed signals, again, become life-supporting as well as efficient for critical data sharing from satellites, unmanned vehicles, and ground central. Munition directions from the ground team will be processed at the soldier with his onboard computer that is linked with a military GPS satellite above.
The connectors and cables must meet three key criteria to maintain these functions in a wearable format. They must be reliable, weigh as little as possible, and provide ideal signal integrity at all times. Each new cable and connector design is reviewed for how and where it fits on the soldier’s equipment pack and uniform. It is then fabricated and tested for the electrical and mechanical specifications the soldier will experience in the field. Finally, the new cable and connectors are installed into his or her system. That is not always the last step, however. The military must be the critical element in the “useable” features of each new cable and connector. Redesigns are an acceptable way to refine and improve the cable and connectors, as much as it is for the rest of the equipment pack.
Adapting today’s connectors to new military and aerospace requirements has become a serious process that goes beyond the older “quote-a-spec” method of the past. As seen in the wide range of applications above, one connector design, size, and shape does not fit all. More often, the designer must review the combined details of electronics, mechanical use, and survival to adapt connectors to fit and perform in these advanced technologies. Requirements vary from mobile instruments, ground troop electronics, and even military space systems.
This process of configuring connectors to application-specific functions often begins with a review of the equipment to which the connectors will be applied. Standard and COTs connectors can be considered and analyzed to find a close fit to the new application. During early stages of design, COTs connectors can be used in prototype circuits, which can save time and cost of development. There are significant advantages when the COTs, or even small changes to the COTs connectors, will suffice. Connectors previously designed with military-quality materials and processes can shorten the design cycle time and give early expectations of lifespan and performance. When changes in shape or size are required, a solid model of the new design can be quickly completed by the connector supplier and sent to the system design team. This can begin an online work session that also helps to get the design right early in the process. After design completion, connector fabrication can be transferred directly to smart tooling machines.
Planning for the cable as signal speeds increase can be very critical. Higher speed differential signal processing pushes the limits of standard cables in our industry. Signal length, attenuation, and skew of differential signals must all be planned, prescribed, and attended to in the cable design. In the past, we planned for the resistance and potential crosstalk of signals within a cable. Now, we must prepare for high-speed different electron propagation delays between signal lines that can cause skew, and plan for inductive reactance, as well as learn new ways to prepare and test the cable before it is attached to the connector. Some methods are evolving by use of TDR (time delay reflection) instruments or by sending complete signals down the new cable and reviewing eye diagrams that exhibit noise, jitter, and skew of the signal as it actually runs through the cable.
Final electrical and mechanical testing can assure good performance of the completely assembled connector to the cable harness. Field-proof testing and certification will require building enough of the products to run the group through combinations of mechanical, environmental, and signal integrity performance. Shipping new cable and connectors for military equipment has become a detailed and important step. The supplier must remain critically aware of the many new expectations of the connector systems of today and tomorrow. n
For more information visit: www.omnetics.com
World-Class Technology, According to Plan
Information-gathering drones swarm the air as unmanned Army vehicles push just ahead of infantry soldiers into a mega-city overflowing with people, vehicles and high-rise buildings. Army cyber warriors fight a silent battle for the city’s internet of things while an unmanned warship shoots down an aircraft, which explodes in the air, creating a massive fireball and a barrage of fragments that plummet to the ground. Meanwhile, the first artillery crew to the battle is trading targeting and friendly forces information with Air Force bombers and Navy gunners.
The technologies in this future multi-domain battle scenario may seem far-fetched, but the Army’s primary science and technology arm, the U.S. Army Research, Development and Engineering Command (RDECOM), is developing many of them now. As the link between Army readiness today and for the future force, RDECOM is overhauling how it does the business of science and technology (S&T) to posture itself to make a reality of the six modernization priorities listed by Acting Secretary of the Army Ryan McCarthy and Army Chief of Staff Gen. Mark Milley: long-range precision fires, Future Vertical Lift (FVL), the Next-Generation Combat Vehicle (NGCV), air and missile defense, the network and soldier lethality.
“The range of threats the nation faces has prompted the Army chief of staff to mandate a change to the way the Army modernizes its forces,” RDECOM Commanding General Maj. Gen. Cedric Wins said. “That means RDECOM will have to change the way we do business to support a new focus. Our Campaign Plan is the roadmap to do that.”
The goal of the plan’s four lines of effort is to focus the 24,000-strong command more tightly on the capabilities McCarthy and Milley have made their top priorities while maintaining the balance it needs to make the new discoveries and develop the new technologies that will become the capabilities the future force needs to maintain dominance. The lines of effort are: integrated technology development and engineering services; talent management and infrastructure; business process and resource optimization; and strategic communications.
Leveraging the Campaign Plan, RDECOM - a major subordinate command of the U.S. Army Materiel Command - is optimizing its resources and collaborating across the Army community and with industry, academia and international partners to inform science and technology (S&T) requirements and execute research and technology that will deliver required capabilities for soldiers. RDECOM also works closely with its fellow Army S&T partners, the U.S. Army Space and Missile Defense Command, U.S. Army Medical Research and Materiel Command and the U.S. Army Engineer Research and Development Center to round out its portfolio.
Integrated Development
The integrated technology development and engineering services line of effort is intended to focus the command on identifying and inserting the right research and technology to fill gaps in current and future capabilities, as well as synchronizing RDECOM’s major S&T efforts with the chief of staff’s six modernization priorities. A number of RDECOM’s efforts that currently link directly to the Army’s priorities include robotics, artificial intelligence and autonomy. These technologies will enable the NGCV and FVL to perform both manned and unmanned operations, which will be required for the joint force in future air and ground domains. RDECOM also continues to develop technologies that provide assured position, navigation and timing and cyber and electronic warfare, critical components for both long-range precision fires and the network.
Integration across its six research, development and engineering centers (RDECs) and the U.S. Army Research Laboratory (ARL) is an important component of this line of effort.
For example, plans for FVL will leverage multiple areas of expertise within RDECOM, including engineers who can produce technology that allows platforms to perform complex navigation and a communication system that will operate in Anti-Axis Aerial Denial (A2AD) environments. Because of anticipated future threats, FVL platforms will also need active protection systems for maneuver and enhanced weapon systems for lethality. As stand-alone efforts, these systems are impressive, but maintaining the dominance the Army needs requires a fully integrated suite of capabilities that allow the soldier to focus on the mission, not switching back and forth between technologies.
“Integration is one of RDECOM’s charter missions for a reason,” Wins said. “Recent modernization efforts focused on adding new capabilities to existing platforms. That allows soldiers to regain lost capabilities, but not being fully integrated imposes a cognitive load on the soldier. Multi-domain battle will only add to that. We need to take a cue from industry. They’re proving every day that when you integrate technologies - in their case the phone, the tablet, the computer, the TV, the cloud, etc. - you give the end user capabilities beyond what each technology can offer.”
RDECOM plans to conduct technology demonstrations in 2018 that showcase robotics and autonomy, as well as efforts involving precision fires and network Command, Control, Communications and Intelligence. Also planned for FY18 is Cyber Quest, the annual competition conducted by the U.S. Army Cyber Center of Excellence’s Cyberspace Battle Lab, which will demonstrate cyberspace electromagnetic effects technologies being developed by the U.S. Army Communications-Electronics Research, Development and Engineering Center.
Exercises in the Pacific theater that will start this spring and continue through FY19 will allow the new Multi-Domain Battle Task Force (MDTF) pilot program to evaluate specific technologies, including long range precision fires, precision navigation and timing, Intel, electronic warfare and cyberspace and additive manufacturing sustainment and logistics support. The MDTF was established to determine the requirements for a new military formation that will address the warfighting capability required in an A2AD environment.
While the goal of these demonstrations is often an early assessment of how to apply the technology for military use, RDECOM works closely with the U.S. Army Training and Doctrine Command’s (TRADOC) Army Capabilities Integration Center to inform the requirements. TRADOC uses a “campaign of learning” approach to determine the doctrine, organization, training, materiel, leadership and education, personnel, facilities and policy implications of the capability. As technologies mature and transition into a program of record, the program manager uses the data from the demonstrations to chart a path for fielding the equipment and providing capability to the warfighter.
The right mix of people
The human capital team within the talent management and infrastructure line of effort is responsible for maintaining the right mix within RDECOM’s global workforce of almost 24,000 civilians, military personnel and contractors, including nearly 10,000 scientists and engineers. The human capital team is ramping up its efforts to attract and hire the next generation of technology leaders by visiting colleges and universities and holding conferences to recruit students interested in careers in science or engineering.
“Recruiting is an ongoing effort within RDECOM because scientific breakthroughs create new opportunities to advance the state of the art, which means having scientists and engineers at the forefront of their fields is essential,” Wins said. “RDECOM also teams with academia and industry, but having the right people within the command is key to bringing new capabilities to the force.”
To reach the right mix of people, the human capital team created a centralized process to determine which recruiting events the command should attend, as well as metrics for measuring the return on investment from those events. The team also initiated a speaker series aimed at keeping employees engaged, motivated and current in their fields, which should help employee retention.
“Many people outside of RDECOM don’t realize we have six RDECs and ARL, and sometimes it’s confusing when multiple groups exhibit at the same event,” Deborah Dawson, RDECOM human resources director, said. “If it is a recruiting event for students, we match them with the correct RDEC, according to their area of study.”
RDECOM leaders found that the different perspectives inherent in a more diverse workforce helps teams avoid group-think and becoming stale. The command mapped out visits to a number of historically black colleges and universities and minority institutions where Wins discussed career opportunities with students and partnership opportunities with the universities. The human capital team will also lead recruitment and outreach efforts at the Hispanic Engineer National Achievement Awards Conference, the Society of Women Engineers and the Becoming Everything You Are conference.
As part of its recruitment effort, RDECOM also offers incentives, such as funding to pursue research opportunities, leadership development, educational and publication opportunities, as well as the opportunity to work in state-of-the-art labs around the world. These labs are vital to RDECOM since they are often where new ideas turn into next-generation technologies.
Having the right facilities for new technological undertakings is also important to success. “The right number and mix of buildings is a moving target,” said Carl Boquist, RDECOM facilities, logistics and environmental director. For example, as part of efforts to hit that target, RDECOM is looking to build the Soldier and Squad Performance Research Institute, which will consolidate five laboratories into one and provide direct readiness to soldiers with projects that improve their cognitive, physiological, physical and nutritional performance. The lab will be part of the U.S. Army Natick Soldier Research, Development and Engineering Center in Massachusetts and build on research already completed.
Make financial transparency easier
Operationalizing the command and delivering technology quickly, which Wins calls “speed of delivery,” requires collaboration and planning between the command and its research and development centers and labs because the command has personnel in more than 100 locations, in 11 countries and across five continents. By standardizing the command’s financial processes, the business process and resource optimization team is improving processes and identifying more efficient ways to conduct business.
“When we get an urgent request for information or work to be done, we want to be able to move quickly,” Wins said. “One key to doing that is having visibility on what everyone across the command is doing and standardizing business processes so we can move at the speed of the technology, not the speed of the bureaucracy.”
The business process and resource optimization team issued standardized budget guidance to maintain consistency and transparency across the command to the RDECs and ARL before the FY18 budgets were developed. Once the budgets were finalized, they were added into an internal RDECOM system, the Financial Integrated Reporting Environment (FIRE). One of the benefits of loading detailed budget information into FIRE is that it is automatically fed to the government financial accounting system so it can be extracted easily if a customer needs more detail or supporting information. The final step before the budgets were sent for approval was a robust review process.
“With all of the changes that the team has added, we have a more transparent system that will allow us to troubleshoot financial challenges that arise,” said Paul Dunaway, RDECOM resource management director.
‘Tell soldiers what we can do for them’
Communication is important to RDECOM, which relies extensively on collaboration and partnerships to bring the best technology to soldiers.
“Our science and technology doesn’t do the soldier any good if nobody knows about it,” Wins said. “Strategic communications help us develop the ecosystem we need to remain at the forefront of the many areas we work in, both internally and externally. It helps us tell soldiers and battlefield commanders what we can do for them.”
The command’s goal is to increase outreach efforts by attending more S&T and recruiting conferences, exercises and technology demonstrations to demonstrate RDECOM’s latest technologies and receive feedback from its stakeholders. These events offer opportunities to collaborate with industry and demonstrate how innovative technologies and experimental prototypes can transition to program executive offices and program managers for further development and fielding.
Conclusion
By collaborating across the command and working with academic and industry partners, RDECOM maintains a steady stream of world-class technology. Going forward, these technologies will not only fill current and emerging capability gaps, but they will also mirror the modernization priorities set by the acting secretary of the Army and the Army chief of staff and enable RDECOM to continue developing and delivering capabilities that empower, unburden and protect the warfighter.
“We will use our Campaign Plan as a guideline while we determine which technologies to focus on and how fast we can make them available for soldiers. Speed of delivery is key to our mission,” Wins said.
The U.S. Army Research, Development and Engineering Command has the mission to provide innovative research, development and engineering to produce capabilities for decisive overmatch to the Army against the complexities of the current and future operating environments in support of the Joint Warfighter and the Nation. RDECOM is a major subordinate command of the U.S. Army Materiel Command. n
Safe, Reliable, Rugged Solutions for Harsh Defense & Security Environments
Fischer Connectors is leading the way in the connecting industry
Fischer Connectors displayed a number of new products at the Defence and Security Equipment International (DSEI) show in London in mid-September as well as at the Milipol show in Paris in November, with an aim of cutting space and boosting performance in the military market.
The first of three new products on display was an ultra-miniature USB 3.0 connector for the Fischer MiniMaxTM Series. The dedicated USB 3.0 contract block is in the 08 size, representing a receptacle of 12mm.
The USB 3.0 variant is the latest addition to the broader MiniMax line. MiniMax aims to increase the performance of miniature rugged devices, “handling more mixed signal and power connections in a unique combination”, according to the company. The system is designed with size, weight and power (SWAP) reduction in mind, as it saves design engineers up to 45% in space and cuts weight by up to 75% when “compared to standard connectors with a similar contact size”, the company states.
According to Fischer Connectors, MiniMax “is ideally suited for handheld or body-worn applications when space is limited; it provides more functionality into smaller devices and lowers the total cost of ownership”.
The MiniMax series is in two sizes: as well as 08, it also comes in 06, which has a receptacle of 10mm. It is tested for high-speed protocols, the company says, including the new USB 3.0, HDMI and data transfer of up to 10GB/s.
“The series also addresses the growing market need for higher data transmission rates,” according to the company.
The second innovation shown at DSEI and Milipol was an extension to the Fischer UltiMateTM series, which now comes in two power configurations.
“The UltiMate series offers rugged, compact, lightweight sealed connectors and cable assembly solutions ideally suited to withstand a variety of severe environmental, industrial and chemical conditions,” Fischer Connectors’ Product Manager Wim Vanheertum says of the product, noting that it comes with EMC 360° shielding, “extremely robust keying and an IP68/69 sealing, even unmated”.
The company also previewed its LP360 wearable connectivity technology solution at the shows.
“This rugged, lightweight, low-profile connector offers 360° mating freedom to optimize cable management, allowing for easy integration into clothing,” Wim Vanheertum reveals.
The LP360 eliminates the key code, meaning it can be plugged and routed in any direction, ensuring that the cable can always go straight to the device. The system is fully cleanable on the receptacle and plug side, and “is easy to use and maintain with a faster set up and improved durability”.
“In close partnership with its customers, Fischer Connectors continues to push the boundaries of connectivity to address design engineers’ need to minimize space and maximize performance in their devices used in dismounted soldier, ground, aerospace and marine military applications,” the company said.
Fischer Connectors has an overall goal of transforming market trends into solutions. The goal is to enable design engineers to make their devices smaller, faster and smarter by designing innovative connectors and cable assembly solutions which fulfil their growing needs, in a number of areas, such as miniaturisation to further reduce space, costs and weight, and ultra-fast and reliable data transmission.
The company also points to the importance of sealing and ultra-ruggedness to protect equipment against environmental factors such as corrosion and temperature, as well as usability and wearability “to design solutions which can be easily used in the field”. n
Safety and Survival…..no compromise
Our UK based in-house technical and manufacturing facility means we can support designs from concept through to supply
With our combined experience as a Group spanning over 200 years, we know our customers and their exacting needs in detail. We design, manufacture, sell and service marine safety products that meet stringent standards. We go far beyond offering high quality equipment: we stand shoulder to shoulder with our customers creating bespoke safety systems, by expertly selecting products from across our Group.
Expert Knowledge
Decades of working closely with military organisations has provided us with the in-depth knowledge and insight required to develop technically advanced products for military personnel aboard anything from assault RIBs, landing craft and offshore patrol vessels (OPV’s).
Our UK based in-house manufacturing capability and team of technical designers, gives us the ability to be flexible and responsive in our approach to developing and adapting designs as equipment evolves. This means we support from concept through to supply, ensuring that military personnel have products for field testing and evaluation, before delivery.
Our technical design teams also attend military trials to witness how the products are being used, providing greater insight and understanding as to how designs could be developed further.
Integrated and Adaptive Systems
One of the many product developments within our vast Personal Protective Equipment (PPE) product portfolio is the integration to the MOLLE system. Our team of technical designers have developed our military lifejackets to integrate with a widely recognised and used system. As a result, our lifejackets can be layered on top of existing tactical vests and body armour plate carriers worn by military personnel; meaning a separate standalone lifejacket isn’t needed.
This design development evolved as a direct result of working closely with specialist units and users to develop kit that is specific to the fields in which it is intended to operate within.
Future-proof designs
The key design considerations for combatant troop lifejackets is integration, flexibility, weight and comfort; with an aim to reduce user fatigue when worn for long periods of time. Modular design integration like the MOLLE attachment range; ensures future proof kit which can be modified when either platform or lifejacket is superseded. It also allows new items such as pockets, bespoke pouches and tactical floatation systems to be swapped out depending on the scenario.
We supply to all three arms of the MOD who operate around the globe covering jungles to oceans, therefore the operational environment also plays an important factor in this design process; in particular climate. The lifejackets need to operate in temperature extremes, but also designed in a way which minimises bulk and body coverage, whilst achieving long term durability. Our in-depth knowledge, close working relationships with military personnel and a commitment to ongoing research, ensures that we continuously develop and supply fit for purpose equipment for exacting field requirements. n
For more information, contact:
Richard Poole | rpoole@3sisafety.com | +44 (0)7900 784128
British and Indian Armies Work Side by Side
British and Indian Army troops joined forces to share their knowledge and expertise in a “hugely beneficial” exercise, in order to enhance combat tactics on both sides.
Exercise Ajeya Warrior is held in the UK and India alternately every two years, with the aim of pooling together ideas, enhancing interoperability and developing army-to-army links.
This year’s exercise was held in December at the Mahajan Ranges, in Rajasthan, and involved the 20th Battalion of the Rajputana Rifles and the 1st Battalion the Royal Anglian Regiment (aka the Vikings).
The exercise began with troops participating in a series of familiarisation stands, lectures and physical training activities. From getting to know one another’s kit and equipment, to understanding each other’s experiences and tactics on operations, the exercise provided an excellent platform to learn from each other.
Integration was top of the agenda, with troops from both sides working together in mixed companies on challenging live firing tests, which tested their abilities and stamina.
Company Commander of B (Suffolk) Company of the Vikings said: “Exercise Ajeya Warrior has been a unique and hugely beneficial experience for us. The hospitality shown by our friends in the Indian Army has been first class, and we are very grateful for the opportunity to work so closely together.
“The ethos, culture and professionalism in our two armies is extremely similar, allowing us to form a very effective partnership on this exercise. I have no doubt that we would do likewise in the future if we were called upon to fight side-by-side in defence our two peoples and the democratic values we share.”
The exercise was bookended with official ceremonies, but the pinnacle was an exercise based on a cordon and search operation. Both sets of troops used the lessons learnt over the previous 10 days and from their combined combat experiences to execute a successful operation.
Both sides also played each other in basketball, football, volleyball and cricket – and, befitting of England’s current Ashes struggles in Australia, the Vikings narrowly lost a highly contested but enjoyable game.
The UK Defence Advisor to New Delhi, Brigadier Mark Goldsack CBE, said: “Our armies have shared histories, shared values and standards and common goals. We face the same sets of threats, so opportunities like this are important for mutual understanding and for developing our ability to operate together. These events are the embodiment of the living bridge between UK and India.”
The UK and India hold bilateral exercises across all three services: the Royal Navy and Indian Navy partake in Exercise KONKAN which occurs annually in alternate locations, while the Royal Airforce and Indian Airforce partake in Exercise INDRADANUSH every two years, again in alternate locations. n
Working in Confined Space: Applying Science and Innovation across the Spectrum of Operations
3M | Scott Safety’s Brian Clesham discusses some innovative solutions for surviving and maintaining mission orientation in confined space
What do Special Forces and ships’ crews have in common? Apart from numerous professional attributes, a good answer would also be the ability to work in confined space, but for contrasting reasons. One may need to gain entry and use lethal force while the other may be seeking to control damage or escape; but it is never as simple as that. For sure, both parties must be prepared to work in confined space and there are a host of scenarios that may see operators breaking into, operating in, transiting through or escaping from smoke filled, noxious and poor air atmospheres. This might also include atmospheres characterised by incapacitating, deadly and volatile gases and particulates.
Some baseline challenges are immediately apparent for operations in confined space; how to detect and monitor adverse air atmospheres, how to maintain visual acuity for situational awareness and rapid decision making, good communications and finally, how to adapt breathing options during the execution of an operation. All of these challenges must be met with minimum impact on operational performance in the most stringent and life threatening circumstances. It is up to Industry to deliver the life safety products that mitigate these challenges and in such a way that the physiological and psychological burden on the individual is minimised to the greatest extent possible. After all, it is not just about preventing injury and saving life. Operators have a job to do.
Many of the concepts and operating procedures for assuring life safety in smoke filled and poor air atmospheres stem from the emergency services and both the marine and energy sectors; while the diverse interests of military operations are very often served by similar capability requirements. For all responders and operators, equipping, training and maintaining high states of readiness are key. Avoidance of Immediate Danger to Life and Health or ‘IDLH’ situations involves extensive preparation. Being well equipped with a practised rescue plan may also define success or failure.
Within the industrial sector there is a sad record of avoidable injury and death through exposure to oxygen deficient and toxic air atmospheres. In the USA, enhanced safety standards were imposed when statistics showed an average of 122 accidents per year with 173 fatalities. Of these, 60% of the fatalities were during rescue attempts by on-site colleagues.
Take carbon monoxide, for instance. It is colourless, odourless and tasteless and it also defeats negative pressure filters, so the last thing you want to is to breathe carbon monoxide through your filters. It does not abruptly stop you breathing per se; it just stops your apparent breathing from supporting your body. Disorientation and death arise all too rapidly, so the monitoring of oxygen levels can be critical. Too much oxygen in the air and/or the presence of all manner of dust particles in sufficient volume can risk explosion from ignition sources, further risking secondary explosions, pressure waves and structural collapse.
Both industrial and domestic firefighting have exemplified the need for Self-contained Breathing Apparatus (SCBA) and thermal imaging, to overcome the risk of smoke inhalation, poor air atmospheres and loss of situational awareness to make those time critical decisions; when there may be risk of flame engulfment, entrapment, loss of orientation, injury and death.
The imposing of civil standards is enhanced by several factors; to wit: lessons identified from routine and fatal incidents, boards of inquiry, prosecutions, safety reporting, regulatory compliance and dissemination throughout Industry. Design and delivery of innovative and more effective equipment solutions further enhances best practice and more user-friendly solutions. Crucially, the combination of these factors holds direct relevance for the conduct of successful military operations within confined space. Not just firefighting and overcoming smoke filled atmospheres, but more diverse activities such as contaminated casualty or body recovery and the collection of evidence within a contaminated environment are now more common within the civil domain, but resonate strongly within the military domain.
Just as isomorphic learning can enhance best practice for both parties, it can also prove insightful to manufacturing industry. Companies are always seeking innovative ways of enhancing safety and improving performance parameters for a wide range of end users. It is clear, for instance, that lessons learned from fighting fires, penetrating and transiting thick smoke apply across a wide spectrum of operations.
3M | Scott Safety has a very proud record of keeping people safe. The company is a global leader in the manufacture of life safety products with one of their principal plants based at the heart of the Industrial Revolution, in Lancashire, United Kingdom. Other manufacturing and support hubs are found globally. 3M | Scott Safety now sits proudly within 3M’s Personal Safety Division along with 3M | PELTOR, a global leader in military and special operations’ communications in high noise environments.
CBRN environments, smoke or poor air atmospheres all offer different respiratory challenges. Our respiratory protection military and civil defence product range includes standard respirators, Powered Air Purifying Respirators (PAPR), filters, SCBA, air line and escape systems such as the Emergency Life Support Apparatus (ELSA) and naval damage control Extended Duration Breathing Apparatus (EDBA); the latter two arising from lessons identified in the maritime domain during the 1982 conflict in the South Atlantic.
Our expertise, at the cutting edge of respiratory protection technology, was further developed in collaboration with the UK Ministry of Defence who accepted the 3M |Scott Safety General Service Respirator (GSR) into service for their Air, Land and Naval forces. 3M | Scott Safety have since produced the multi-functional GSReS ‘evolution Specialist’ which offers modular breathing options from dual or single filter canisters to SCBA from the same mask platform. The First Responder Respirator (FRR) completes the 21st Century military and civil defence respirator range; with products offering superior protection, comfort, automatic sweat removal and modular specialist performance. A policy of 100% fit now sees the company offering the mask in five separate sizes to cater for diverse facial constructs, regardless of ethnicity and gender.
A feature of operating in confined space is the alerting to poor air or noxious atmospheres which can immediately inform the need to switch from negative pressure filters or PAPR to SCBA. 3M | Scott Safety’s Protégé series of gas and air monitors weigh no more than a few ounces, are maintenance free and can alert the end user visually, by audio alarm or by vibration. When breaching or transiting during an operation and you don’t know precisely what’s on the other side, you need all the assurance you can get and this very simple lightweight solution saves lives and maintains mission orientation.
Most crises offer an element of isomorphic learning, such that the characteristics that support fire and rescue operations may be transferred to fighting fires on board ship or operating in or transiting through smoke filled environments. Science and innovation forms an enduring component of the company’s philosophy. Within the USA, under our ‘Firefighter of the Future’ programme, the company has worked hand in glove with fire departments to produce the first of its kind in the ‘hands free’ integrated thermal imaging camera and mask - the ‘Scott Sight’. Scott Sight enables firefighters to move quickly through smoke, maintaining situational awareness and rapid decision making, with hands free to work and conduct search and rescue operations. In the confines below deck, when a ship may be rocking and rolling you need to work fast in an emergency. Having ‘hands free’ is like having another set of hands. Immediately, one can think of a number of scenarios where ‘hands free’ also enables the carriage and use of small arms through smoke filled and poor air atmospheres. A number of marauding terrorists incidents spring to mind where such innovation would have leveraged the Special Forces response; Mumbai in 2008 and in the Westgate shopping mall in Nairobi in 2013. An optional upgrade enables thermal video recording from the mask mounted camera; invaluable for training and debriefing.
In conclusion, 3M | Scott Safety is driven by science, innovation and a strong moral component to enhance both operational performance and safety in the complex, physiologically and psychologically stressful circumstances that operators inevitably find themselves in. It’s all about enabling the operator and closing out the risks. Our aim is always to attain a world-class performance and deliver operational excellence and support to the End User. n
Brian Clesham MBE was the former Chief of British Army CBRN when the 3M | Scott Safety General Service Respirator was brought into service and Chief of Staff of the Defence CBRN Centre during its post 9/11 expansion to incorporate training for the Police, Transport Police, Fire and Ambulance services. He has supported both the UK MoD and Foreign & Commonwealth Office in senior NATO and OPCW counter-proliferation forums and is a graduate of the NATO Defence College.
Further information at:
www.scottsafety.com/emea
Smart Quadcopters Find their Way without Human Help or GPS
Milestone series of tests have quadcopters slaloming through woodlands, swerving around obstacles in a hangar and reporting back to their starting point all by themselves
Phase 1 of DARPA’s Fast Lightweight Autonomy (FLA) program concluded recently following a series of obstacle-course flight tests in central Florida. Over four days, three teams of DARPA-supported researchers huddled under shade tents in the sweltering Florida sun, fine-tuning their sensor-laden quadcopter unmanned aerial vehicles (UAVs) during the intervals between increasingly difficult runs.
DARPA’s FLA program is advancing technology to enable small unmanned quadcopters to fly autonomously through cluttered buildings and obstacle-strewn environments at fast speeds (up to 20 meters per second, or 45 mph) using onboard cameras and sensors as “eyes” and smart algorithms to self-navigate. Potential applications for the technology include safely and quickly scanning for threats inside a building before military teams enter, searching for a downed pilot in a heavily forested area or jungle in hostile territory where overhead imagery can’t see through the tree canopy, or locating survivors following earthquakes or other disasters when entering a damaged structure could be unsafe.
“The goal of FLA is to develop advanced algorithms to allow unmanned air or ground vehicles to operate without the guidance of a human tele-operator, GPS, or any datalinks going to or coming from the vehicle,” said JC Ledé, the DARPA FLA program manager. “Most people don’t realize how dependent current UAVs are on either a remote pilot, GPS, or both. Small, low-cost unmanned aircraft rely heavily on tele-operators and GPS not only for knowing the vehicle’s position precisely, but also for correcting errors in the estimated altitude and velocity of the air vehicle, without which the vehicle wouldn’t know for very long if it’s flying straight and level or in a steep turn. In FLA, the aircraft has to figure all of that out on its own with sufficient accuracy to avoid obstacles and complete its mission.”
The FLA program is focused on developing a new class of algorithms that enables UAVs to operate in GPS-denied or GPS-unavailable environments—like indoors, underground, or intentionally jammed—without a human tele-operator. Under the FLA program, the only human input required is the target or objective for the UAV to search for—which could be in the form of a digital photograph uploaded to the onboard computer before flight—as well as the estimated direction and distance to the target. A basic map or satellite picture of the area, if available, could also be uploaded. After the operator gives the launch command, the vehicle must navigate its way to the objective with no other knowledge of the terrain or environment, autonomously maneuvering around uncharted obstacles in its way and finding alternative pathways as needed.
The recent four days of testing combined elements from three previous flight experiments that together tested the teams’ algorithms’ abilities and robustness to real-world conditions such as quickly adjusting from bright sunshine to the dark building interiors, sensing and avoiding trees with dangling masses of Spanish moss, navigating a simple maze, or traversing long distances over feature-deprived areas. On the final day, the aircraft had to fly through a thickly wooded area and across a bright aircraft parking apron, find the open door to a dark hangar, maneuver around walls and obstacles erected inside the hangar, locate a red chemical barrel as the target, and fly back to its starting point, completely on their own.
Each team showed strengths and weaknesses as they faced the varied courses, depending on the sensors they used and the ways their respective algorithms tackled navigation in unfamiliar environments. Some teams’ UAVs were stronger in maneuvering indoors around obstacles, while others excelled at flying outdoors through trees or across open spaces.
The test runs had the combined feel of part air show, part live-fire exercise, with a palpable competitive vibe between the teams. “The range is hot, the range is hot, you are cleared to launch,” crackled the voice of the test director over the walkie-talkies audible in the adjacent team tents, giving a green light to launch an attempt. Sitting under his own shaded canopy, the director followed the UAV’s flight on two video monitors in front of him, which showed views from multiple cameras placed along the course. Metal safety screens, which resembled giant easels, protected the camera operators on the course, as well as teams and course officials, from any rogue UAVs.
Once a UAV was out of visual range, team members followed the progress on monitors. The first successful foray from sunlight through a doorway and into darkness brought a cheer. “It’s in the hangar!” came a gleeful cry over the walkie-talkies. And when a UAV maneuvered successfully around the interior obstacles and reached the targeted red chemical barrel, an official goal observer took to the microphone intoning: “Goal, Goal, Goal!”, indicating the UAV had reached the objective as verified by all three “goal cameras” pointed at the barrel. The final stretch involved the UAV flying back to the starting point and landing.
To be sure, there were sighs of despair as well. Sometimes a quadcopter would reach a point along the course and, inexplicably, hover as if dazed or confused about what to do next. After a pause, it would fly back to the starting point, having been programmed to do so if it didn’t know what to do next.
“I think it’s basically completely lost,” one researcher lamented after his team’s vehicle got close to the target in a clearing in the woods, but then took a wrong turn into another clearing and just kept going further away from the barrel. In that case, a safety pilot took over and landed the UAV so it wouldn’t be damaged, using the emergency RF link that had been installed for these experiments in the event a vehicle headed out of bounds or began flying erratically at high speed toward an object—which happened on several occasions. Undaunted by such glitches, teams would return to their tents, make some tweaks to the algorithms on laptops, upload them to the bird, and then launch again for another try.
And no, not every landing was soft. A few times the quadcopter was flying so fast, the safety pilot didn’t have time to make the split-second decision to take over. More than once that resulted in a wince-evoking “crunch”—the hallmark acoustical signature of a UAV smacking squarely into a tree or side of the hangar. Back to the team’s shade tent for some adjustments to the algorithm before uploading to a replacement craft. Each team had several UAVs on standby in their tents, and like pit crews at a raceway would quickly replace the broken bird with a fresh one to get in as many attempts as possible during their allotted 20-minute slot for each task.
During each day’s morning and afternoon obstacle-course runs, at least one team was able to fly the mission autonomously, including a return to the starting point or a location close to the start—to the applause of all researchers and the test evaluators sitting under their canopies.
Success was largely a matter of superior programming. “FLA is not aimed at developing new sensor technology or to solve the autonomous navigation and obstacle avoidance challenges by adding more and more computing power,” Ledé said. “The key elements in this effort, which make it challenging, are the requirements to use inexpensive inertial measurement units and off-the-shelf quadcopters with limited weight capacity. This puts the program emphasis on creating novel algorithms that work at high speed in real time with relatively low-power, small single board computers similar to a smart phone.”
“I was impressed with the capabilities the teams achieved in Phase 1,” Ledé said. “We’re looking forward to Phase 2 to further refine and build on the valuable lessons we’ve learned. We’ve still got quite a bit of work to do to enable full autonomy for the wide-ranging scenarios we tested, but I think the algorithms we’re developing could soon be used to augment existing GPS-dependent UAVs for some applications. For example, existing UAVs could use GPS until the air vehicle enters a building, and then FLA algorithms would take over while indoors, while ensuring collision-free flight throughout. I think that kind of synergy between GPS-reliant systems and our new FLA capabilities could be very powerful in the relatively near future.” n
The IXI DRONEKILLER™
The IXI DRONEKILLER™ is a cost-effective hand-held neutralization system that defeats small, unmanned air systems (sUAS). The IXI DRONEKILLER™ has been specifically designed for detecting and defeating radio frequency communications with common “quad-rotor” sUASs, such as those available from DJI, as well as command and control (C2) radios used with commercial and fixed-wing systems. The IXI DRONEKILLER™ uses discrete frequency narrowband techniques to disable the target or send the target home. A separately-switched function also allows the IXI DRONEKILLER™ to disable GPS.
Design and Performance Capabilities:
The IXI DRONEKILLER™ range and efficacy is superior to typical broadband jammers due to its software defined radio (SDR) design and its advanced modulation techniques. Other hand-held broadband jammers have been shown to be largely ineffective against frequency-hopping drones. The IXI DRONEKILLER™ narrowband jamming waveforms has proven to be successful against these types of drones. More importantly, the SDR is field programmable to accommodate the latest waveforms should the drones receive an update to their frequency-hopping algorithm.
At 7 pounds, the IXI DRONEKILLER™ is a hand-held mobile device designed to be used by dismounted security personnel or in convoys. The Bullpup design allows for ambidextrous use and can easily be fired from a vehicle or a helicopter. It takes less than 3 seconds to activate and engage targets. Once a drone is engaged in the IXI DRONEKILLER™’s 30° degree cone of fire, the drone will be negated in 10 to 15 seconds. For the protection of fixed bases or sites, the IXI DRONEKILLER™ is best used as part of a layered defense or as a gap-filler.
The IXI DRONEKILLER™ can effectively jam and minimally detect the following frequencies:
433 MHz
915 MHz
2.4 GHz
5.8 GHz
GPS (GLONASS, Galileo and Beidou) L1 and L2 bands
The transmission power per band is from 100 mW to 1W depending upon channel type with an effective range of “line-of-sight.” A sUAS will return-to-home when C2 is disrupted but may descend slowly or proceed on an automated waypoint. If the GPS is jammed, then return-to-home and waypoint flight functions will be compromised, and the target will drift or crash.
A self-assessment after the NSWC ANTX event determined that IXI DRONEKILLER was less effective in the later sorties, especially those when multiple drones were used. In-house testing revealed that prolonged use created excessive heat that caused the voltage controlled oscillators (VCOs) to drift off their assigned frequencies and initiated the battery protection circuitry, thus reducing the effectiveness of IXI DRONEKILLER. On December 1, 2017, version 1.3 was released. This version included both a software and hardware upgrade. The software improvement compensated for the temperature rise by active temperature compensation of the VCOs, keeping IXI DRONEKILLER within its tuned frequency spectrum. The hardware improvement provided a larger heat sink and improved heat dissipation path that significantly removed the heat from the crucial areas. Additionally, a new battery design improved the operating temperature range and extended the operation of the battery to two hours in active mode. The results were proven when we demonstrated the new 1.3 version to the Beverly Hills Police Department.
Technology Maturity Assessment:
Operator feedback from handheld testing throughout 2016 and early 2017 led to many advances toward the present technology readiness level (TRL) 9 system. Numerous ruggedness and integration problems of early commercial units were identified by these tests and updated in the current version.
The IXI DRONEKILLER™ was first deployed in January 2017 by FBI Los Angeles and Los Angeles County Sheriff’s Department Special Enforcement Bureau at the 2017 Rose Parade in Pasadena, California.
It then underwent controlled field-equivalent testing in March 2017 by Air Force Global Strike.
Controlled field-equivalent mission testing in May 2017 was conducted by DHS Counter-Terrorism and Coast Guard, Los Angeles County Sheriff’s Special Enforcement Bureau, and Ventura County Sheriff’s Department.
Demonstration and limited field testing in July 2017 was done with Oceanside SWAT Team, San Diego SWAT Team and San Diego Police Department Special Events Team, Border Patrol Specials Operations, and Border Patrol Intelligence Unit.
Demonstration and limited field testing in July 2017 was done with Los Angeles Sheriff’s Department, Los Angeles SWAT, FBI, Orange County Sheriff’s Department, and San Diego Naval Station Force Protection Team.
Demonstration and limited field testing in August 2017 was done with Marshall University Police Department and Huntington, West Virginia SWAT Team.
Participated in Naval Surface Warfare Center (NSWC) Crane’s, Advance Naval Technology Exercise (ANTX) Innovation and Sensor Fusion Experimentations August 2017 at Muscatatuck Urban Training Center, Camp Atterbury (MUTC), Indiana.
Demonstration and limited field testing in September 2017 was done with San Luis Obispo County Sheriff’s Department, Pismo Beach, San Luis Obispo and Morro Bay Police Departments, and Special Agents from California Department of Corrections and Parole.
Demonstration and limited field testing in September 2017 was done with Orange County Sheriff’s Department, Orange County Fire Authority, San Bernardino County Fire, Department of Forestry and Fire Protection (CAL FIRE), Los Angeles County Regional Training Center, and 4th Light Armored Reconnaissance Battalion.
Estimated Size, Weight, and Power Requirements:
The IXI DRONEKILLER™ is a self-contained unit that is less than 27 inches long and weighs approximately 7 pounds. The unit contains a lithium-ion battery that can run for 8 hours in standby mode or 120 minutes in active mode. Its nominal power is 145 watt hours. The IXI DRONEKILLER™ also comes with an external power cable that can be plugged into a power source for continuous power.
The IXI DRONEKILLER™ operates between –20°C (minus twenty degrees centigrade) and +40°C (plus forty degrees centigrade). n
SlingShot® - BLOS COTM for Improved C2
In the last 18 months a product called SlingShot has been gaining popularity within NATO forces, especially at SOF level. Simon Davies, CEO of Spectra Group, the manufacturer of SlingShot explains why
Q: Exactly what is SlingShot?
A: SlingShot is a small, lightweight, and cost-effective system that enables Beyond Line Of Sight (BLOS) Communications On The Move (COTM) on in-service tactical radios using a global commercial satellite network provider.
Q: How does it do that?
A: The SlingShot system consists of an Applique, an omni-directional L-Band antenna and a power supply unit. The radio operator removes the VHF or UHF antenna from their tactical radio and uses the provided cable to attach the Applique. The applique converts the radio signal to satellite L-Band frequency via the antenna. A tactical net is instantly transformed to cover 100s or 1000s of kilometres between SlingShot enabled radios, without the need for land or air-based repeaters.
Q: In a world in which modern warfare often means greater complexity, the technology offered to the modern soldier is also often increasingly complex. Your product, SlingShot, claims to offer solutions without adding complexity, how does it manage that?
A: First, the simplicity. It takes a minute to enable the tactical radio with SlingShot. Once the satellite channel has been booked, the operator programmes the radio to the correct frequencies and attaches the SlingShot system. Training is very quick. An operator can be fully trained on SlingShot in half a day and an engineer in one day. The SWaP profile is also very low. The manpack system can weigh less than 1.5kg (3lbs) including the antenna, and is designed to use in service radio batteries or AA Batteries for power. Once connected it delivers both BLOS and COTM capabilities at a tactical level which has long been a difficult-to-solve problem for Command and Control (C2).
Q: Why is it important to have BLOS and COTM for Tactical Radios? Forces have managed so far.
A: Engagements have changed. Operations are increasingly asymmetric and non-linear. In order to maximise effectiveness, C2 needs systems that allow rapid response to changes as they occur. Whether the forward units are SOF, conventional or Joint Forces, if they are operating BLOS there needs to be a tactical communications solution to maintain C2. There are many reasons for this; to ensure continuous flow of targeting information; to provide adequate support and to provide rapid coordination and flexibility are some. Traditionally this has been achieved by utilising ground repeaters, air repeaters or UHF TACSAT. Each has its own drawbacks compared to SlingShot. Ground repeaters become, in themselves, a target and need protecting, utilising scarce resources and increasing risk. The cost of keeping air repeaters in service 24hrs/day is very high and they are not 100% reliable due to the potential effect of adverse weather conditions. UHF TACSAT is also expensive but, more importantly, is a very limited resource, only available to the highest priority missions and, due to the limited capacity, is not a flexible or responsive option. Beyond that, it also does not deliver effective COTM, with the operator needing to pause and locate the satellite whilst communicating. Because SlingShot utilises a global constellation of satellites and omnidirectional antenna, the radio can be used at speed and it doesn’t matter at which direction the operator is moving.
Q: Who is using SlingShot?
A: SlingShot is in service with many units across the NATO partnership in various roles from Land Operations to Amphibious and Aviation tasks. It has been described on more than one occasion as a “battle-winning capability” and exactly where it is being used is therefore not for us to say. We can say that in the past 12 months, there has been a large take-up by armed forces and government agencies across the globe.
Q: Which type of agencies are using it?
A: SlingShot delivers secure voice and data BLOS COTM and so can be of use to many different types of agency. SOF; Expeditionary Forces; Emergency Services, Intelligence Agencies, Border Protection, Coastguard, the list goes on.
Q: What kind of data bandwidth does SlingShot handle and how does it secure it?
A: A SlingShot satellite channel is 25 MHz L-Band, so the bandwidth wouldn’t support high definition video but then that is not available from a tactical radio anyway. However, for tracking, artillery fire plans, biometric analysis, email, file transfer, and chat/free-text it is fine. Because the channels are non-contended there is also a quality of service that cannot be guaranteed by other options. In terms of security, the SlingShot system converts the radio signal to L-Band, including the waveform. So crypto is passed through the system untouched.
Q: You mentioned Joint Forces, how does SlingShot work if forces are using different radio systems?
A: The beauty of SlingShot is that it is radio agnostic. As long as the radio falls within the supported VHF or UHF frequency range (58-88 MHz and 240-311 MHz military and 144-174 MHz VHF Commercial), and that includes nearly all in-service tactical radios, SlingShot will convert it to L-Band at which point it is effectively a ‘SlingShot Radio’. That means that interoperability becomes a reality. Whether forces be from different agencies, be airborne, land or maritime or even from different nations, they can all join the same net. Where combined joint fire support and manoeuvre relies on unity of effort and synchronisation of capabilities, SlingShot adds massive benefit. n
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