It is with great sadness that we report the loss of our Editor, Adam Baddeley, who died tragically whilst on business in Singapore. Adam was very well known and respected in the industry and probably travelled and saw more than most in the business. Our thoughts are with his young family, who we will continue to be in touch with and help anyway we can. We hope to be arranging a book of condolence for signature at DSEI, to let all his colleagues leave a message to the family.
I personally would like to thank a few people who have stepped in to help us complete this issue and keep what Adam started going; Steve Goodman, who has taken over the interviews for this issue. Nick Dowdeswell, WBR, for helping to provide interviews with the UK and Australian programmes which, added to Felin and Future Soldier (Italy), provide a view of what is happening in Europe and further afield.
As always we have our Updated Programmes at a Glance section which has been updated with programme changes. We have also added a future technology area looking at what’s coming into the marketplace and I hope you find interest in our feature on PEO and current developments in the programme.
Soldier Modernisation will be continuing and will always be up-to-date and provide a continually updated supply of information to you whether via the internet portal www.soldiermod.com, E-reader, down loadable for free at the website, or the copy you have now. Please email me with any comments.
Robbie Alcock
Co-Founder, Soldier Modernisation
robert.alcock@intercomms.net
Adam Baddeley
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Soldier Protection System Cancelled by PEO Soldier?
US Army’s PEO Solider has cancelled a key request for one of the most ambitious Solider Protection upgrades in decades – or has it?
That was the question on the lips of many concerned contractors when a letter went out in late April from the Contracting Officer at the Aberdeen Proving Grounds stating that several portions of the Soldier Protection System (SPS) solicitation had indeed been cancelled.
SPS has been one of the most ambitious solicitations for foot-soldier protection gear in nearly a decade. The original RFP was issued by PEO Soldier, Product Manager Soldier Protective Equipment in October of 2012. With its roots firmly in the defunct Future Warrior and Land Warrior Programs, SPS was intended to be a multi-year program that has already pitted several well-known commercial development teams against one another in order to develop the ultimate in an integrated combat suit that would improve both battlefield protection and situational awareness.
The system was to be comprised of six distinct, but ultimately integrated units: Integrated Head Protection System, Transition Combat Eye Protection, Torso Protection, Individual Soldier Sensor System, Vital Torso Protection and Extremity Protection. According to the language of the RFP, “The goal of the SPS is to provide Soldiers with modular, scalable and mission tailorable protection to reduce weight and increase mobility while optimizing protection.”
Contractors were invited to reply to the RFPs for any or all of the components. When those letters were received by solicitors, it seemed that another program had fallen victim to Sequestration, and that SPS had been cancelled in its entirety.
The news had been taken as “all bad” by contractors and their subs and affiliates, who had already spent millions of R&D dollars and countless man-hours to answer the complicated RFPs for SPS. However, a spokesperson for PEO Soldier clarified that Product Manager Soldier Protective Equipment was only withdrawing the RFPs for the Extremity Protection System (EPS) and Torso Protection System (TPS) modules of SPS. In a statement released to the press PEO Solider said, “The cancellation will allow writing of new Requests for Proposals that will contain language and industry incentives to encourage greater creativity in developing protection solutions and broader industry participation in the program.”
Which means that the remaining four RFPs for: the Integrated Head Protection System, Transition Combat Eye Protection, Vital Torso Protection and Individual Soldier Sensor System, while likely in jeopardy, remain open. A recent check of the FBO solicitations site verifies that these are still active. The language used by PEO Solider also means that the Army is not closing the door on this program, or the need for this equipment, but is revaluating said needs, and will hopefully for the contractors involved, reissue a modified RFP.
Cancellations of projects and withdrawal of RFPs may be par for the course for military contractors and DoD partners. However, in these tough times with the industry facing monumental budget cuts over the next decade, many smaller sub-contractors and their affiliates can ill afford these kinds of false starts. Still, contractors that put a lot of time and effort into the first round, can only sit back and hope that PEO Soldier does indeed reissue new requirements, and when they do they are still solvent enough to pick up the ball again, if they are to have any hope of recouping what they have already put in.
Forced Budget Cuts
This seeming “cancellation” of the SPS Program is just one example of the effect of the forced budget cuts, also known as the Sequester, that went into place March 1st, 2013, could be having on the defense industry. Cuts in modernisation programs not only put soldiers’ lives at risk, they have devastating effects on an already hurting economy. And it’s not just small sub-contractors who are feeling the pinch. Since the beginning of the year, Lockheed Martin has laid off more than 300 workers. It has also offered a lump-sum voluntary separation program to workers with 25 years or more of service.
Since Congress failed to reach an agreement to end Sequestration by the March 27th deadline, the forced spending cuts remain in effect, “severely impacting” defense contractors, which, according to House Democrats, in turn negatively impacts the entire economy.
On May 15th House Democrats released a report based on Congressional Budget Office data, that stated defense and domestic sequestration cuts are on pace to “reduce economic growth at an annual rate of 0.6 percent and cost about 750,000 jobs in 2013.” The report went on to say, “This is the biggest back-to-back reduction in defense spending since the post-Korea drawdown in 1954. The decline in defense spending has been cited by many economists as the largest drag on broader economic growth.” n
New Research Shows Firearms Users How to Keep Their Hearing Safe
By Theresa Y. Schulz, Ph.D., Lt. Col. USAF (retired), Hearing Conservation Manager, Honeywell Safety Products, William J Murphy, PhD, Captain, USPHS, National Institute for Occupational Safety and Health and Gregory A Flamme, PhD, Western Michigan University
The National Shooting Sports Foundation in the United States reports that 2012 was an historic growth year for recreational shooting in the US. The international practical shooting confederation (IPSC) also reports that membership continues to increase. Shooting the guns may be what attracts people to the shooting sports but most shooters would agree it’s the people that keep them involved. Whether you shoot in leagues, in competition, or simply spend time at a range, target shooting is often a social event.
Whether target-shooting for occupational training or recreation, firing a gun involves the risk for noise induced hearing loss, but what about observers - other people at the firing range? There is great information coming from a group of researchers most of whom are themselves recreational shooters. These researchers are Amir Khan from the National Institute for Occupational Safety and Health (NIOSH); Jacob Sondergaard of G.R.A.S. Sound and Vibration; Greg Flamme, PhD, of Western Michigan University; James Lankford, PhD, of Northern Illinois University; Michael Stewart, PhD, of Central Michigan University; Deanna Meinke PhD, of University of Northern Colorado; Don Finan, PhD, of University of Northern Colorado; and CAPT William Murphy, PhD, from the US Public Health Service and NIOSH. All of these researchers are members of the National Hearing Conservation Association (NHCA) Recreational Firearm Noise (RFN) task force and are collectively known as “The Rudyard Gang” (Figure 1). They have presented some of this new research at the 2012 and 2013 NHCA Conferences and reported it in scholarly journals.
First, let’s briefly discuss the basics of firing range hearing safety. NIOSH recently published recommendations to reduce exposure to both lead and noise (http://www.cdc.gov/niosh/topics/ranges/). They recommend using both earplug and earmuff as double protection to keep peak exposure levels below 140 dB and eight-hour Time Weighted Average below 85 dB LAeq8. The NHCA RFN task force has a webpage devoted to educating firearms users about the potentially hazardous effects of firearms use on hearing. Included on that microsite is a video about ways to protect your hearing: http://nhca.affiniscape.com/displaycommon.cfm?an=1&subarticlenbr=17
The NHCA and the National Shooting Sports Foundation lists the following factors that increase the risk of noise induced hearing loss.
• Shooting in an indoor firing range or from an enclosed structure like a hunting blind - Hard surfaces can redirect the sound energy wave back at the shooter and by-standers, increasing the noise energy reaching the ear.
• The caliber of the firearm – Large calibers can generate higher energy sound waves.
• Short barreled guns – Shorter barreled guns bring the muzzle, which is the primary noise source, closer to the ear.
• Muzzle brakes and ports – Designed to decrease recoil, these modifications increase sound exposure by sending the shock wave back toward the user and any by-standers instead of out of the front of the muzzle.
• Ammunition – The material, amount of gun powder and other factors.
• Environment – There are many factors in the environment that may affect the exposure level of the shooter and any by-standers.
• Distance – The distance from the noise source is a basic principal of noise control. This variable is discussed in the remainder of this article.
The right-handed shooters fired 54 different guns including pistols, shotguns and rifles. The firearms and ammunition used are all small caliber and are commercially available in the US. The environment was an outdoor range in a flat, grassy field surrounded by woods.
The peak pressure levels were measured between 145 and 173 dB SPL at the shooter’s left ear. Figure 2 shows that most of the guns produced peak exposures above 155 dB SPL and all were above the recommended limit of 140 dB peak SPL. The rifles produced most of the measures at or above 163 dB. The majority of the pistol shots resulted in peak exposure levels between 158 and 168 dB Peak. Any of these single peak pressures can be hazardous to hearing.
However, depending on all the variables mentioned above and on individual susceptibility to noise-induced hearing loss, both the level of peak sound exposure and the risk for hearing loss is difficult to predict. The safest rule is to use hearing protection for every shot. To show the hazard level of each shot, the researchers converted these peak sound pressure levels to an A-weighted, 8-hour equivalent of continuous energy. Using 75 dB as a safe exposure, Figure 3 shows that for almost all of the rifle measurements and most of the pistol measurements, a single shot from many of the guns tested would result in an equivalent exposure greater than 80 dBA and many above the occupational Action Level of 85 dBA.
But how many of us, as bystanders, are exposed to only one shot at the range? So the researcher’s next step was to estimate a minimum safe distance. They refer to this distance as the “foul line.” The foul line was set at the distance where 95% of the safe distance calculations resulted in 85 dBA or less.
Figure 4 shows the 85 dBA foul line for 25 shots as the number of shooters increases. For single shooters (white circles), the foul line should be about 5 meters for rifles, about 2 meters for pistols and about 1.5 meters for shotguns.
A 15 meter foul line (observers no closer than this) is adequate for most guns with up to 16 shooters spaced with 1 meter between them for 25 gunshots. The shooters, of course, must wear hearing protection.
Bystanders without hearing protection should not be within about 15 meters of the firing line at an uncovered, outdoor firing range. They should wear hearing protection if:
• They need to be positioned closer to the shooters than the foul line
• The shooters are firing large-caliber rifles with muzzle brakes
• The gunshots exceed 140 decibels in peak sound pressure level
Safety is naturally “job one” at shooting ranges. Thank you to the Rudyard Gang for this project to provide evidence-based recommendations for extending that culture of safety — in terms of protection from noise-induced hearing loss — to both occupational and recreational firearms users and observers to keep our hearing safe. n
Special Thanks to: The NHCA Recreational Firearms Noise Task Force was formed in 2007 to research firearm noise, its contributions to noise induced hearing loss and develop recommendations for civilian hunters and shooters to preserve their hearing. The task force members contributing to this effort Caroline Dektas, Gregory Flamme, Donald Finan, James Lankford, Deanna Meinke, William Murphy, Michael Stewart, Edward Zechmann. For further information visit the NHCA Recreational Firearms web page.
Lay Language paper and presentation from the Kansas City ASA meeting, Noise exposure profiles for small-caliber firearms from 1.5 to 6 meters. Authors: Murphy-WJ; Flamme-GA; Zechmann-EL; Dektas-C; Meinke-DK; Stewart-M; Lankford-JE; Finan-DS.
Source: J Acoust Soc Am 2012 Sep; 132(3)(Pt. 2):1905
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How is the Sequester Affecting US Army Modernisation Plans?
In the wake of forced budget cuts by US Congress, DoD announces its plans and the industry feels the pinch
Back in February of 2013 when the realities of the Sequester were first coming to light, Lt. Gen. James Barclay, deputy chief of staff, G-8, for the Army had this to say about how the mandatory budget cuts could affect the US Army’s modernisation plans over the next decade. “Sequestration, of course, isn’t just a one-year deal. After fiscal 2013, the Pentagon will have to continue spreading that $500 billion reduction to planned spending over nine more years. But while the fiscal 2013 cuts are simply a 9 percent “salami slice” to every account across the board, the services will control where they put their money in future years.”
Those words were delivered at the AUSA Winter Conference held in Fort Lauderdale, Florida. Speaking on the last day of the conference to a very interested audience of contractors and industry heavy hitters, Barclay added that in order to deal effectively with the cuts, that could be as much as 18 to 20 billion dollars, the Army would have to, “… extend the timelines on our modernisation programs. We’re also looking at incremental changes in different variants, and staggering our modernisation efforts over a longer period of time.”
Some specifics the Lt. General mentioned in order to meet the new financial realties were, “The CH-47 [Boeing’s tandem engine legacy helicopter] will be pushed back a couple years, the Apache fleet is going to be extended by three to five years and the Black Hawk fleet is going to be extended by three to five years.”
However, extending modernisation programs really is only a Band-Aid type fix, that in the long run will increase the costs of these programs, since pushing them back will cause the Army to incur penalties in renegotiating contracts with key industry partners.
That Was Then, This is Now
That was the scenario Barclay painted back in February in the early days of the Sequester. Flash forward a few months to April, and let’s take another look. April 25th, 2013 to be exact, or “Army Day” as it is known on Capitol Hill.
Army Day, gives the US Army its best opportunity to showcase its latest technology and medical advances to members of Congress, to highlight the importance of funding for modernisation, and R&D efforts to “better equip, protect and care for soldiers.” It’s like a military trade show on steroids where members of congress get to have a literal “Field Day,” handling weapons, looking through night vision goggles and thermal imaging displays, trying on body armor, and really getting a hands-on experience with the latest in warfighter tech.
“A lot of the issues going on right now are with sequestration and funding, and it’s easy to just see that as numbers on paper,” said Congressional staffer, John Witherspoon, who was among the hundreds of lawmakers who got to speak with soldiers and handle their gear. “But once you get out here you can see what that money is going toward, and why it’s so important. It’s always a great opportunity when you are able to do that,” Witherspoon added.
Brig. Gen. Paul A. Ostrowski, with PEO Soldier, couldn’t agree more. “[Army Day is] an opportunity to educate the staffs as to what it is that their Army is doing – not only doing today, but what we’re going to do in the future – that runs the research and development lines, the science and technology lines, and in our procurement lines. The better we educate them, and the better that they are able to identify and understand the technology and the equipment that we are providing, the better off they are at making their decisions into whether to fund our Army.”
Lt. Col. Ed Ash, a budget liaison officer, said Army Day presents a great opportunity to demonstrate for Congress the importance of soldier modernisation.
“It makes it much easier to explain why something is important,” he said, using the example of heavy body armor. “They saw just for a little while how uncomfortable it was to wear something that was too heavy, and this is why we think it’s worthwhile to spend the money to make more effective soldiers by not having to carry heavy stuff.”
One of the other key aspects of Army Day is demonstrating advancements in combat medicine. “Thanks to the support of Congress, we have the lowest death rate from injuries at any time in history,” said Col. Dallas Hack, director of the Army’s Combat Casualty Care Research Program with the U.S. Army Medical Research and Materiel Command. “We’re able to do things to make people more resilient, we’re able to know when they’re having things like a brain injury, and we’re even able to do things that were unheard of 10 years ago to take care of our troops out there.”
Hack outlined for visiting lawmakers the broad spectrum of advanced military medicine, not only improvements in treating battlefield trauma, but care for brain injuries and psychological health, to advances in prosthetic limbs that have allowed soldiers to remain on active duty, and even return to combat. Hack was also sure to point out to members of congress the “tactical to practical” aspects of combat medicine. He said that advances from the battle field always find their ways into civilian ERs. This was most recently evidenced with the excellent trauma care provided to victims of the Boston Marathon bombings.
“Thanks again to the support of Congress in helping us do these things,” Hack said, “not only are we saving lives in the battlefield, we’re now saving lives in the whole emergency system as well.”
Still, while events such as Army Day can help clarify to Congress the need to maintain funding of Modernisation Programs, the Army is still feeling the pinch of Sequester. According to The Army News Service, Lt. Gen. Barclay testifying before the Senate as recently as May 7th, said “[The Army] has had to carry out its three-year modernisation plan with less money than it expected due to sequestration.” Barclay said, “Fiscal realities endanger the progress we have made in equipping,” but he also related to Lawmakers that he still believed that the Army is “the best equipped and modernised it ever has been.” n
Updating and Integrating C4ISR/C5ISR for the Modern Warfighter
Soldier Modernisation talks to Yusuf Sabadia, Director of Business Development, Sabtech Europe
Sabtech has been meeting the needs of military forces around the globe with innovative, highly reliable products including specialized interface boards, rugged computer systems, test equipment, and other critical components for major combat and C4ISR systems.
Q: What makes Tactical Data Links as used in C2/C4ISR platforms by Naval Forces different from even the most advanced equipment used by civilians, industry, or even other branches of the military?
A: The main aspects of Tactical Data Links (TDLs) is that the protocol is able to support all critical data communication needs for C2, C4ISR and C5ISR specific applications, and that the channel of communication is structured to be highly reliable, real-time, secure (encrypted) and ruggedized for extreme environmental conditions.
Q: What are the particular challenges of integrating new systems with legacy systems and how is Sabtech overcoming these challenges?
A: As technological leaps are now driven more and more by commercial market needs, military systems are now working at two very different speeds of technology adaptation. In the data communication field, the common backbone system used onboard ships are distinguished by the fact that they are more stable, reliable and longer-lived, as is the case with legacy systems such as Link 11 and backplane NTDS/ATDS TDL. However, where high performance front end and embedded systems are needed, the latest cutting-edge technology must be integrated. The problem is that the change-cycle for these systems is relatively fast. The challenge of course is the ability to integrate these two different generational technologies and therefore be able to translate protocols from one communication network system to the other.
Q: Within what you are at liberty to disclose of course, what types of equipment does Sabtech provide and what programs do you support?
A: Sabtech has been providing advanced technology solutions for C5ISR (command, control, communications, combat, computers, intelligence, surveillance, and reconnaissance) applications for 30 years. Sabtech designs Custom Chip Sets, FPGA’s, ASIC’s, Board Level Products, Custom Software, and Systems. Sabtech technology is deployed by U.S. and Allied forces worldwide in Surface Ships, Submarines, Mobile Ground Forces, Satellites, UAV’s, and Airborne Systems. Sabtech provides payload and data I/O solutions for NTDS, Ethernet, 1553, and other protocols. Sabtech also provides solutions for the replacement of legacy systems that can no longer be maintained or procured, ensuring these systems can be cost-effectively supported well into the future.
Sabtech’s solutions are being integrated in Combat and C4ISR systems in 30 countries around the world. Here are some of the programs supported by Sabtech’s solutions, you can find a more extensive declassified list of on our website.
Surface Weapon Systems
• Aegis DDG/CG Modernization & Open Architecture (United States, Australia, Japan, S. Korea, Spain & Norway)
• Gun Fire Control System (MK-160)
• TACTICOS Combat Management System Upgrade (Royal Malaysian Navy)
• Guardian Combat Management System (MOD Netherlands)
• Australian Frigate Upgrade
• Brazilian Inhaúma Class Corvettes
• F-100 Class FFG (Spain)
C4ISR Systems
• Global Command & Control System – Maritime (GCCS-M)
• Maritime Command & Control Information System (MCCIS)
• Navigation Sensor System Interface (NAVSSI)
• Computer Aided Dead Reckoning Tracer
• Advanced Network
• Electronic Warfare SLQ-32 (Including Omnisys Thales Brazil)
• Vigilair Biological Defense System (Australia)
Submarine Weapon Systems
• Combat Control System (CCS MK2) Including Australia’s Collins Class Submarines with Thales Advanced Sonar
• Weapons Control System (BYG-1/2)
• Tactical Tomahawk Weapons Control System
• HMS Astute Class SSN (United Kingdom)
Q: Is that made to Spec under contract, or Commercial-Off-The-Shelf, or both?
A: Most of the solutions that we develop are usually referred to as “Commercial-Off-The-Shelf,” these solutions are developed around customers’ specific needs and we often bundle these requirements into cost-effective standard products that are then available off-the-shelf, so in our case, you could also define COTS to mean “Customised-Off-The-Shelf.”
Beyond our line of COTS products, we also provide engineering services and support for many ship onboard and laboratory based modernisation projects and programs.
Q: Briefly, what is it that is unique about your Systems? What is it that you feel that Sabtech does differently than your competition?
A: Sabtech is very customer centric and this reflects in everything that we do. We provide very high quality and reliable products based on dependable legacy and cutting-edge technologies. Furthermore, we provide very prompt and consistent technical and after-sales support. We always keep in mind that the men and women of the armed forces need to rely on their mission-critical systems, especially when exposed to extreme situations.
Q: What kind of feedback have you received from fleet or unit commanders, or from individual operators who have used your systems?
A: We have received numerous letters of gratitude and commendations from our customers, especially from commanders and prime contractors. For example in 2010, we received the Star Supplier Award from Lockheed Martin for our product quality, delivery time, support and service. In another example, the US Department of the Navy expressed its gratitude in the following terms: “The rapid and outstanding support provided by your team was key to correcting the problem and ensuring that USS Dwight D. Eisenhower could get underway with a functional combat system.” Although we have high customer satisfaction, we are all too aware that there is always room for improvement, especially when dealing with critical C2/C4ISR systems.
Q: Without revealing anything that may be proprietary, what is next for Sabtech in terms of upgrading C4ISR technologies for today’s warfighters?
A: Sabtech continuously provides more value for its current line of products such as for its NTDS, ATDS and MIL-STD-1553 boards. We are also expanding our range of legacy to open architecture gateway products, such as the PowerNet™ line of NTDS, ATDS, MIL-STD-1553 to Ethernet converters. We are also expanding our range of specialized Naval legacy system replacement products as the world’s navies continue to modernise their fleet. And more importantly, Sabtech will be introducing a whole range of new and exciting products, some of which are at an advanced stage of development and others are further down our roadmap. So stay tuned to Sabtech’s forthcoming releases. n
For more information visit:
www.sabtech.com
Towards Better Bullets and Advancing Ammo
Soldier Modernisation speaks with Audra Calloway, PEO Ammo
Audra Calloway is a Public Affairs Specialist with PEO Ammo and Spokesperson for The Picatinny Arsenal.
Program Executive Office Ammo (PEO Ammo) is responsible for life-cycle acquisition management of all conventional ammunition, which includes integrating budgets, acquisition strategies, R&D and life-cycle management across all ammunition families. PEO Ammunition is located at Picatinny Arsenal, New Jersey. USA
Q: What makes ammunition, used by the military, different from even the most advanced ammo used by hunters, or law enforcement, or even tournament shooters?
A: In general, Army combat ammunition is designed, manufactured and packaged to function reliably in the most severe worldwide conditions our Armed Forces could face. This includes meeting requirements such as sustained use and storage in extreme hot, cold, humid and corrosive marine environments. Military rounds are also generally designed to engage military-type targets.
Q: Can you explain the difference between “Match” grade ammo and “Ordinary” ammo? Does the Army only use “Match Grade?” and if not, under what circumstances does the Army use better than average, or match grade ammo?
A: The Army designs its ammunition to meet the user’s requirements for accuracy. In some instances, such as sniper applications, the ammunition needs to be very accurate, and is therefore “match grade.” The bulk of our ammunition is designed for general purpose use which includes assault rifles, carbines, and machine guns. In these instances additional production cost to achieve accuracy beyond the user’s requirements is balanced with the capabilities of the weapons.
Q: There has long been “controversy” if you will, that the 5.56 and 7.62 NATO rounds, especially in shorter carbines, lack a certain stopping power prompting the need for alternatives – what are your thoughts on this issue and solutions current and in development, within what you are at liberty to discuss of course?
A: In 2010 the [US] Army fielded the M855A1 Enhanced Performance Round, a lead-free version of the M855 cartridge that is fired from the 5.56mm family of weapons (M4, M16 and M249) and is the newest of the small caliber family of munitions. It was optimized for performance in the shorter barreled M4 Carbine. The M855A1 EPR uses a new bullet design that resulted in a number of significant enhancements over the original general purpose M855 fielded in the early 1980s. Improvements include better hard target penetration, more consistent performance against soft targets, and significantly increased distances of these effects.
The M855 is a good round, but it is yaw-dependent. Like all bullets, it wobbles when it travels along its trajectory. Its effectiveness depends on its yaw angle when it hits a target. The new Enhanced Performance Round, or EPR, is not yaw-dependent – it delivers the same effectiveness in a soft target no matter its yaw angle. The same technology incorporated into the EPR is also being leveraged to improve 7.62mm M80A1 ammunition.
Q: What are some of the other particular challenges with designing or developing ammo for use by today’s warfighter, especially as regards CBQ and irregular warfare in terms of range, accuracy and stopping power?
A: The M80A1 round will provide similar capability increases for 7.62mm as the M855A1 EPR. The M855A1 and M80A1 are designed to be the best possible general purpose combat rounds for the Soldier. As a result, they must be able to achieve required effects against multiple target types in multiple potential engagement scenarios.
Q: What about lead, does that continue to present an issue, and is the Army actively pursuing and deploying “green” rounds?
A: As I mentioned, the M855A1 Enhanced Performance Round is a lead-free version of the M855 cartridge. The EPR allows training exercises to be conducted on ranges where lead projectiles are no longer allowed. The Army will eventually replace the M855 with the M855A1 as the general purpose round for combat and training. This same technology is also being leveraged to improve 7.62mm ammunition.
Q: Let’s take a step back to some “basic ballistics” – when it comes to factors such as stopping power, accuracy, velocity, range... in the total design of a round what is more important the size of the casing, the caliber of the bullet, or the rifle it is fired from?
A: It is an integrated package. No one factor can be singled out as the “most important.” The requirements for the weapon & ammunition systems will drive to the best solution.
Q: I am sure you have seen the press releases from Sandia Labs, and videos that exploded over the internet last year of their successful test of a “smart bullet.” While not much has been heard about that since, I am familiar with DARPA’s EXACTO program, and the successful field tests of the XM25s ‘‘smart grenades” in Afghanistan. How close are we to real world “smart bullet” technology? Is PEO Ammo involved with any smart bullet programs that you can discuss?
A: We are continually assessing technology opportunities to meet valid user requirements. At this time there are no small caliber ammunition (.50 Cal or below) Programs of Record involving “smart bullets.” n
Design Considerations for Miniaturization of Electronics in Military Applications
By c, Switzerland
David Magni focuses on innovation and creating products that make a difference in the lives of users. He has been working closely with Fischer Connectors’ customers to deliver new connector technology to the marketplace.
Fischer Connectors has been designing, manufacturing and distributing high performance connectors and cable assembly solutions for almost 60 years. Known for their reliability, precision and resistance to demanding and harsh environments, Fischer Connectors’ products are commonly used in fields requiring faultless quality. Primary design and manufacturing facilities are located in Saint-Prex, Switzerland, with subsidiaries and distributors located worldwide.
Military organizations worldwide have a great sense of urgency to modernize their operations. There is an “innovation gap” that is putting the soldier of today in peril. For troops to have the best shot at surviving and winning wars, they must carry a collection of equipment that includes, among other things, communication devices, weapons, ammunition and batteries.
The rugged environment in places like Afghanistan, where troops trek miles up into the thin air of the mountains, has made it more imperative that scientists in government and industry find ways to lighten loads that can reach 100 pounds. The added weight also reduces the amount of food, water and ammunition a soldier can carry. So every ounce of equipment carried must improve communications, agility and lethality for soldier survivability. And contractors must make sure the miniaturization happens now, not years down the road.
Many “Future Soldier” programs like the U.S. Department of Defense’s Nett Warrior, India’s F-Insas, Italy’s Soldato Futuro, Poland’s Uhlan 21, Finland’s Finnish Warrior and Australia’s Land 125 have been established to address these very issues. These military organizations pay attention to what they call SWAP – size, weight and power.
Weight is a particularly vital consideration for the dismounted soldier, who typically carries more than 80lbs. The mandate put forth by military organizations is to reduce this weight by 25%. Given that each soldier wears a backpack, body armor, and carries weaponry and ammunition, finding that 20 pounds of overall weight reduction requires rethinking the design and packaging of many types of electronic and communication equipment. For instance, night vision, targeting systems, smart phones, GPS, tactical computers and communications equipment could be integrated into a very functional and reliable subsystem, requiring an array of cables, harnesses and connectors. All of this equipment is necessary, so manufacturers must work with component partners to find ways to lose small amounts of weight in each component so they can achieve this 20-pound weight loss.
The miniaturization of component electronics and connectivity plays a vital role in reaching this goal. Connectors play an important role. They have to be rugged enough to withstand dirt, grime and weather, but should be small, light, and easy to use in tense situations. Connections must be made in fractions of a second, and often, they have to be made when wearing gloves, favoring push-pull connector designs that lock instantly rather than requiring twists. Communications devices must work 100% of the time, whether they are radios to talk with commanders or remote control devices for robots that peek around corners and report back electronically. Therefore, designers for military equipment should consider connectivity holistically with the design of their device. This can help them limit the number and size of connectors, and reduce cabling as well.
When searching for the perfect connector for a military application, several factors should be considered, including weight, size, functionality, sterilization and waterproof ratings.
Weight
Maintaining a lightweight design is extremely important when dealing with portable units. Some connectors provide weight saving of up to 75%, compared to the standard core connectors. For instance, a rugged Fischer MiniMaxTM Series connector without any cable assembly weighs only 13 grams, yet brings 20 signal and four power connections to the device.
Size
As part of efforts to reduce the weight each soldier must carry, militaries and their prime contractors are also striving to shrink the physical size of components as well. Highly functional connectors and cable assemblies can be reduced in size by 40% compared with the older connector solutions, and prevent interference between power and signal. The diameter of a Fischer MiniMaxTM Series connector is 12.9 millimeters, which is significantly lower than any other connector with the same number of contacts. Smaller connectors that maintain functional standards allow designers to shrink the size of their boxes. Even millimeters make a difference to a soldier in the field.
Functionality
Ruggedness is an extremely important factor in functionality. Connectors that are being used in extreme conditions should be able to withstand an onslaught of sand, water, chemicals and other exterior factors.
Densification of pins is also important, as this allows a single miniature connector to do the job of two, three or more larger, less compact connectors. The ideal connector can have up to 24 pins and perform several functions – transmission of power, ethernet, HDMI, etc. – without interference. Manufacturers have recently made strides toward creating connectors with a large number of pins that function optimally without interference. Fischer Connectors used new techniques to achieve miniaturization, as the standard techniques limited efforts to make the connectors smaller.
Connectors should be easy to mate or unmate even when using gloves and durable enough to be functional through up to 5,000 mating cycles. This ensures that after 5,000 mating cycles, the electrical performance is still the same. Anything less and a soldier risks finding a failure in their equipment, which could be a matter of life and death.
Sterilization
In the harsh, extreme battlefield environment, it is crucial that connectors be sealed, whether mated or unmated, in order to keep out sand, dirt, water and chemicals. Just as important is the ability to clean and often sterilize (ABC principle: Atomic, Bacterial, Chemical) these connectors without damaging them. All connectors can be sterilized, but not through all methods. For example, some can be washed, some can be steam-sterilized, and others can be placed in an autoclave machine.
Waterproof Ratings
Most connector manufacturers self-test their products. This means that while the rating “IP68,” for example, might be placed on a connector, the test that the manufacturer used to obtain such a rating might be different than the test used by another manufacturer. Such tests include immersing the connector in different levels of water for different amounts of time. When researching connectors, it is important to question the testing methods, as one brand’s “IP68” rating may have been obtained differently than another brands.
Military connectors should also be IP rated both mated and unmated, reducing the need for protective caps. An IP68 rating for an unmated connector is a distinct advantage.
Conclusion
Today’s militaries continue to invest in the latest technologies, and are turning to prime contractors and off-the-shelf suppliers to bring that technology to them. The companies which bring smaller, lighter equipment to the table will be given additional opportunities to prove their devices will work in the battlefield. Paying attention to the connection solution and the latest trends in rugged connector miniaturization will help companies meet military demands and make it into the field. n
Less is More – Light Weight Body Armor
New materials, modular systems – Solider Modernisation takes a look at the latest R & D into creating lighter body armor
Ever since the clanking days of Medieval Knights, when it came to protecting the warfighter, there has been a constant trade-off between personal protection and weight. With the introduction of firearms in the 1500’s, for centuries it seemed like body armor had become useless because of this trade off. There were few if any materials light enough to be manoeuvrable, yet strong enough to stop bullets. As muzzle velocities increased, and guns and ammo became more accurate and more powerful, it seemed like body armor would be destined to remain ancient history.
It wasn’t until the introduction of Kevlar in the 1970’s that the full value of “soft” anti-ballistic body armor could once again be seen on the battlefield.
Today, with the prevalence of “irregular warfare,” where troops are all too often the target of small arms fire in Close Quarter Battle (CQB) and Improvised Explosive Devices, (IED) the need for lightweight yet highly protective body armor, is greater than it has ever been.
There has been a lot of experimentation with new materials and integrated systems. In 2010, UK based BAE rolled-out for the first time its Ultra Lightweight Warrior (ULW) system. The company says the ULW was specifically designed for the way troops fight today, offering “adaptable protection and dramatic weight savings for soldiers.”
The ULW is made up of separate individual elements, such as a helmet, soft body armor, load-carrying systems, hard body armor and an integrated power system that is worn within the ballistic vest. The concept was to provide the warfighter with a customizable solution that would also provide significant weight reduction, regardless of the chosen configuration. According to BAE, the ULW can give soldiers the protection they need with weight savings of up to 35 per cent.
The system as a whole has been tested by the US Military since its public debut at military trade shows in 2010, but to date no orders for the ULW have been placed. However BAE did recently receive a four-year contract from U.S. Defense Logistics Agency (DLA) for the delivery of soft-armor tactical-vests that use materials developed for the ULW. The four-year contract covers the production of Outer Tactical Vests and Improved Outer Tactical Vests, and associated components.
In a company Press Release announcing the award, Don Dutton, vice president and general manager of Protection Systems at BAE Systems Support Solutions said, “This award reinforces our position as a valued partner in the body armor market. As well as [the recognition of] the value and quality that all of our equipment affords.”
The initial order valued at $48 million was completed earlier this year. The total value of the contract could exceed $260 million over the next four years.
A Different Approach?
While BAE and other companies such as Point Blank Body Armor, ArmorWorks, Protective Products Enterprises and H.P. White, all look to develop lighter, stronger armor through the development and eventual use of breakthrough materials, the US Navy says it cannot wait for such developments, and suggests another approach. U.S. Office of Naval Research (ONR) suggests that existing body armor systems may be heavier and stronger then they need to be, because of the changing nature of conflict since their original design. ONR’s “Lighten the Load” Initiative has been implemented to reduce the overall load burden on U.S. Marines. The Initiative has turned its sights clearly on body armor, as it is the single largest element of the load. “We are taking multiple approaches to reduce the weight of PPE (personal protective equipment),” said James Mackiewicz, program manager in ONR’s department of expeditionary warfare and combating terrorism.
While Mackiewicz admits there are some promising new materials on the horizon, what is currently available to the Navy could maybe cut weight by 10%. However, revaluating armor per mission critical standard, and using more appropriate armor levels, could save 30% or more. A 2012 Rand Corporation study would seem to agree with ONR’s assessment. That study found that troops in Iraq and Afghanistan were bogged down with armor heavy enough to stop much more powerful rounds than they were facing. The threat has been shrapnel and 7.62-mm rounds. “Current body armor provides excessive overmatch against those threats,” the Rand study stated, and concluded with suggesting modular armor with different protection levels. That conclusion would concur with the ULW approach.
Future Tech
Most of current research into body armor is closely following the developments of so called “meta-materials” and that no longer sci-fi buzzword – nanotechnology. The most practical application of which thus far seems to be carbon nanotubes (CNT). A CNT is a single sheet of carbon atoms rolled into a tube. Each tube is extremely strong, but very lightweight. The idea is if you can string enough nanotubes together, you can make a material many times stronger than steel, but lighter than titanium, or aluminium. One material thus created has been called Graphene. The applications for Graphene sheets in warfare, from armored vehicles to airplanes and ships, would be astounding. But the problem is, this would require the ability to create very large CNTs cost-effectively in mass quantities, which is not yet possible. However, smaller CNTs that could be incorporated into armor, can be produced in bulk.
Other nanofibers are being developed from some rather unusual sources, such as algae for example. Cellulose is the natural fiber that is in wood. As a natural substance wood is pretty hard, and light weight, but not too practical as armor. However, when you compress cellulose down to the nano – or single molecule level, some interesting things happen. It turns into a fiber that can be forced into polymer chains that have a tensile strength greater than steel, and can even conduct electricity. And, it can be created simply by feeding certain types of cellulose to blue algae.
Market Trends
In any case, whether Next-Gen body armor will come from breakthroughs in material sciences, modular integration, or both, one thing is clear, the industry is strong and paced for growth. According to a report entitled The Global Body Armor and Personal Protection Market 2012-2022, published by ICD Research Solutions, “The demand for body armor and personal protection equipment is anticipated to be driven by internal and external security threats, territorial disputes, modernisation initiatives, technological innovations, and a general shortage of body armor across the world. Cumulatively, the global market is expected to value US$19.4 billion during the forecast period.” n
Qioptiq: “the Art of the Possible is Immense”
Enhanced Weapon Sights for Dismounted Close Combat
With a number of potentially revolutionary capabilities emerging as key enabling technologies make their way up the Technology Readiness Level (TRL) ladder, the roadmap for Surveillance, Target Acquisition and Engagement is becoming increasingly interesting. The scene is firmly set for the 2013 – 2018 period where we will see significant enhancements in sighting system capability through technology evolution and deeper integration.
However financial constraints in any industry means time and money allocated for product design and development comes under pressure, non-more so than in the defence sector at this time.
Qioptiq recognises that new product development is vital to the organisation in order to ensure that we are able to offer our customers the highest levels of capability and to ensure mission success, equipment needs to be developed and deployed within very short timeframes.
Qioptiq continues to push the boundaries of Weapon Sights & Surveillance Equipment for DCC users with some significant product and technology development activity in 2013.
Qioptiq is known for its extensive design and production capabilities, research and development and its leading-edge innovation. We also benefit from strong technology development teams and strong customer relationships.
Qioptiq is supporting a number of opportunities where high performance, ITAR free equipment is required. And this has demonstrated that our hard work in both product development and strengthening the integration between Qioptiq and other stakeholder organisations has paid off.
We have strengthened the international links within our own Defence & Aerospace Division (DAD) in order to provide a better service to our customers around the world.
We have also strengthened our research & development capacity and have undertaken some interesting work packages looking at Digital Optical Weapon Sights (DOWS), Augmented Weapon Sights and remote view systems.
We will demonstrate more on this at DSEi in the UK and Milipol in France later in the year.
The Big Integration Push
“Integration, Integration, Integration” is still a common cry amongst the DCC community, as the focus to reduce weight continues. With many nations quoting figures in the region of 55-60kg carried by its dismounted users, then the issue is very real, so we all need to do our bit.
The Integrated Weapon Sub System (WSS) has been explored by a number of nations as part of their respective Soldier Modernisation Programmes (SMP’s) with varying degrees of success, however the challenge remains.
Powered Interface Rails and flexible power architectures offer potential for weight reduction & closer integration. This initiative requires a close working co-operation between the weapon manufacturers, sighting system providers and the power industry, along with common interfaces and transportable design standards in order to allow customers to maintain a choice of solution providers.
The potential is certainly there, but as with any “revolutionary vision”, there are a number of gremlins lurking in the shadows that need to be attacked and overcome, and these things take time. From our experience it can be anything between 3 – 7 years (and considerably longer in some cases) between Industry coming up with a “good Idea” to the capability actually being deployed with Users on Operations, with the road in between often involving multiple development/refinement cycles and a lot of patience…
It’s widely recognised that modern small arms weapon systems are incredibly accurate and reliable, and that the challenge is being able to DRI the target 24 hours a day, through all weathers and battlefield conditions, with Users under physical and cognitive pressure.
Sighting Systems need to be easy to use, effective through all weathers and provide the ability to detect targets at the maximum range possible in order to prepare the User for the next course of action. The Urban scenario requires enhanced situational awareness, wide fields of view and a rapid engagement process in order to respond within the close quarters.
The challenge for us is to provide all of this capability to the User in a package (or suite) that is easy to use and easily configurable for role/mission requirements, whilst remaining affordable and having the potential to endure a service life of 10-15 years.
Digital Optical Weapon Sights –
The art of the possible is immense
Qioptiq has continued to move forward on the UK MoD DOWS programme, recently leading the delivery of a UK MoD industry day at Lulworth Ranges where a number of work packages and outputs were presented to a series of MoD stakeholders and their guests.
We are digitising the sighting systems of the future. This is very relevant to the future of the DCC Users, and DOWS is the start of that journey. But we realise that one size does not fit all. Our work could maximise the performance of rifles, Sharpshooter rifles, heavy machine guns, general purpose machine guns and grenade launchers, especially at night.
One of the programme aims is to get them (weapon systems) to their maximum effective range, 24 hours a day, no matter what the conditions. This presents some interesting challenges, particularly with SWaP, so we are looking at how technology and the appropriate use of high definition sensors and image processing algorithms can help.
Another area of significant interest is the use of image processing to assist with target detection and identification in order to support the User with early target location and tracking.
Digital Weapon Sights can also offer enhancements due to advances in low power processors (predominantly driven by the smartphone market) and high resolution CMOS sensors, which have the ability to operate at a higher wavelength than the human eye, therefore offering potential low light enhancement. Coupled with high optical/digital magnification capability, enhancing Detect, Recognition, Identify (DRI) capability is a reality, therefore reducing the number of pieces of kit the User needs to carry, which has positive reduction effects to both physical & cognitive burdens.
We are looking to take commercial world capability and employ it in the military environment. Human integration factors are key and having the user and stakeholder involved is critical. The art of the possible is immense, but we need to ensure we keep a check on complexity and information overload, as with any other complex integration issue.
Augmented Reality (AR) has been demonstrated within military equipment over the last few years. Systems such as POINTER (developed by QinetiQ, Qioptiq & ISTEC) have demonstrated the benefit of integrating and displaying target cueing information into support weapon sights to provide enhanced situational awareness and target designation across a networked battlefield. AR provides the potential to improve the capability of the Individual Soldier by providing targeting/navigation information within the weapon sight view, therefore reducing the need for other display devices to be carried & accessed.
COTS, Cost and Obsolescence
With worldwide focus firmly set on cost control and a desire to reduce operational commitments. Modification is a more palatable way of ensuring the warfighter has the tools to conduct his mission and remain technologically one step ahead of his enemy.
Due to the recent rounds of defence cut backs and the world’s economic climate, customers are now even more focussed on extending the service life of existing equipment. Getting more from what is already procured and in-service is an attractive option providing a cost effective solution can be provided; one such cost-efficient way to do this is to upgrade the technology within if you are to avoid capability overmatch.
Obsolescence will start to become a thorn in the side for many forces. Life time buy could be an option in order to maintain a capability. This may be acceptable for a defence force on peace keeping duties, but the warfighter will become overmatched very quickly and the force will be at a significant disadvantage.
The ruggedisation of COTS technology provides a number of the enablers - COTS (Commercial Off The Shelf) technologies and equipment will begin to become more interesting to those tasked with procurement and support of equipment.
Foresight and good planning is necessary to ensure that the new insertions of subsystems are mature and are ready to be inserted at the appropriate time.
Technology Insertion offer an improvement in both cost and deployment time when compared to newly fielded equipment, the training burden is negligible and will only increase if functionality is added.
Conclusion
As Qioptiq continues to move forward with enhanced sighting systems for dismounted users, we are always on the lookout for opportunities to collaborate and partner with industrial players around the world in order to bring world class capabilities to national programmes and to ensure that Qioptiq products remain state of the art and provide features and capabilities called for by the User community.
Qioptiq, along with our industry partners are totally committed to reducing the size, weight and power burden placed on to our customers – developing the battle winning equipment within the realistic constraints of technology while maintaining affordability.
We will continue to develop, push forward and challenge the boundaries to ensure we always stay one step ahead. n
The Real Iron Man?
With fans cheering the latest exploits of Iron Man on the Silver Screen, Solider Modernisation asks, “Just how close are we to a real Iron Man?”
With Robert Downey Jr. wowing audiences with his high-flying armored heroics in the latest blockbuster in The Avengers franchise, Iron Man 3, speculation by “Fan Boys” and serious scientists alike, is once again turning to: “How close are we to a Real Iron Man?”
Not very, if you are talking about what you see on the Silver Screen. We are not likely to see Special Forces flying around in near invulnerable armor firing “repulsor rays” anytime soon. However, if you mean a powered exoskeleton that provides ballistic protection as well as augments strength and stamina, well then, we are pretty darn close actually.
As far back as 2001, The US Defense Advanced Research Projects Agency (DARPA) kick-started development of military exoskeletons under the Exoskeletons for Human Performance Augmentation program. For the next five years DARPA funded exoskeleton R&D to the tune of $50 million dollars, yielding two promising results: Raytheon’s XOS 2 and Lockheed Martin’s HULC.
The XOS
Raytheon unveiled its initial proof-of-concept, the XOS 1 in 2008. It was based on the Wearable Energetically Autonomous Robot (WEAR) created by Sarcos Research of Salt Lake City, Utah. Sarcos was acquired by Raytheon in 2007. In 2010, Raytheon demonstrated the XOS 2 for the media. The soldier inside the suit broke boards, lifted enormous weights, and did hundreds of push-ups, in very super-heroic fashion, albeit remaining tethered to a power supply. According to Raytheon, the XOS 2, “increases the strength, agility and endurance capabilities of the soldier inside it. The XOS 2 uses high-pressure hydraulics to allow the wearer to lift heavy objects at a ratio of 17:1 (actual weight to perceived weight). This allows repeated lifting of the load without exhaustion or injury.”
The XOS 2 uses lighter material and is about 50% more energy efficient than its predecessor, the XOS 1. It uses a combination of controllers, sensors, high-strength aluminium and steel, and flexible hoses to provide strength and fluidity of movement.
Using the powered limbs, the wearer can lift about 200 pounds of weight for long periods of time without feeling the strain, even while standing on one foot! The soldier wearing the suit can walk or run while carrying the load. The exoskeleton is strong enough to allow the wearer to punch through wooden boards three inches thick without injury, but is light and agile enough to allow the wearer to climb trees, run up a flight of stairs, or kick a football.
However, while that is impressive, because the wearer still needs to do all of that while tethered to power and hydraulics, the company is expecting to rollout the suit not for combat, but for logistics. On average, logistic and support military personnel lift about 16,000 pounds of gear, cargo, and other loads every day. The XOS suit will ease the logistics burdens faced both in theatre and base side. The soldier wearing the XOS 2 exoskeleton can perform the work of three soldiers, improving efficiency of load operations. It will also reduce back and orthopaedic injuries common in load operations.
Raytheon believes it will be fielding the tethered version to the US military by 2015. They have in development, and will be able to deliver, an untethered version by 2020.
The HULC
Lockheed Martin’s Human Universal Load Carrier, or HULC, may not be a green, gamma charged behemoth, but it is nonetheless pretty incredible. In 2011 the company successfully tested the HULC, a lightweight wearable exoskeleton that allows a soldier to lift and carry a sustained weight of 200 pounds, and to run at a steady 10 miles an hour in “burst mode” – all untethered! The suit is now under advanced testing and further development at the Natick Soldier Research, Development and Engineering Center in Massachusetts.
According to a Lockheed Martin spokesperson, “Dismounted Soldiers often carry heavy combat loads that increase the stress on the body leading to potential injuries. With a HULC exoskeleton, these loads are transferred to the ground through powered titanium legs without loss of mobility. Additionally, its unique power-saving design allows the user to operate on battery power for extended missions. The HULC’s load-carrying ability works even when power is not available.”
There is no estimate given as to when this HULC may be called upon to “smash” on the battlefield, but a recent CNN report showed how a civilian version of the technology, developed by Ekso Bionics, based in Richmond, CA, was able to return mobility to a paraplegic.
Ekso also had its start as a military load-lifter under DARPA funding, but the company’s CEO soon saw how what they had developed could help paraplegics to walk again! The suit, which is worn much like the HULC, allows a paraplegic to actually get up out of his or her wheelchair and be ambulatory. Currently it is only available for use in hospitals and rehab centers, but Ekso believes it will have units available for home use as soon as 2014.
Said Eythor Bender, CEO of Ekso, during the CNN segment which aired in March “We are determined to provide at least a tool that people can have, whether it is about walking for part of the day or it is in the recovery phase or rehabilitation or simply in daily living where people want to go about and do things during the day, just like an amputee would use a prosthetic leg during the whole day.”
That may not be taking down baddies with jet boots and repulsor rays, but it is pretty super! n
Digging Deep into Soldier Technology Research
Darryl Kewin, Deputy Director, Integrated Soldier Systems Development Directorate, Land Systems Division (LSD), Australian Defence Materiel Organisation (DMO), discusses recent developments at Diggerworks
When talking about developing new soldier technology the discussions are always with an aim to improve soldier effectiveness through various techniques including load reduction, equipment ergonomics, interoperability and communications & networking.
These are all great principles, but in order to be of value they need to be rigorously tested and researched. In the US they have Gruntworks, the Marine Corps’ cutting-edge equipment test and training facility in Quantico and in Australia, following in their nomenclature system, they now have Diggerworks, created specifically to help integrate the soldiers’ systems and provide options to the Army and solutions to the issues that they run into.
To explain in more detail what it is and what they are doing there, we spoke to Darryl Kewin, Deputy Director of the newly formed Integrated Soldier Systems Development Directorate, (the official title for Diggerworks), in the Land Systems Division (LSD) of the Australian Defence Materiel Organisation (DMO).
Q: What are some of the projects that you’re working on at the moment at Diggerworks?
A: We’re currently working on evaluations of the combat uniform, looking at thermal burden of our body armour systems as we go back into the near region, and as we look at our amphibious capabilities in Australia.
Q: It’s interesting that you bring up thermal burden, because people (at Soldier Technology US) have been talking about the cognitive burden and weight burden, and they’ve also been talking about movement restrictions, but you are possibly the first person here that brought up the thermal aspect.
A: The reason we’re looking at the thermal burden is we’ve been in Afghanistan for a long time now, and the body armour systems have been designed for that. Now that we’re moving back into near region and our amphibious capability, we have to look at operations in the hot and humid jungle environment and we’re not sure exactly how our soldiers will perform in that environment.
Q: So what are some of the ideas that you’re looking at?
A: The idea is to do a comparison of the different levels of body armour that a soldier would need, and to see how they perform. Whether or not a lower system would perform better from a thermal point of view, or whether wearing the higher levels, with a plate and soft armour system, makes no difference.
Q: How are you working with your partners around the world to make sure that you’re all moving forward the way you want to be moving?
A: Within Diggerworks, we have an industry engagement division, and we also have a military engagement. So we’re involved in a lot of these types of conferences (i.e. Soldier Technology). Additionally, through our defence science and technology officers and with our allied nations, we have controls where we share data.
Q: Where do you see Diggerworks in the next 12 months?
A: Over the next 12 months, our main focus is on support operations, depending on what comes in through Army headquarters. After that are trials for our camouflage, for our thermal burden, and also the development of our new body armour systems. Another area we will look at is water purification and hearing protection for our soldiers. n
Soldier technology research will be a core focus at Soldier Technology, the world’s only global soldier and marine modernisation meeting, taking place 11-14 June 2013 in London.
The event attracts 450+ soldier modernisation programme managers, prime contractors and equipment manufacturers annually. Soldier Technology will gather the key national programmes and their stakeholders mentioned above to drive innovation and export opportunities.
For more information visit: www.soldiertechnology.com
News from USSOCOM – Request for Fire Resistant Combat Uniforms
US Special Forces Command issues Solicitation for a Fire Resistant Combat Uniform.
Soldier Modernisation wonders why?
In Late April 2013, United States Special Operations Command, (USSOCOM) through its Program Manager-Special Operations Forces Survival, Support & Equipment Systems (PM-SOF SSES) put out a “Sources Sought” Rapid Fielding Initiative (RFI) for a Fire Resistant Uniform. Specifically the RFI (Solicitation Number: H92258R13CJ04) calls for Fire Resistant (FR) Combat Shirt and Pants as follows:
The Program Manager-Special Operations Forces Survival, Support & Equipment Systems office at the U.S. Army Soldier Research Development, and Engineering Center, Natick, MA is seeking combat uniforms for test and evaluation purposes. This uniform will consist of two garments; pants and combat shirt. Both will be produced with materials which provide fire resistant performance characteristics.
All garments submitted to this solicitation will be reviewed and evaluated for operational efficacy. This uniform is intended for use by USSOCOM Operators, and as such must be effective in all operational environments, and be compatible with all Operator equipment.
The need for such a uniform is undeniable. SOCOM’S RFI comes on the heels of a Fire Resistant ghillie suit that was fielded in 2011 by the Army as the result of a Defense Acquisition Challenge (DAC). That DAC was fast-tracked after two Soldiers from the Army’s 11th Armored Cavalry Regiment burned to death when their camouflaged sniper gear caught on fire in Iraq, in 2010. In fact, the Program Manager on that DAC, recently received the Program Manager of the Year Award for 2012, for his work on the ghillie suit. In an Army Press Release about the Award, which was bestowed in March 2013, recipient Neal Nguyen, said, “It’s a privilege to serve the Army and provide much-needed protective equipment to the warfighter. The flame-resistant ghillie suit accessory kit and flame-resistant base uniform will improve the safety of those forward operators and keep the Army on the leading edge of capability and lethality.”
The project was completed in 10 months, a record time. The fire-resistant ghillie suit is now being fielded at the U.S. Army Sniper School at Fort Benning, Ga., at the U.S. Marine Corps Scout Sniper School at Marine Corps Base Quantico, Va., and at the Special Operations Target Interdiction Course at Fort Bragg, N.C.
An Odd Request?
That is what makes the RFI from SOCOM kind of odd. The materials for what they request in the RFI are already in use and readily available. PM-SOF SSES is housed in the same building as Natick Soldier Systems, in Natick Massachusetts. Soldier Systems did all of the testing for the specifically approved combat shirt/uniform of US Special Operations Forces (SOF), the Protective Combat Uniform (PCU) Level 9. Designed by Patagonia, the PCU Level 9 Shirt is currently being fielded by all US SOF users, and was designed to “enhance their combat advantage in the world’s most hostile conditions.”
Solider Systems was also responsible for testing and approving all FR clothing and materials currently in use by the Army and Marines. Theoretically, Program Managers from SOF SSES could just walk down the hall and have designers from Soldier Systems make them an FR version of the PCU Level 9!
In addition to the previously mentioned ghillie suit, both the US Army and Marine Corps already field FR combat uniforms. They are variants of the Army’s Fire Resistant Environmental Ensemble (FREE), first fielded in summer of 2010. According to PEO Soldier, the Program Executive Office responsible for deploying FREE, “With its multiple layers of insulating, fire-resistant clothing, the FREE [was designed to] replace cold-weather clothing currently issued to aviators and combat vehicle crew members. FREE is in addition to the fire-resistant Army Aircrew Combat Uniform (A2CU) and the Improved Combat Vehicle Crewman Coverall (ICVC).”
If none of these garments is suitable for SOF, and there really isn’t anything in the Solicitation that seems to indicate they would not be, as this author suggested, another option is to take the approved PCU level 9 uniform and have it made from one of the many FR materials Solider Systems has already approved.
SOCOM has always been a branch of DoD that wants its “own gear,” and because of the nature of Special Operations, it usually gets what it wants. But in a time, where people across Capitol Hill and the Private Sector are concerned about waste and deep budget cuts, is it really such a good idea to put out RFIs for gear that already exists? n
Sagem Showcasing Systems for Demanding Infantry Forces Missions
Sagem’s innovative role in soldier modernization programs is aptly illustrated by its position as prime contractor in the French FELIN infantry modernization program and internationally in several programs of equipment of land forces. Company of Safran group, Sagem, proposes modular solutions that meet the changing needs of contact units: observation, detection, protection, weapons use, tactical information, target designation and air-land coordination. Lessons learned in combat operations combined with the advantages of innovations are today the crucial parameters in the solutions developed by Sagem for the future of infantry forces.
Future soldier systems, modularity as key words
Sagem’s products capitalize on advanced technologies in optronics and navigation to multiply the capabilities of infantry forces operating day or night. Its optronic systems and equipment are designed to meet the multiple demands of forces: communication, protection, in-depth intelligence and action, long-range weapon operation; targeting missions by forward observers.
Sagem’s modernization offer for international markets is made up of a range of latest-generation optronic equipment (mid-and long-range multifunction cameras, day/night assault rifle scope with IR or uncooled light-intensification technologies, longrange precision-rifle aiming sight). Sagem’s offer includes an around-the-corner solution to allow each soldier to observe or neutralize targets under protection from threats. In addition, Sagem develops tactical C4I solution at the section level, interoperable with superiors levels of command.
A complete family of infrared binoculars
For long-range observation and intelligence, Sagem developed JIM LR long-range multifunction infrared binoculars. JIM LR is used for both the identification and precise positioning of targets. A compact unit weighing just 3 kg, it integrates day vision, thermal vision, rangefinder, laser pointer, GPS and magnetic compass. The latest version has additional functions: video recording (2 hours, 30 minutes), day-night image fusion to see through camouflage, anti-glare function in the infrared band and a laser pointer with a range of 2,500 meters. It offers run-time of 4 hours 45 minutes on a battery charge, and delivers enhanced reconnaissance and identification performance.
More than 5,000 JIM LR units are now in service or on order, including 2,000 with French armed forces. It has also been ordered by several NATO forces, namely the United States, Denmark, Poland and the United Kingdom.
Intelligence and action
To meet the needs of units that must operate under total silence, Sagem offers the JIM UC (uncooled) version. JIM UC binoculars offers all the features of JIM LR, but with an uncooled infrared detector. Deployed by advancing units, these binoculars provide an overall view of the threat environment in real time. They offer sophisticated image processing and very good resolution: the ability to detect an armored vehicle at more than 5 km, and a soldier at more than 3 km. All JIM binoculars, whether LR or UC versions, can be remotely operated from a special terminal, and can also be integrated in combat networks via their interfaces.
In line with the FELIN soldier modernization program, now in full series production for France, Sagem has developed a wide range of sights (Sword family) that allow soldiers carrying collective weapons such as precision rifles, light machine guns, etc. to carry out nighttime precision firing at ranges up to 850 meters. A new version of this product, Sword Light, combines a compact design, long run-time and wide field-of-view, giving infantry soldiers reconnaissance and attack ability out to a range of 400 meters at night against enemy soldiers, while continuing to advance. Sword Light is ideally suited to special commando operations behind enemy lines.
Optimum technology for forward observers
The performance of JIM LR binoculars can be enhanced by being used in conjunction with Sterna, a brand-new target location system. Developed jointly by Sagem and its Swiss subsidiary Vectronix, Sterna’s performance is based on the innovative hemispherical resonator gyro (GRH), a technology patented by Sagem. Used in conjunction with the measurements by JIM LR or any other rangefinding binoculars, Sterna extracts precise target coordinates. Weighing less than 3 kg, Sterna was also designed with the special weight and energy requirements of forward observers in mind, since they operate in severe environments and can’t count on much supply support. n
The Challenges of 24 Hour Surveillance and Target Acquisition
John Staples is Sales Director with Defense Vision Systems, (DVS) based in East Sussex, UK.
Defense Vision Systems is a wholly owned subsidiary of Photonic Science. Based in the United Kingdom, DVS designs, develops and manufactures cameras and camera systems for the defense market. DVS cameras are now in service worldwide providing low cost, low maintenance products for both night vision as well as 24 hour use.
Q: The modern warfighter uses a variety of technologies for surveillance and target acquisitions, basic optics, nightvision, thermal imaging, etc. While good, each of these technologies has some inherent limitations. Can you elaborate?
A: Each type of sensor has limitations, as a few examples performance from a thermal system can be dramatically reduced in rain. Image Intensified vision does not work if there is absolutely no light. Standard CCD systems, if used for long range viewing, suffer from atmospheric aberrations.
Q: Which brings us then to the idea of “Multi Spectral Surveillance,” or imaging technologies/devices that combine platforms, and basically can be used “day and night.” Can you tell me about that in general, and what are the challenges in developing such devices?
A: The ideal situation is to try and match the sensors for a particular application so that they complement each other and provide the optimum image over the selected waveband. The problem is to do this in the most cost-effective manner and as well as providing the user with a sensible image. To use a thermal system with a visible band system will involve two separate optical systems. Hence increase in size, weight and maintenance complexity. The problem is to do this and keep these problems to a minimum. All users are keen to reduce size, reduce weight and reduce power. The other problem is presentation of the image, as the two bands are complementary then do you present the image as two images or as an overlaid or merged image? The former is simple whereas the latter involves further software etc.
Q: Specifically, and without revealing anything proprietary of course, tell me about the Surveillance Target Acquisition System Multi-Spectral device (STAS24) recently developed by Defense Vision System?
A: The DVS STAS24 makes use of the visible band wavelength 400 to 900nm and the near infrared waveband 900 to 1700nm. We exploit the fact that glass is able to pass energy over the range 400 to 1700nm and use a single common objective lens. We then pass the relevant waveband to the visible sensor and the other to a SWIR sensor. These images are then combined at pixel level and the merged image provided to the user via a small screen and eyepiece.
Included in the package is a 8Km 1550nm laser range finder and the spot this places on the target is visible to the user in the combined image. The spot is artificially coloured red to enhance it against the background. The unit includes a GPS and electronic compass. The information on range, location of user and heading are all displayed on the screen together with the merged image. We are also in the midst of developing a 1550nm illuminator for an alternative version of this system. The illuminator will replace the laser range finder in this version of the viewer.
Q: Within what you are at liberty to disclose, can you give me a typical “real world” scenario of where and how STAS24 is being/can be used?
A: The system is used to find and then identify the target over the light range of full sun to starlight. It can then find the range to the target, the position of the team using the viewer, and the heading to the target from the user’s position. This data would then be used to generate a firing solution. The big edge the viewer provides is by providing the ability to see the laser spot on the target. This provides the certain knowledge that the range provided is actually on the selected target and not on a tree or other object situated near the target.
Q: As I understand it, the system is currently designed to be mounted on airborne or land armored assets. Are there any plans to adapt the technology to “man portable” use?
A: Actually, as currently built it is man portable, very similar in size and weight to common in use longer range laser systems. The other applications will follow from the man portable version.
Q: As you see it what are the greatest challenges facing the military currently relating to ISR and Target Acquisition, and what is Defense Vision Systems doing to surmount those challenges?
A: As always, size, weight and power are our greatest challenges. There is an ever increasing amount of technology the dismounted soldier is having to carry. Every electronic device requires a battery this will require charging or replacing at regular intervals. So we are always looking to reduce weight, size, and power consumption. In addition everybody is looking to see what can be integrated with what! Mobile phones carry a large amount of integration and there is no reason why this cannot be carried forward into specific defense equipment.
Q: Do you provide your imaging solutions under contract, or COTS, or both? If contract, are there any current or recent awards you would care to discuss?
A: DVS has worked with both COTS sales as well as contract developments. Due to contract conditions we are not allowed to specify customers, but these have included most of the larger US defense companies situated in the USA, Canada and UK, plus many of the continental larger defense contractors. However the STAS24 and it’s variants will be aimed at the end user.
Q: What is it that is unique about STAS24 and your other imaging solutions? What is it that separates you from your competitors?
A: The STAS24 big difference is it is the first laser system that provides the certain knowledge that the range derived is that to the target. No assumptions that the range provided is to the target.
DVS is able to work in all of the wavelength ranges from 400nm to 14,000nm. We are able to provide multi-wavelength systems offering merged images and all of the engineering to make this happen is under one roof. In addition, being a private company we can make very fast decisions in regard to developing a device or system. We pride ourselves on no shareholder delays.
Q: Without revealing anything proprietary, what do you think is next in Tactical ISR in general, and specifically for Defense Vision Systems as it relates to meeting the needs of ground forces?
A: We foresee more requirements for policing type and covert surveillance only operations. These will require very simple systems to upload the information to base commanders or even politicians. Therefore DVS is developing a body mounted surveillance system using visible combined with near infrared. The system will include the ability to easily upload the images to the internet via Wifi or 3g or 4g. These images will be encrypted and then can be downloaded more or less anywhere in the world. n
For more information visit: www.dvsmil.com
Soldier Modernisation talks to John Staples with Defense Vision Systems
Seyntex: Meeting the Future Needs of our Customers
Seyntex is looking very hard at this issue and is investing in the future, as the basic cut and sew will no longer be enough to support the ever technological advances that military command requires and a dismounted soldier has to wear. We are looking at ever changing threat levels and threat requirements where armour and heavy weight loads are needed one day and not the next.
The power requirement for the dismounted soldier also seems to grow at a rapid pace with battery consumption at an all time high with industry looking at alternatives, with no major breakthrough in sight. The other issue with the power requirement is where the power is fed to the soldier as size and weight is at a major premium. We have looked at intelligent textiles where the electronics are part of the material and despite the claims they are a long way from being combat effective.
The main issue for all new technologies that look good on paper is that when they are tested for combat effectiveness the short falls become all too clear. That said Seyntex is investing in its staff and ability to manufacture these technologies as when they are ready, as they will have to be manufactured. We are fully committed to this process for the future.
It is this thinking “outside of the box” that will keep European manufacturers and the technologies within Europe; as many skill sets are now leaving Europe and Europe can ill afford this brain drain. We have a number of solutions that will be available for a future soldier platform that we are developing with our UK and European partners and a number of European MoD’s and these enhances are not static applications as they are designed to evolve to accept technologies as the technologies become combat effective and no other company at this time is working within this ethos.
Most developments are for a time line of service before a new iteration is then developed, so evolutionary designs are a rare commodity within this industry. Our future soldier platform is not a static application but one that is designed to evolve with technologies as and when they are ready it is completely modular and innovative. Our tie ups allow us to develop and test the equipment; resolve any issues before we present them to the client. This allows us to be more efficient and to exceed time line lines in development. Along with our investment in new manufacturing processes to cope with this new technology we have positioned ourselves to be at the forefront of manufacturing and development for the 21st century.
As European Militaries move from large scale infantry regiments to a more highly mobile and versatile specialist unit the developments have to be designed to adapt to the idiosyncrasies of these units with the through life cost and manufacture support that we feel we are best placed to provide.
We are also at the forefront of fabric design and developments working on new fabrics that are lighter stronger and offer other features that the future soldier platform will require and one that can be delivered.
Seyntex N.V. is a vertically integrated textile group embracing all production steps such as weaving, dyeing, printing, coating, laminating, finishing and making-up of high-tech textiles. The use of the most sophisticated production machinery, combined with a proven know-how and constant research and development are a guarantee for an excellent quality and service. Seyntex is ISO 9001 and ISO 14001 accredited and has a fully equipped textile laboratory, a ballistic shooting range, fully integrated textile production, and sewing factories in Belgium, Romania and Bangladesh.
Seyntex has a full range of articles for the military user and for police forces and civil defence organisations. The range includes:
With a history of over 100 years, Seyntex is known to all of the European Ministries of Defence as a safe and reliable partner in the design, development and production of all of the products made out of technical textiles.
With a total workforce of more than 1000 people, and by being vertically integrated, Seyntex ensures it delivers what it promises. n
For more information visit: www.seyntex.com
Tel: +32/51.42.37.08 │ Email: cko@seyntex.be
Photo © Seyntex.
Italy’s Future Soldier
Soldier Modernisation discusses Italy’s Future Soldier with Marco Buratti,
Marketing and Sales Director for the Land and Naval Systems division of Selex ES
Future Soldier is a programme for the Italian Army developed by Selex ES, a Finmeccanica company. The programme is designed to digitize the battlefield and to improve effectiveness and capabilities of soldiers as per the NATO five point plan.
Q: We discussed Future Soldier with you last year. Where are you now as regards lightening the load to the individual troops?
A: Well, the reduction in the weight of equipment for the individual soldier was made a priority at the beginning of the development programme. Progress is underway in this area of the programme. Our equipment has been engineered out of materials specially chosen to be as light as possible without compromising on durability.
Q: What are the benefits of the new products you are deploying, over what is currently being used; could you go into detail in areas such as troop survivability, troop lethality and so on?
A: There are many benefits to using these new products. First of all, our night vision and optronics product NIMOS can improve mobility and situational awareness via effective light intensification technology. There is also our Linx target acquisition system which allows all weather observation, detection and recognition to improve situational awareness. Both of these products are networked with the soldier’s wearable computer.
In the area of lethality, new Beretta’s rifles are being introduced as part of the Future Soldier programme and we offer the grenade launcher fire control system Scorpio.
Scorpio provides quick and accurate pointing and firing at both static and moving targets, increasing the probability of hitting the target.
Q: Interoperability with troops from other countries is also a key area across Future Soldier programs. How have you been progressing in this area?
A: For the area of interoperability, that is, for allied troops fighting alongside each other, we make sure that the C4I systems can talk to each other and that the radio and data communications protocols in use are compatible and share maximum level of security as well.
Q: What have been the key areas of improvement that Future Soldier has provided so far?
A: Since the start of the programme we have seen an improvement in these areas which you have mentioned such as sustainability, command and control. We can be expected to see further improvements in the coming months as new products are released and deployed. At the moment we are carrying out further testing and development of products which are intended to be integrated into the programme the end of this year. Hopefully we can discuss these in our follow up interview and talk about the benefits that they have delivered.
For more information visit: www.selex-es.com
Secure Real Time Communications
Soldier Modernisation talks to Jon Doyle, Vice President of European Operations and Corporate Development, CommuniGate Systems
Jon Doyle is Executive Vice President of European Operations and Corporate Development at CommuniGate Systems.
CommuniGate Systems provides industry leading, world class Unified Communication products for business and military applications. CommuniGate’s vision is to provide scalable, reliable, and feature-rich solutions to meet the demanding communication needs of today’s warfighter.
Q: Texting, messaging, sharing rich content – are not only part of “social media,” they have become major productivity tools for business and industry. The military sector also has the need for these kinds of solutions, but of course issues of security, speed, etc. come into play in these environments. Can you explain the differences between “enterprise messaging” and “military messaging?”
A: Military Message Handling Systems typically had a silo approach, in terms of not fully leveraging the standards that the Internet embraced for messaging. That has changed over time because the usage models dictated things like compatibility or federation, and users demanded more features that they are “used to” in both their academic years and personal lives before entering the military ecosystem; which also spans contractors and research organizations that must inner-operate. However, traditional Enterprise messaging systems can have limitations, often in the areas of security, and lightweight tools that can work across network topologies that are in the field and have high latencies than the corporate LAN.
Leading the front of some of this change is Secure Instant Messaging, leveraging the XMPP (Jabber) protocol that lends itself quite well to the demand for innerop, with rich features, while having appropriate security capabilities.
Q: So as you see it what are the greatest challenges for providers relating to messaging and “real time” communications for military and military contractors, and what is CommuniGate doing to surmount those challenges?
A: Identity management is the problem to solve. We have exhausted the username and password capacities some time ago, and see on a daily basis the security breaches in the media. Multi-factor authentication is a break-fix that is already popping at the seams. Computer systems need to know who they are dealing with as much as the human user needs to be sure they are speaking to the right program, and more importantly when data is at rest, that data will maintain its integrity. The challenge here is more about how to combine the opposing demands, where more features and mobile flexibility are pushing in one direction, and the needs for security demand another. Sensor based equipment, with biometrics are obviously a big growth area, that will encompass messaging tools that will not only help military organizations, but it would also be great for many of us civilians to not have to remember to take the iPhone every time we stand up.
Q: What about bandwidth and rich content such as video? I can see where sharing this kind of data in “real time” can be very critical to military operations, and/or projects involving military contractors. How are you addressing these challenges?
A: Video absolutely is one of the more powerful tools for both real-time and recorded communications effectiveness. Having the ability to stream video and upload later is one way to deal with in-the-field constraints over bandwidth, but also better compression abilities that we have integrated into our technologies with variable bit-rate capabilities that adjust on the fly. We also have seen a demand from some of our larger military contractor partners that need to set up ways to collect video streams for analysis and collaboration across many organizations as R&D demands span multi-system and country sessions.
Q: Within what you are at liberty to discuss of course, can you tell me where some of your secure real time solutions are being leveraged? And what kind of feedback have you have gotten from users?
A: Since early 2012 Web and Mobile communications have surpassed the traditional “desktop client” model and the trend towards mobility is not slowing down. This of course has spilled over very fast into the Military sector from the civilian world because of the nature of the “military workforce” already being quite mobile, and typically not deployed with “desktops”. What is quite interesting is that we see hybrid systems; whereby a platform like MS Exchange might be used in one area, and then a technology like ours is used to create private clouds, with Web and mobile access to things like secure Instant Messaging, email and VoIP. Chat rooms are in particular demand that can span multiple organizational systems. Some of our partners like Lockheed Martin, NASA, and the National Labs require rich communications between agencies and often times academic research labs. We can quickly build private communities that leverage our HTML5 technology, while having the ability interface to internal authentication and messaging systems.
Q: What is it that is unique about your solutions and your company? What is that separates ComuniGate from your competitors?
A: We like to say, it is the reliability and quality of the products that sets us apart from the “pack,” and our customers tend to agree! I think it is also important to say that we have been doing Internet Communications for 22 years, and that knowledge and down to the wire expertise lends a lot of credibility when it comes to creating secure web and mobile messaging systems.
Q: Without revealing anything proprietary, what do you think is next in Secure Communications for Military Applications, in general, and specifically for CommuniGate as it relates to meeting the needs of the Modern Soldier or Military Contractor/Researcher?
A: As computing devices shrink, the efficiencies of our software will enable new “user wearable” devices. It is really hard to look out ten years. I remind myself of this by looking back in 5 years jumps in the technology world. But, I fully believe that we will see in the near term uniforms and equipment being closer to standard issue, whether that be from the military side or from the local GAP store. n
For more information visit: www.communigate.com
Improved Communication = Improved Capability
Ross Jones, Programme Leader for Dismounted Soldier Systems, DST Programme Office, UK MoD, on the current research to deliver dismounted capability to the UK soldier
There are many critical factors that affect how a soldier is able to carry out their duties in the field. From the load they carry to the flexibility of their armour. But there is one area that is receiving particularly close attention from research facilities across the globe right now, and that is communication.
Comms technology is still very much on the steep ascent of the development S-curve which we see in our everyday lives with the smartphone you have in your pocket or that new iPad you’re still trying to justify buying. Comms tech for the dismounted soldier is no different.
Ross Jones is Programme Leader for Dismounted Soldier Systems in the DST Programme Office for the UK MoD and is currently working on a research project that incorporates C4, Lethality, ISTAR, Mobility and Sustainability to deliver dismounted capability to the UK soldier.
Soldier Technology spoke to Mr Jones to tell us more about the current research.
Q: What is the current position of dismounted soldier systems that triggered the research?
A: Current operations have seen a significant improvement in the capability of the UK dismounted soldier. As we look to draw down from current operations and align ourselves to future plans and structures it is essential for us to learn the lessons and conduct research to close any gaps in the future capability requirements.
Q: What areas is this research covering?
A: There is research being conducted covering all aspects of the dismounted soldiers capability, from his comms and sensors to his survivability. All aspects are being considered, especially on how they all work together as a soldier system.
Q: How are you carrying out the research?
A: The research is being conducted mostly through teams of industry and academia, to ensure we draw on the best in class of UK and international expertise. Some aspects will be conducted in government but it is very much a partnership to ensure the best output for our armed forces.
Q: When and how do you expect to deliver the results?
A: Results will take the form of anything from reports to technical demonstrators, dependant on the needs of the military customer, and are currently planned to be delivered over the course of the next 5 years to meet a variety of military decision points, but will also go out longer term to ensure we are prepared for future challenges.
Q: What results are you expecting to see, if you have any expectations?
A: Ultimately the results will culminate in the improved capability of UK dismounted soldiers, to be better able to deal with the challenges of future operations. Being able to monitor this improvement to ensure we invest in the right areas will be key to achieving this.
Q: What technologies do you expect will be/would you like to see deployed as a result of this research?
A: We are always looking to improve our comms network, and would like to get to the point where we have the optimal network down at the individual soldier level which has the required bandwidth and latency, and is scalable, modular and affordable. This will be the backbone that will enable a number of capabilities required both now and in the future.
It will enable the exploitation and experimentation of different technology insertions which are being developed such as blue force tracking, target hand off etc. and assess their impact on improving overall soldier capability. n
Soldier communications technology research will be a core focus at Soldier Technology, the world’s only global soldier and marine modernisation meeting, taking place 11-14 June 2013 in London.
The event attracts 450+ soldier modernisation programme managers, prime contractors and equipment manufacturers annually. Soldier Technology will gather the key national programmes and their stakeholders mentioned above to drive innovation and export opportunities.
For more information visit: www.soldiertechnology.com
ODU AMC – Advanced Military Connectors
Günter Rohr – Global Portfolio Manager ODU
In the last two years, worldwide many new developments concerning soldiers, as well as in the area of battlefield communication took place. Some of the soldier modernization programs were revised or redrafted. The key requirements of manufacturers and users still are: weight reduction, including miniaturization, robustness, easy handling and the safe transmission of a higher number of signals in the smallest possible space.
“We have been able to solve many taxing demands from customers and application problems with our ODU AMC - Advanced Military Connector Series. Our ODU AMC connector series has been very well received on the market. Our customer’s feedback is consistently very positive. Especially in Europe and the USA, we are part of the next generation in many research and development projects”, says G. Rohr.
These high-quality, innovative connectors are involved in many different sectors of the defence and security market, e.g. soldier communication systems, night vision systems, radio systems, radar systems, portable navigation systems, armoured vehicles, etc.
For the “soldiers of the future”, such as “IDZ ES/ Gladius“ (Germany), it all depends on a dependable and highly flexible interface solutions for the electronics and energy supply - therefore, the connection of personal equipment, optics, optoelectronics, communication devices and effectors. Furthermore, a corresponding, efficient and secure “wiring”, including a quick open or close and then reliably locking connector, proves to be the deciding factor in use. Here, ODU AMC is the first choice for connectors and was able to fulfill many of the demanding needs of connectors with its extensive standard program. In close collaboration with our customer Rheinmetall, we have developed special systems, such as, for example, application specific connectors for contact via helmets.
Besides its approach to a complete solution, like with Gladius, component manufacturers are already resorting to ODU AMC connectors. Due to its excellent transmission of data, 360° shielding properties, being water proof and its ergonomic design (for example, low weight, “blind connectivity”) and versatility (for example break-away and push-pull solutions, individual color coding etc.) the ODU AMC connector series is predestined for use.
Another successful are of use for the ODU AMC applications are tactical communication solutions. It´s all about getting the important information down to the individual soldier. Today you have squad leaders with all needed information. He is connected to head quarters and networks. The individual soldier relies on hand signals or shouts in terms of communication. But information is important for him. Where I am? Where is friend and foe? So every soldier will be connected with various system to be able receiving information. ODU AMC connectors can be used for PRR “Personal Role Radios”, ruggedized laptops, as well as newly developed SDR systems (software defined radios) for troop communication.
ODU AMC Easy-Clean –
Fast and Easy Cleaning Guaranteed!
Remove mud, slop or dust quick as a flash.
For clean contacts and safe data transmission.
What is more important to an infantryman than to be able to act quickly during action? It is therefore necessary that all information systems are completely compatible with each other and that they meet the highest standards of quality. Light, small, robust and easily cleanable on the field. The ODU AMC Easy-Clean series meets all these requirements in an ideal manner and through a number of different configurations: The connectors are unaffected by dirt and dust. The receptacle or the plug can be cleaned depending on their configuration.
DU AMC Easy-Clean –
Fast and Easy Cleaning Guaranteed!
To serve the various soldier modernisation systems is only the start – ODU’s target for the future is to connect all interfaces around the soldier such as weapons, communications systems and vehicle connections using the ODU AMC family, so that system engineers and soldiers can benefit from one connector family that meets all requirements for their specific applications. n
Portable Power!
Soldier Modernisation talks to Sylvain Lhuissier, International Sales and Marketing Director, Bren-Tronics
Bren-Tronics produces ruggedized batteries, battery charging systems, and expeditionary power sources designed for the unique needs of Air, Land or Sea military operations.
Q: In as brief and lay–terms as possible, tell us about “expeditionary power” or “off-grid power”. What is it, and why is it so important to modern ground forces? And take us through the evolution of bulky batteries and noisy generators to what is available today.
A: The modern expeditionary unit has needs that are vastly different from even 5 years ago. Their devices require more and more energy so their personal and overall unit loads get heavier and heavier. When we discuss expeditionary power we look at it from both the individual warfighter’s level to the unit’s power requirements.
For the individual warfighter we continue to innovate by providing more power and energy in the same footprint, this obviates the need for a new battery footprint (something the military is deadset against) and allows the use of existing chargers and ancillary products.
For the overall unit we have developed energy storage trailers that harness renewables (solar and wind) and tie them in with energy storage and a standard military generator. This allows the unit to provide power from the battery, never turning on the generator as long as the sun is shining and the wind is blowing, and if it is needed it will only run in order to charge the batteries. Generators in the past weren’t sized correctly for the application and power needs, sometimes providing 10X more power than was needed, thus using much more fuel than was required and eventually destroying the generator (known as “wet stacking”). By “right sizing” the total energy storage system and tying it in with renewables and energy storage you can dramatically cut the fuel requirements, leading to less fuel deliveries needed and less lives put at risk delivering fuel.
We are also developing larger energy storage devices that can tie in larger wind farms and/or solar farms as well as take energy off the grid and store it for when it is needed.
Q: Over the course of that development what have been the specific challenges in designing/manufacturing vehicle mounted and/or man carried power sources for ground troops... And what has Bren-Tronics done to specifically meet those challenges?
A: When designing chargers for vehicle mounted applications you have to consider not all vehicles are created the same. Additionally, almost all the useable space is already allocated for other uses. To manage these challenges we designed smaller charging units that are universal and can provide more charging options for the warfighter with a smaller footprint. Since we are able to provide more energy to the warfighter, this allows them to bring fewer batteries. Manufacturers have also worked closely with us and the military designing many of their products around our standard military batteries such as the BB-2590/U and BB-2557/U. Our renewable energy platform for portable use includes complete systems such as the “REPPS” kit – which is a rucksack kit that includes solar panels, charge controllers and adapters to provide power to recharge their batteries in the field.
Q: Within what you are at liberty to discuss, how and where are your “portable power” solutions being used?
A: Portable power is used by all warfighters worldwide who have “boots on the ground.” They use our batteries to power their radios, robots, IED jammers, etc. They are using our recharging kits to provide power to their batteries from AC and DC power, solar, wind, fuel cells, etc. We are constantly finding new uses for our products, including our 50W fuel cell from UltraCell, especially in cold-weather climates.
Q: What are the relative advantages, disadvantages of current portable power technologies, and with that in mind why has Bren-Tronics chosen to focus on the particular solutions it has?
A: When you considering portable power you must be able to fit the battery to the application, it’s never the other way around. Even if widely utilized for commercial applications, rechargeable batteries are not yet fully deployed within international Armed Forces. Although the latest Lithium-Ion systems offer the highest specific energy (200Wh/Kg+), safety and reliability remain the true technical challenges to address for military applications. Bren-Tronics was the first company to design a military Li-Ion rechargeable battery for the US Army in 1995, as well as the first company to make a state-of-the-art charge indicator for military batteries and the first universal charger. Since then, we are continuing to improve protection circuitry, Li-Ion cell selection and mechanical integration focusing on lighter weight, colder temperature operation and/or higher discharge rate.
Standardization is the key for the logistic deployment of consumable products such as battery packs within the Armed Forces. Over the past 20 years, we have designed a standard family of rechargeable battery packs offering various form factors and voltages, but limited to about 15 different types. Typical battery life is multiple years. Hence, the users can update their battery performances regularly.
Charging logistics is another challenge. Bren-Tronics has developed and fielded universal chargers to many international Armed Forces. The chargers are designed for operational usage and not per battery type. Thus, after 15 years, our chargers are servicing over 80 different battery types of various chemistries and manufacturers. Software based, the charger can be easily upgraded in the field with the addition of any new battery pack. Joint International operations such as Afghanistan demonstrated the efficiency of this concept when US, French and Georgian troops exchanged their electronic equipment and were able to use their fielded Bren-Tronics chargers.
Q: How are you working with US DoD, and other militaries in terms of providing your solutions? Are you working through/with any specific Project Managers or Programs, or under contracts you are at liberty to discuss?
A: We work very closely with the U.S. Department of Defense (DoD) as well as all “friendly” Ministries of Defense around the world. We find it critical to not only work closely with the specific program offices of the Military (e.g. CERDEC, CECOM, PM SWAR, PM MEP, JIEDDO, etc.), but with the original equipment manufacturers (OEM’s) who are building the products utilizing our batteries. As of today, Bren-Tronics is active in more than 60 countries. We are dealing directly with the Ministries of Defense and other local agencies. Our goal is always to propose standard, universal and in the field proven designs with the latest available technology at a reasonable cost.
Q: As you see it, what challenges remain in creating the “ultimate” portable power source for today’s “Networked Soldier” for use in the Ground Combat environment, and without revealing anything proprietary, what is Bren-Tronics doing to surmount those challenges?
A: In the not too distant future, every soldier will be responsible for not only their weapons, food and water, but their energy as well. They will be connected to the other soldiers in their unit, to their base and to the network, back in the U.S. if needed. There has been much talk about a central battery, with a “power manager” providing power to all their portable devices. We are leading the way in this effort offering the safest, most reliable and cutting edge products.
The technology will always improve faster than the military programs. Therefore, an “ultimate” portable power source solution should be first based on the flexibility for the warfighter to adapt and tailor his power sources according to his mission profile based on standard and interchangeable modules. This is already true using the same standard battery modules from few watts application such as a radio manpack up to several kilowatts for advanced detection system such as transportable radar. Safety, Universality and Inter- Operability are key tenets for Bren-Tronics.
We have been designing and manufacturing batteries, chargers and complete power systems for over 40 years, our core business is our only business. n
For more information visit: www.bren-tronics.com
Making Real-Time Threat Intelligence Sharing a Reality
Cyber attacks vary from theft of research, personal information and other valuable assets to disruption of service, and while finance and media have dominated recent headlines, no industry is immune from compromise. To make matters worse, increasingly, organizations that are perpetrating attacks are either well-funded through criminal revenues, state sponsorship, or both. Similarly, there is continually increasing collaboration and sophistication in the tools used by attackers.
Since cyber adversaries tend to use the same/similar infrastructure across multiple victim targets, an early warning system that enables threat intelligence sharing between trusted partners could provide future victims an opportunity to put preventive counter measures in place. Real-time threat intelligence sharing among trusted partners is the concept behind a Catalyst demonstrated at Management World Nice, France.
According to Brian Rexroad, Principal Security Architect for AT&T’s Chief Security Officer, “Defending against these threats necessitates collaboration among enterprises as well as providers of services on the Internet. No organization can defend against the array of cyber-threats on their own, and there are many ad hoc communities forming to share information, but this means does not scale. To date, there has been only limited effort to standardize and implement means to automate sharing of threat information. I believe this effort represents an interest and intent to improve how we share information about threats.”
The project which is being championed by AT&T, Bell Canada, Telstra and DSTL (an agency of the UK MOD) has settled on two very different Use Cases for the demonstration and standards development.
The first, Mobile Malware, uses the Spam Soldier1 malware that was identified in December 2012 as the backdrop for threat intelligence sharing. In this Use Case, there is an opportunity to expand the sharing community participants to include additional parties – from mobility service providers to OS providers, software and A/V vendors, and application stores – as the understanding of the threat progresses across the Security Management Lifecycle. TM Forum’s Security Management Lifecycle is an abstract model that defines process flows and operational states. In the case of our Mobile Malware threat, sharing can be accomplished in two phases: (1) as “monitoring” identifies suspicious behavior, and (2) when “detection” confirms the threat with root cause determination and impact. Amir Gefen, Director of Industry Relations for cVidya Networks says, “With the tremendous proliferation of smartphones, fraudsters and hackers are finding these devices to be much more vulnerable than PCs, and shifting their efforts into this area while causing CSPs and their subscribers tremendous financial and reputation damages. This Catalyst is dealing with one of the most burning issues in the industry.”
The project’s second Use Case is focused on a targeted attack from an advanced persistent threat (APT). Again, this case is being modeled after a real-world Case Study, “Crimson Ash”2 , provided by Cyber Squared. Adam Vincent, Cyber Squared’s CEO, explains, “APTs are aggressive in the way they target their victims, and their capabilities are only as advanced as required by the targets they plan to use them against. Our threat intelligence sharing community will share information as the threat advances so that we can establish patterns and identify the threat, hopefully before they’ve accomplished their mission. We are clearly outmatched when acting alone, and we need to work together.” Alex Hamerstone, Compliance Officer for TOA Technologies, adds “Correlation is essential to identifying and thus mitigating security threats. Being able to correlate threats faced by multiple providers enables better mitigation.”
Please direct inquiries to Christy Coffey at: ccoffey@tmforum.org.
Or view our work at:
http://www.tmforum.org/CyberSecurity/13516/home.html#LIST
DSEI 2013: Centre Stage for Soldier Modernisation
Defence and Security Equipment International (DSEI) is the largest integrated defence and security exhibition in the world and is becoming increasingly recognised as a unique venue to showcase the latest developments within the soldier modernisation sector. Hosted at London’s ExCeL every two years, DSEI continues to serve as the premier meeting place for global defence and military communities.
Organised by Clarion Events, DSEI 2011 attracted 1,391 exhibiting companies representing 46 countries and included 30 national pavilions, with 28,440 international visitors and 1070 global VIPs in attendance.
Growing market
In March 2013, Visiongain published a report based on its analysis of the global soldier modernisation market, the value of which will reach $892.6m in 2013. As traditional forms of warfare continue to develop and military operations become more complex in both scope and approach, the modernisation of soldiers in order to combat such changes is an important focus point for both established and emerging markets around the world. Despite the effects of global economic stagnation, defence spending cuts and significant operational withdrawal over the next few years, investment is expected to focus on integrated soldier systems and Soldier Modernisation Programmes (SMPs).
“Soldier modernisation has developed significantly over the last 20 years in an attempt to equip military forces with fully mobile, capable, efficient and advanced systems for combat. Despite delays, cancellations and the restructuring of requirements for many SMPs, the necessity for highly developed and interconnected soldier systems remain. Investment in soldier modernisation will therefore remain strong over the next decade, with greater focus upon improving situational awareness, enhancing communications and connectivity and reducing the overall weight burden by developing more efficient sources of energy supply and new weight distribution equipment, “said Richard Gale, a defence analyst at Visiongain.
Expanding Land Capability Zone
Visitors at DSEI 2011 were able to view the entire land systems supply chain, with 700 land-focused companies out of a total 1,391, exhibiting a comprehensive range of innovative products and services.
This year will see the largest Land Capability Zone to date which is evolving to provide even more suppliers, content and diversity. It will include more than 70 dedicated stands featuring leading players in the global industry, ranging from prime contractors to niche specialist suppliers such as BAE Systems, Daimler, General Dynamics, Iveco, Jankel Armouring, JCB, Land Rover, Nexter, Patria, Rheinmetall, Streit Group and Supacat.
The Vehicle Display Area, a new feature introduced at DSEI 2011, attracted 71 per cent of visitors and at this year’s event, the area is being expanded and will also be located within the Land Capability Zone, providing both visitors and exhibitors with the perfect platform for networking, building relationships and viewing the latest advances in technology.
Situated within the Land Capability Zone, there will be a dedicated seminar theatre which will showcase everything from capability demonstrations to technological innovations. With high-level speakers debating and discussing key topics and issues, it will provide valuable opportunities to gain insight into the future of the international land sector.
Modernisation on display
Some 1,400 international exhibitors will be on view at DSEI 2013, which will include a number of leading companies displaying and promoting the latest advances in soldier modernisation products and systems.
In April 2013, Harris Corporation was awarded a $29m order to provide an undisclosed customer in Asia with Falcon III® wideband tactical radios. The radios will provide that country’s military forces with critical country-wide data communications and improved mission capabilities as part of an overall modernisation effort.
“Our RF-7800H and RF-7800W radios will enable these armed forces to operate with more detailed situational awareness than previous generations of radios,” said Brendan O’Connell, president, international business unit at Harris RF Communications.
Harris is supplying their new RF-7800H high-frequency wideband manpack and RF-7800W high-capacity line-of-sight radios. The new RF-7800H is the world’s first HF radio with high-speed wideband data capabilities. These advanced capabilities will allow operators to efficiently transmit large data files, such as images, over very long range beyond-line-of-sight links. The radio is 20 percent smaller and lighter and offers data rates that are 10 times greater than other HF radios. In addition to this latest order, Harris’ Falcon III is also supporting the next generation of radios for the US military’s Joint Tactical Radio System requirements, as well as network-centric operations worldwide.
Front-line capability
The French exhibitor, METRAVIB, is maintaining monthly deliveries of its PILARw systems to front-line Special Forces and mechanised infantry operations in Afghanistan.
The combat proven systems have seen service in Afghanistan with the armed forces of Belgium, Czech Republic, Denmark, France, Germany, Norway, Poland and the USA with more than 1,000 systems sold to date to 25 countries.
The PILARw system uses the sound waves generated by the firing of small arms, rocket propelled grenades and mortars to detect and accurately identify their location in real time. The PILARw screen displays a precise origin of the enemy fire.
Due to its real-time detection and localisation process, the PILARw system can be deployed in a wide variety of assignments, particularly to increase soldier capabilities as well as protecting temporary or permanent zones, such as military bases, checkpoints and borders.
The system has two principal applications: ground-level deployment, and moving vehicles with the mobile on-board version. However, the PILARw system has been adapted and new versions have recently become available for use on other platforms such as ships, helicopters and unmanned aerial vehicles.
MOD partner with industry
In March 2013, the UK’s Defence Equipment & Support (DE&S) hosted senior Army officers, technology developers and industry representatives to evaluate the latest phase of work conducted by DE&S and a Qioptiq-led consortium, including QinetiQ and BAE Systems Advanced Technology Centre (all DSEI exhibitors), to review the potential military use of new digital and optical technology.
The research includes a project known as the Digital Optical Weapons Technology Sight, which aims to provide operators of support weapons with a reliable and up-to-the-second picture of the battlefield. Another element is the Support Weapon Remote View Optic, developed by Qioptiq and Istec. This displays the weapon sight picture on a screen mounted to the side, which allows Commanders to have the same view as the gunner and to rapidly switch from day to night and thermal vision.
Other project capabilities include clip-on thermal imagers for night vision goggles, which allow the dismounted soldier to see in total darkness, with variable brightness for the full range of conditions. Lightweight and waterproof, the imagers can operate for four and a half hours with just a single AA battery.
“Although it’s clear that traditional national defence markets continue to face challenges with limited growth potential, it’s equally apparent that many emerging markets around the world will be upgrading their armed forces to respond to operational demands. With its international stage, DSEI is able to attract a wide spectrum of industry expertise, ranging from large primes to small enterprises, covering the latest advances in soldier modernisation. With over 1000 global VIPs and some 30,000 visitors expected at DSEI 2013, exhibitors and visitors can network within a true global context and discuss key trends in this fast-changing sector,” said DSEI Exhibition Director, Duncan Reid. n
DSEI will be held at ExCeL London from 10-13 September 2013. www.dsei.co.uk.
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